
Summary
File Name:   ytdExtension.exe

File Type:   PE32 executable (GUI) Intel 80386, for MS Windows

SHA1:   97bb018562de4854ad68e542c7685c4f39dedda7

MD5:   f4a1c71167bb541e34d5e54012acf7f6


MALWARE

Valkyrie Final Verdict

DETECTION SECTION

Severity: High

Verdict: Malware

CLASSIFICATION

31%

25%

18%

12%

6%

Backdoor(9.81%)
Bot(9.38%)

Exploit(0.00%)

Pua(15.34%)

Trojan
Generic(30.70%)

Trojan
Downloader(15.95%)

Trojan
Dropper(7.91%)

Rogue(2.19%)Virus(3.81%)

Remote
Access

Trojan(0.00%)

Spyware(0.00%)

Rootkit(0.00%)

Trojan
Password

Stealer(3.13%)

Worm(1.78%)

Ransomware(0.00%)

HIGH LEVEL BEHAVIOR DISTRIBUTION

36.3%

12.0%

44.5%

Process (597)
Hooking (2)
Network (1)
Windows (25)
Misc (80)
System (5493)
Crypto (2)
Threading (350)
Synchronization (31)
Registry (1822)
File System (6735)
Device (8)
Com (3)

   
   
   

ACTIVITY OVERVIEW

Networking   2  (50.00%)
Information Discovery   1  (25.00%)

Hooking and other Techniques for Hiding Protection   1  (25.00%)
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Activity Details

INFORMATION DISCOVERY

Reads data out of its own binary image





Show sources

NETWORKING

HTTP traffic contains suspicious features which may be indicative of malware related traffic

Performs some HTTP requests





Show sources

Show sources

HOOKING AND OTHER TECHNIQUES FOR HIDING PROTECTION

Creates RWX memory




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Behavior Graph

22:03:13 22:03:17 22:03:21

PID 2308
The malicious file created a child process as 97bb018562de4854ad68e542c7685c4f39dedda7.exe  (PPID 2192)22:03:13 Create Process

PID 1660
The malicious file created a child process as msiexec.exe  (PPID 2308)22:03:21 Create Process

22:03:13
22:03:15

NtReadFile 
[ 40 times ]

22:03:20 Create Process

22:03:21 NtProtectVirtualMemory
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Behavior Summary

ACCESSED FILES

\Device\KsecDD

C:\Users\

C:\Users\user\

C:\Users\user\AppData\

C:\Users\user\AppData\Local\

C:\Users\user\AppData\Local\Temp\

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\

C:\Users\user\AppData\Local\Temp\97bb018562de4854ad68e542c7685c4f39dedda7.exe

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Users\user\AppData\Local\Temp\_MSI5166._IS

C:\Users\user\AppData\Local\Temp\0x0000.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\Setup.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\_ISMSIDEL.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0000.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0407.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0409.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x040a.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x040c.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0410.ini

C:\Windows\System32\uxtheme.dll.Config

C:\Windows\System32\uxtheme.dll

C:\Users\user\AppData\Local\Temp\97bb018562de4854ad68e542c7685c4f39dedda7.exe.Local\

C:\Windows\winsxs\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.17514_none_41e6975e2bd6f2b2

C:\Windows\Fonts\staticcache.dat

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\~F051.tmp

C:\Users\user\AppData\Local\Temp\~F0DE.tmp

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\1033.MST

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\ytdExtension.msi

C:\Windows\SysWOW64\MSIEXEC.EXE.Local\

C:\Windows\winsxs\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.17514_none_41e6975e2bd6f2b2\comctl32.dll

C:\Windows\WindowsShell.Manifest
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A:

B:

F:

G:

H:

I:

J:

K:

L:

M:

N:

O:

P:

Q:

R:

S:

T:

U:

V:

W:

X:

Y:

Z:

C:\

C:\Users\user\AppData\Local\Temp\MSI644a7.LOG

C:\Windows\SysWOW64\msimsg.dll

C:\Users

C:\Users\user

C:\Users\user\AppData

C:\Users\user\AppData\Local

C:\Windows\AppPatch\sysmain.sdb

C:\Windows\AppPatch\msimain.sdb

C:\Windows\SysWOW64\sxs.dll

C:\Windows\SysWOW64\*

C:\Windows\SysWOW64\ar-SA\sxs.DLL.mui
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READ REGISTRY KEYS

C:\Windows\SysWOW64\bg-BG\sxs.DLL.mui

C:\Windows\SysWOW64\cs-CZ\sxs.DLL.mui

C:\Windows\SysWOW64\da-DK\sxs.DLL.mui

C:\Windows\SysWOW64\de-DE\sxs.DLL.mui

C:\Windows\SysWOW64\el-GR\sxs.DLL.mui

C:\Windows\SysWOW64\en\sxs.DLL.mui

C:\Windows\SysWOW64\es-ES\sxs.DLL.mui

C:\Windows\SysWOW64\et-EE\sxs.DLL.mui

C:\Windows\SysWOW64\fi-FI\sxs.DLL.mui

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Lsa\AccessProviders\MartaExtension

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\DisableUserInstalls

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Debug

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\SideBySide\PreferExternalManifest

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SQMClient\Windows\CEIPEnable

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Timeout

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\DisableLoggingFromPackage

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Logging

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109030000000000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109030000000000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\000021091A0090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\000021091A0090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109411090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109411090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109440090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109440090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109510090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109510090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109511090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109511090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109610090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109610090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109611090400100000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109611090400100000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109711090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109711090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109810090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109810090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109910090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109910090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A10090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A10090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A20000000100000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A20000000100000000F01FEC\InstanceType
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MODIFIED FILES

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A20090400100000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109A20090400100000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109AB0090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109AB0090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109B10090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109B10090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109C20090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109C20090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109E60090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109E60090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F10090400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F10090400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F100A0C00000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F100A0C00000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F100C0400000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109F100C0400000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\07E464739B0BFFD946A9BC1E96AB6D75\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\07E464739B0BFFD946A9BC1E96AB6D75\InstanceType

C:\Users\user\AppData\Local\Temp\_MSI5166._IS

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\Setup.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\_ISMSIDEL.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0407.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0409.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x040a.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x040c.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0410.ini

C:\Users\user\AppData\Local\Temp\~F051.tmp

C:\Users\user\AppData\Local\Temp\~F0DE.tmp

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\1033.MST

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\ytdExtension.msi

C:\Users\user\AppData\Local\Temp\MSI644a7.LOG

C:\Users\user\AppData\Local\Temp\MSI928.tmp

C:\Users\user\AppData\Local\Temp\MSI9C5.tmp
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C:\Users\user\AppData\Local\Temp\MSIA34.tmp

C:\Users\user\AppData\Local\Temp\MSIA64.tmp

C:\Users\user\AppData\Local\Temp\MSI109E.tmp

C:\Users\user\AppData\Local\Temp\MSI21A7.tmp

C:\Users\user\AppData\Local\Temp\MSI2BAA.tmp

C:\Users\user\AppData\Local\Temp\MSI35FC.tmp

C:\Users\user\AppData\Local\Temp\MSI3F15.tmp

C:\Users\user\AppData\Local\Temp\MSI47B1.tmp

C:\Users\user\AppData\Local\Temp\MSI505D.tmp

C:\Users\user\AppData\Local\Temp\MSI5A80.tmp

C:\Users\user\AppData\Local\Temp\MSI64F0.tmp

C:\Users\user\AppData\Local\Temp\MSI6E48.tmp

C:\Users\user\AppData\Local\Temp\MSI7658.tmp

C:\Users\user\AppData\Local\Temp\MSI7E86.tmp

C:\Users\user\AppData\Local\Temp\MSI8722.tmp

C:\Users\user\AppData\Local\Temp\MSI8F51.tmp

C:\Users\user\AppData\Local\Temp\MSI9770.tmp

C:\Users\user\AppData\Local\Temp\MSI9F80.tmp

C:\Users\user\AppData\Local\Temp\MSIA80C.tmp

C:\Users\user\AppData\Local\Temp\MSIB02B.tmp

C:\Users\user\AppData\Local\Temp\MSIB83B.tmp

C:\Users\user\AppData\Local\Temp\MSIC04A.tmp

C:\Users\user\AppData\Local\Temp\MSIC86A.tmp

C:\Users\user\AppData\Local\Temp\MSID079.tmp

C:\Users\user\AppData\Local\Temp\MSID889.tmp

C:\Users\user\AppData\Local\Temp\MSIE0A8.tmp

C:\Users\user\AppData\Local\Temp\MSIE8B7.tmp

C:\Users\user\AppData\Local\Temp\MSIF0C7.tmp

C:\Users\user\AppData\Local\Temp\MSIF972.tmp

C:\Users\user\AppData\Local\Temp\MSI21E.tmp

C:\Users\user\AppData\Local\Temp\MSIC02.tmp

C:\Users\user\AppData\Local\Temp\MSI1625.tmp

C:\Users\user\AppData\Local\Temp\MSI1F9C.tmp

C:\Users\user\AppData\Local\Temp\MSI27BB.tmp

C:\Users\user\AppData\Local\Temp\MSI2FCB.tmp
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RESOLVED APIS

C:\Users\user\AppData\Local\Temp\MSI37DA.tmp

C:\Users\user\AppData\Local\Temp\MSI3FEA.tmp

C:\Users\user\AppData\Local\Temp\MSI48B5.tmp

C:\Users\user\AppData\Local\Temp\MSI50C4.tmp

C:\Users\user\AppData\Local\Temp\MSI5970.tmp

C:\Users\user\AppData\Local\Temp\MSI623B.tmp

C:\Users\user\AppData\Local\Temp\MSI6AE7.tmp

C:\Users\user\AppData\Local\Temp\MSI7306.tmp

C:\Users\user\AppData\Local\Temp\MSI7B25.tmp

C:\Users\user\AppData\Local\Temp\MSI8400.tmp

C:\Users\user\AppData\Local\Temp\MSI8C1F.tmp

C:\Users\user\AppData\Local\Temp\MSI94CA.tmp

C:\Users\user\AppData\Local\Temp\MSI9D95.tmp

C:\Users\user\AppData\Local\Temp\MSIA651.tmp

C:\Users\user\AppData\Local\Temp\MSIAE60.tmp

C:\Users\user\AppData\Local\Temp\MSIB670.tmp

C:\Users\user\AppData\Local\Temp\MSIBF2B.tmp

C:\Users\user\AppData\Local\Temp\MSIC74A.tmp

C:\Users\user\AppData\Local\Temp\MSID006.tmp

C:\Users\user\AppData\Local\Temp\MSID825.tmp

C:\Users\user\AppData\Local\Temp\MSIE0FF.tmp

C:\Users\user\AppData\Local\Temp\MSIE9DA.tmp

C:\Users\user\AppData\Local\Temp\MSIF1EA.tmp

C:\Users\user\AppData\Local\Temp\MSIFA09.tmp

C:\Users\user\AppData\Local\Temp\MSI2D4.tmp

C:\Users\user\AppData\Local\Temp\MSIAF3.tmp

kernel32.dll.FlsAlloc

kernel32.dll.FlsGetValue

kernel32.dll.FlsSetValue

kernel32.dll.FlsFree

kernel32.dll.IsProcessorFeaturePresent

kernel32.dll.IsWow64Process

kernel32.dll.GetNativeSystemInfo
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cryptbase.dll.SystemFunction036

uxtheme.dll.ThemeInitApiHook

user32.dll.IsProcessDPIAware

advapi32.dll.CreateWellKnownSid

advapi32.dll.SetEntriesInAclW

ntmarta.dll.GetMartaExtensionInterface

sechost.dll.LookupAccountNameLocalW

advapi32.dll.LookupAccountSidW

sechost.dll.LookupAccountSidLocalW

kernel32.dll.CreateDirectoryW

kernel32.dll.GetFileAttributesW

comctl32.dll.InitCommonControlsEx

kernel32.dll.SortGetHandle

kernel32.dll.SortCloseHandle

kernel32.dll.GetDiskFreeSpaceExW

kernel32.dll.CreateFileW

msi.dll.#70

msi.dll.#141

msi.dll.#96

dwmapi.dll.DwmIsCompositionEnabled

comctl32.dll.RegisterClassNameW

uxtheme.dll.OpenThemeData

uxtheme.dll.IsThemePartDefined

uxtheme.dll.GetThemeMargins

uxtheme.dll.GetThemeBool

uxtheme.dll.GetThemeInt

comctl32.dll.HIMAGELIST_QueryInterface

comctl32.dll.DrawShadowText

comctl32.dll.DrawSizeBox

comctl32.dll.DrawScrollBar

comctl32.dll.SizeBoxHwnd

comctl32.dll.ScrollBar_MouseMove

comctl32.dll.ScrollBar_Menu

comctl32.dll.HandleScrollCmd

comctl32.dll.DetachScrollBars
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comctl32.dll.AttachScrollBars

comctl32.dll.CCSetScrollInfo

comctl32.dll.CCGetScrollInfo

comctl32.dll.CCEnableScrollBar

comctl32.dll.QuerySystemGestureStatus

uxtheme.dll.#49

uxtheme.dll.CloseThemeData

uxtheme.dll.SetWindowTheme

uxtheme.dll.EnableThemeDialogTexture

uxtheme.dll.DrawThemeBackground

msi.dll.MsiGetProductInfoW

gdi32.dll.GetLayout

gdi32.dll.GdiRealizationInfo

gdi32.dll.FontIsLinked

advapi32.dll.RegOpenKeyExW

advapi32.dll.RegQueryInfoKeyW

gdi32.dll.GetTextFaceAliasW

advapi32.dll.RegEnumValueW

advapi32.dll.RegCloseKey

advapi32.dll.RegQueryValueExW

gdi32.dll.GetFontAssocStatus

advapi32.dll.RegQueryValueExA

advapi32.dll.RegEnumKeyExW

gdi32.dll.GdiIsMetaPrintDC

ole32.dll.CoInitializeEx

ole32.dll.CoUninitialize

ole32.dll.CoRegisterInitializeSpy

ole32.dll.CoRevokeInitializeSpy

uxtheme.dll.BufferedPaintInit

uxtheme.dll.BufferedPaintRenderAnimation

uxtheme.dll.BeginBufferedAnimation

uxtheme.dll.IsThemeBackgroundPartiallyTransparent

uxtheme.dll.DrawThemeParentBackgroundEx

uxtheme.dll.DrawThemeText
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DELETED FILES

C:\Users\user\AppData\Local\Temp\_MSI5166._IS

C:\Users\user\AppData\Local\Temp\~F051.tmp

C:\Users\user\AppData\Local\Temp\~F0DE.tmp

C:\Users\user\AppData\Local\Temp\MSI928.tmp

C:\Users\user\AppData\Local\Temp\MSI9C5.tmp

C:\Users\user\AppData\Local\Temp\MSIA34.tmp

C:\Users\user\AppData\Local\Temp\MSIA64.tmp

D:\MSI644a9.tmp

C:\Users\user\AppData\Local\Temp\MSI109E.tmp

C:\Users\user\AppData\Local\Temp\MSI21A7.tmp

C:\Users\user\AppData\Local\Temp\MSI2BAA.tmp

C:\Users\user\AppData\Local\Temp\MSI35FC.tmp

C:\Users\user\AppData\Local\Temp\MSI3F15.tmp

C:\Users\user\AppData\Local\Temp\MSI47B1.tmp

C:\Users\user\AppData\Local\Temp\MSI505D.tmp

C:\Users\user\AppData\Local\Temp\MSI5A80.tmp

C:\Users\user\AppData\Local\Temp\MSI64F0.tmp

C:\Users\user\AppData\Local\Temp\MSI6E48.tmp

C:\Users\user\AppData\Local\Temp\MSI7658.tmp

C:\Users\user\AppData\Local\Temp\MSI7E86.tmp

C:\Users\user\AppData\Local\Temp\MSI8722.tmp

C:\Users\user\AppData\Local\Temp\MSI8F51.tmp

C:\Users\user\AppData\Local\Temp\MSI9770.tmp

C:\Users\user\AppData\Local\Temp\MSI9F80.tmp

C:\Users\user\AppData\Local\Temp\MSIA80C.tmp

C:\Users\user\AppData\Local\Temp\MSIB02B.tmp

C:\Users\user\AppData\Local\Temp\MSIB83B.tmp

C:\Users\user\AppData\Local\Temp\MSIC04A.tmp

C:\Users\user\AppData\Local\Temp\MSIC86A.tmp

C:\Users\user\AppData\Local\Temp\MSID079.tmp

C:\Users\user\AppData\Local\Temp\MSID889.tmp

C:\Users\user\AppData\Local\Temp\MSIE0A8.tmp

C:\Users\user\AppData\Local\Temp\MSIE8B7.tmp

C:\Users\user\AppData\Local\Temp\MSIF0C7.tmp
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C:\Users\user\AppData\Local\Temp\MSIF972.tmp

C:\Users\user\AppData\Local\Temp\MSI21E.tmp

C:\Users\user\AppData\Local\Temp\MSIC02.tmp

C:\Users\user\AppData\Local\Temp\MSI1625.tmp

C:\Users\user\AppData\Local\Temp\MSI1F9C.tmp

C:\Users\user\AppData\Local\Temp\MSI27BB.tmp

C:\Users\user\AppData\Local\Temp\MSI2FCB.tmp

C:\Users\user\AppData\Local\Temp\MSI37DA.tmp

C:\Users\user\AppData\Local\Temp\MSI3FEA.tmp

C:\Users\user\AppData\Local\Temp\MSI48B5.tmp

C:\Users\user\AppData\Local\Temp\MSI50C4.tmp

C:\Users\user\AppData\Local\Temp\MSI5970.tmp

C:\Users\user\AppData\Local\Temp\MSI623B.tmp

C:\Users\user\AppData\Local\Temp\MSI6AE7.tmp

C:\Users\user\AppData\Local\Temp\MSI7306.tmp

C:\Users\user\AppData\Local\Temp\MSI7B25.tmp

C:\Users\user\AppData\Local\Temp\MSI8400.tmp

C:\Users\user\AppData\Local\Temp\MSI8C1F.tmp

C:\Users\user\AppData\Local\Temp\MSI94CA.tmp

C:\Users\user\AppData\Local\Temp\MSI9D95.tmp

C:\Users\user\AppData\Local\Temp\MSIA651.tmp

C:\Users\user\AppData\Local\Temp\MSIAE60.tmp

C:\Users\user\AppData\Local\Temp\MSIB670.tmp

C:\Users\user\AppData\Local\Temp\MSIBF2B.tmp

C:\Users\user\AppData\Local\Temp\MSIC74A.tmp

C:\Users\user\AppData\Local\Temp\MSID006.tmp

C:\Users\user\AppData\Local\Temp\MSID825.tmp

C:\Users\user\AppData\Local\Temp\MSIE0FF.tmp

C:\Users\user\AppData\Local\Temp\MSIE9DA.tmp

C:\Users\user\AppData\Local\Temp\MSIF1EA.tmp

C:\Users\user\AppData\Local\Temp\MSIFA09.tmp

C:\Users\user\AppData\Local\Temp\MSI2D4.tmp

C:\Users\user\AppData\Local\Temp\MSIAF3.tmp

C:\Users\user\AppData\Local\Temp\MSI139F.tmp

C:\Users\user\AppData\Local\Temp\MSI1C4A.tmp
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REGISTRY KEYS

C:\Users\user\AppData\Local\Temp\MSI245A.tmp

C:\Users\user\AppData\Local\Temp\MSI2C79.tmp

C:\Users\user\AppData\Local\Temp\MSI3544.tmp

C:\Users\user\AppData\Local\Temp\MSI3D53.tmp

C:\Users\user\AppData\Local\Temp\MSI4573.tmp

C:\Users\user\AppData\Local\Temp\MSI4D92.tmp

C:\Users\user\AppData\Local\Temp\MSI564D.tmp

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\LSA\AccessProviders

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Lsa\AccessProviders\MartaExtension

HKEY_CURRENT_USER\Software\Classes

HKEY_CURRENT_USER\Software\Classes\AppID\97bb018562de4854ad68e542c7685c4f39dedda7.exe

HKEY_CURRENT_USER\SOFTWARE\InstallShield\19.0\Professional

HKEY_CURRENT_USER\Software\InstallShield\ISWI\7.0\SetupExeLog

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\CustomLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\ExtendedLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\Installer

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\DisableUserInstalls

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Debug

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-2298303332-66077612-2598613238-
1000\Installer\Products\B631293087C5C884CA92EBEC6E24F450

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000\Software\Microsoft\Installer\Products\B631293087C5C884CA92EBEC6E24F450

HKEY_LOCAL_MACHINE\Software\Classes\Installer\Products\B631293087C5C884CA92EBEC6E24F450

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale\Alternate Sorts

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Language Groups

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\SideBySide

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\SideBySide\PreferExternalManifest

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\SideBySide\AssemblyStorageRoots

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Segoe UI

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\Compatibility\97bb018562de4854ad68e542c7685c4f39dedda7.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\KnownClasses

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Tahoma

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\UserData

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Products\B631293087C5C884CA92EBEC6E24F450\InstallProperties

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SQMClient\Windows

HKEY_LOCAL_MACHINE\Software\Microsoft\SQMClient\Windows

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SQMClient\Windows\CEIPEnable
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READ FILES

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Timeout

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\DisableLoggingFromPackage

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\Installer\Logging

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\Compatibility\MSIEXEC.EXE

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\MS Shell Dlg

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-2298303332-66077612-2598613238-1000\Installer\Products

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000\Software\Microsoft\Installer\Products

HKEY_LOCAL_MACHINE\Software\Classes\Installer\Products

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-2298303332-66077612-2598613238-
1000\Installer\Products\00002109030000000000000000F01FEC

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000\Software\Microsoft\Installer\Products\00002109030000000000000000F01FEC

HKEY_LOCAL_MACHINE\Software\Classes\Installer\Products\00002109030000000000000000F01FEC

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109030000000000000000F01FEC\PackageCode

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\00002109030000000000000000F01FEC\InstanceType

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-2298303332-66077612-2598613238-
1000\Installer\Products\000021091A0090400000000000F01FEC

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000\Software\Microsoft\Installer\Products\000021091A0090400000000000F01FEC

HKEY_LOCAL_MACHINE\Software\Classes\Installer\Products\000021091A0090400000000000F01FEC

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Installer\Products\000021091A0090400000000000F01FEC\PackageCode

\Device\KsecDD

C:\Users\user\AppData\Local\Temp\97bb018562de4854ad68e542c7685c4f39dedda7.exe

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Users\user\AppData\Local\Temp\_MSI5166._IS

C:\Users\user\AppData\Local\Temp\0x0000.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\_ISMSIDEL.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\Setup.INI

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0000.ini

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x0409.ini

C:\Windows\System32\uxtheme.dll.Config

C:\Windows\System32\uxtheme.dll

C:\Windows\Fonts\staticcache.dat

C:\Users\user\AppData\Local\Temp\~F051.tmp

C:\Users\user\AppData\Local\Temp\~F0DE.tmp
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C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\ytdExtension.msi

C:\Windows\winsxs\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.17514_none_41e6975e2bd6f2b2\comctl32.dll

C:\Windows\WindowsShell.Manifest

C:\Users\user\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\1033.MST

C:\Windows\SysWOW64\msimsg.dll

C:\Windows\AppPatch\sysmain.sdb

C:\Windows\AppPatch\msimain.sdb

C:\Windows\SysWOW64\sxs.dll

C:\Windows\SysWOW64\ar-SA\sxs.DLL.mui

C:\Windows\SysWOW64\bg-BG\sxs.DLL.mui

C:\Windows\SysWOW64\cs-CZ\sxs.DLL.mui

C:\Windows\SysWOW64\da-DK\sxs.DLL.mui

C:\Windows\SysWOW64\de-DE\sxs.DLL.mui

C:\Windows\SysWOW64\el-GR\sxs.DLL.mui

C:\Windows\SysWOW64\en\sxs.DLL.mui

C:\Windows\SysWOW64\es-ES\sxs.DLL.mui

C:\Windows\SysWOW64\et-EE\sxs.DLL.mui

C:\Windows\SysWOW64\fi-FI\sxs.DLL.mui

C:\Windows\SysWOW64\fr-FR\sxs.DLL.mui

C:\Windows\SysWOW64\he-IL\sxs.DLL.mui

C:\Windows\SysWOW64\hr-HR\sxs.DLL.mui

C:\Windows\SysWOW64\hu-HU\sxs.DLL.mui

C:\Windows\SysWOW64\it-IT\sxs.DLL.mui

C:\Windows\SysWOW64\ja-JP\sxs.DLL.mui

C:\Windows\SysWOW64\ko-KR\sxs.DLL.mui

C:\Windows\SysWOW64\lt-LT\sxs.DLL.mui

C:\Windows\SysWOW64\lv-LV\sxs.DLL.mui

C:\Windows\SysWOW64\nb-NO\sxs.DLL.mui

C:\Windows\SysWOW64\nl-NL\sxs.DLL.mui

C:\Windows\SysWOW64\pl-PL\sxs.DLL.mui

C:\Windows\SysWOW64\pt-BR\sxs.DLL.mui

C:\Windows\SysWOW64\pt-PT\sxs.DLL.mui

C:\Windows\SysWOW64\ro-RO\sxs.DLL.mui

C:\Windows\SysWOW64\ru-RU\sxs.DLL.mui

C:\Windows\SysWOW64\sk-SK\sxs.DLL.mui
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MUTEXES

C:\Windows\SysWOW64\sl-SI\sxs.DLL.mui

C:\Windows\SysWOW64\sr-Latn-CS\sxs.DLL.mui

C:\Windows\SysWOW64\sv-SE\sxs.DLL.mui

C:\Windows\SysWOW64\th-TH\sxs.DLL.mui

C:\Windows\SysWOW64\tr-TR\sxs.DLL.mui

C:\Windows\SysWOW64\uk-UA\sxs.DLL.mui

C:\Windows\SysWOW64\zh-CN\sxs.DLL.mui

C:\Windows\SysWOW64\zh-HK\sxs.DLL.mui

C:\Windows\SysWOW64\zh-TW\sxs.DLL.mui

C:\Windows\Microsoft.NET\Framework\v4.0.30319\mscoreei.dll

C:\Windows\SysWOW64\MSIEXEC.EXE.config

C:\Windows\Microsoft.NET\Framework\v4.0.30319\fusion.dll

C:\Windows\SysWOW64\en\MsiMsg.dll.mui

C:\Users\user\AppData\Local\Temp\MSI928.tmp

C:\Users\user\AppData\Local\Temp\MSI9C5.tmp

C:\Users\user\AppData\Local\Temp\MSIA34.tmp

C:\Users\user\AppData\Local\Temp\MSIA64.tmp

C:\Windows\win.ini

C:\Windows\System32\UxTheme.dll.Config

C:\Users\user\AppData\Local\Temp\MSI109E.tmp

C:\Users\user\AppData\Local\Temp\MSI21A7.tmp

C:\Users\user\AppData\Local\Temp\MSI2BAA.tmp

C:\Users\user\AppData\Local\Temp\MSI35FC.tmp

C:\Users\user\AppData\Local\Temp\MSI3F15.tmp

C:\Users\user\AppData\Local\Temp\MSI47B1.tmp

C:\Users\user\AppData\Local\Temp\MSI505D.tmp

C:\Users\user\AppData\Local\Temp\MSI5A80.tmp

CicLoadWinStaWinSta0

Local\MSCTF.CtfMonitorInstMutexDefault1

Global\MSILOG_6e28c7841d2c69bGOL.7a446ISM_pmeT_lacoL_ataDppA_resu_sresU_:C
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Network Behavior

CONTACTED IPS NETWORK PORT DISTRIBUTION

7.7%

89.6%

5355 (UDP) 0.41%
443 (TCP) 1.91%
53 (UDP) 7.65%
137 (UDP) 0.14%
3702 (UDP) 0.14%
80 (TCP) 89.62%
138 (UDP) 0.14%

Name IP Country ASN ASN Name
Trigger
Process Type

8.8.4.4 United States 15169 Level 3 Communicati… Malware Process

136.243.58.99 Germany 24940 Server Block Malware Process

172.217.10.14 United States 15169 Google Inc. Malware Process

172.217.10.46 United States 15169 Google Inc. Malware Process

23.62.6.24 United States 20940 Akamai Technologies… Malware Process

35.167.223.122 United States 16509 Amazon Technologie… Malware Process

46.4.115.44 Germany 24940 Hetzner Online AG Da… Malware Process

52.33.209.128 United States 16509 Amazon Technologie… Malware Process

52.40.13.190 United States 16509 Amazon Technologie… Malware Process

54.192.37.229 United States 16509 Amazon Technologie… Malware Process

54.192.37.61 United States 16509 Amazon Technologie… Malware Process

54.69.41.35 United States 16509 Amazon Technologie… Malware Process

69.195.158.198 United States 19969 Joe's Datacenter, LLC Malware Process

192.241.99.194 United States 55286 B2 Net Solutions Inc. Malware Process

secure.informaction.com 69.195.158.196 United States 19969 Joe's Datacenter, LLC Malware Process

d6wjo2hisqfy2.cloudfront.net 52.84.26.230 United States 16509 Amazon Technologie… Malware Process

www-google-analytics.l.google.com 172.217.11.14 United States 15169 Google Inc. Malware Process

a771.dscq.akamai.net 38.93.140.48 United States 26769 PSINet, Inc. Malware Process

clients1.google.com 172.217.9.238 United States 15169 Google Inc. Malware Process

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com… 35.166.212.36 United States 16509 Amazon Technologie… Malware Process

self-repair.mozilla.org 52.25.74.141 United States 16509 Amazon Technologie… Malware Process

search.r53-2.services.mozilla.com 52.11.17.245 United States 16509 Amazon Technologie… Malware Process
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shavar.prod.mozaws.net 52.39.210.199 United States 16509 Amazon Technologie… Malware Process

ocsp.comodoca.com 178.255.83.1 United Kingdom 35838 Comodo CA OS Process

tiles-cloudfront.cdn.mozilla.net 54.192.37.73 United States 16509 Amazon Technologie… Malware Process

sb.l.google.com 172.217.6.206 United States 15169 Google Inc. Malware Process

clients.l.google.com 216.58.219.238 United States 15169 Google Inc. Malware Process

balrog-aus5.r53-2.services.mozilla.com 52.36.25.41 United States 16509 Amazon Technologie… Malware Process

easylist-downloads.adblockplus.org 148.251.66.238 Germany 24940 Server Block Malware Process

www.google-analytics.com 172.217.11.14 United States 15169 Google Inc. Malware Process

safebrowsing-cache.google.com 172.217.6.206 United States 15169 Google Inc. Malware Process

tiles.r53-2.services.mozilla.com 52.39.24.163 United States 16509 Amazon Technologie… Malware Process

ytd.cloudnetworktools.com 174.37.213.243 United States 36351 SoftLayer Technologi… Malware Process

ocsp.int-x3.letsencrypt.org 38.93.140.72 United States 26769 PSINet, Inc. Malware Process

cs9.wac.phicdn.net 72.21.91.29 United States 15133 MCI Communication… Malware Process

safebrowsing.cache.l.google.com 172.217.7.14 United States 15169 Google Inc. Malware Process

dcky6u1m8u6el.cloudfront.net 52.84.26.130 United States 16509 Amazon Technologie… Malware Process

ocsp.digicert.com 72.21.91.29 United States 15133 MCI Communication… Malware Process

shavar.services.mozilla.com 35.160.9.151 United States 16509 Amazon Technologie… Malware Process

normandy-cloudfront.cdn.mozilla.net 54.192.37.234 United States 16509 Amazon Technologie… Malware Process

tiles.services.mozilla.com 52.34.37.177 United States 16509 Amazon Technologie… Malware Process

aus5.mozilla.org 50.112.65.198 United States 16509 Amazon.com, Inc. Malware Process

notification.adblockplus.org 178.63.50.140 Germany 24940 Hetzner Online AG Da… Malware Process

search.services.mozilla.com 52.36.90.35 United States 16509 Amazon Technologie… Malware Process

safebrowsing.google.com 172.217.6.206 United States 15169 Google Inc. Malware Process

Name IP Country ASN ASN Name
Trigger
Process Type

HTTP PACKETS

Host Port Method Version User Agent Count Call Time During Execution(Sec)

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 22.0382738113

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 22.2419009209

Path: /styles/toolbar_site.css
URI: http://ytd.cloudnetworktools.com/styles/toolbar_site.css

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 22.3404870033

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 22.3405950069
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Path: /images/partners/downloadbtn.png
URI: http://ytd.cloudnetworktools.com/images/partners/downloadbtn.png

ocsp.int-x3.letsencrypt.org 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 22.356320858

Path: /
URI: http://ocsp.int-x3.letsencrypt.org/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 22.5645270348

Path: /
URI: http://ocsp.digicert.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 22.5646789074

Path: /
URI: http://ocsp.digicert.com/

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 22.6329028606

Path: /images/partners/header_background.png
URI: http://ytd.cloudnetworktools.com/images/partners/header_background.png

clients1.google.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 22.7110190392

Path: /ocsp
URI: http://clients1.google.com/ocsp

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 25.3953440189

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 25.9086289406

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

clients1.google.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 25.9099919796

Path: /ocsp
URI: http://clients1.google.com/ocsp

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 25.9158799648

Path: /favicon.ico
URI: http://ytd.cloudnetworktools.com/favicon.ico

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 26.7254159451

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 26.755646944

Path: /
URI: http://ocsp.digicert.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 26.7820160389

Path: /
URI: http://ocsp.digicert.com/

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 26.8791899681

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 28.9086358547

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 29.0349218845

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 31.2600209713

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 31.4267098904

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 33.4333050251

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 33.5507569313

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 3 35.8987958431

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 41.6933758259

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 41.853648901

Path: /
URI: http://ocsp.digicert.com/

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 2 41.9366648197

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 43.3167598248

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 45.4566688538

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 47.4360170364

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 47.5655639172
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Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 49.6660549641

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 49.8776988983

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 51.7585978508

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 51.9023180008

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 53.8204479218

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 53.9387388229

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 55.9068570137

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 56.0443179607

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 58.0806798935

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 58.2283449173

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 60.1562998295

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 60.2686059475

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 62.2072339058

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 62.308909893

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 64.309666872

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 64.4794678688

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 66.3477208614

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 66.483951807

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 68.415681839

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 68.5562160015

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 70.5093069077

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 70.6835198402

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 72.554970026

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 72.666271925

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 74.6187210083

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 74.7534058094

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 76.7423398495
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 76.9269800186

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 78.8902800083

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 79.0292580128

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ocsp.comodoca.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 2 80.0783100128

Path: /
URI: http://ocsp.comodoca.com/

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 2 83.2866289616

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 83.8371310234

Path: /
URI: http://ocsp.digicert.com/

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 84.3843028545

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 84.6863360405

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 86.6946129799

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 87.048074007

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 88.6991639137

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 89.0941369534

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 90.7644548416

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 92.8478820324
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 93.0080668926

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 94.8840248585

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 95.0286669731

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 96.950316906

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 97.0866780281

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 99.1539130211

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 99.3823280334

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 101.262482882

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 101.410179853

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 103.443331003

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 103.579726934

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 105.727156878

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 105.982558966

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 107.92591691
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 108.067864895

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 110.03241396

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 110.172919035

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 112.123571873

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 112.410784006

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 114.350764036

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 114.638069868

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 116.473766804

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 116.621852875

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 118.65828681

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 118.962666035

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 120.927675962

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 121.07780695

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 123.118502855
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 123.267608881

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 125.23951602

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 125.497951031

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 127.294359922

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 127.450217009

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 129.486650944

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 129.647399902

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 131.598196983

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 131.901599884

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 133.868480921

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 134.009081841

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 135.906530857

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 136.039301872

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 138.228322983

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 138.420773983

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 140.40198493

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 140.549500942

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 142.52502799

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 142.68460393

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 144.595636845

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 144.7175529

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 146.846774817

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 146.983386993

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 148.961576939

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 151.113674879

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 151.264170885

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 153.347633839
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 153.494318008

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 155.438133955

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 155.580665827

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 157.503839016

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 157.645859957

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 159.764959812

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 159.932474852

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 161.831296921

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 161.988806009

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 163.898783922

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 164.043380022

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 166.032644987

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 166.310652018

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 168.177877903
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 168.321625948

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 170.274273872

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 170.418711901

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 172.34569788

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 172.530777931

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 2 174.441293955

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 177.760130882

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 2 177.865439892

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 178.837878942

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 181.091178894

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 181.296672821

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 183.070358038

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 183.194058895

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 185.227140903
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 185.370214939

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 187.498343945

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 187.733924866

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 189.646204948

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 189.794040918

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 191.884128809

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 192.020848036

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 194.116577864

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 194.325336933

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 196.290473938

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 196.478688002

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 198.327540874

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 198.475031853

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 200.522447824
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Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 200.673382998

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 202.842856884

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 203.087728024

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 204.903548002

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 205.027025938

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 207.047005892

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 207.203446865

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 209.06943202

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 209.301013947

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 211.32156682

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 211.47879982

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 213.469770908

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 213.604354858

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 215.571591854

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 215.70146203

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 217.852726936

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 218.032267809

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 219.948670864

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 220.097970963

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 222.164592028

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 222.271728992

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 224.336864948

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 224.695624828

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 226.389030933

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 226.520630836

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 228.603684902

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 228.765550852

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 230.730243921

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 230.93372798

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 232.798756838

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 232.970923901

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 234.846103907

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 235.014346838

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 236.931553841

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 237.086140871

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 239.173666954

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 239.463312864

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 241.394008875

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 241.569548845

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 243.497308016

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 243.654592991

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 245.604279995

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 245.858219862

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 247.881747961

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 248.037139893

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 249.984146833

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 250.152307987

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 252.197855949

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 252.319712877

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 254.45557785

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 254.631698847

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 256.510077

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 256.657187939

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 258.739627838

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 258.889968872

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 260.92782402

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 261.266976833

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 262.984611034

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 263.139787912

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 265.01462698

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 265.160310984

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 267.237143993

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 267.509555817

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 269.385895967

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 269.545739889

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 271.394491911

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 271.538838863

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 273.469915867

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 273.649464846

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 275.800964832

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 275.967371941

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 277.855487823

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 278.131088018

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 279.95648694

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 280.092717886

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 282.242820024

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 282.619208813

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 284.504182816

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 284.678408861

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 286.738693953

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 286.882185936

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 288.93097496

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 289.201784849

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 291.114562035

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 291.264690876

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 293.357712984

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 293.504786968

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 295.613299847

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 295.834180832

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 297.748775005

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 297.910894871

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 299.918846846

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 300.053447008

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 302.127094984

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 302.266855955

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 304.340999842

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 304.703613997

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 306.492399931

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 306.612707853

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 308.748411894

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 308.910724878

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 311.110862017

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 311.464701891

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 313.241580009

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 313.448734999

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 315.417146921

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 315.568871975

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 317.633314848

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 317.775756836

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 319.781334877

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 319.953522921

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 321.961298943

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 322.103900909

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 324.193053961

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 324.36042285

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 326.364065886

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 326.638607025

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 328.427940845

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 328.541206837

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 330.659861803

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 330.826522827

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 3 332.860659838

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 337.885620832

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 337.955085039

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 339.721310854

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html
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ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 339.942096949

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 341.92453289

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 342.306663036

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 343.952008963

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 344.111905813

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 346.007141829

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 346.20874095

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 348.25143981

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 348.397356033

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 350.422010899

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 352.626437902

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 352.789577007

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 354.759384871

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 354.897684813
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Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 357.060653925

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 357.422495842

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 359.147056818

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 359.294150829

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 361.22852087

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 361.344487906

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 363.446163893

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 363.584187984

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 365.92984581

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 366.425170898

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 367.90981102

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 368.127897978

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 369.858448982

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 370.017971039

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 371.947722912

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 372.147100925

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 374.331579924

Path: /privacy.html
URI: http://ytd.cloudnetworktools.com/privacy.html

ytd.cloudnetworktools.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 374.580706835

Path: /image/40/1/YTD/1312902593/ytd_site_logo.gif
URI: http://ytd.cloudnetworktools.com/image/40/1/YTD/1312902593/ytd_site_logo.gif

Host Port Method Version User Agent Count Call Time During Execution(Sec)

DNS QUERIES

Request Type

ytd.cloudnetworktools.com A

Answers
- 174.37.213.243 (A)

search.services.mozilla.com A

Answers
- 52.11.17.245 (A)
- 52.36.90.35 (A)
- 54.201.174.90 (A)
- search.r53-2.services.mozilla.com (CNAME)

secure.informaction.com A

Answers
- 69.195.158.196 (A)
- 69.195.158.198 (A)
- 69.195.158.195 (A)
- 69.195.158.197 (A)
- 69.195.158.194 (A)

search.r53-2.services.mozilla.com A

tiles.services.mozilla.com A

Answers
- 52.34.28.127 (A)
- 35.167.184.4 (A)
- 52.40.13.190 (A)
- 52.88.7.60 (A)
- 52.34.37.177 (A)
- 52.39.24.163 (A)
- tiles.r53-2.services.mozilla.com (CNAME)

secure.informaction.com AAAA

search.r53-2.services.mozilla.com AAAA

Page 45



ytd.cloudnetworktools.com AAAA

tiles.r53-2.services.mozilla.com A

tiles.r53-2.services.mozilla.com AAAA

ocsp.int-x3.letsencrypt.org A

Answers
- a771.dscq.akamai.net (CNAME)
- 23.62.6.24 (A)
- ocsp.int-x3.letsencrypt.org.edgesuite.net (CNAME)
- 23.62.6.10 (A)

a771.dscq.akamai.net A

a771.dscq.akamai.net AAAA

Answers
- 2600:1406:1a::173d:c2b3 (AAAA)
- 2600:1406:1a::173d:c2c0 (AAAA)

ocsp.digicert.com A

Answers
- cs9.wac.phicdn.net (CNAME)
- 72.21.91.29 (A)

www.google-analytics.com A

Answers
- www-google-analytics.l.google.com (CNAME)
- 172.217.10.46 (A)

cs9.wac.phicdn.net A

cs9.wac.phicdn.net AAAA

www-google-analytics.l.google.com A

www-google-analytics.l.google.com AAAA

Answers
- 2607:f8b0:4006:803::200e (AAAA)

clients1.google.com A

Answers
- clients.l.google.com (CNAME)

clients.l.google.com A

clients.l.google.com AAAA

tiles-cloudfront.cdn.mozilla.net A

Answers
- 54.192.37.229 (A)
- 54.192.37.137 (A)
- 54.192.37.61 (A)
- 54.192.37.188 (A)
- dcky6u1m8u6el.cloudfront.net (CNAME)
- 54.192.37.210 (A)
- 54.192.37.172 (A)
- 54.192.37.73 (A)
- 54.192.37.217 (A)

dcky6u1m8u6el.cloudfront.net A

Request Type
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dcky6u1m8u6el.cloudfront.net AAAA

safebrowsing.google.com A

Answers
- sb.l.google.com (CNAME)

sb.l.google.com A

sb.l.google.com AAAA

self-repair.mozilla.org A

Answers
- shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com (CNAME)
- 35.167.223.122 (A)
- 52.25.74.141 (A)
- self-repair.r53-2.services.mozilla.com (CNAME)
- 35.161.123.253 (A)
- 52.40.179.197 (A)
- 35.166.212.36 (A)
- 54.149.74.139 (A)
- 52.35.112.106 (A)
- 54.200.62.216 (A)

safebrowsing-cache.google.com A

Answers
- 172.217.10.14 (A)
- safebrowsing.cache.l.google.com (CNAME)

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com A

Answers
- 52.39.237.157 (A)

safebrowsing.cache.l.google.com A

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com AAAA

safebrowsing.cache.l.google.com AAAA

Answers
- 2607:f8b0:4006:802::200e (AAAA)

normandy-cloudfront.cdn.mozilla.net A

Answers
- 54.192.37.75 (A)
- 54.192.37.161 (A)
- d6wjo2hisqfy2.cloudfront.net (CNAME)
- 54.192.37.234 (A)
- 54.192.37.235 (A)
- 54.192.37.146 (A)
- 54.192.37.67 (A)
- 54.192.37.155 (A)

d6wjo2hisqfy2.cloudfront.net A

d6wjo2hisqfy2.cloudfront.net AAAA

shavar.services.mozilla.com A

Request Type
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Answers
- 50.112.201.212 (A)
- 54.69.100.200 (A)
- 52.24.49.107 (A)
- shavar.prod.mozaws.net (CNAME)
- 52.43.240.174 (A)
- 52.43.9.103 (A)
- 35.165.168.51 (A)
- 35.163.46.40 (A)
- 52.33.209.128 (A)

shavar.prod.mozaws.net A

shavar.prod.mozaws.net AAAA

easylist-downloads.adblockplus.org A

Answers
- 144.76.137.234 (A)
- 144.76.137.80 (A)
- 176.9.26.105 (A)
- 136.243.22.80 (A)
- 5.9.15.86 (A)
- 85.10.210.166 (A)
- 176.9.139.5 (A)
- 78.46.27.186 (A)
- 144.76.100.145 (A)
- 78.46.66.108 (A)
- 46.4.115.44 (A)
- 148.251.66.238 (A)
- 46.4.68.226 (A)
- 144.76.116.39 (A)
- 148.251.12.230 (A)
- 144.76.153.101 (A)
- 178.63.70.146 (A)
- 78.46.93.235 (A)
- 144.76.20.58 (A)

easylist-downloads.adblockplus.org AAAA

Answers
- 2a01:4f8:150:2469::2 (AAAA)
- 2a01:4f8:200:114f::2 (AAAA)
- 2a01:4f8:151:7049::2 (AAAA)
- 2a01:4f8:200:7348::2 (AAAA)
- 2a01:4f8:200:11e9::2 (AAAA)
- 2a01:4f8:120:724c::2 (AAAA)
- 2a01:4f8:120:1103::2 (AAAA)
- 2a01:4f8:212:196a::2 (AAAA)

notification.adblockplus.org A

Answers
- 88.198.17.12 (A)
- 178.63.13.4 (A)
- 136.243.58.99 (A)
- 148.251.139.76 (A)
- 78.46.82.80 (A)
- easylist-downloads.adblockplus.org (CNAME)
- 176.9.122.53 (A)

ocsp.comodoca.com A

Request Type
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Answers
- 178.255.83.1 (A)

ocsp.comodoca.com AAAA

Answers
- 2a02:1788:2fd::b2ff:5301 (AAAA)

aus5.mozilla.org A

Answers
- balrog-aus5.r53-2.services.mozilla.com (CNAME)
- 35.161.3.50 (A)
- 50.112.65.198 (A)
- 54.69.29.166 (A)
- 52.36.25.41 (A)
- 54.149.95.48 (A)
- 35.163.114.185 (A)
- 52.24.139.120 (A)
- 54.69.41.35 (A)

balrog-aus5.r53-2.services.mozilla.com A

Answers
- 52.43.87.30 (A)
- 52.41.51.79 (A)

balrog-aus5.r53-2.services.mozilla.com AAAA

Request Type

TCP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

22.0382738113 Sandbox 174.37.213.243 80

22.0483908653 Sandbox 69.195.158.198 443

22.0981299877 Sandbox 52.11.17.245 443

22.168076992 Sandbox 52.40.13.190 443

22.2419009209 Sandbox 174.37.213.243 80

22.3404870033 Sandbox 174.37.213.243 80

22.3405950069 Sandbox 174.37.213.243 80

22.356320858 Sandbox 23.62.6.24 80

22.5645270348 Sandbox 72.21.91.29 80

22.5646789074 Sandbox 72.21.91.29 80

22.6329028606 Sandbox 174.37.213.243 80

22.6412680149 Sandbox 172.217.10.46 443

22.7110190392 Sandbox 172.217.10.46 80

22.8151450157 Sandbox 54.192.37.61 443

25.3953440189 Sandbox 174.37.213.243 80

25.6705570221 Sandbox 172.217.10.46 443

25.9086289406 Sandbox 174.37.213.243 80

25.9158799648 Sandbox 174.37.213.243 80
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26.2714438438 Sandbox 172.217.10.14 443

26.636387825 Sandbox 35.167.223.122 443

26.7254159451 Sandbox 174.37.213.243 80

26.8791899681 Sandbox 174.37.213.243 80

27.0445230007 Sandbox 54.192.37.229 443

28.0722339153 Sandbox 54.192.37.229 443

28.9086358547 Sandbox 174.37.213.243 80

29.0349218845 Sandbox 174.37.213.243 80

31.2600209713 Sandbox 174.37.213.243 80

31.4267098904 Sandbox 174.37.213.243 80

33.4333050251 Sandbox 174.37.213.243 80

33.5507569313 Sandbox 174.37.213.243 80

35.8987958431 Sandbox 174.37.213.243 80

41.4209070206 Sandbox 174.37.213.243 80

41.4811170101 Sandbox 174.37.213.243 80

41.6597998142 Sandbox 52.33.209.128 443

41.6933758259 Sandbox 174.37.213.243 80

41.9366648197 Sandbox 174.37.213.243 80

43.3167598248 Sandbox 174.37.213.243 80

43.5583820343 Sandbox 174.37.213.243 80

45.4566688538 Sandbox 174.37.213.243 80

47.4360170364 Sandbox 174.37.213.243 80

47.5655639172 Sandbox 174.37.213.243 80

49.6660549641 Sandbox 174.37.213.243 80

49.8776988983 Sandbox 174.37.213.243 80

51.7585978508 Sandbox 174.37.213.243 80

51.9023180008 Sandbox 174.37.213.243 80

53.8204479218 Sandbox 174.37.213.243 80

53.9387388229 Sandbox 174.37.213.243 80

55.9068570137 Sandbox 174.37.213.243 80

56.0443179607 Sandbox 174.37.213.243 80

58.0806798935 Sandbox 174.37.213.243 80

58.2283449173 Sandbox 174.37.213.243 80

60.1562998295 Sandbox 174.37.213.243 80

60.2686059475 Sandbox 174.37.213.243 80

62.2072339058 Sandbox 174.37.213.243 80

62.308909893 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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64.309666872 Sandbox 174.37.213.243 80

64.4794678688 Sandbox 174.37.213.243 80

66.3477208614 Sandbox 174.37.213.243 80

66.483951807 Sandbox 174.37.213.243 80

68.415681839 Sandbox 174.37.213.243 80

68.5562160015 Sandbox 174.37.213.243 80

70.5093069077 Sandbox 174.37.213.243 80

70.6835198402 Sandbox 174.37.213.243 80

72.554970026 Sandbox 174.37.213.243 80

72.666271925 Sandbox 174.37.213.243 80

74.6187210083 Sandbox 174.37.213.243 80

74.7534058094 Sandbox 174.37.213.243 80

76.7423398495 Sandbox 174.37.213.243 80

76.9269800186 Sandbox 174.37.213.243 80

78.8902800083 Sandbox 174.37.213.243 80

79.0292580128 Sandbox 174.37.213.243 80

79.6384689808 Sandbox 46.4.115.44 443

79.7900128365 Sandbox 136.243.58.99 443

80.0783100128 Sandbox 178.255.83.1 80

80.0789408684 Sandbox 178.255.83.1 80

83.2866289616 Sandbox 174.37.213.243 80

83.4257259369 Sandbox 54.69.41.35 443

84.1116819382 Sandbox 174.37.213.243 80

84.3843028545 Sandbox 174.37.213.243 80

84.6863360405 Sandbox 174.37.213.243 80

86.6946129799 Sandbox 174.37.213.243 80

87.048074007 Sandbox 174.37.213.243 80

88.6991639137 Sandbox 174.37.213.243 80

89.0941369534 Sandbox 174.37.213.243 80

90.7644548416 Sandbox 174.37.213.243 80

92.8478820324 Sandbox 174.37.213.243 80

93.0080668926 Sandbox 174.37.213.243 80

94.8840248585 Sandbox 174.37.213.243 80

95.0286669731 Sandbox 174.37.213.243 80

96.950316906 Sandbox 174.37.213.243 80

97.0866780281 Sandbox 174.37.213.243 80

99.1539130211 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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99.3823280334 Sandbox 174.37.213.243 80

101.262482882 Sandbox 174.37.213.243 80

101.410179853 Sandbox 174.37.213.243 80

103.443331003 Sandbox 174.37.213.243 80

103.579726934 Sandbox 174.37.213.243 80

105.727156878 Sandbox 174.37.213.243 80

105.982558966 Sandbox 174.37.213.243 80

107.92591691 Sandbox 174.37.213.243 80

108.067864895 Sandbox 174.37.213.243 80

110.03241396 Sandbox 174.37.213.243 80

110.172919035 Sandbox 174.37.213.243 80

112.123571873 Sandbox 174.37.213.243 80

112.410784006 Sandbox 174.37.213.243 80

114.350764036 Sandbox 174.37.213.243 80

114.638069868 Sandbox 174.37.213.243 80

116.473766804 Sandbox 174.37.213.243 80

116.621852875 Sandbox 174.37.213.243 80

118.65828681 Sandbox 174.37.213.243 80

118.962666035 Sandbox 174.37.213.243 80

120.927675962 Sandbox 174.37.213.243 80

121.07780695 Sandbox 174.37.213.243 80

123.118502855 Sandbox 174.37.213.243 80

123.267608881 Sandbox 174.37.213.243 80

125.23951602 Sandbox 174.37.213.243 80

125.497951031 Sandbox 174.37.213.243 80

127.294359922 Sandbox 174.37.213.243 80

127.450217009 Sandbox 174.37.213.243 80

129.486650944 Sandbox 174.37.213.243 80

129.647399902 Sandbox 174.37.213.243 80

131.598196983 Sandbox 174.37.213.243 80

131.901599884 Sandbox 174.37.213.243 80

133.868480921 Sandbox 174.37.213.243 80

134.009081841 Sandbox 174.37.213.243 80

135.906530857 Sandbox 174.37.213.243 80

136.039301872 Sandbox 174.37.213.243 80

138.228322983 Sandbox 174.37.213.243 80

138.420773983 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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140.40198493 Sandbox 174.37.213.243 80

140.549500942 Sandbox 174.37.213.243 80

142.52502799 Sandbox 174.37.213.243 80

142.68460393 Sandbox 174.37.213.243 80

144.595636845 Sandbox 174.37.213.243 80

144.7175529 Sandbox 174.37.213.243 80

146.846774817 Sandbox 174.37.213.243 80

146.983386993 Sandbox 174.37.213.243 80

148.961576939 Sandbox 174.37.213.243 80

151.113674879 Sandbox 174.37.213.243 80

151.264170885 Sandbox 174.37.213.243 80

153.347633839 Sandbox 174.37.213.243 80

153.494318008 Sandbox 174.37.213.243 80

155.438133955 Sandbox 174.37.213.243 80

155.580665827 Sandbox 174.37.213.243 80

157.503839016 Sandbox 174.37.213.243 80

157.645859957 Sandbox 174.37.213.243 80

159.764959812 Sandbox 174.37.213.243 80

159.932474852 Sandbox 174.37.213.243 80

161.831296921 Sandbox 174.37.213.243 80

161.988806009 Sandbox 174.37.213.243 80

163.898783922 Sandbox 174.37.213.243 80

164.043380022 Sandbox 174.37.213.243 80

166.032644987 Sandbox 174.37.213.243 80

166.310652018 Sandbox 174.37.213.243 80

168.177877903 Sandbox 174.37.213.243 80

168.321625948 Sandbox 174.37.213.243 80

170.274273872 Sandbox 174.37.213.243 80

170.418711901 Sandbox 174.37.213.243 80

172.34569788 Sandbox 174.37.213.243 80

172.530777931 Sandbox 174.37.213.243 80

174.441293955 Sandbox 174.37.213.243 80

177.521636963 Sandbox 174.37.213.243 80

177.760130882 Sandbox 174.37.213.243 80

177.865439892 Sandbox 174.37.213.243 80

178.837878942 Sandbox 174.37.213.243 80

178.987354994 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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181.091178894 Sandbox 174.37.213.243 80

181.296672821 Sandbox 174.37.213.243 80

183.070358038 Sandbox 174.37.213.243 80

183.194058895 Sandbox 174.37.213.243 80

185.227140903 Sandbox 174.37.213.243 80

185.370214939 Sandbox 174.37.213.243 80

187.498343945 Sandbox 174.37.213.243 80

187.733924866 Sandbox 174.37.213.243 80

189.646204948 Sandbox 174.37.213.243 80

189.794040918 Sandbox 174.37.213.243 80

191.884128809 Sandbox 174.37.213.243 80

192.020848036 Sandbox 174.37.213.243 80

194.116577864 Sandbox 174.37.213.243 80

194.325336933 Sandbox 174.37.213.243 80

196.290473938 Sandbox 174.37.213.243 80

196.478688002 Sandbox 174.37.213.243 80

198.327540874 Sandbox 174.37.213.243 80

198.475031853 Sandbox 174.37.213.243 80

200.522447824 Sandbox 174.37.213.243 80

200.673382998 Sandbox 174.37.213.243 80

202.842856884 Sandbox 174.37.213.243 80

203.087728024 Sandbox 174.37.213.243 80

204.903548002 Sandbox 174.37.213.243 80

205.027025938 Sandbox 174.37.213.243 80

207.047005892 Sandbox 174.37.213.243 80

207.203446865 Sandbox 174.37.213.243 80

209.06943202 Sandbox 174.37.213.243 80

209.301013947 Sandbox 174.37.213.243 80

211.32156682 Sandbox 174.37.213.243 80

211.47879982 Sandbox 174.37.213.243 80

213.469770908 Sandbox 174.37.213.243 80

213.604354858 Sandbox 174.37.213.243 80

215.571591854 Sandbox 174.37.213.243 80

215.70146203 Sandbox 174.37.213.243 80

217.852726936 Sandbox 174.37.213.243 80

218.032267809 Sandbox 174.37.213.243 80

219.948670864 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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220.097970963 Sandbox 174.37.213.243 80

222.164592028 Sandbox 174.37.213.243 80

222.271728992 Sandbox 174.37.213.243 80

224.336864948 Sandbox 174.37.213.243 80

224.695624828 Sandbox 174.37.213.243 80

226.389030933 Sandbox 174.37.213.243 80

226.520630836 Sandbox 174.37.213.243 80

228.603684902 Sandbox 174.37.213.243 80

228.765550852 Sandbox 174.37.213.243 80

230.730243921 Sandbox 174.37.213.243 80

230.93372798 Sandbox 174.37.213.243 80

232.798756838 Sandbox 174.37.213.243 80

232.970923901 Sandbox 174.37.213.243 80

234.846103907 Sandbox 174.37.213.243 80

235.014346838 Sandbox 174.37.213.243 80

236.931553841 Sandbox 174.37.213.243 80

237.086140871 Sandbox 174.37.213.243 80

239.173666954 Sandbox 174.37.213.243 80

239.463312864 Sandbox 174.37.213.243 80

241.394008875 Sandbox 174.37.213.243 80

241.569548845 Sandbox 174.37.213.243 80

243.497308016 Sandbox 174.37.213.243 80

243.654592991 Sandbox 174.37.213.243 80

245.604279995 Sandbox 174.37.213.243 80

245.858219862 Sandbox 174.37.213.243 80

247.881747961 Sandbox 174.37.213.243 80

248.037139893 Sandbox 174.37.213.243 80

249.984146833 Sandbox 174.37.213.243 80

250.152307987 Sandbox 174.37.213.243 80

252.197855949 Sandbox 174.37.213.243 80

252.319712877 Sandbox 174.37.213.243 80

254.45557785 Sandbox 174.37.213.243 80

254.631698847 Sandbox 174.37.213.243 80

256.510077 Sandbox 174.37.213.243 80

256.657187939 Sandbox 174.37.213.243 80

258.739627838 Sandbox 174.37.213.243 80

258.889968872 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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260.92782402 Sandbox 174.37.213.243 80

261.266976833 Sandbox 174.37.213.243 80

262.984611034 Sandbox 174.37.213.243 80

263.139787912 Sandbox 174.37.213.243 80

265.01462698 Sandbox 174.37.213.243 80

265.160310984 Sandbox 174.37.213.243 80

267.237143993 Sandbox 174.37.213.243 80

267.509555817 Sandbox 174.37.213.243 80

269.385895967 Sandbox 174.37.213.243 80

269.545739889 Sandbox 174.37.213.243 80

271.394491911 Sandbox 174.37.213.243 80

271.538838863 Sandbox 174.37.213.243 80

273.469915867 Sandbox 174.37.213.243 80

273.649464846 Sandbox 174.37.213.243 80

275.800964832 Sandbox 174.37.213.243 80

275.967371941 Sandbox 174.37.213.243 80

277.855487823 Sandbox 174.37.213.243 80

278.131088018 Sandbox 174.37.213.243 80

279.95648694 Sandbox 174.37.213.243 80

280.092717886 Sandbox 174.37.213.243 80

282.242820024 Sandbox 174.37.213.243 80

282.619208813 Sandbox 174.37.213.243 80

284.504182816 Sandbox 174.37.213.243 80

284.678408861 Sandbox 174.37.213.243 80

286.738693953 Sandbox 174.37.213.243 80

286.882185936 Sandbox 174.37.213.243 80

288.93097496 Sandbox 174.37.213.243 80

289.201784849 Sandbox 174.37.213.243 80

291.114562035 Sandbox 174.37.213.243 80

291.264690876 Sandbox 174.37.213.243 80

293.357712984 Sandbox 174.37.213.243 80

293.504786968 Sandbox 174.37.213.243 80

295.613299847 Sandbox 174.37.213.243 80

295.834180832 Sandbox 174.37.213.243 80

297.748775005 Sandbox 174.37.213.243 80

297.910894871 Sandbox 174.37.213.243 80

299.918846846 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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300.053447008 Sandbox 174.37.213.243 80

302.127094984 Sandbox 174.37.213.243 80

302.266855955 Sandbox 174.37.213.243 80

304.340999842 Sandbox 174.37.213.243 80

304.703613997 Sandbox 174.37.213.243 80

306.492399931 Sandbox 174.37.213.243 80

306.612707853 Sandbox 174.37.213.243 80

308.748411894 Sandbox 174.37.213.243 80

308.910724878 Sandbox 174.37.213.243 80

311.110862017 Sandbox 174.37.213.243 80

311.464701891 Sandbox 174.37.213.243 80

313.241580009 Sandbox 174.37.213.243 80

313.448734999 Sandbox 174.37.213.243 80

315.417146921 Sandbox 174.37.213.243 80

315.568871975 Sandbox 174.37.213.243 80

317.633314848 Sandbox 174.37.213.243 80

317.775756836 Sandbox 174.37.213.243 80

319.781334877 Sandbox 174.37.213.243 80

319.953522921 Sandbox 174.37.213.243 80

321.961298943 Sandbox 174.37.213.243 80

322.103900909 Sandbox 174.37.213.243 80

324.193053961 Sandbox 174.37.213.243 80

324.36042285 Sandbox 174.37.213.243 80

326.364065886 Sandbox 174.37.213.243 80

326.638607025 Sandbox 174.37.213.243 80

328.427940845 Sandbox 174.37.213.243 80

328.541206837 Sandbox 174.37.213.243 80

330.659861803 Sandbox 174.37.213.243 80

330.826522827 Sandbox 174.37.213.243 80

332.860659838 Sandbox 174.37.213.243 80

337.326190948 Sandbox 174.37.213.243 80

337.621419907 Sandbox 174.37.213.243 80

337.885620832 Sandbox 174.37.213.243 80

337.955085039 Sandbox 174.37.213.243 80

339.721310854 Sandbox 174.37.213.243 80

339.942096949 Sandbox 174.37.213.243 80

341.92453289 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port
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342.306663036 Sandbox 174.37.213.243 80

343.952008963 Sandbox 174.37.213.243 80

344.111905813 Sandbox 174.37.213.243 80

346.007141829 Sandbox 174.37.213.243 80

346.20874095 Sandbox 174.37.213.243 80

348.25143981 Sandbox 174.37.213.243 80

348.397356033 Sandbox 174.37.213.243 80

350.422010899 Sandbox 174.37.213.243 80

352.626437902 Sandbox 174.37.213.243 80

352.789577007 Sandbox 174.37.213.243 80

354.759384871 Sandbox 174.37.213.243 80

354.897684813 Sandbox 174.37.213.243 80

357.060653925 Sandbox 174.37.213.243 80

357.422495842 Sandbox 174.37.213.243 80

359.147056818 Sandbox 174.37.213.243 80

359.294150829 Sandbox 174.37.213.243 80

361.22852087 Sandbox 174.37.213.243 80

361.344487906 Sandbox 174.37.213.243 80

363.446163893 Sandbox 174.37.213.243 80

363.584187984 Sandbox 174.37.213.243 80

365.92984581 Sandbox 174.37.213.243 80

366.425170898 Sandbox 174.37.213.243 80

367.90981102 Sandbox 174.37.213.243 80

368.127897978 Sandbox 174.37.213.243 80

369.858448982 Sandbox 174.37.213.243 80

370.017971039 Sandbox 174.37.213.243 80

371.947722912 Sandbox 174.37.213.243 80

372.147100925 Sandbox 174.37.213.243 80

374.331579924 Sandbox 174.37.213.243 80

374.580706835 Sandbox 174.37.213.243 80

Call Time During Execution(sec) Source IP Dest IP Dest Port

UDP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

7.24763894081 Sandbox 224.0.0.252 5355

7.26982593536 Sandbox 224.0.0.252 5355

7.27570295334 Sandbox 239.255.255.250 3702

7.32802987099 Sandbox 192.168.56.255 137
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9.85172796249 Sandbox 224.0.0.252 5355

13.3323860168 Sandbox 192.168.56.255 138

21.6189789772 Sandbox 8.8.4.4 53

21.7686200142 Sandbox 8.8.4.4 53

21.94363904 Sandbox 8.8.4.4 53

22.0350170135 Sandbox 8.8.4.4 53

22.0352878571 Sandbox 8.8.4.4 53

22.0355420113 Sandbox 8.8.4.4 53

22.0370569229 Sandbox 8.8.4.4 53

22.0908138752 Sandbox 8.8.4.4 53

22.0910069942 Sandbox 8.8.4.4 53

22.091178894 Sandbox 8.8.4.4 53

22.1177318096 Sandbox 8.8.4.4 53

22.2101328373 Sandbox 8.8.4.4 53

22.2116479874 Sandbox 8.8.4.4 53

22.2514979839 Sandbox 8.8.4.4 53

22.3149409294 Sandbox 8.8.4.4 53

22.5163519382 Sandbox 8.8.4.4 53

22.5547559261 Sandbox 8.8.4.4 53

22.55605793 Sandbox 8.8.4.4 53

22.5673468113 Sandbox 8.8.4.4 53

22.5830168724 Sandbox 8.8.4.4 53

22.6142559052 Sandbox 8.8.4.4 53

22.6729040146 Sandbox 8.8.4.4 53

22.7012448311 Sandbox 8.8.4.4 53

22.7298369408 Sandbox 8.8.4.4 53

22.7686829567 Sandbox 8.8.4.4 53

22.8058099747 Sandbox 8.8.4.4 53

22.8422980309 Sandbox 8.8.4.4 53

25.6288719177 Sandbox 8.8.4.4 53

25.6604168415 Sandbox 8.8.4.4 53

25.6952488422 Sandbox 8.8.4.4 53

26.2244358063 Sandbox 8.8.4.4 53

26.2246618271 Sandbox 8.8.4.4 53

26.2578020096 Sandbox 8.8.4.4 53

26.2583928108 Sandbox 8.8.4.4 53

26.2706170082 Sandbox 8.8.4.4 53

Call Time During Execution(sec) Source IP Dest IP Dest Port
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26.3064079285 Sandbox 8.8.4.4 53

26.9802520275 Sandbox 8.8.4.4 53

27.0252678394 Sandbox 8.8.4.4 53

27.0363059044 Sandbox 8.8.4.4 53

41.5689690113 Sandbox 8.8.4.4 53

41.5813498497 Sandbox 8.8.4.4 53

41.5919268131 Sandbox 8.8.4.4 53

79.5251460075 Sandbox 8.8.4.4 53

79.5371699333 Sandbox 8.8.4.4 53

79.6377608776 Sandbox 8.8.4.4 53

79.6380498409 Sandbox 8.8.4.4 53

79.6637480259 Sandbox 8.8.4.4 53

80.0563259125 Sandbox 8.8.4.4 53

80.0691950321 Sandbox 8.8.4.4 53

80.0803380013 Sandbox 8.8.4.4 53

83.3234109879 Sandbox 8.8.4.4 53

83.3488969803 Sandbox 8.8.4.4 53

83.3597810268 Sandbox 8.8.4.4 53

321.923418999 Sandbox 8.8.4.4 53

321.951508999 Sandbox 8.8.4.4 53

321.979202032 Sandbox 8.8.4.4 53

Call Time During Execution(sec) Source IP Dest IP Dest Port
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DETAILED FILE INFO

CREATED / DROPPED FILES

FILE PATH TYPE AND HASHES

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\10
33.MST

Type : Composite Document File V2 Document, Little
Endian, Os: Windows, Version 6.1, Code page: 1252, Title:
Widgi Extension, Subject: Widgi Extension, Author: Spigot,
Inc., Keywords: Installer,MSI,Database, Create Time/Date:
Thu Mar 30 17:59:34 2017, Name of Creating Application:
InstallShield: 2012 Spring - Premier Edition 19, Security: 1,
Template: Intel;0,1033,1036,1031,1040,1034, Last Saved
By: Intel;1033, Revision Number: {0392136B-5C78-488C-
AC29-BECEE6424F05}27.3;{0392136B-5C78-488C-AC29-
BECEE6424F05}27.3;{6EC9D506-51A2-4473-A84D-
83B046A7F023}, Number of Pages: 200, Number of
Characters: 1
MD5 : 65ec22db7d53e977b24d6ad6eb15cb17
SHA-1 : db9076eea73bbbcb6c4438d185420ab1410f8d5e
SHA-256 : 1f293139c2cd781095e661156daf958e68bd71f21…
SHA-512 : f04e7fecef199e1523ece5de0d7f0cac1ceb724a75…
Size : 20.48 Kilobytes.

C:\Users\User\AppData\Local\Temp\MSI928.Tmp Type : PE32 executable (DLL) (GUI) Intel 80386, for MS
Windows
MD5 : edb88affffd67bca3523b41d3e2e4810
SHA-1 : 0055b93907665fed56d22a7614a581a87d060ead
SHA-256 : 4c3d85e7c49928af0f43623dcbed474a157ef50af3…
SHA-512 : 2b9d99c57bfa9ab00d8582d55b18c5bf155a4ac8…
Size : 144.784 Kilobytes.

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\Yt
dExtension.Msi

Type : Composite Document File V2 Document, Little
Endian, Os: Windows, Version 6.1, Number of Characters:
0, Last Saved By: InstallShield, Number of Words: 0, Title:
Widgi Extension, Keywords: Installer,MSI,Database,
Subject: Widgi Extension, Author: Spigot, Inc., Security: 1,
Number of Pages: 200, Name of Creating Application:
InstallShieldo 2012 Spring - Premier Edition 19, Last Saved
Time/Date: Thu Mar 30 17:59:34 2017, Create Time/Date:
Thu Mar 30 17:59:34 2017, Last Printed: Thu Mar 30
17:59:34 2017, Revision Number: {6C7E5422-9A75-4E7A-
9FAC-FA0C84F9F1FA}, Code page: 0, Template:
Intel;0,1033,1036,1031,1040,1034
MD5 : 67b7dc64e9e758670ec0c27cb4063087
SHA-1 : 64d77a6e313bca3dc21fc76764daac98140bc5ae
SHA-256 : c9ac663216c396155bf003920c77ee8cc16f22034f…
SHA-512 : 3014f5c82f5524c04800cad99c155ecded31053bc…
Size : 4667.904 Kilobytes.

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x
0407.Ini

Type : Little-endian UTF-16 Unicode text, with very long
lines, with CRLF, CR line terminators
MD5 : 9a62da6c523506355c1bf1b30db73edd
SHA-1 : ee83114a7d4b995dd4ad7d1781ed66c4727cc121
SHA-256 : 8b5d7bc395d0d6980299702d0573c6019fefea92e…
SHA-512 : be026517cea5613d834337d83324c383f40b449d…
Size : 25.86 Kilobytes.

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-
FDC238639170}\_ISMSIDEL.INI

Type : Little-endian UTF-16 Unicode text, with CRLF, CR
line terminators
MD5 : 87bda340f98be32003b45feb20dde3ec
SHA-1 : 099a56ef53f649279130dbdbf99f22cc49b99896
SHA-256 : b195de8cdbae3fad70aedc265379340e672f77e4e…
SHA-512 : 52b96268d98d2eee12dec6ed389942b10143418b…
Size : 1.552 Kilobytes.
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C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x
040a.Ini

Type : Little-endian UTF-16 Unicode text, with very long
lines, with CRLF, CR line terminators
MD5 : e872c54c58eef055bc791d3eead093c3
SHA-1 : fc7ba9cef237686c06dd63fd2ccbfe037518e378
SHA-256 : 1739d42ed181f36ab4f524c01b57a4102c2f75106…
SHA-512 : e8512974d4851b7fb504292f3330d318f72c2646e…
Size : 25.14 Kilobytes.

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x
0409.Ini

Type : Little-endian UTF-16 Unicode text, with very long
lines, with CRLF, CR line terminators
MD5 : be345d0260ae12c5f2f337b17e07c217
SHA-1 : 0976ba0982fe34f1c35a0974f6178e15c238ed7b
SHA-256 : e994689a13b9448c074f9b471edeec9b524890a0…
SHA-512 : 77040dbee29be6b136a83b9e444d8b4f71ff739f7…
Size : 22.492 Kilobytes.

C:\Users\User\AppData\Local\Temp\MSI644a7.LOG Type : data
MD5 : 252902c626a03c4c476686b43c33d754
SHA-1 : 4ff9ae90e7c68f1ac29a5de8f22ec5e4d44ad3e3
SHA-256 : 4e0493dc1efb69eb5fc359808b7fd3f03aad9d1ac…
SHA-512 : 4c4ffacd45dbd282672ae32b88a3b6997c4ef5a09…
Size : 340.024 Kilobytes.

C:\Users\User\AppData\Local\Temp\MSI9C5.Tmp
C:\Users\User\AppData\Local\Temp\MSIA34.Tmp
C:\Users\User\AppData\Local\Temp\MSIA64.Tmp
C:\Users\User\AppData\Local\Temp\MSI109E.Tmp
C:\Users\User\AppData\Local\Temp\MSI21A7.Tmp
C:\Users\User\AppData\Local\Temp\MSI2BAA.Tmp
C:\Users\User\AppData\Local\Temp\MSI35FC.Tmp
C:\Users\User\AppData\Local\Temp\MSI3F15.Tmp
C:\Users\User\AppData\Local\Temp\MSI47B1.Tmp
C:\Users\User\AppData\Local\Temp\MSI505D.Tmp
C:\Users\User\AppData\Local\Temp\MSI5A80.Tmp
C:\Users\User\AppData\Local\Temp\MSI64F0.Tmp
C:\Users\User\AppData\Local\Temp\MSI6E48.Tmp
C:\Users\User\AppData\Local\Temp\MSI7658.Tmp
C:\Users\User\AppData\Local\Temp\MSI7E86.Tmp
C:\Users\User\AppData\Local\Temp\MSI8722.Tmp
C:\Users\User\AppData\Local\Temp\MSI8F51.Tmp
C:\Users\User\AppData\Local\Temp\MSI9770.Tmp
C:\Users\User\AppData\Local\Temp\MSI9F80.Tmp
C:\Users\User\AppData\Local\Temp\MSIA80C.Tmp
C:\Users\User\AppData\Local\Temp\MSIB02B.Tmp
C:\Users\User\AppData\Local\Temp\MSIB83B.Tmp
C:\Users\User\AppData\Local\Temp\MSIC04A.Tmp
C:\Users\User\AppData\Local\Temp\MSIC86A.Tmp
C:\Users\User\AppData\Local\Temp\MSID079.Tmp
C:\Users\User\AppData\Local\Temp\MSID889.Tmp
C:\Users\User\AppData\Local\Temp\MSIE0A8.Tmp
C:\Users\User\AppData\Local\Temp\MSIE8B7.Tmp
C:\Users\User\AppData\Local\Temp\MSIF0C7.Tmp
C:\Users\User\AppData\Local\Temp\MSIF972.Tmp
C:\Users\User\AppData\Local\Temp\MSI21E.Tmp
C:\Users\User\AppData\Local\Temp\MSIC02.Tmp
C:\Users\User\AppData\Local\Temp\MSI1625.Tmp
C:\Users\User\AppData\Local\Temp\MSI1F9C.Tmp
C:\Users\User\AppData\Local\Temp\MSI27BB.Tmp
C:\Users\User\AppData\Local\Temp\MSI2FCB.Tmp
C:\Users\User\AppData\Local\Temp\MSI37DA.Tmp
C:\Users\User\AppData\Local\Temp\MSI3FEA.Tmp
C:\Users\User\AppData\Local\Temp\MSI48B5.Tmp
C:\Users\User\AppData\Local\Temp\MSI50C4.Tmp
C:\Users\User\AppData\Local\Temp\MSI5970.Tmp
C:\Users\User\AppData\Local\Temp\MSI623B.Tmp
C:\Users\User\AppData\Local\Temp\MSI6AE7.Tmp
C:\Users\User\AppData\Local\Temp\MSI7306.Tmp
C:\Users\User\AppData\Local\Temp\MSI7B25.Tmp
C:\Users\User\AppData\Local\Temp\MSI8400.Tmp
C:\Users\User\AppData\Local\Temp\MSI8C1F.Tmp

Type : PE32 executable (DLL) (GUI) Intel 80386, for MS
Windows
MD5 : 83c8556d406326881b0f02098ffb2e69
SHA-1 : 00812e42f39f92ba17bda9debc3fe0ea67768431
SHA-256 : 6d5a0dcebc16e79476f1ddcf7a6528dd39021cbca…
SHA-512 : 4ac30ca8063d50521bc2afc2837ff5699dd5105d3…
Size : 1181.48 Kilobytes.

FILE PATH TYPE AND HASHES
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C:\Users\User\AppData\Local\Temp\MSI94CA.Tmp
C:\Users\User\AppData\Local\Temp\MSI9D95.Tmp
C:\Users\User\AppData\Local\Temp\MSIA651.Tmp
C:\Users\User\AppData\Local\Temp\MSIAE60.Tmp
C:\Users\User\AppData\Local\Temp\MSIB670.Tmp
C:\Users\User\AppData\Local\Temp\MSIBF2B.Tmp
C:\Users\User\AppData\Local\Temp\MSIC74A.Tmp
C:\Users\User\AppData\Local\Temp\MSID006.Tmp
C:\Users\User\AppData\Local\Temp\MSID825.Tmp
C:\Users\User\AppData\Local\Temp\MSIE0FF.Tmp
C:\Users\User\AppData\Local\Temp\MSIE9DA.Tmp
C:\Users\User\AppData\Local\Temp\MSIF1EA.Tmp
C:\Users\User\AppData\Local\Temp\MSIFA09.Tmp
C:\Users\User\AppData\Local\Temp\MSI2D4.Tmp
C:\Users\User\AppData\Local\Temp\MSIAF3.Tmp
C:\Users\User\AppData\Local\Temp\MSI139F.Tmp
C:\Users\User\AppData\Local\Temp\MSI1C4A.Tmp
C:\Users\User\AppData\Local\Temp\MSI245A.Tmp
C:\Users\User\AppData\Local\Temp\MSI2C79.Tmp
C:\Users\User\AppData\Local\Temp\MSI3544.Tmp
C:\Users\User\AppData\Local\Temp\MSI3D53.Tmp
C:\Users\User\AppData\Local\Temp\MSI4573.Tmp
C:\Users\User\AppData\Local\Temp\MSI4D92.Tmp
C:\Users\User\AppData\Local\Temp\MSI564D.Tmp
C:\Users\User\AppData\Local\Temp\MSI5E6C.Tmp
C:\Users\User\AppData\Local\Temp\MSI667C.Tmp
C:\Users\User\AppData\Local\Temp\MSI6E8B.Tmp
C:\Users\User\AppData\Local\Temp\MSI7737.Tmp
C:\Users\User\AppData\Local\Temp\MSI8002.Tmp
C:\Users\User\AppData\Local\Temp\MSI8811.Tmp
C:\Users\User\AppData\Local\Temp\MSI9050.Tmp
C:\Users\User\AppData\Local\Temp\MSI98FC.Tmp
C:\Users\User\AppData\Local\Temp\MSIA1A7.Tmp
C:\Users\User\AppData\Local\Temp\MSIAA34.Tmp
C:\Users\User\AppData\Local\Temp\MSIB2FF.Tmp
C:\Users\User\AppData\Local\Temp\MSIBBBA.Tmp
C:\Users\User\AppData\Local\Temp\MSIC3CA.Tmp
C:\Users\User\AppData\Local\Temp\MSICBE9.Tmp
C:\Users\User\AppData\Local\Temp\MSID4A4.Tmp
C:\Users\User\AppData\Local\Temp\MSIDD60.Tmp
C:\Users\User\AppData\Local\Temp\MSIE5AE.Tmp
C:\Users\User\AppData\Local\Temp\MSIEDCD.Tmp
C:\Users\User\AppData\Local\Temp\MSIF5EC.Tmp
C:\Users\User\AppData\Local\Temp\MSIFEB7.Tmp
C:\Users\User\AppData\Local\Temp\MSI753.Tmp
C:\Users\User\AppData\Local\Temp\MSIF72.Tmp
C:\Users\User\AppData\Local\Temp\MSI183D.Tmp
C:\Users\User\AppData\Local\Temp\MSI206C.Tmp
C:\Users\User\AppData\Local\Temp\MSI2927.Tmp
C:\Users\User\AppData\Local\Temp\MSI3146.Tmp
C:\Users\User\AppData\Local\Temp\MSI39A4.Tmp
C:\Users\User\AppData\Local\Temp\MSI426F.Tmp
C:\Users\User\AppData\Local\Temp\MSI4A7E.Tmp
C:\Users\User\AppData\Local\Temp\MSI52AD.Tmp
C:\Users\User\AppData\Local\Temp\MSI5ABD.Tmp
C:\Users\User\AppData\Local\Temp\MSI62CC.Tmp
C:\Users\User\AppData\Local\Temp\MSI6B88.Tmp
C:\Users\User\AppData\Local\Temp\MSI7472.Tmp
C:\Users\User\AppData\Local\Temp\MSI7C91.Tmp
C:\Users\User\AppData\Local\Temp\MSI84A0.Tmp
C:\Users\User\AppData\Local\Temp\MSI8DBA.Tmp
C:\Users\User\AppData\Local\Temp\MSI95C9.Tmp
C:\Users\User\AppData\Local\Temp\MSI9E94.Tmp
C:\Users\User\AppData\Local\Temp\MSIA74F.Tmp
C:\Users\User\AppData\Local\Temp\MSIAF5F.Tmp
C:\Users\User\AppData\Local\Temp\MSIB81A.Tmp
C:\Users\User\AppData\Local\Temp\MSIC039.Tmp
C:\Users\User\AppData\Local\Temp\MSIC878.Tmp
C:\Users\User\AppData\Local\Temp\MSID097.Tmp
C:\Users\User\AppData\Local\Temp\MSID952.Tmp
C:\Users\User\AppData\Local\Temp\MSIE171.Tmp
C:\Users\User\AppData\Local\Temp\MSIE981.Tmp
C:\Users\User\AppData\Local\Temp\MSIF190.Tmp
C:\Users\User\AppData\Local\Temp\MSIFAAA.Tmp
C:\Users\User\AppData\Local\Temp\MSI2B9.Tmp
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C:\Users\User\AppData\Local\Temp\MSIAC9.Tmp
C:\Users\User\AppData\Local\Temp\MSI1394.Tmp
C:\Users\User\AppData\Local\Temp\MSI1C9D.Tmp
C:\Users\User\AppData\Local\Temp\MSI2587.Tmp
C:\Users\User\AppData\Local\Temp\MSI2DA6.Tmp
C:\Users\User\AppData\Local\Temp\MSI36A0.Tmp
C:\Users\User\AppData\Local\Temp\MSI3F7B.Tmp
C:\Users\User\AppData\Local\Temp\MSI4846.Tmp
C:\Users\User\AppData\Local\Temp\MSI5055.Tmp
C:\Users\User\AppData\Local\Temp\MSI5911.Tmp
C:\Users\User\AppData\Local\Temp\MSI61BD.Tmp
C:\Users\User\AppData\Local\Temp\MSI69CC.Tmp
C:\Users\User\AppData\Local\Temp\MSI72C6.Tmp
C:\Users\User\AppData\Local\Temp\MSI7B91.Tmp
C:\Users\User\AppData\Local\Temp\MSI847B.Tmp
C:\Users\User\AppData\Local\Temp\MSI8CC9.Tmp
C:\Users\User\AppData\Local\Temp\MSI9594.Tmp
C:\Users\User\AppData\Local\Temp\MSI9E40.Tmp
C:\Users\User\AppData\Local\Temp\MSIA65F.Tmp
C:\Users\User\AppData\Local\Temp\MSIAF1A.Tmp
C:\Users\User\AppData\Local\Temp\MSIB7F5.Tmp
C:\Users\User\AppData\Local\Temp\MSIC005.Tmp
C:\Users\User\AppData\Local\Temp\MSIC833.Tmp
C:\Users\User\AppData\Local\Temp\MSID11E.Tmp
C:\Users\User\AppData\Local\Temp\MSID9C9.Tmp
C:\Users\User\AppData\Local\Temp\MSIE2F2.Tmp
C:\Users\User\AppData\Local\Temp\MSIEBCD.Tmp
C:\Users\User\AppData\Local\Temp\MSIF4A7.Tmp
C:\Users\User\AppData\Local\Temp\MSIFCB7.Tmp
C:\Users\User\AppData\Local\Temp\MSI4F5.Tmp
C:\Users\User\AppData\Local\Temp\MSICF5.Tmp
C:\Users\User\AppData\Local\Temp\MSI15C0.Tmp
C:\Users\User\AppData\Local\Temp\MSI1DDF.Tmp
C:\Users\User\AppData\Local\Temp\MSI26D9.Tmp
C:\Users\User\AppData\Local\Temp\MSI2F08.Tmp
C:\Users\User\AppData\Local\Temp\MSI37E2.Tmp
C:\Users\User\AppData\Local\Temp\MSI4030.Tmp
C:\Users\User\AppData\Local\Temp\MSI4850.Tmp
C:\Users\User\AppData\Local\Temp\MSI512A.Tmp
C:\Users\User\AppData\Local\Temp\MSI5978.Tmp
C:\Users\User\AppData\Local\Temp\MSI61C6.Tmp
C:\Users\User\AppData\Local\Temp\MSI6A14.Tmp
C:\Users\User\AppData\Local\Temp\MSI7233.Tmp
C:\Users\User\AppData\Local\Temp\MSI7B0E.Tmp

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x
0410.Ini

Type : Little-endian UTF-16 Unicode text, with very long
lines, with CRLF, CR line terminators
MD5 : f89fc24fce7b72a6c9a6e1f9e7b22d8a
SHA-1 : cd13c5dbd8c58ddc1f1727d45362358afac7fcf2
SHA-256 : 2970bb63e5bc3de4c693de313d715c0c5f93bd35…
SHA-512 : a55209b9419b9fef4d6107956131e6bda36bd281…
Size : 25.188 Kilobytes.

C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\0x
040c.Ini

Type : Little-endian UTF-16 Unicode text, with very long
lines, with CRLF, CR line terminators
MD5 : 35989450c8121207917f04d1ebe4ca2a
SHA-1 : 0037ec09f27d222cad447288bd2462d63aba2520
SHA-256 : b14d9d7afc505868407c425cb5a78c891baa8a6ac…
SHA-512 : 1cf2a0130679ab238c5e41bb1de21f6f915595af7c…
Size : 26.27 Kilobytes.

C:\Users\User\AppData\Local\Temp\~F051.Tmp
C:\Users\User\AppData\Local\Temp\~F0DE.Tmp
C:\Users\User\AppData\Local\Temp\{EBDCCEFC-D42B-4724-9037-FDC238639170}\Se
tup.INI

Type : Little-endian UTF-16 Unicode text, with CRLF, CR
line terminators
MD5 : 16e627fc59b4624af90ebc681972239d
SHA-1 : 8c48731767afb2d4e181d105d6024c87568dd0f8
SHA-256 : f5be85846ddc34fedc7e36190d60f28a9ff2211dc6…
SHA-512 : 77f600af0eb13492ef5fb32fe6dc7db7d6f06f76fb1…
Size : 5.482 Kilobytes.

FILE PATH TYPE AND HASHES
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MATCH YARA RULES

MATCH RULES

STATIC FILE INFO

File Name: ytdExtension.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

SHA1: 97bb018562de4854ad68e542c7685c4f39dedda7

MD5: f4a1c71167bb541e34d5e54012acf7f6

First Seen Date: 2017-05-04 23:02:14.349442 ( 2 years ago )

Number Of Clients Seen: 6

Last Analysis Date: 2017-05-04 23:02:14.349442 ( 2 years ago )

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.
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DETAILED FILE INFO

ADDITIONAL FILE INFORMATION

 PE Headers

PROPERTY VALUE

Number Of Sections 4

Compilation Time Stamp 0x4F97505C [Wed Apr 25 01:16:12 2012 UTC]

LegalCopyright Copyright \xa9 2005-2015 Spigot, Inc.

ISInternalVersion 19.0.160

InternalName Setup

FileVersion 27.3

CompanyName Spigot, Inc.

Internal Build Number 115289

ProductName YTD Extension v27.3

ProductVersion 27.3

FileDescription Setup Launcher Unicode

ISInternalDescription Setup Launcher Unicode

OriginalFilename InstallShield Setup.exe

Translation 0x0409 0x04b0

Entry Point 0x46aabb (.text)

Machine Type Intel 386 or later - 32Bit

File Size 4913656

Sha256 9c7d11177c3b4423d952247336160f134e641c6023330087b6b277ecc3f9ad6d

Mime Type application/x-dosexec

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0xae20d 0xae400 6.588312 -

.rdata 0xb0000 0x291e0 0x29200 4.913290 -

.data 0xda000 0x8828 0x2800 4.541632 -

.rsrc 0xe3000 0x4df04 0x4e000 6.574915 -

 PE Imports
VERSION.dll

VerQueryValueW
GetFileVersionInfoSizeW
GetFileVersionInfoW

COMCTL32.dll
None

KERNEL32.dll
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SizeofResource
LoadResource
FindResourceW
GlobalUnlock
GlobalLock
GlobalFree
GetTickCount
GetExitCodeThread
CreateThread
CopyFileW
InterlockedIncrement
GetVersionExW
CompareStringA
CompareStringW
CreateEventW
InterlockedDecrement
QueryPerformanceFrequency
lstrcatW
GetTempFileNameW
LoadLibraryW
FreeLibrary
GetProcAddress
GetSystemDefaultLangID
GetUserDefaultLangID
lstrcmpW
lstrcmpiW
VerLanguageNameW
FindClose
FindNextFileW
CompareFileTime
FindFirstFileW
MoveFileW
GetPrivateProfileStringW
CreateDirectoryW
SetFileAttributesW
GetSystemTimeAsFileTime
LocalFree
FormatMessageW
GetSystemInfo
MulDiv
RaiseException
InitializeCriticalSection
DeleteCriticalSection
EnterCriticalSection
LeaveCriticalSection
LoadLibraryExW
GetModuleHandleW
GetVersion
GetLocalTime
IsValidLocale
GetFileAttributesW
GetCommandLineW
lstrcpyA
VirtualQuery
IsBadReadPtr
FlushFileBuffers
SetEndOfFile
GetDriveTypeW
GetLocaleInfoW
GetCurrentThread
GetDiskFreeSpaceW
GetExitCodeProcess
LocalAlloc
GetModuleFileNameW
GlobalAlloc
SetStdHandle
GetTimeZoneInformation
GetConsoleMode
GetConsoleCP
LCMapStringA
InitializeCriticalSectionAndSpinCount
SetConsoleCtrlHandler
SetThreadContext
GetStringTypeA
EnumSystemLocalesA
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GetLocaleInfoA
GetUserDefaultLCID
GetDateFormatA
GetTimeFormatA
GetStartupInfoA
GetFileType
SetHandleCount
GetEnvironmentStringsW
FreeEnvironmentStringsW
HeapDestroy
HeapCreate
HeapReAlloc
VirtualAlloc
VirtualFree
FatalAppExitA
GetModuleHandleA
LCMapStringW
IsValidCodePage
GetOEMCP
GetACP
GetCPInfo
HeapSize
GetCurrentThreadId
TlsFree
TlsSetValue
TlsAlloc
TlsGetValue
GetModuleFileNameA
GetStdHandle
GetStartupInfoW
IsDebuggerPresent
SetUnhandledExceptionFilter
UnhandledExceptionFilter
RtlUnwind
lstrcpynA
lstrcmpA
SearchPathW
lstrlenW
VirtualProtect
SystemTimeToFileTime
QueryPerformanceCounter
SetEvent
ResetEvent
GetCurrentProcessId
GetEnvironmentVariableW
CreateToolhelp32Snapshot
Process32FirstW
Process32NextW
GetDateFormatW
GetTimeFormatW
GetCurrentDirectoryW
FindResourceExW
OpenProcess
GetProcessTimes
LockResource
ExpandEnvironmentStringsW
GetTempPathW
SetErrorMode
GetWindowsDirectoryW
lstrcpyW
GetSystemDirectoryW
SetCurrentDirectoryW
CreateProcessW
WaitForSingleObject
DeleteFileW
RemoveDirectoryW
Sleep
ExitProcess
GetCurrentProcess
DuplicateHandle
TerminateProcess
MoveFileExW
GetThreadContext
VirtualProtectEx
WriteProcessMemory
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LoadLibraryA
FlushInstructionCache
lstrcpynW
GetProcessHeap
HeapAlloc
HeapFree
WriteFile
ReadFile
SetFilePointer
MultiByteToWideChar
WideCharToMultiByte
CreateFileW
GetFileSize
CreateFileMappingW
MapViewOfFile
UnmapViewOfFile
CloseHandle
lstrlenA
GetLastError
SetLastError
GetStringTypeW
ResumeThread
SetEnvironmentVariableA
CreateFileA
WriteConsoleW
InterlockedExchange
WriteConsoleA
GetConsoleOutputCP

USER32.dll
ExitWindowsEx
CharUpperW
wvsprintfW
SendDlgItemMessageW
CharPrevW
LoadImageW
CreateDialogParamW
MoveWindow
SetCursor
GetDlgItemTextW
GetWindow
SetFocus
EnableWindow
SetDlgItemTextW
SetForegroundWindow
SetActiveWindow
GetDlgCtrlID
FillRect
GetSysColor
GetSysColorBrush
SendMessageW
IsDialogMessageW
GetWindowRect
GetSystemMetrics
SetRect
FindWindowW
IntersectRect
SubtractRect
IsWindow
DestroyWindow
CreateDialogIndirectParamW
CharNextW
MessageBoxW
WaitForInputIdle
GetWindowLongW
SetWindowLongW
GetClientRect
ClientToScreen
SetWindowPos
GetWindowDC
ReleaseDC
EndPaint
BeginPaint
EndDialog
SetWindowTextW
GetDlgItem
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ShowWindow
DialogBoxIndirectParamW
GetDesktopWindow
MsgWaitForMultipleObjects
PeekMessageW
wsprintfW
LoadIconW
LoadCursorW
RegisterClassW
CreateWindowExW
GetMessageW
TranslateMessage
DispatchMessageW
DefWindowProcW
PostMessageW
KillTimer
PostQuitMessage
SetTimer
GetDC

GDI32.dll
GetDIBColorTable
GetSystemPaletteEntries
CreatePalette
CreateHalftonePalette
UnrealizeObject
SelectPalette
RealizePalette
CreateFontW
SetBkMode
SetTextColor
GetObjectW
GetDeviceCaps
CreateFontIndirectW
CreateSolidBrush
CreateCompatibleDC
SelectObject
BitBlt
CreateDIBitmap
DeleteDC
DeleteObject
GetStockObject
TranslateCharsetInfo

ADVAPI32.dll
RegEnumKeyW
RegCreateKeyW
LookupPrivilegeValueW
OpenThreadToken
OpenProcessToken
GetTokenInformation
AllocateAndInitializeSid
EqualSid
FreeSid
InitializeSecurityDescriptor
SetSecurityDescriptorOwner
SetSecurityDescriptorGroup
SetSecurityDescriptorDacl
RegEnumKeyExW
RegQueryInfoKeyW
RegDeleteKeyW
RegEnumValueW
RegSetValueExW
RegCreateKeyExW
RegDeleteValueW
RegQueryValueExW
RegOpenKeyExW
RegCloseKey
AdjustTokenPrivileges
RegOpenKeyW

SHELL32.dll
SHBrowseForFolderW
SHGetPathFromIDListW
SHGetMalloc
SHGetSpecialFolderLocation
ShellExecuteExW
ShellExecuteW
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CommandLineToArgvW
ole32.dll

CoTaskMemFree
CoTaskMemRealloc
CoTaskMemAlloc
CLSIDFromProgID
CoInitialize
CoCreateGuid
CreateItemMoniker
GetRunningObjectTable
StringFromGUID2
ProgIDFromCLSID
CoUninitialize
CoInitializeSecurity
CoCreateInstance

OLEAUT32.dll
VariantClear
VarBstrFromDate
SysStringByteLen
GetErrorInfo
VarUI4FromStr
SystemTimeToVariantTime
CreateErrorInfo
SysAllocStringByteLen
SysAllocString
LoadTypeLib
RegisterTypeLib
SetErrorInfo
VariantChangeType
SysFreeString
SysAllocStringLen
SysReAllocStringLen
SysStringLen
VarBstrCat

RPCRT4.dll
UuidCreate
RpcStringFreeW
UuidFromStringW
UuidToStringW

 PE Resources

 RT_BITMAP
 RT_ICON
 RT_DIALOG
 RT_STRING
 RT_GROUP_ICON
 RT_VERSION
 RT_MANIFEST

CERTIFICATE VALIDATION

 - Success 
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  [+] Spigot, Inc.

Status NoError  

Start Date 2016-12-20 00:00:00+00:00

End Date 2020-02-05 12:00:00+00:00

Sha256 074a5653438bf8af4c48a52e106bb431146ed0a7d7ba46e3d109b6f788ea6441

Serial 029010D85885743F4B6C2D59F735FB3F

Subject Key Identifier 83 1d b7 90 0a cd 05 b6 f2 dc 41 cc c1 e5 16 35 0e e9 56 76

Issuer Name DigiCert SHA2 Assured ID Code Signing CA

Issuer Key Identifier 5a c4 b9 7b 2a 0a a3 a5 ea 71 03 c0 60 f9 2d f6 65 75 0e 58

Crl link http://crl3.digicert.com/sha2-assured-cs-g1.crl,http://crl4.digicert.com/sha2-assured-cs-g1.crl

Key Usage Digital Signature (80)

Extended Usage Code Signing (1.3.6.1.5.5.7.3.3)

  [+] DigiCert SHA2 Assured ID Code Signing CA

Status NoError  

Start Date 2013-10-22 12:00:00+00:00

End Date 2028-10-22 12:00:00+00:00

Sha256 febf4b512ecfb3aff46ebd345ddcb88497e1ce4e89245c2fd6e23a3146836e11

Serial 0409181B5FD5BB66755343B56F955008

Subject Key Identifier 5a c4 b9 7b 2a 0a a3 a5 ea 71 03 c0 60 f9 2d f6 65 75 0e 58

Issuer Name DigiCert Assured ID Root CA

Issuer Key Identifier 45 eb a2 af f4 92 cb 82 31 2d 51 8b a7 a7 21 9d f3 6d c8 0f

Crl link http://crl4.digicert.com/DigiCertAssuredIDRootCA.crl,http://crl3.digicert.com/DigiCertAssuredIDRootCA.crl

Key Usage Digital Signature,Certificate Signing,Off-line CRL Signing,CRL Signing (86)

Extended Usage Code Signing (1.3.6.1.5.5.7.3.3)

  [+] DigiCert Assured ID Root CA

Status NoError  

Start Date 2006-11-10 00:00:00+00:00

End Date 2031-11-10 00:00:00+00:00

Sha256 69656a6548d46f112fad68a56675b12667e863fe923f84fb47014c2cc5352b40

Serial 0CE7E0E517D846FE8FE560FC1BF03039

Subject Key Identifier 45 eb a2 af f4 92 cb 82 31 2d 51 8b a7 a7 21 9d f3 6d c8 0f

Issuer Name DigiCert Assured ID Root CA

Issuer Key Identifier 45 eb a2 af f4 92 cb 82 31 2d 51 8b a7 a7 21 9d f3 6d c8 0f

Crl link undefined

Key Usage Digital Signature,Certificate Signing,Off-line CRL Signing,CRL Signing (86)

Extended Usage undefined
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SCREENSHOTS

Page 73



Page 74



Page 75



Page 76



Page 77



Page 78



Page 79



Page 80



Page 81



Page 82



Page 83



Page 84



Page 85



Page 86



Page 87



Page 88



Page 89



Page 90



Page 91



Page 92



Page 93



Page 94



Page 95



Page 96



Page 97



Page 98



Page 99



Page 100



Page 101



Page 102



Page 103



Page 104



Page 105



Page 106



Page 107



Page 108



Page 109



Page 110



Page 111



Page 112



Page 113



Page 114



Page 115



Page 116



Page 117



Page 118



Page 119



Page 120



Page 121



Page 122



Page 123



Page 124



Page 125



Page 126



Page 127



Page 128



Page 129



Page 130



Page 131



Page 132



Page 133



Page 134



Page 135



Page 136



Page 137



Page 138



Page 139



Page 140



Page 141



Page 142



Page 143



Page 144



Page 145



Page 146



Page 147



Page 148



Page 149



Page 150



Page 151



Page 152



Page 153



Page 154



Page 155



Page 156



Page 157



Page 158



Page 159



Page 160



Page 161



Page 162



Page 163



Page 164


