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Summary

File Name: PlayZuu.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
SHA1: 8f95ee8abe5acaa3950c16df88ee28caldeeecd2

MD5: 6479d15a2d99657226c9c871c660c48e

DETECTION SECTION

CLASSIFICATION
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MALWARE

Valkyrie Final Verdict

Severity: High

Verdict: Malware

HIGH LEVEL BEHAVIOR DISTRIBUTION
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ACTIVITY OVERVIEW

Networking I 3 (60.00%)
Malware Analysis System Evasion I 1 (20.00%)
Hooking and other Techniques for Hiding Protection I 1 (20.00%)
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Activity Details

NETWORKING
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HTTP traffic contains suspicious features which may be indicative of malware related traffic
Performs some HTTP requests

| Network activity contains more than one unique useragent.

MALWARE ANALYSIS SYSTEM EVASION

Show sources
Show sources

Show sources

11]]
o

| Checks the CPU name from registry, possibly for anti-virtualization

HOOKING AND OTHER TECHNIQUES FOR HIDING PROTECTION

Show sources

i
o

Creates RWX memory

Show sources
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Behavior Graph

08:43:34 08:43:35 08:43:36

PID 2948

The malicious file created a child process as 8f95ee8a6e5acaa3950c16df88ee28caldeeec42.exe (PPID 1656)

08:43:34 InternetOpenW
08:43:34 RegQueryValueExW

08:43:34 InternetOpenW

|

‘ 08:43:36 NtAllocateVirtualMem
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Behavior Summary

ACCESSED FILES

\Device\KsecDD

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Program Files (x86)\Mozilla Firefox\firefox.exe

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\pz7890.tmp
C:\Users\user\AppData\Local\Temp\pz78A1.tmp

C:\Windows\Fonts\staticcache.dat
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\desktop.ini
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|ES\desktop.ini
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies
C:\Users\user\AppData\Local\Microsoft\Windows\History
C:\Users\user\AppData\Local\Microsoft\Windows\History\desktop.ini
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.I[E5\desktop.ini
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\index.dat
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.|E5\
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.|IE5\index.dat
C:\Users\user\AppData\Local\Temp\pz7890.tmp.exe

C\

C:\Program Files (x86)\Internet Explorer\ieproxy.dll

C:\Windows\SysWOW64\shell32.dll

C:\Windows\SysWOW64\stdole2.tlb

READ REGISTRY KEYS

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\CustomLocale\en-US
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\ExtendedLocale\en-US
HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice\Progid

HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shelNopen\command\(Default)
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HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\Locale\00000409
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\Language Groups\1
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTR\TIP\{0000897b-83df-4b96-be07-0fb58b01c4ad}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Security_HKLM_only

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\MAIN\FeatureContro\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\8f95ee8a6e5acaa3950c16df88ee28caldeeecsd2.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureControNFEATURE_HTTP_USERNAME_PASSWORD_DISABLE\*
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\SyncMode5
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\SessionStartTimeDefaultDeltaSecs
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Signature
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserltem
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserltem
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserltem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserltem
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserltem
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserltem
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CachePath
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheOptions
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CachePath
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheOptions
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CachePath
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheOptions
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CachePath
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheOptions
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CachePath
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible
Cache\MSHist012016042520160426\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivaclE:\CacheRepair
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivaclE:\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivaclE:\CachePrefix
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivaclE:\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivaclE:\CacheOptions
HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\BIOS\BaseBoardProduct

HKEY_LOCAL_MACHINE\HARDWARE\DESCRIPTION\System\CentralProcessor\O\ldentifier

MODIFIED FILES
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|[E5\index.dat
C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.|IE5\index.dat

C:\Users\user\AppData\Local\Temp\pz7890.tmp.exe

RESOLVED APIS

kernel32.dll.FIsAlloc

kernel32.dll.FIsFree

kernel32.dll.FIsGetValue
kernel32.dll.FIsSetValue
kernel32.dll.InitializeCriticalSectionEx
kernel32.dll.CreateSemaphoreExW
kernel32.dll.SetThreadStackGuarantee
kernel32.dll.CreateThreadpoolTimer
kernel32.dll.SetThreadpoolTimer
kernel32.dll.WaitForThreadpoolTimerCallbacks
kernel32.dll.CloseThreadpoolTimer
kernel32.dll.CreateThreadpoolWait
kernel32.dll.SetThreadpoolWait
kernel32.dll.CloseThreadpoolWait
kernel32.dll.FlushProcessWriteBuffers
kernel32.dll.FreeLibraryWhenCallbackReturns
kernel32.dll.GetCurrentProcessorNumber
kernel32.dll.GetLogicalProcessorinformation
kernel32.dll.CreateSymbolicLinkW
kernel32.dIl.EnumSystemLocalesEx
kernel32.dll.CompareStringEx
kernel32.dIl.GetDateFormatEx
kernel32.dll.GetLocalelnfoEx

kernel32.dIl.GetTimeFormatEx
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kernel32.dll.GetUserDefaultLocaleName
kernel32.dll.IsValidLocaleName
kernel32.dll.LCMapStringEx
cryptbase.dll.SystemFunction036
uxtheme.dll.ThemelnitApiHook
user32.dll.IsProcessDPIAware
kernel32.dll.IsProcessorFeaturePresent
user32.dIl.GetWindowInfo
user32.dll.GetAncestor
user32.dll.GetMonitorinfoA
user32.dll.EnumDisplayMonitors
user32.dll.EnumDisplayDevicesA
kernel32.dll.SortGetHandle
kernel32.dll.SortCloseHandle
gdi32.dIl.ExtTextOutW
gdi32.dll.GdilsMetaPrintDC
winsta.dll.WinStationQuerylnformationW
advapi32.dil.LookupAccountSidW
sechost.dll.LookupAccountSidLocalW
advapi32.dll.CreateWellKnownSid
rpcrt4.dil.RpcStringBindingComposeW
rpcrt4.dil.RpcBindingFromStringBindingW
rpcrt4.dil.RpcStringFreeW
rpcrt4.dil.RpcBindingSetAuthinfoExW
sechost.dll.LookupAccountNameLocalW
rpcrt4.dil.NdrClientCall2
rpcrt4.dil.RpcBindingFree
winsta.dll.WinStationGetAllProcesses
winsta.dll.WinStationFreeGAPMemory
dwmapi.dil.DwmlsCompositionEnabled
gdi32.dll.GetLayout
gdi32.dll.GdiRealizationInfo
gdi32.dll.FontlsLinked

advapi32.dll.RegOpenKeyExW
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advapi32.dll.RegQueryinfoKeyW
gdi32.dll.GetTextFaceAliaswW
advapi32.dll.RegEnumValueW
advapi32.dll.RegCloseKey
advapi32.dll.RegQueryValueExW
gdi32.dll.GetFontAssocStatus
advapi32.dll.RegQueryValueExA
advapi32.dll.RegEnumKeyExW
ole32.dll.ColnitializeEx
ole32.dll.CoUninitialize
ole32.dll.CoRegisterlnitializeSpy
ole32.dll.CoRevokelnitializeSpy
comctl32.dIl.RegisterClassNameW
uxtheme.dll.EnableThemeDialogTexture
uxtheme.dll.OpenThemeData
uxtheme.dll.GetThemeBool
uxtheme.dll.GetThemelnt

uxtheme.dll.GetThemeBackgroundContentRect

DELETED FILES
C:\Users\user\AppData\Local\Temp\pz7890.tmp

C:\Users\user\AppData\Local\Temp\pz78A1.tmp

REGISTRY KEYS

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NIs\CustomLocale
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\CustomLocale\en-US
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NIs\ExtendedLocale
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\ExtendedLocale\en-US
HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000
HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice
HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice\Progid
HKEY_CURRENT_USER\Software\Classes
HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shel\open\command
HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shelNopen\command\(Default)
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NIs\Locale

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NIs\Locale\Alternate Sorts
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HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\NIs\Language Groups
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\Locale\00000409
HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\NIs\Language Groups\1
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Segoe Ul
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\Compatibility\8f95ee8abe5acaa3950c16df88ee28caldeeecd2.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\CTR\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\KnownClasses

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\MS Shell DIg

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings
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HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Security_HKLM_only
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main\FeatureControl
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureControNFEATURE_HTTP_USERNAME_PASSWORD_DISABLE

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\MAIN\FeatureContro\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\8f95ee8a6e5acaa3950c16df88ee28caldeeecsd2.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureContro\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\*
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\SyncMode5
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\SessionStartTimeDefaultDeltaSecs
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Signature
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserltem
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserltem
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserltem
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserltem
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CachePrefix
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CacheLimit
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserltem
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserltem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CachePrefix

READ FILES

\Device\KsecDD

C:\Windows\Globalization\Sorting\sortdefault.nls



VALKYRIE

CcoMODO

C:\Users\user\AppData\Local\Temp\pz7890.tmp
C:\Users\user\AppData\Local\Temp\pz78A1.tmp

C:\Windows\Fonts\staticcache.dat

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.|E5\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat
C:\Users\user\AppData\Local\Microsoft\Windows\History\History.|ES\index.dat
C:\Program Files (x86)\Internet Explorer\ieproxy.dll
C:\Windows\SysWOW64\shell32.dll

C:\Windows\SysWOW64\stdole2.tlb

MUTEXES

GC66BAA5-FB29-4D2A-85F0-D497FAB2AF22

CicLoadWinStaWinSta0

Local\MSCTF.CtfMonitorInstMutexDefault1

Local\_IMSFTHISTORY!_

Local\c:lusersluserlappdata!local!microsoftlwindows!temporary internet files!content.ie5!
Local\c:lusers!userlappdata!roaming!microsoft'windows!cookies!
Local\c:lusers!userlappdata!local!microsoftiwindows!history!history.ie5!

IESQMMUTEX_0_208
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Network Behavior

CONTACTED IPS NETWORK PORT DISTRIBUTION

M 5355 (UDP) 1.69%
M 443 (TCP) 8.47%
M 53 (UDP) 40.68%
M 137 (UDP) 0.56%
W 3702 (UDP) 0.56%
M 80 (TCP) 47.46%
¥ 138 (UDP) 0.56%

0.0 10.0 20.0 30.0 40.0 50.0 60.0 70.0 80.0 80.0 100.0

Trigger Process

Name IP Country ASN ASN Name Type
8.8.4.4 United States 15169 Level 3 Parent, LLC Malware Process
172.217.3.110  United States = 15169  Google LLC Malware Process
23.215.130.66  United States = 20940 Akamai Technologies... Malware Process
52.39.131.77 United States = 16509 = Amazon Technologie... Malware Process

52.42.20.106 United States = 16509 Amazon Technologie... Malware Process

52.85.101.207 United States = 16509 Amazon Technologie... Malware Process

54.69.184.117  United States 16509 Amazon Technologie... Malware Process

192.241.99.194 Canada 55286 B2 Net Solutions Inc. Malware Process
playzuu.com 74.120.19.87 United States = 4905  Info 2 Extreme, Inc. Malware Process
ocsp.digicert.com 72.21.91.29 United States = 15133 MCl Communication... Malware Process
easylist-downloads.adblockplus.org 78.46.39.215 Germany 24940 Malware Process
ocsp.comodoca.com 178.255.83.1 United States = 35838 OS Process
pmpubs.com 74.120.19.17 United States 4905  Info 2 Extreme, Inc. Malware Process
cds.j3z9t3p6.hwedn.net 209.197.3.15 United States = 20446 Highwinds Network G... Malware Process
tiles.r53-2.services.mozilla.com 34.211.99.53 United States = 16509 Amazon Technologie... Malware Process
web2.cb0eabc5.netdna-cdn.com 23.111.8.97 United States = 54104 Nobis Technology Gr... Malware Process
www-google-analytics.l.google.com 172.217.12.174  United States = 15169 Google LLC Malware Process
sb.l.google.com 172.217.12.174 = United States = 15169  Google LLC Malware Process
balrog-aus5.r53-2.services.mozilla.com 54.70.185.30 United States = 16509 Amazon Technologie... Malware Process
a771.dscq.akamai.net 72.246.43.56 Canada 20940 Akamai Technologies... Malware Process
self-repair.mozilla.org 35.166.234.151  United States 16509 Amazon Technologie... Malware Process
stats.l.doubleclick.net 209.85.144.157  United States = 15169  Google LLC Malware Process



Page 14

VALKYRIE
comono

Trigger Process
Name IP Country ASN ASN Name Type
web3.cb0eabc5.netdna-cdn.com 23.111.8.97 United States = 54104 Nobis Technology Gr... Malware Process
eep9.playzuu.com 74.120.19.104 United States = 4905 Info 2 Extreme, Inc. Malware Process
safebrowsing.google.com 172.217.12.174  United States = 15169 Google LLC Malware Process
ocsp.pki.goog 172.217.12.174  United States 15169  Google LLC Malware Process
aus5.mozilla.org 34.210.48.174  United States 16509 Amazon Technologie... Malware Process
tracking-protection.cdn.mozilla.net 52.85.101.16 United States =~ 16509 Amazon Technologie... Malware Process
shavar.prod.mozaws.net 34.212.190.244  United States 16509 Amazon Technologie... Malware Process
stats.g.doubleclick.net 209.85.144.155 = United States = 15169  Google LLC Malware Process
d1zkz3k4cclnvé.cloudfront.net 52.85.101.114  United States = 16509 Amazon Technologie... Malware Process
www.google-analytics.com 172.217.12.174 = United States = 15169  Google LLC Malware Process
ocsp.int-x3.letsencrypt.org 184.24.97.217  United States 20940 Akamai Technologies... Malware Process
tiles.services.mozilla.com 35.161.205.222  United States 16509 Amazon Technologie... Malware Process
www.playzuu.com 74.120.19.87 United States = 4905  Info 2 Extreme, Inc. Malware Process
web3.hostingcdn.com 23.111.8.97 United States = 54104  Nobis Technology Gr... Malware Process
search.r53-2.services.mozilla.com 52.89.163.200  United States 16509 Amazon Technologie... Malware Process
web2.hostingcdn.com 23.111.8.97 United States = 54104 Nobis Technology Gr... Malware Process
cs9.wac.phicdn.net 72.21.91.29 United States 15133  MCI Communication... Malware Process
maxcdn.bootstrapcdn.com 209.197.3.15 United States = 20446  Highwinds Network G... Malware Process
dckybu1m8ubel.cloudfront.net 52.85.101.6 United States 16509 = Amazon Technologie... Malware Process
shavar.services.mozilla.com 52.34.90.23 United States = 16509 = Amazon Technologie... Malware Process
notification.adblockplus.org 178.63.70.146  Germany 24940 Malware Process
www3.l.google.com 172.217.12.174  United States 15169  Google LLC Malware Process
secure.informaction.com 69.195.158.195 United States 19969 Joe's Datacenter, LLC Malware Process
safebrowsing.cache.l.google.com 172.217.12.206 = United States = 15169 Google LLC Malware Process
tiles-cloudfront.cdn.mozilla.net 13.33.126.190  United States = 16509 Amazon Technologie... Malware Process
safebrowsing-cache.google.com 172.217.12.206 = United States = 15169 Google LLC Malware Process
search.services.mozilla.com 52.88.190.126 United States 16509 Amazon Technologie... Malware Process

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com.. 35.166.234.151 = United States 16509 Amazon Technologie... Malware Process

HTTP PACKETS

Host Port Method Version User Agent Count Call Time During Execution(Sec)

eep9.playzuu.com 80 GET 1.1 pz_v2.0.3936 1 5.82002186775

Path: /dnld/offers.php?offer=YTM1NjY4Njk4OTN43Hc81pthuSBzThYc%2BTIM7NYCesmQqWUffEsyxzyGa4ZIlILtolJA8r1%2BpmexZALHCSEIsNIxs1pdBBIkCvOC

URI: http://eep9.playzuu.com/dnld/offers.php?
offer=YTM1NjY4Njk4OTN43Hc81pthuSBzThYc%2BTIM7NYCesmQqWUffEsyxzyGa4ZIliLtolJA8r1%2BpmexZALHCSEIsNIxs1pdBBIkCvOC
5.91655182838

playzuu.com 80 GET 1.1 pz_v3.0.3936 1
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Host Port Method Version

Path: /dnld/action.php?

log=8%2Fnc9bCts62wurC1%2F%2BTkwtfOsel3t0O7g2ffnxMbuwMHE%2F7COxre3wrC1x8bFusGOu%2F%2FFwsrPxsf%2FONfc19PHx8zUzcXCys%2F%2F

URI: http://playzuu.com/dnld/action.php?

log=8%2Fnc9bCts62wurC1%2F%2BTkwtfOsel3t0O7g2ffnxMbuwMHE%2F7COxre3wrC1x8bFusGOu%2F%2FFwsrPxsf%2FONfc19PHx8zUzcXCys%2F%2F

playzuu.com 80 GET 1.1

User Agent

Mozilla/5.0 (Windows NT 6....

Count

1

Call Time During Execution(Sec)

9.78243088722

Path: /dnld/thankyou.php?log=50TC186x4ve07uDZ9%2BfExu7AwcT%2FsLTGt7fCsLXHxsW6wbS7%2F8XCys%2FGxw%3D%3D

URI: http://playzuu.com/dnld/thankyou.php?log=50TC186x4ve07uDZ9%2BfExu7AwcT%2FsLTGt7fCSLXHXxsW6wbS7%2F8XCys%2FGxw%3D%3D

ocsp.digicert.com 80 POST 1.1

Path: /
URI: http://ocsp.digicert.com/

ocsp.int-x3.letsencrypt.org 80 POST 1.1

Path: /
URI: http://ocsp.int-x3.letsencrypt.org/

www.playzuu.com 80 GET 1.1

Path: /
URI: http://www.playzuu.com/

ocsp.digicert.com 80 POST 1.1

Path: /
URI: http://ocsp.digicert.com/

www.playzuu.com 80 GET 1.1

Path: /themes/common/content/css/style.css

URI: http://www.playzuu.com/themes/common/content/css/style.css

www.playzuu.com 80 GET 1.1

Path: /favicon/favicon.ico
URI: http://www.playzuu.com/favicon/favicon.ico

web3.hostingcdn.com 80 GET 1.1

Path: /content/files/1/8/526/image/0000018526_i1.jpg

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

URI: http://web3.hostingcdn.com/content/files/1/8/526/image/0000018526_i1.jpg

web3.hostingcdn.com 80 GET 1.1

Path: /content/files/0/0/089/screenshot/0000000089_s1.jpg

Mozilla/5.0 (Windows NT 6....

URI: http://web3.hostingcdn.com/content/files/0/0/089/screenshot/0000000089_s1.jpg

web2.hostingcdn.com 80 GET 1.1

Path: /gsg/js/jquery-1.12.1.min.js
URI: http://web2.hostingcdn.com/gsg/js/jquery-1.12.1.min.js

web2.hostingcdn.com 80 GET 1.1

Path: /gsg/js/bootstrap.min.js
URI: http://web2.hostingcdn.com/gsg/js/bootstrap.min.js

web2.hostingcdn.com 80 GET 1.1

Path: /gsg/js/main.js
URI: http://web2.hostingcdn.com/gsg/js/main.js

web2.hostingcdn.com 80 GET 1.1

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

1

10.1983168125

10.1995019913

10.5138378143

10.8817739487

10.9994299412

11.1079728603

11.2852928638

11.2875487804

11.2889509201

11.2906739712

11.2930338383

11.3047049046
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Path: /gsg/js/ie10-viewport-bug-workaround.js
URI: http://web2.hostingcdn.com/gsg/js/ie10-viewport-bug-workaround.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /gsg/js/js.cookie.js
URI: http://web2.hostingcdn.com/gsg/js/js.cookie.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /gsg/js/tyresolver.js
URI: http://web2.hostingcdn.com/gsg/js/tyresolver.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /gsg/css/bootstrap.min.css
URI: http://web2.hostingcdn.com/gsg/css/bootstrap.min.css

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /gsg/css/ie10-viewport-bug-workaround.css
URI: http://web2.hostingcdn.com/gsg/css/ie10-viewport-bug-workaround.css

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /pramedz/css/template.css?a=2
URI: http://web2.hostingcdn.com/pramedz/css/template.css?a=2

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /pramedz//img/logo.png
URI: http://web2.hostingcdn.com/pramedz//img/logo.png

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/580/image/0000018580_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/580/image/0000018580_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/579/image/0000018579_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/579/image/0000018579_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/578/image/0000018578_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/578/image/0000018578_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/571/image/0000018571_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/571/image/0000018571_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/577/image/0000018577_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/577/image/0000018577_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/576/image/0000018576_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/576/image/0000018576_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/575/image/0000018575_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/575/image/0000018575_i2.jpg

Count

Call Time During Execution(Sec)

11.3048019409

11.3049659729

11.3083808422

11.3097598553

11.3155019283

11.3168718815

11.3343069553

11.3344318867

11.3380258083

11.3518898487

11.364251852

11.3683707714

11.3777627945
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web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/574/image/0000018574_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/574/image/0000018574_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/573/image/0000018573_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/573/image/0000018573_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/572/image/0000018572_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/572/image/0000018572_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/570/image/0000018570_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/570/image/0000018570_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/569/image/0000018569_i2.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/569/image/0000018569_i2.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/750/screenshot/0000000750_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/750/screenshot/0000000750_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/749/screenshot/0000000749_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/749/screenshot/0000000749_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/744/screenshot/0000000744_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/744/screenshot/0000000744_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/130/screenshot/0000000130_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/130/screenshot/0000000130_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/117/screenshot/0000000117_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/117/screenshot/0000000117_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/0/0/105/screenshot/0000000105_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/105/screenshot/0000000105_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/544/image/0000018544_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/544/image/0000018544_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Path: /content/files/1/8/527/image/0000018527_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/527/image/0000018527_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6....

Count

Call Time During Execution(Sec)

11.3780238628

11.3802969456

11.390599966

11.3957669735

11.4341239929

11.4357697964

11.4370877743

11.4384918213

11.4398159981

11.4457819462

11.4461648464

11.4639179707

11.4856958389

11.4859659672
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Path: /content/files/1/8/525/image/0000018525_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/525/image/0000018525_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 11.4926319122

Path: /content/files/1/8/580/image/0000018580_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/580/image/0000018580_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 11.4974589348

Path: /content/files/1/8/579/image/0000018579_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/579/image/0000018579_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 11.4977688789

Path: /content/files/1/8/578/image/0000018578_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/578/image/0000018578_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 11.4990577698

Path: /content/files/1/8/575/image/0000018575_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/575/image/0000018575_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 11.5047898293

Path: /content/files/1/8/545/image/0000018545_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/545/image/0000018545_i1.jpg

ocsp.pki.goog 80 POST 1.1 Mozilla/5.0 (Windows NT 6.... 1 14.5586378574

Path: /GTSGIAG3
URI: http://ocsp.pki.goog/GTSGIAG3

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 14.9159419537

Path: /content/files/0/0/101/screenshot/0000000101_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/101/screenshot/0000000101_s1.jpg

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 14.9172849655

Path: /gsg/fonts/glyphicons-halflings-regular.woff2
URI: http://web2.hostingcdn.com/gsg/fonts/glyphicons-halflings-regular.woff2

pmpubs.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.2519829273

Path: /gmbn?sid=playzuu&size=300x250
URI: http://pmpubs.com/gmbn?sid=playzuu&size=300x250

pmpubs.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.2553768158

Path: /gmbn?sid=playzuu&size=728x90
URI: http://pmpubs.com/gmbn?sid=playzuu&size=728x90

ocsp.pki.goog 80 POST 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.2955107689

Path: /GTSGIAG3
URI: http://ocsp.pki.goog/GTSGIAG3

ocsp.pki.goog 80 POST 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.5099239349

Path: /GTSGIAG3
URI: http://ocsp.pki.goog/GTSGIAG3

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.5685999393

Path: /
URI: http://ocsp.digicert.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6.... 1 15.5850818157
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Host

Path:/
URI: http://ocsp.digicert.com/

ocsp.digicert.com

Path:/
URI: http://ocsp.digicert.com/

ocsp.comodoca.com

Path: /
URI: http://ocsp.comodoca.com/

ocsp.comodoca.com

Path: /
URI: http://ocsp.comodoca.com/

ocsp.digicert.com

Path: /
URI: http://ocsp.digicert.com/

DNS QUERIES

Port

80

80

80

80

Method

POST

POST

POST

POST

Version

1.1

1.1

1.1

1.1

User Agent

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Mozilla/5.0 (Windows NT 6....

Count

Page 19

Call Time During Execution(Sec)

20.4914519787

66.0351769924

66.0923569202

69.2779707909

Request
eep9.playzuu.com

Answers
-74.120.19.104 (A)

playzuu.com

Answers
-74.120.19.87 (A)

secure.informaction.com

Answers

-69.195.158.196 (A)
-69.195.158.198 (A)
-69.195.158.195 (A)
-69.195.158.197 (A)
-69.195.158.194 (A)

secure.informaction.com
playzuu.com
search.services.mozilla.com

Answers
-52.88.190.126 (A)
-35.167.140.232 (A)

- search.r53-2.services.mozilla.com (CNAME)

-52.89.163.200 (A)
search.r53-2.services.mozilla.com
search.r53-2.services.mozilla.com

ocsp.int-x3.letsencrypt.org

Type

AAAA

AAAA
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Request Type

Answers

-23.215.130.49 (A)

- a771.dscq.akamai.net (CNAME)

- ocsp.int-x3.letsencrypt.org.edgesuite.net (CNAME)
-23.215.130.66 (A)

ocsp.digicert.com A

Answers
- cs9.wac.phicdn.net (CNAME)
-72.21.91.29 (A)

www.playzuu.com A
cs9.wac.phicdn.net A
a771.dscg.akamai.net A
Answers

-72.246.43.43 (A)

-72.246.43.56 (A)

cs9.wac.phicdn.net AAAA
a771.dscg.akamai.net AAAA
Answers

- 2600:1400:a::1743:fb50 (AAAA)

tiles.services.mozilla.com A

Answers

-34.211.99.53 (A)

-52.39.131.77 (A)

-34.216.156.21 (A)

-35.160.58.123 (A)

-52.41.78.152 (A)

-54.213.80.180 (A)

-54.213.28.2 (A)

-34.216.56.160 (A)

- tiles.r53-2.services.mozilla.com (CNAME)

tiles.r53-2.services.mozilla.com A

Answers
-52.24.239.232 (A)
-52.25.175.166 (A)
-35.160.98.184 (A)
-50.112.173.140 (A)
-35.161.205.222 (A)

tiles.r53-2.services.mozilla.com AAAA
www.playzuu.com AAAA
web?2.hostingcdn.com A
Answers

-23.111.8.97 (A)
- web2.cbOeabc5.netdna-cdn.com (CNAME)

maxcdn.bootstrapcdn.com A

Answers
-209.197.3.15 (A)
- cds.j3z9t3p6.hwedn.net (CNAME)

Page 20
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Request
web3.hostingcdn.com

Answers
- web3.cbOeabc5.netdna-cdn.com (CNAME)

cds.j3z9t3p6.hwedn.net
cds.j3z9t3p6.hwedn.net

Answers

-2001:4de0:ac19::1:b:3b (AAAA)
-2001:4de0:ac19::1:b:1b (AAAA)
-2001:4de0:ac19::1:b:1a (AAAA)
-2001:4de0:ac19::1:b:2a (AAAA)
-2001:4de0:ac19::1:b:2b (AAAA)
-2001:4de0:ac19::1:b:3a (AAAA)

web2.cbOeabc5.netdna-cdn.com
web3.cbOeabc5.netdna-cdn.com
web2.cb0eabc5.netdna-cdn.com
web3.cb0eabc5.netdna-cdn.com
tiles-cloudfront.cdn.mozilla.net

Answers

-52.85.101.6 (A)

-52.85.101.205 (A)

-52.85.101.114 (A)

- dcky6uTm8uéel.cloudfront.net (CNAME)
-52.85.101.207 (A)

dcky6u1m8uéel.cloudfront.net
dckybu1m8ubel.cloudfront.net
safebrowsing.google.com

Answers
-172.217.12.174 (A)
- sb.l.google.com (CNAME)

sb.l.google.com
sb.l.google.com

Answers
- 2607:f8b0:4006:81a::200e (AAAA)

www.google-analytics.com

Answers
- www-google-analytics.l.google.com (CNAME)

www-google-analytics.l.google.com
www-google-analytics.l.google.com
ocsp.pki.goog

Answers
-172.217.3.110 (A)
- www3.l.google.com (CNAME)

www3.l.google.com

www3.l.google.com
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Request Type
pmpubs.com A
Answers

-74.120.19.17 (A)

pmpubs.com AAAA
self-repair.mozilla.org A
Answers

- shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com (CNAME)
-54.69.184.117 (A)

- self-repair.r53-2.services.mozilla.com (CNAME)

-35.166.234.151 (A)

-52.10.153.199 (A)

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com A
shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com AAAA
safebrowsing-cache.google.com A
Answers

-172.217.12.206 (A)
- safebrowsing.cache.l.google.com (CNAME)

safebrowsing.cache.l.google.com A
safebrowsing.cache.l.google.com AAAA
Answers

- 2607:f8b0:4006:81b::200e (AAAA)

stats.g.doubleclick.net A

Answers

- stats.l.doubleclick.net (CNAME)
-209.85.144.155 (A)
-209.85.144.156 (A)
-209.85.144.154 (A)
-209.85.144.157 (A)

stats.l.doubleclick.net A
stats.l.doubleclick.net AAAA
Answers

- 2607:f8b0:400d:c0e::9b (AAAA)

shavar.services.mozilla.com A

Answers

-54.213.215.252 (A)

- shavar.prod.mozaws.net (CNAME)
-54.191.46.28 (A)

-52.34.90.23 (A)

-54.201.205.103 (A)
-34.213.81.108 (A)

-52.42.20.106 (A)

shavar.prod.mozaws.net A
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Request

Answers
-35.162.156.78 (A)
-52.41.100.91 (A)
-52.39.109.100 (A)
-52.35.21.241 (A)
-34.212.190.244 (A)
-52.10.24.140 (A)

shavar.prod.mozaws.net
tracking-protection.cdn.mozilla.net

Answers

- d1zkz3k4ccInvé.cloudfront.net (CNAME)

-52.85.101.2 (A)
-52.85.101.16 (A)
-52.85.101.218 (A)

d1zkz3k4cclnv6.cloudfront.net
d1zkz3k4cclnvé.cloudfront.net
easylist-downloads.adblockplus.org

Answers

- 148.251.238.203 (A)
-46.4.68.226 (A)
-176.9.26.105 (A)
-144.76.116.39 (A)
- 78.46.66.108 (A)
-178.63.50.140 (A)
- 148.251.139.76 (A)
-136.243.62.212 (A)
-144.76.100.145 (A)
-178.63.70.146 (A)
-94.130.104.89 (A)
-46.4.7.165 (A)
-178.63.13.4 (A)
-176.9.116.83 (A)
-144.76.20.58 (A)
-94.130.73.101 (A)
- 78.46.93.235 (A)
-94.130.73.104 (A)

notification.adblockplus.org

Answers
-88.198.17.12 (A)
-94.130.73.103 (A)

- easylist-downloads.adblockplus.org (CNAME)

-176.9.139.5 (A)

- 144.76.219.20 (A)
- 88.99.186.159 (A)
- 136.243.22.80 (A)
-94.130.73.107 (A)
- 148.251.66.238 (A)

easylist-downloads.adblockplus.org
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Request

Answers

- 2a01:4f8:150:2469::2 (AAAA)
- 2a01:4f8:c0c:3844::2 (AAAA)
-2a01:4f8:201:71e5::2 (AAAA)
- 2a01:4f8:c0c:3843::2 (AAAA)
- 2a01:4f8:200:114f::2 (AAAA)
- 2a01:4f8:c0c:2d14::2 (AAAA)
- 2a01:4f8:130:11ee::2 (AAAA)
-2a01:4f8:141:132c::2 (AAAA)

ocsp.comodoca.com

Answers
- 178.255.83.1 (A)

ocsp.comodoca.com

Answers
- 2a02:1788:2fd::b2ff:5301 (AAAA)

aus5.mozilla.org

Answers

- balrog-aus5.r53-2.services.mozilla.com (CNAME)
-34.208.7.8 (A)

-54.70.185.30 (A)

-35.166.207.87 (A)

-34.210.48.174 (A)

-54.148.132.67 (A)

-52.27.206.225 (A)

-35.162.46.217 (A)

-34.208.65.55 (A)

balrog-aus5.r53-2.services.mozilla.com

Answers
-52.37.241.214 (A)

balrog-aus5.r53-2.services.mozilla.com

TCP PACKETS

Page 24

Type

Call Time During Execution(sec)
5.82002186775
5.91655182838
9.7090318203
9.78243088722
9.89392089844
10.1983168125
10.1995019913
10.5138378143
10.540599823
11.2809119225

11.2852928638

Source IP

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Sandbox

Dest IP

74.120.19.104

74.120.19.87

69.195.158.195

74.120.19.87

52.88.190.126

72.21.91.29

23.215.130.66

74.120.19.87

52.39.131.77

52.85.101.207

23.111.8.97

Dest Port

80

80

443

80

443

80

80

80

443

443

80
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Call Time During Execution(sec) Source IP Dest IP Dest Port
11.2875487804 Sandbox 23.111.8.97 80
11.2889509201 Sandbox 23.111.8.97 80
11.2906739712 Sandbox 23.111.8.97 80
11.2930338383 Sandbox 23.111.8.97 80
11.3049659729 Sandbox 23.111.8.97 80
11.3051748276 Sandbox 209.197.3.15 443
11.3083808422 Sandbox 23.111.8.97 80
11.3097598553 Sandbox 23.111.8.97 80
11.3344318867 Sandbox 23.111.8.97 80
11.3380258083 Sandbox 23.111.8.97 80
11.4398159981 Sandbox 23.111.8.97 80
11.4457819462 Sandbox 23.111.8.97 80
14.240541935 Sandbox 172.217.12.174 443
14.5586378574 Sandbox 172.217.3.110 80
15.0484647751 Sandbox 172.217.12.174 443
15.2519829273 Sandbox 74.120.19.17 80
15.2553768158 Sandbox 74.120.19.17 80
15.2835969925 Sandbox 172.217.12.206 443
15.428404808 Sandbox 209.85.144.155 443
15.4341828823 Sandbox 54.69.184.117 443
20.3807477951 Sandbox 52.42.20.106 443
20.6721098423 Sandbox 52.85.101.16 443
65.8153429031 Sandbox 148.251.139.76 443
65.9189147949 Sandbox 94.130.73.103 443
66.0351769924 Sandbox 178.255.83.1 80
66.0923569202 Sandbox 178.255.83.1 80
66.1002748013 Sandbox 178.255.83.1 80
67.2201747894 Sandbox 34.210.48.174 443
UDP PACKETS
Call Time During Execution(sec) Source IP Dest IP Dest Port
3.06979393959 Sandbox 224.0.0.252 5355
3.09491896629 Sandbox 224.0.0.252 5355
3.10193395615 Sandbox 239.255.255.250 3702
3.13947796822 Sandbox 192.168.56.255 137
5.65587997437 Sandbox 224.0.0.252 5355
5.7601788044 Sandbox 8.8.4.4 53
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Call Time During Execution(sec) Source IP Dest IP Dest Port
5.85431098938 Sandbox 8.8.4.4 53
8.99878883362 Sandbox 192.168.56.255 138
9.62400197983 Sandbox 8.8.4.4 53
9.67054581642 Sandbox 8.8.4.4 53
9.67112398148 Sandbox 8.8.4.4 53
9.69510793686 Sandbox 8.8.4.4 53
9.69553589821 Sandbox 8.8.4.4 53
9.76560783386 Sandbox 8.8.4.4 53
9.84420490265 Sandbox 8.8.4.4 53
9.86968398094 Sandbox 8.8.4.4 53
10.1190497875 Sandbox 8.8.4.4 53
10.1193859577 Sandbox 8.8.4.4 53
10.2465519905 Sandbox 8.8.4.4 53
10.2476799488 Sandbox 8.8.4.4 53
10.2489039898 Sandbox 8.8.4.4 53
10.3892748356 Sandbox 8.8.4.4 53
10.4058067799 Sandbox 8.8.4.4 53
10.4063367844 Sandbox 8.8.4.4 53
10.4554498196 Sandbox 8.8.4.4 53
10.4556689262 Sandbox 8.8.4.4 53
10.5410587788 Sandbox 8.8.4.4 53
10.5771958828 Sandbox 8.8.4.4 53
10.9955627918 Sandbox 8.8.4.4 53
11.0025007725 Sandbox 8.8.4.4 53
11.0056049824 Sandbox 8.8.4.4 53
11.0135729313 Sandbox 8.8.4.4 53
11.0448908806 Sandbox 8.8.4.4 53
11.052795887 Sandbox 8.8.4.4 53
11.0783259869 Sandbox 8.8.4.4 53
11.08761096 Sandbox 8.8.4.4 53
11.1127378941 Sandbox 8.8.4.4 53
11.2298538685 Sandbox 8.8.4.4 53
11.2712938786 Sandbox 8.8.4.4 53
11.3127348423 Sandbox 8.8.4.4 53
14.2024438381 Sandbox 8.8.4.4 53
14.2297599316 Sandbox 8.8.4.4 53

14.3423099518 Sandbox 8.8.4.4 53
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Call Time During Execution(sec) Source IP Dest IP Dest Port
14.369946003 Sandbox 8.8.4.4 53
14.3969848156 Sandbox 8.8.4.4 53
14.4236369133 Sandbox 8.8.4.4 53
14.5203139782 Sandbox 8.8.4.4 53
14.5491709709 Sandbox 8.8.4.4 53
14.5756599903 Sandbox 8.8.4.4 53
14.7179689407 Sandbox 8.8.4.4 53
14.7540040016 Sandbox 8.8.4.4 53
14.7885408401 Sandbox 8.8.4.4 53
15.0282659531 Sandbox 8.8.4.4 53
15.0543618202 Sandbox 8.8.4.4 53
15.0822649002 Sandbox 8.8.4.4 53
15.2313349247 Sandbox 8.8.4.4 53
15.2735228539 Sandbox 8.8.4.4 53
15.3031489849 Sandbox 8.8.4.4 53
15.3624389172 Sandbox 8.8.4.4 53
15.3963887691 Sandbox 8.8.4.4 53
15.4220929146 Sandbox 8.8.4.4 53
20.2794318199 Sandbox 8.8.4.4 53
20.2912888527 Sandbox 8.8.4.4 53
20.3018147945 Sandbox 8.8.4.4 53
20.6162919998 Sandbox 8.8.4.4 53
20.6628439426 Sandbox 8.8.4.4 53
20.9319849014 Sandbox 8.8.4.4 53
65.6704568863 Sandbox 8.8.4.4 53
65.7794828415 Sandbox 8.8.4.4 53
65.8175418377 Sandbox 8.8.4.4 53
65.8918919563 Sandbox 8.8.4.4 53
65.892441988 Sandbox 8.8.4.4 53
66.0157668591 Sandbox 8.8.4.4 53
66.0269999504 Sandbox 8.8.4.4 53
66.0374548435 Sandbox 8.8.4.4 53
67.1237859726 Sandbox 8.8.4.4 53
67.1363618374 Sandbox 8.8.4.4 53

67.1808919907 Sandbox 8.8.4.4 53
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DETAILED FILE INFO
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CREATED / DROPPED FILES

FILE PATH

C:\Users\User\AppData\Local\Microsoft\Windows\History\History.IE5\Index.Dat

C:\Users\User\AppData\Local\Microsoft\Windows\Temporary Internet Files\Conte
nt.IE5\Index.Dat

C:\Users\User\AppData\Roaming\Microsoft\Windows\Cookies\Index.Dat

MATCH YARA RULES

MATCH RULES

STATIC FILE INFO

TYPE AND HASHES

Type : Internet Explorer cache file version Ver 5.2

MD5 : 645ccdde38bb039eb271a4f120e6be5f
SHA-1:475a264964d84a2c6c335202262fa6c76275a515
SHA-256 : a9b45e98f41bfcc23bc82cf17b3381b9820a2bebc
SHA-512 : 0f5aa71c7c0b1a574c4a6c306a24006ad175e7c8!
Size : 49.152 Kilobytes.

Type : Internet Explorer cache file version Ver 5.2

MD5 : de20f795b0ea29cbcb8daf8951530db4
SHA-1:81d7e8a0197a0ea%ba76e4dc856d10aa5ec04d9
SHA-256 : f891c989c74d22028cc0dfcd564c186fe6857592¢
SHA-512 : 06ed0fdbOabfcdbc16a7f5adb92ed0c59ba788f0¢
Size : 180.224 Kilobytes.

Type : Internet Explorer cache file version Ver 5.2

MDS5 : 2ed7b584633888df7f0114fadac6dc69

SHA-1 :fa8067b3241b8d9258d9fc88f5bd80fca5433b10
SHA-256 : 69a0d29dc846c82d785231dbf94e4c4b731ad58¢
SHA-512:678165bd37def22a10615aded1384e97413fcelf
Size : 32.768 Kilobytes.

File Name: PlayZuu.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows
SHA1: 8f95ee8abe5acaa3950c16df88ee28caldeeecd2
MD5: 6479d15a2d99657226c9c871c660c48e

First Seen Date: 2016-09-29 16:58:24.161282 ( 2 years ago)
Number Of Clients Seen: 0

Last Analysis Date: 2016-09-29 16:58:24.161282 ( 2 years ago)

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.
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& PE Headers

PROPERTY
Number Of Sections
Compilation Time Stamp
LegalCopyright
InternalName
FileVersion
CompanyName
ProductName
ProductVersion
FileDescription
OriginalFilename
Translation

Entry Point
Machine Type

File Size

Sha256

Mime Type

«x PE Sections

NAME VIRTUAL ADDRESS
text 0x1000

.rdata 0x51000

.data 0x68000

.rsrc 0x6f000

.reloc 0x79000

& PE Imports
o KERNEL32.dIl

o GetComputerNameW

OpenProcess
GetVersionExW

ADDITIONAL FILE INFORMATION

VALUE

5

0x5540945F [Wed Apr 29 08:20:47 2015 UTC]
Copyright (C) PlayZuu 2014
PlayZuu GUI

3.0.3936

PlayZuu

PlayZuu Games

3.0.3936

PlayZuu GUI

GUI

0x0409 0x04b0

0x430826 (.text)

Intel 386 or later - 32Bit

532632

fd35099152ac797d3250712ee08154d0d40c0329c866c27f5af81dae8a5284e9

application/x-dosexec

VIRTUAL SIZE
0x4f470
0x168ee
0x6284

0x9bf0

0xd2d0

0O 0O 0O 0O OO O O O©°

GetFileAttributesW
TerminateProcess
CreateFileW
GetTempPathW
GetVersion

DeleteFileW
GetVolumelnformationW

RAW SIZE

0x4f600

0x16a00

0x2a00

0x9c00

0xd400

ENTROPY

6.606720

5.400607

4.493409

5.733203

3.377886

MD5



Page 30

VALKYRIE

coMoDOo
WriteFile
LocalFree
WideCharToMultiByte
GetFileType
SetEnvironmentVariableA
WriteConsoleW
OutputDebugStringW
GetTimeZonelnformation
GetConsoleMode
GetConsoleCP
FlushFileBuffers
SetFilePointerEx
GetModuleFileNameW
GetACP
IsvValidCodePage
FreeEnvironmentStringsW
GetEnvironmentStringsW
GetCurrentProcessld
QueryPerformanceCounter
GetStdHandle
HeapSize
MultiByteToWideChar
ExitProcess
EnumSystemLocalesW
GetUserDefaultLCID
IsValidLocale
GetLocalelnfoW
LCMapStringWw
CompareStringW
GetTimeFormatw
GetDateFormatwW
GetStartupInfow
TlsFree
TIsSetValue
TlsGetValue
TIsAlloc
SetUnhandledExceptionFilter
UnhandledExceptionFilter
RtlUnwind
HeapReAlloc
GetSystemTimeAsFileTime
GetCPInfo
GetCommandLineW
IsDebuggerPresent
GetStringTypeW
GetTempFileNameW
CreateMutexW
IstrlenW
GetCurrentThreadld
DeleteCriticalSection
IstrempiW
EnterCriticalSection
GetProcAddress
SetLastError
GetLastError
RaiseException
SetStdHandle
LeaveCriticalSection
GetCurrentProcess
InterlockedDecrement
Interlockedincrement
LoadLibraryExw
FreeLibrary
Sleep
CreateThread
CloseHandle
GetExitCodeProcess
WaitForSingleObject
MoveFileExW
LockResource
GetModuleHandleW
GlobalFree
GlobalUnlock
SizeofResource
GlobalAlloc

O 0O 00 OO0 00O OO 0O 0O O 0O OO0 00O O0O0OO0OO0OO0OO0OO0O0OO0OO0OO0OO0OO0OO0OO0OOO0OO0OOoOOOoOOoOOOoOOOO0OOoOOo0OO0OO0OO0OO0OO0O O0OO0O 0O 0O O0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0O O0O O0 0
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0O 0O 0O 00O OO OO0 OO0 o0

)

GlobalLock
LoadResource
FindResourceW

InitializeCriticalSectionAndSpinCount

DecodePointer
EncodePointer

IsProcessorFeaturePresent

GetProcessHeap
HeapFree
HeapAlloc

GetModuleHandleExW

LoadLibraryw
GetOEMCP

e USER32.dll

)

0O 0O 00O 0O0O OO0 OO 00O 0 0O 0 0O 00O O0 OO0 OO0 O0OO0O O0O0

)

SetWindowTextW
EnableWindow
EndPaint
SetWindowPos
SetWindowLongW
PostQuitMessage
BeginPaint
GetSysColor
ShowWindow
DefWindowProcW
DestroyWindow
GetClientRect
MessageBoxW
GetDesktopWindow
RegisterClassExW
PostMessageW
InvalidateRect
LoadCursorW
CreateWindowExW
UnregisterClassW
SendMessageW
UpdateWindow
GetWindowLongW
GetMessageW
TranslateMessage
GetSystemMetrics
DispatchMessageW
LoadlconW
CharNextW

e GDI32.dll

)

0O O 0 o

)

CreateFontW
GetObjectW
SetBkColor
CreateSolidBrush
DeleteObject
GetStockObject

e ADVAPI32.dll

)

0O 0O 00O 0O0O OO0 00O 0 0O 0 0O 0 o0 o

)

RegQuerylnfoKeyW
CreateWellKnownSid

ConvertSidToStringSidw
CheckTokenMembership

DuplicateToken
EqualSid
GetTokenInformation
OpenProcessToken
RegQueryValuew

LookupAccountNameW

RegQueryValueExW
RegCreateKeyW
RegSetValueExW
RegCloseKey
RegEnumKeyExW
RegOpenKeyExW
RegDeleteValueW
RegDeleteKeyW
RegCreateKeyExW

e SHELL32.dll

o
o
o
o

ShellExecuteW
SHGetFolderPathw
None
ShellExecuteExW
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e ole32.dll

)

0O 0O O o0 o

)

CoTaskMemFree
CreateStreamOnHGlobal
CoTaskMemRealloc
CoCreatelnstance
ColnitializeEx
CoUninitialize
CoTaskMemAlloc

e OLEAUT32.dIl

o
o
o
o

Variantlnit
SysAllocString
VariantClear
VarUl4FromStr

o WININET.AII

)

0O 0O 0O 0 OO0 OO

[}

InternetOpenW
DeleteUrICacheEntryW
InternetQueryOptionW
InternetOpenUriW
InternetReadFile
InternetConnectW
HttpSendRequestW
HttpQuerylnfow
HttpOpenRequestW
InternetCloseHandle

e COMCTL32.dll

o

InitCommonControlsEx

e SHLWAPLAII

o
[e]

wnsprintfW
None

e WTSAPI32.dll

)

o WTSQuerySessionIinformationW
o WTSEnumerateProcessesW

WTSFreeMemory

e gdiplus.dll

o
o

GdiplusShutdown
GdiplusStartup

e WINTRUST.dII

)

WinVerifyTrust

PE Resources

RT_ICON

RT_STRING
RT_GROUP_ICON
RT_VERSION
RT_MANIFEST

CERTIFICATE VALIDATION

- Success v

Page 32
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[+] PlayZuu (TRU DIGIT LLC)

Status

Start Date

End Date

Sha256

Serial

Subject Key Identifier
Issuer Name

Issuer Key Identifier
Crl link

Key Usage

Extended Usage

NotTimeValid % (no effect on chain status)

2015-04-27 00:00:00+00:00

2016-04-26 23:59:59+00:00
61da1480d38881c0925012be510b28f5647e06d54103463a2926d02e9e3e5e07
00BB549A724FCA8D35433DDDOCE37A2E05

913a92d7aaal aalb9b7507318605c3116c9dceal

COMODO RSA Code Signing CA

2991 60 ff 8a 4d fa eb f9 a6 6a b8 cf f9 e6 4b bd 49 ce 12
http://crl.comodoca.com/COMODORSACodeSigningCA.crl

Digital Signature (80)

Code Signing (1.3.6.1.5.5.7.3.3)

[+] COMODO RSA Code Signing CA

Status

Start Date

End Date

Sha256

Serial

Subject Key Identifier
Issuer Name

Issuer Key Identifier
Crl link

Key Usage

Extended Usage

NoError ¢

2013-05-09 00:00:00+00:00

2028-05-08 23:59:59+00:00
be4b37864cefc39611d4b6alde110074e5f282de90016aa5d36849ab452eab2c
2E7C87CCOE934A52FE94FD1CB7CD34AF

2991 60 ff 8a 4d fa eb f9 a6 6a b8 cf f9 e6 4b bd 49 ce 12

COMODO RSA Certification Authority

bb af 7e 02 3d fa a6 f1 3c 84 8e ad ee 38 98 ec d9 32 32 d4
http://crl.comodoca.com/COMODORSACertificationAuthority.crl

Digital Signature,Certificate Signing,Off-line CRL Signing,CRL Signing (86)

Code Signing (1.3.6.1.5.5.7.3.3)

[+] COMODO RSA Certification Authority

Status

Start Date

End Date

Sha256

Serial

Subject Key Identifier
Issuer Name

Issuer Key Identifier
Crl link

Key Usage

Extended Usage

NoError v

2010-01-19 00:00:00+00:00

2038-01-18 23:59:59+00:00
f1bc8293a80c7d1bb2fd1d6e9b714b06e6b66686cadb26a76d91e06e2934fa83
4CAAF9CADB636FEOTFF74ED85B03869D

bb af 7e 02 3d fa a6 f1 3¢ 84 8e ad ee 38 98 ec d9 32 32 d4

COMODO RSA Certification Authority

undefined

undefined

Certificate Signing,Off-line CRL Signing,CRL Signing (06)

undefined
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[+] Symantec Time Stamping Services CA - G2

Status

Start Date

End Date

Sha256

Serial

Subject Key Identifier
Issuer Name

Issuer Key Identifier
Crl link

Key Usage

Extended Usage

[+] Thawte Timestamping CA

Status

Start Date

End Date

Sha256

Serial

Subject Key Identifier
Issuer Name

Issuer Key Identifier
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Extended Usage
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undefined
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undefined
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