
Summary
File Name:   CrushArcadeGames_1.exe

File Type:   PE32 executable (GUI) Intel 80386, for MS Windows

SHA1:   402c20a6374a83c16e2b9c993cbf970c17713efc

MD5:   47401f332c6db8f8f0c1e19efb07c972


MALWARE

Valkyrie Final Verdict

DETECTION SECTION

Severity: High

Verdict: Malware
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HIGH LEVEL BEHAVIOR DISTRIBUTION

30.3%

39.1%
17.3%

Process (60)
Hooking (1)
Network (23)
Windows (9)
Misc (28)
System (422)
Threading (11)
Synchronization (15)
Device (19)
Registry (544)
File System (241)
Services (2)
Com (16)

   
   
   

ACTIVITY OVERVIEW

Networking   3  (50.00%)
Malware Analysis System Evasion   2  (33.33%)

Hooking and other Techniques for Hiding Protection   1  (16.67%)
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Activity Details

NETWORKING

HTTP traffic contains suspicious features which may be indicative of malware related traffic

Performs some HTTP requests

Network activity contains more than one unique useragent.





Show sources

Show sources

Show sources

MALWARE ANALYSIS SYSTEM EVASION

A process attempted to delay the analysis task.

Checks the CPU name from registry, possibly for anti-virtualization





Show sources

Show sources

HOOKING AND OTHER TECHNIQUES FOR HIDING PROTECTION

Creates RWX memory





Show sources
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Behavior Graph

03:46:39 03:46:40 03:46:41

PID 2784
The malicious file created a child process as 402c20a6374a83c16e2b9c993cbf970c17713efc.exe  (PPID 2760)03:46:39 Create Process

03:46:39 InternetOpenW

03:46:39 NtDelayExecution

03:46:40 RegQueryValueExW

03:46:40 InternetOpenW

03:46:41 NtAllocateVirtualMemory
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Behavior Summary

ACCESSED FILES

\Device\KsecDD

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Program Files (x86)\Mozilla Firefox\firefox.exe

C:\Users\user\AppData\Local\Temp

C:\Users\user\AppData\Local\Temp\caE842.tmp

C:\Users\user\AppData\Local\Temp\caE853.tmp

C:\Users\user\AppData\Local\Temp\caE854.tmp

C:\Windows\Fonts\staticcache.dat

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\desktop.ini

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\desktop.ini

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies

C:\Users\user\AppData\Local\Microsoft\Windows\History

C:\Users\user\AppData\Local\Microsoft\Windows\History\desktop.ini

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\desktop.ini

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\index.dat

C:\Users\user\AppData\Local\Temp\caE853.tmp.exe

C:\

C:\Program Files (x86)\Internet Explorer\ieproxy.dll

C:\Windows\SysWOW64\shell32.dll

C:\Windows\SysWOW64\stdole2.tlb

C:\ProgramData\Microsoft\Network\Connections\Pbk\rasphone.pbk

C:\ProgramData\Microsoft\Network\Connections\Pbk\*.pbk

C:\Windows\System32\ras\*.pbk

C:\Users\user\AppData\Roaming\Microsoft\Network\Connections\Pbk\rasphone.pbk
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READ REGISTRY KEYS

C:\Users\user\AppData\Roaming\Microsoft\Network\Connections\Pbk\*.pbk

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice\Progid

HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shell\open\command\(Default)

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Security_HKLM_only

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\402c20a6374a83c16e2b9c993cbf970c17713efc.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureControl\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\*

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\SyncMode5

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\SessionStartTimeDefaultDeltaSecs
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Signature

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserItem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserItem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserItem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\DOMStore\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\feedplat\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\iecompat\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\ietld\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CachePath
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MODIFIED FILES

RESOLVED APIS

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\MSHist012016042520160426\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible
Cache\MSHist012016042520160426\CacheOptions

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivacIE:\CacheRepair

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivacIE:\CachePath

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivacIE:\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivacIE:\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Extensible Cache\PrivacIE:\CacheOptions

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\Interface\{26656EAA-54EB-4E6F-8F85-4F0EF901A406}\ProxyStubClsid32\(Default)

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\Interface\{8A40A45D-055C-4B62-ABD7-6D613E2CEAEC}\ProxyStubClsid32\(Default)

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\index.dat

C:\Users\user\AppData\Local\Temp\caE853.tmp.exe

kernel32.dll.FlsAlloc

kernel32.dll.FlsFree

kernel32.dll.FlsGetValue

kernel32.dll.FlsSetValue

kernel32.dll.InitializeCriticalSectionEx

kernel32.dll.CreateSemaphoreExW

kernel32.dll.SetThreadStackGuarantee

kernel32.dll.CreateThreadpoolTimer

kernel32.dll.SetThreadpoolTimer

kernel32.dll.WaitForThreadpoolTimerCallbacks

kernel32.dll.CloseThreadpoolTimer

kernel32.dll.CreateThreadpoolWait

kernel32.dll.SetThreadpoolWait

kernel32.dll.CloseThreadpoolWait

kernel32.dll.FlushProcessWriteBuffers

kernel32.dll.FreeLibraryWhenCallbackReturns

kernel32.dll.GetCurrentProcessorNumber
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kernel32.dll.GetLogicalProcessorInformation

kernel32.dll.CreateSymbolicLinkW

kernel32.dll.EnumSystemLocalesEx

kernel32.dll.CompareStringEx

kernel32.dll.GetDateFormatEx

kernel32.dll.GetLocaleInfoEx

kernel32.dll.GetTimeFormatEx

kernel32.dll.GetUserDefaultLocaleName

kernel32.dll.IsValidLocaleName

kernel32.dll.LCMapStringEx

cryptbase.dll.SystemFunction036

uxtheme.dll.ThemeInitApiHook

user32.dll.IsProcessDPIAware

kernel32.dll.IsProcessorFeaturePresent

user32.dll.GetWindowInfo

user32.dll.GetAncestor

user32.dll.GetMonitorInfoA

user32.dll.EnumDisplayMonitors

user32.dll.EnumDisplayDevicesA

kernel32.dll.SortGetHandle

kernel32.dll.SortCloseHandle

gdi32.dll.ExtTextOutW

gdi32.dll.GdiIsMetaPrintDC

winsta.dll.WinStationQueryInformationW

advapi32.dll.LookupAccountSidW

sechost.dll.LookupAccountSidLocalW

advapi32.dll.CreateWellKnownSid

rpcrt4.dll.RpcStringBindingComposeW

rpcrt4.dll.RpcBindingFromStringBindingW

rpcrt4.dll.RpcStringFreeW

rpcrt4.dll.RpcBindingSetAuthInfoExW

sechost.dll.LookupAccountNameLocalW

rpcrt4.dll.NdrClientCall2

rpcrt4.dll.RpcBindingFree

winsta.dll.WinStationGetAllProcesses
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DELETED FILES

REGISTRY KEYS

winsta.dll.WinStationFreeGAPMemory

dwmapi.dll.DwmIsCompositionEnabled

gdi32.dll.GetLayout

gdi32.dll.GdiRealizationInfo

gdi32.dll.FontIsLinked

advapi32.dll.RegOpenKeyExW

advapi32.dll.RegQueryInfoKeyW

gdi32.dll.GetTextFaceAliasW

advapi32.dll.RegEnumValueW

advapi32.dll.RegCloseKey

advapi32.dll.RegQueryValueExW

gdi32.dll.GetFontAssocStatus

advapi32.dll.RegQueryValueExA

advapi32.dll.RegEnumKeyExW

ole32.dll.CoInitializeEx

ole32.dll.CoUninitialize

ole32.dll.CoRegisterInitializeSpy

ole32.dll.CoRevokeInitializeSpy

comctl32.dll.RegisterClassNameW

uxtheme.dll.EnableThemeDialogTexture

uxtheme.dll.OpenThemeData

uxtheme.dll.GetThemeBool

uxtheme.dll.GetThemeInt

uxtheme.dll.GetThemeBackgroundContentRect

C:\Users\user\AppData\Local\Temp\caE842.tmp

C:\Users\user\AppData\Local\Temp\caE853.tmp

C:\Users\user\AppData\Local\Temp\caE854.tmp

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\CustomLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\ExtendedLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000
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HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice

HKEY_CURRENT_USER\Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice\Progid

HKEY_CURRENT_USER\Software\Classes

HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shell\open\command

HKEY_CURRENT_USER\Software\Classes\FirefoxURL\shell\open\command\(Default)

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale\Alternate Sorts

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Language Groups

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Segoe UI

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\Compatibility\402c20a6374a83c16e2b9c993cbf970c17713efc.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\KnownClasses

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\MS Shell Dlg

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Security_HKLM_only

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main\FeatureControl

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureControl\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet
Explorer\MAIN\FeatureControl\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\402c20a6374a83c16e2b9c993cbf970c17713efc.exe

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Internet Explorer\MAIN\FeatureControl\FEATURE_HTTP_USERNAME_PASSWORD_DISABLE\*

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\SyncMode5

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\SessionStartTimeDefaultDeltaSecs

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Signature

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserItem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Content\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserItem

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CachePrefix

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\Cookies\CacheLimit

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserItem
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READ FILES

MUTEXES

MODIFIED REGISTRY KEYS

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\PerUserItem

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache\History\CachePrefix

\Device\KsecDD

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Users\user\AppData\Local\Temp\caE842.tmp

C:\Users\user\AppData\Local\Temp\caE853.tmp

C:\Users\user\AppData\Local\Temp\caE854.tmp

C:\Windows\Fonts\staticcache.dat

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\index.dat

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\index.dat

C:\Users\user\AppData\Local\Microsoft\Windows\History\History.IE5\index.dat

C:\Program Files (x86)\Internet Explorer\ieproxy.dll

C:\Windows\SysWOW64\shell32.dll

C:\Windows\SysWOW64\stdole2.tlb

2881B8A1-E9C4-4217-8FA0-C98C389EB88B

CicLoadWinStaWinSta0

Local\MSCTF.CtfMonitorInstMutexDefault1

Local\_!MSFTHISTORY!_

Local\c:!users!user!appdata!local!microsoft!windows!temporary internet files!content.ie5!

Local\c:!users!user!appdata!roaming!microsoft!windows!cookies!

Local\c:!users!user!appdata!local!microsoft!windows!history!history.ie5!

IESQMMUTEX_0_208

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{E2D0CA08-2243-4725-9430-
A8A2D5F46E6B}\WpadDecisionReason

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{E2D0CA08-2243-4725-9430-A8A2D5F46E6B}\WpadDecisionTime

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{E2D0CA08-2243-4725-9430-A8A2D5F46E6B}\WpadDecision

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{E2D0CA08-2243-4725-9430-
A8A2D5F46E6B}\WpadNetworkName

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\0a-00-27-00-00-00\WpadDecisionReason

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\0a-00-27-00-00-00\WpadDecisionTime
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\0a-00-27-00-00-00\WpadDecision

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections\DefaultConnectionSettings

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\WpadLastNetwork
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Network Behavior

CONTACTED IPS NETWORK PORT DISTRIBUTION

10.7%

40.6%

45.9%

5355 (UDP) 1.64%
443 (TCP) 10.66%
53 (UDP) 40.57%
137 (UDP) 0.41%
3702 (UDP) 0.41%
80 (TCP) 45.9%
138 (UDP) 0.41%

Name IP Country ASN ASN Name Trigger Process Type

8.8.4.4 United States 15169 Level 3 Parent, LLC Malware Process

172.217.4.110 United States 15169 Google LLC Malware Process

173.194.175.155 United States 15169 Google LLC Malware Process

35.162.46.217 United States 16509 Amazon Technologies Inc. Malware Process

35.164.80.164 United States 16509 Amazon Technologies Inc. Malware Process

52.10.153.199 United States 16509 Amazon Technologies Inc. Malware Process

52.25.138.199 United States 16509 Amazon Technologies Inc. Malware Process

52.40.133.43 United States 16509 Amazon Technologies Inc. Malware Process

52.85.101.174 United States 16509 Amazon Technologies Inc. Malware Process

69.195.158.197 United States 19969 Joe's Datacenter, LLC Malware Process

72.167.239.239 United States 26496 GoDaddy.com, LLC Malware Process

192.241.99.194 Canada 55286 B2 Net Solutions Inc. Malware Process

74.120.16.71 4905 Info 2 Extreme, Inc. Malware Process

52.85.101.215 16509 Amazon Technologies Inc. Malware Process

173.194.175.157 15169 Google LLC Malware Process

38.71.8.226 4905 PSINet, Inc. Malware Process

74.120.16.240 4905 Info 2 Extreme, Inc. Malware Process

54.69.224.218 16509 Amazon Technologies Inc. Malware Process

108.161.188.192 54104 netDNA Malware Process

52.85.101.199 16509 Amazon Technologies Inc. Malware Process

54.148.143.136 16509 Amazon Technologies Inc. Malware Process

74.120.16.184 4905 Info 2 Extreme, Inc. Malware Process

52.43.35.239 16509 Amazon Technologies Inc. Malware Process
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35.166.234.151 16509 Amazon Technologies Inc. Malware Process

23.111.8.97 54104 Nobis Technology Group, LLC Malware Process

54.69.184.117 16509 Amazon Technologies Inc. Malware Process

78.46.66.108 24940 Malware Process

172.217.11.36 15169 Google LLC Malware Process

50.63.243.230 26496 GoDaddy.com, LLC Malware Process

172.217.11.46 15169 Google LLC Malware Process

54.148.10.185 16509 Amazon Technologies Inc. Malware Process

172.217.11.46 15169 Google LLC Malware Process

52.42.125.211 16509 Amazon Technologies Inc. Malware Process

173.194.175.138 15169 Google LLC Malware Process

108.161.189.121 54104 netDNA Malware Process

23.111.8.97 54104 Nobis Technology Group, LLC Malware Process

74.120.16.178 4905 Info 2 Extreme, Inc. Malware Process

23.111.8.97 54104 Nobis Technology Group, LLC Malware Process

184.26.44.105 20940 Akamai Technologies, Inc. Malware Process

38.71.8.226 4905 PSINet, Inc. Malware Process

52.21.185.118 14618 Amazon Technologies Inc. Malware Process

172.217.11.46 15169 Google LLC Malware Process

172.217.11.46 15169 Google LLC Malware Process

23.63.226.144 20940 Akamai Technologies, Inc. Malware Process

173.194.206.155 15169 Google LLC Malware Process

72.21.91.29 15133 MCI Communications Services, Inc.… Malware Process

72.21.91.29 15133 MCI Communications Services, Inc.… Malware Process

69.195.158.194 19969 Joe's Datacenter, LLC Malware Process

52.85.101.172 16509 Amazon Technologies Inc. Malware Process

172.217.11.46 15169 Google LLC Malware Process

54.148.10.185 16509 Amazon Technologies Inc. Malware Process

78.46.66.108 24940 Malware Process

172.217.11.46 15169 Google LLC Malware Process

52.85.101.106 16509 Amazon Technologies Inc. Malware Process

52.88.57.64 16509 Amazon Technologies Inc. Malware Process

94.31.29.16 6461 Malware Process

172.217.10.110 15169 Google LLC Malware Process

108.161.188.192 54104 netDNA Malware Process

173.194.206.102 15169 Google LLC Malware Process

74.120.16.179 4905 Info 2 Extreme, Inc. Malware Process

Name IP Country ASN ASN Name Trigger Process Type

Page 15



178.255.83.1 35838 OS Process

23.111.8.97 54104 Nobis Technology Group, LLC Malware Process

50.63.243.230 26496 GoDaddy.com, LLC Malware Process

54.191.37.101 16509 Amazon.com, Inc. Malware Process

172.217.11.46 15169 Google LLC Malware Process

Name IP Country ASN ASN Name Trigger Process Type

HTTP PACKETS

Host Port Method Version User Agent Count Call Time During Execution(Sec)

d1.crusharcade.com 80 GET 1.1 ca_v2.0.3354 1 5.63034486771

Path: /partners/1082/?
options=YTMzMTUxNDU3NzV43Hc81pthuSBzThYc%2BTIMTdKxlTn6axvev%2FqUUWsVpVJS1kOqGuVCGEhPTuQvQ5cEb2ZPOqLA0CAPkQt3E%2Bkv
URI: http://d1.crusharcade.com/partners/1082/?
options=YTMzMTUxNDU3NzV43Hc81pthuSBzThYc%2BTIMTdKxlTn6axvev%2FqUUWsVpVJS1kOqGuVCGEhPTuQvQ5cEb2ZPOqLA0CAPkQt3E%2Bkv

crusharcade.com 80 GET 1.1 ca_v3.0.3354 1 5.82607197762

Path: /ca/ract?
s=4OLc9bCts62wsLa3%2F%2BTuwtHgs%2FDVxtfqzOjw%2BcfRwMHL%2F7C0xre3wrC1x8bFusG0u%2F%2FFwsrPxsf%2F0Nfc19PHx8zUzcXCys%2F%2F
URI: http://crusharcade.com/ca/ract?
s=4OLc9bCts62wsLa3%2F%2BTuwtHgs%2FDVxtfqzOjw%2BcfRwMHL%2F7C0xre3wrC1x8bFusG0u%2F%2FFwsrPxsf%2F0Nfc19PHx8zUzcXCys%2F%2F

crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 10.2216069698

Path: /ca/thankyou?s=5O7C0eCz8NXG1%2BrM6PD5x9HAwcv%2FsLTGt7fCsLXHxsW6wbS7%2F8XCys%2FGxw%3D%3D
URI: http://crusharcade.com/ca/thankyou?s=5O7C0eCz8NXG1%2BrM6PD5x9HAwcv%2FsLTGt7fCsLXHxsW6wbS7%2F8XCys%2FGxw%3D%3D

ocsp.int-x3.letsencrypt.org 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 10.7173979282

Path: /
URI: http://ocsp.int-x3.letsencrypt.org/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 10.7287919521

Path: /
URI: http://ocsp.digicert.com/

www.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 11.0308470726

Path: /
URI: http://www.crusharcade.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 11.1303739548

Path: /
URI: http://ocsp.digicert.com/

www.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 11.5632410049

Path: /themes/common/content/css/style.css
URI: http://www.crusharcade.com/themes/common/content/css/style.css

www.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 11.6897480488

Path: /favicon/favicon.ico
URI: http://www.crusharcade.com/favicon/favicon.ico

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0043718815
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Path: /content/files/1/7/895/screenshot/0000017895_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/7/895/screenshot/0000017895_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0063040257

Path: /content/files/1/8/067/screenshot/0000018067_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/067/screenshot/0000018067_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0079009533

Path: /content/files/0/0/915/screenshot/0000000915_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/915/screenshot/0000000915_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0113759041

Path: /content/files/1/8/047/screenshot/0000018047_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/047/screenshot/0000018047_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0398030281

Path: /content/files/1/8/063/screenshot/0000018063_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/063/screenshot/0000018063_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0401160717

Path: /content/files/0/2/811/screenshot/0000002811_s1.jpg
URI: http://web3.hostingcdn.com/content/files/0/2/811/screenshot/0000002811_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0403130054

Path: /content/files/1/8/041/screenshot/0000018041_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/041/screenshot/0000018041_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0404579639

Path: /content/files/1/8/250/screenshot/0000018250_s1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/250/screenshot/0000018250_s1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0408420563

Path: /content/files/1/8/544/image/0000018544_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/544/image/0000018544_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0556600094

Path: /content/files/1/8/527/image/0000018527_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/527/image/0000018527_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0619208813

Path: /content/files/1/8/525/image/0000018525_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/525/image/0000018525_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0643939972

Path: /content/files/1/8/555/image/0000018555_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/555/image/0000018555_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0670390129

Path: /content/files/1/8/549/image/0000018549_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/549/image/0000018549_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0691349506

Path: /content/files/1/8/543/image/0000018543_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/543/image/0000018543_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0715019703

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /content/files/1/8/545/image/0000018545_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/545/image/0000018545_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0771250725

Path: /content/files/1/8/526/image/0000018526_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/526/image/0000018526_i1.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.084209919

Path: /content/files/1/8/524/image/0000018524_i1.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/524/image/0000018524_i1.jpg

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.098993063

Path: /gsg/css/bootstrap.min.css
URI: http://web2.hostingcdn.com/gsg/css/bootstrap.min.css

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.0995509624

Path: /gsg/css/ie10-viewport-bug-workaround.css
URI: http://web2.hostingcdn.com/gsg/css/ie10-viewport-bug-workaround.css

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.099709034

Path: /cprmjaa/css/template.css?a=2
URI: http://web2.hostingcdn.com/cprmjaa/css/template.css?a=2

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1145529747

Path: /cprmjaa/img/logo.png
URI: http://web2.hostingcdn.com/cprmjaa/img/logo.png

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1318469048

Path: /gsg/js/js.cookie.js
URI: http://web2.hostingcdn.com/gsg/js/js.cookie.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1431379318

Path: /gsg/js/bootstrap.min.js
URI: http://web2.hostingcdn.com/gsg/js/bootstrap.min.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1468770504

Path: /gsg/js/jquery-1.12.1.min.js
URI: http://web2.hostingcdn.com/gsg/js/jquery-1.12.1.min.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1618928909

Path: /gsg/js/main.js
URI: http://web2.hostingcdn.com/gsg/js/main.js

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.1965410709

Path: /gsg/js/ie10-viewport-bug-workaround.js
URI: http://web2.hostingcdn.com/gsg/js/ie10-viewport-bug-workaround.js

tt.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 12.3910038471

Path: /sitecmn
URI: http://tt.crusharcade.com/sitecmn

ocsp.comodoca.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 12.4916849136

Path: /
URI: http://ocsp.comodoca.com/

clients1.google.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 12.5079748631

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /ocsp
URI: http://clients1.google.com/ocsp

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.4909250736

Path: /cprmjaa/img/header_bg.jpg
URI: http://web2.hostingcdn.com/cprmjaa/img/header_bg.jpg

tt.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.5771939754

Path: /gmbn?sid=crusharcade&size=300x250
URI: http://tt.crusharcade.com/gmbn?sid=crusharcade&size=300x250

tt.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.5815620422

Path: /gmbn?sid=crusharcade&size=728x90
URI: http://tt.crusharcade.com/gmbn?sid=crusharcade&size=728x90

tt.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.6039450169

Path: /com?
p=YTI5MTQyMDQ3MDUvw0KS6q8GH7eyKloa%2Flm8aZKb8yFLGqwWthvQcnCrDxOUIvDO6pdyC9fERycFam%2BaWXr2Oh6ZSPh5rf9ZkRMa14IK29rxgIWpnyvrKK%
2FWBBZmMB7%2FbI%2FSWexFwoEHr%2BFUcr5C1WxotEI6gbKwf%2B8I6Uz%2BIIj5a%2Bo%3D&d=0
URI: http://tt.crusharcade.com/com?
p=YTI5MTQyMDQ3MDUvw0KS6q8GH7eyKloa%2Flm8aZKb8yFLGqwWthvQcnCrDxOUIvDO6pdyC9fERycFam%2BaWXr2Oh6ZSPh5rf9ZkRMa14IK29rxgIWpnyvrKK%
2FWBBZmMB7%2FbI%2FSWexFwoEHr%2BFUcr5C1WxotEI6gbKwf%2B8I6Uz%2BIIj5a%2Bo%3D&d=0

www.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.6063148975

Path: /themes/common/content/img/sign-up-button-bg.png
URI: http://www.crusharcade.com/themes/common/content/img/sign-up-button-bg.png

www.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.6081850529

Path: /themes/common/content/img/sign-up-button-star-bg.png
URI: http://www.crusharcade.com/themes/common/content/img/sign-up-button-star-bg.png

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.614027977

Path: /cprmjaa/img/sunburst.png
URI: http://web2.hostingcdn.com/cprmjaa/img/sunburst.png

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.6157050133

Path: /cprmjaa/img/fade2.png
URI: http://web2.hostingcdn.com/cprmjaa/img/fade2.png

web2.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.6181740761

Path: /gsg/fonts/glyphicons-halflings-regular.woff2
URI: http://web2.hostingcdn.com/gsg/fonts/glyphicons-halflings-regular.woff2

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7422690392

Path: /content/files/1/7/736/screenshot/0000017736_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/7/736/screenshot/0000017736_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7440509796

Path: /content/files/1/7/904/screenshot/0000017904_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/7/904/screenshot/0000017904_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7458178997

Path: /content/files/1/8/250/screenshot/0000018250_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/250/screenshot/0000018250_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7474648952

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /content/files/1/7/895/screenshot/0000017895_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/7/895/screenshot/0000017895_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7493910789

Path: /content/files/1/8/041/screenshot/0000018041_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/041/screenshot/0000018041_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7510690689

Path: /content/files/0/0/078/screenshot/0000000078_s4.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/078/screenshot/0000000078_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7562999725

Path: /content/files/0/0/068/screenshot/0000000068_s4.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/068/screenshot/0000000068_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7586460114

Path: /content/files/0/0/090/screenshot/0000000090_s4.jpg
URI: http://web3.hostingcdn.com/content/files/0/0/090/screenshot/0000000090_s4.jpg

web3.hostingcdn.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 13.7652659416

Path: /content/files/1/8/323/screenshot/0000018323_s4.jpg
URI: http://web3.hostingcdn.com/content/files/1/8/323/screenshot/0000018323_s4.jpg

fagc.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.2815899849

Path: /piwik/piwik.js
URI: http://fagc.crusharcade.com/piwik/piwik.js

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4111769199

Path: /v/lib/u.js?1517926463
URI: http://static.cmptch.com/v/lib/u.js?1517926463

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4220769405

Path: /v/lib/s.js?1517926463
URI: http://static.cmptch.com/v/lib/s.js?1517926463

ocsp.pki.goog 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4224739075

Path: /GTSGIAG3
URI: http://ocsp.pki.goog/GTSGIAG3

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4288640022

Path: /v/lib/tr.js?1517926463
URI: http://static.cmptch.com/v/lib/tr.js?1517926463

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4291088581

Path: /v/lib/pmjson.js?1517926463
URI: http://static.cmptch.com/v/lib/pmjson.js?1517926463

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.4294400215

Path: /v/lib/ablk.js?p=1&banner_id=24
URI: http://static.cmptch.com/v/lib/ablk.js?p=1&banner_id=24

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.8014929295

Path: /v/lib/style.css?1517926463
URI: http://static.cmptch.com/v/lib/style.css?1517926463

static.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 14.8032999039

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /v/lib/md.js?1517926463
URI: http://static.cmptch.com/v/lib/md.js?1517926463

fagc.crusharcade.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 15.0186369419

Path: /piwik/piwik.php?action_name=CrushArcade%20-
%20Explosively%20fun%20games!%20Blast%20into%20action%20games%2C%20arcade%20games%2C%20strategy%20games%20and%20more!&idsite=54&rec=1
&r=923070&h=2&m=46&s=50&url=http%3A%2F%2Fwww.crusharcade.com%2F&_id=de887e4c39544e2b&_idts=1520902011&_idvc=1&_idn=0&_refts=0&_viewts=15
20902011&send_image=1&pdf=1&qt=0&realp=0&wma=0&dir=0&fla=1&java=1&gears=0&ag=0&cookie=1&res=800x600&gt_ms=265&pv_id=6OYOJ3
URI: http://fagc.crusharcade.com/piwik/piwik.php?action_name=CrushArcade%20-
%20Explosively%20fun%20games!%20Blast%20into%20action%20games%2C%20arcade%20games%2C%20strategy%20games%20and%20more!&idsite=54&rec=1
&r=923070&h=2&m=46&s=50&url=http%3A%2F%2Fwww.crusharcade.com%2F&_id=de887e4c39544e2b&_idts=1520902011&_idvc=1&_idn=0&_refts=0&_viewts=15
20902011&send_image=1&pdf=1&qt=0&realp=0&wma=0&dir=0&fla=1&java=1&gears=0&ag=0&cookie=1&res=800x600&gt_ms=265&pv_id=6OYOJ3

ocsp.godaddy.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 15.230232954

Path: /
URI: http://ocsp.godaddy.com/

ocsp.pki.goog 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 15.2780749798

Path: /GTSGIAG3
URI: http://ocsp.pki.goog/GTSGIAG3

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 19.4584000111

Path: /
URI: http://ocsp.digicert.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 19.6610400677

Path: /
URI: http://ocsp.digicert.com/

clients1.google.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 19.9323940277

Path: /ocsp
URI: http://clients1.google.com/ocsp

partners.cmptch.com 80 GET 1.1 Mozilla/5.0 (Windows NT 6… 1 20.0542838573

Path: /cks?
p=YTM1NTMxNzU5MjB43Hc81pthuXs9sXMpOETAGvzRWry462HfoeWzp9pU2V%2F0YSLYVfI98eNYM0Y767vHN92RcwxWTq3z7vOo4serp5TLsqhGLj0%3D
URI: http://partners.cmptch.com/cks?
p=YTM1NTMxNzU5MjB43Hc81pthuXs9sXMpOETAGvzRWry462HfoeWzp9pU2V%2F0YSLYVfI98eNYM0Y767vHN92RcwxWTq3z7vOo4serp5TLsqhGLj0%3D

ocsp.godaddy.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 21.128674984

Path: /
URI: http://ocsp.godaddy.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 28.990500927

Path: /
URI: http://ocsp.digicert.com/

ocsp.comodoca.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 65.8932979107

Path: /
URI: http://ocsp.comodoca.com/

ocsp.comodoca.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 2 65.9604198933

Path: /
URI: http://ocsp.comodoca.com/

ocsp.digicert.com 80 POST 1.1 Mozilla/5.0 (Windows NT 6… 1 67.4425940514

Host Port Method Version User Agent Count Call Time During Execution(Sec)
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Path: /
URI: http://ocsp.digicert.com/

Host Port Method Version User Agent Count Call Time During Execution(Sec)

DNS QUERIES

Request Type

d1.crusharcade.com A

Answers
- 74.120.16.179 (A)

crusharcade.com A

Answers
- 38.71.8.226 (A)

secure.informaction.com A

Answers
- 69.195.158.196 (A)
- 69.195.158.198 (A)
- 69.195.158.195 (A)
- 69.195.158.197 (A)
- 69.195.158.194 (A)

crusharcade.com AAAA

secure.informaction.com AAAA

search.services.mozilla.com A

Answers
- 54.148.10.185 (A)
- 34.211.20.200 (A)
- 35.164.80.164 (A)
- search.r53-2.services.mozilla.com (CNAME)

search.r53-2.services.mozilla.com A

search.r53-2.services.mozilla.com AAAA

ocsp.int-x3.letsencrypt.org A

Answers
- 184.26.44.105 (A)
- a771.dscq.akamai.net (CNAME)
- 184.26.44.103 (A)
- ocsp.int-x3.letsencrypt.org.edgesuite.net (CNAME)

ocsp.digicert.com A

Answers
- cs9.wac.phicdn.net (CNAME)
- 72.21.91.29 (A)

www.crusharcade.com A

a771.dscq.akamai.net A

Answers
- 23.63.226.179 (A)
- 23.63.226.144 (A)

cs9.wac.phicdn.net A
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a771.dscq.akamai.net AAAA

Answers
- 2600:1407:9::173f:e3d0 (AAAA)
- 2600:1407:9::173f:e3ca (AAAA)

cs9.wac.phicdn.net AAAA

www.crusharcade.com AAAA

tiles.services.mozilla.com A

Answers
- 34.211.99.53 (A)
- 52.39.131.77 (A)
- 52.34.107.172 (A)
- 35.160.58.123 (A)
- 35.161.241.69 (A)
- 52.41.78.152 (A)
- 52.40.133.43 (A)
- tiles.r53-2.services.mozilla.com (CNAME)
- 52.35.160.255 (A)

tiles.r53-2.services.mozilla.com A

Answers
- 34.210.37.21 (A)
- 54.148.143.136 (A)

tiles.r53-2.services.mozilla.com AAAA

web2.hostingcdn.com A

Answers
- web2.cb0eabc5.netdna-cdn.com (CNAME)

maxcdn.bootstrapcdn.com A

Answers
- bootstrapcdn.jdorfman.netdna-cdn.com (CNAME)
- 94.31.29.16 (A)

web3.hostingcdn.com A

Answers
- 23.111.8.97 (A)
- web3.cb0eabc5.netdna-cdn.com (CNAME)

bootstrapcdn.jdorfman.netdna-cdn.com A

Answers
- 108.161.189.121 (A)

bootstrapcdn.jdorfman.netdna-cdn.com AAAA

web3.cb0eabc5.netdna-cdn.com A

tt.crusharcade.com A

Answers
- 74.120.16.178 (A)

web2.cb0eabc5.netdna-cdn.com A

web3.cb0eabc5.netdna-cdn.com AAAA

web2.cb0eabc5.netdna-cdn.com AAAA

tiles-cloudfront.cdn.mozilla.net A

Request Type
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Answers
- 52.85.101.174 (A)
- 52.85.101.106 (A)
- 52.85.101.25 (A)
- 52.85.101.178 (A)
- 52.85.101.199 (A)
- 52.85.101.83 (A)
- dcky6u1m8u6el.cloudfront.net (CNAME)
- 52.85.101.224 (A)
- 52.85.101.63 (A)

tt.crusharcade.com AAAA

dcky6u1m8u6el.cloudfront.net A

dcky6u1m8u6el.cloudfront.net AAAA

safebrowsing.google.com A

Answers
- 172.217.11.46 (A)
- sb.l.google.com (CNAME)

sb.l.google.com A

sb.l.google.com AAAA

Answers
- 2607:f8b0:4006:815::200e (AAAA)

ocsp.comodoca.com A

Answers
- 178.255.83.1 (A)

clients1.google.com A

Answers
- clients.l.google.com (CNAME)

ocsp.comodoca.com AAAA

Answers
- 2a02:1788:2fd::b2ff:5301 (AAAA)

clients.l.google.com A

clients.l.google.com AAAA

www.google-analytics.com A

Answers
- www-google-analytics.l.google.com (CNAME)
- 172.217.4.110 (A)

www-google-analytics.l.google.com A

www-google-analytics.l.google.com AAAA

fagc.crusharcade.com A

fagc.crusharcade.com AAAA

safebrowsing-cache.google.com A

Answers
- safebrowsing.cache.l.google.com (CNAME)

safebrowsing.cache.l.google.com A

Request Type
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safebrowsing.cache.l.google.com AAAA

static.cmptch.com A

Answers
- 108.161.188.192 (A)
- static-cmptch.cb0eabc5.netdna-cdn.com (CNAME)

partners.cmptch.com A

Answers
- 74.120.16.240 (A)

static-cmptch.cb0eabc5.netdna-cdn.com A

static-cmptch.cb0eabc5.netdna-cdn.com AAAA

partners.cmptch.com AAAA

ocsp.pki.goog A

Answers
- www3.l.google.com (CNAME)

www3.l.google.com A

www3.l.google.com AAAA

ocsp.godaddy.com A

Answers
- ocsp.godaddy.com.akadns.net (CNAME)
- 72.167.239.239 (A)

stats.g.doubleclick.net A

Answers
- stats.l.doubleclick.net (CNAME)
- 173.194.175.155 (A)
- 173.194.175.156 (A)
- 173.194.175.154 (A)
- 173.194.175.157 (A)

self-repair.mozilla.org A

Answers
- shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com (CNAME)
- 52.10.153.199 (A)
- 54.69.184.117 (A)
- self-repair.r53-2.services.mozilla.com (CNAME)
- 35.166.234.151 (A)

stats.l.doubleclick.net A

ocsp.godaddy.com.akadns.net A

www.google.com A

Answers
- 172.217.11.36 (A)

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com A

stats.l.doubleclick.net AAAA

Answers
- 2607:f8b0:400d:c0b::9a (AAAA)

shield-normandy-elb-prod-2099053585.us-west-2.elb.amazonaws.com AAAA

Request Type
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www.google.com AAAA

Answers
- 2607:f8b0:4006:815::2004 (AAAA)

ocsp.godaddy.com.akadns.net AAAA

match.deepintent.com A

Answers
- 52.21.185.118 (A)
- 52.23.123.222 (A)
- 52.44.37.123 (A)

pixglue.com A

Answers
- 74.120.16.71 (A)

match.deepintent.com AAAA

pixglue.com AAAA

shavar.services.mozilla.com A

Answers
- shavar.prod.mozaws.net (CNAME)
- 34.211.140.227 (A)
- 52.42.125.211 (A)
- 54.191.37.101 (A)
- 52.43.54.37 (A)
- 52.25.138.199 (A)
- 35.165.158.113 (A)

shavar.prod.mozaws.net A

Answers
- 54.69.100.200 (A)
- 34.213.34.81 (A)
- 52.34.194.250 (A)
- 54.191.46.28 (A)
- 34.214.15.91 (A)
- 52.42.20.106 (A)

shavar.prod.mozaws.net AAAA

tracking-protection.cdn.mozilla.net A

Answers
- 52.85.101.215 (A)
- 52.85.101.12 (A)
- 52.85.101.121 (A)
- 52.85.101.128 (A)
- 52.85.101.172 (A)
- d1zkz3k4cclnv6.cloudfront.net (CNAME)
- 52.85.101.118 (A)
- 52.85.101.98 (A)

d1zkz3k4cclnv6.cloudfront.net A

d1zkz3k4cclnv6.cloudfront.net AAAA

easylist-downloads.adblockplus.org A

Request Type
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Answers
- 148.251.238.203 (A)
- 88.99.186.148 (A)
- 78.46.39.215 (A)
- 144.76.137.80 (A)
- 94.130.73.100 (A)
- 46.4.7.165 (A)
- 88.99.186.151 (A)
- 178.63.50.140 (A)
- 85.10.210.166 (A)
- 176.9.127.15 (A)
- 94.130.104.87 (A)
- 78.46.66.108 (A)
- 88.198.17.12 (A)
- 176.9.26.105 (A)
- 176.9.116.83 (A)
- 78.46.27.186 (A)
- 94.130.104.88 (A)
- 136.243.22.80 (A)
- 136.243.55.39 (A)
- 136.243.58.99 (A)
- 94.130.73.103 (A)
- 176.9.139.5 (A)
- 144.76.219.20 (A)
- 46.4.115.44 (A)
- 144.76.137.234 (A)

notification.adblockplus.org A

Answers
- 178.63.13.4 (A)
- easylist-downloads.adblockplus.org (CNAME)
- 144.76.153.101 (A)
- 94.130.73.101 (A)
- 148.251.12.230 (A)
- 176.9.146.200 (A)
- 136.243.62.212 (A)
- 5.9.15.86 (A)
- 176.9.122.53 (A)
- 144.76.100.145 (A)
- 213.239.192.206 (A)

easylist-downloads.adblockplus.org AAAA

Answers
- 2a01:4f8:141:132c::2 (AAAA)
- 2a01:4f8:171:30::2 (AAAA)
- 2a01:4f8:222:881::2 (AAAA)
- 2a01:4f8:190:5298::2 (AAAA)
- 2a01:4f8:200:9218::2 (AAAA)
- 2a01:4f8:201:71e5::2 (AAAA)
- 2a01:4f8:121:212c::2 (AAAA)

aus5.mozilla.org A

Request Type
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Answers
- balrog-aus5.r53-2.services.mozilla.com (CNAME)
- 34.208.7.8 (A)
- 35.162.46.217 (A)
- 52.24.21.9 (A)
- 34.210.48.174 (A)
- 54.148.132.67 (A)
- 52.27.206.225 (A)
- 54.69.224.218 (A)
- 34.208.65.55 (A)

balrog-aus5.r53-2.services.mozilla.com A

Answers
- 52.88.57.64 (A)

balrog-aus5.r53-2.services.mozilla.com AAAA

Request Type

TCP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

5.63034486771 Sandbox 74.120.16.179 80

5.82607197762 Sandbox 38.71.8.226 80

10.1487810612 Sandbox 69.195.158.197 443

10.2216069698 Sandbox 38.71.8.226 80

10.3715610504 Sandbox 35.164.80.164 443

10.7173979282 Sandbox 184.26.44.105 80

10.7287919521 Sandbox 72.21.91.29 80

10.9157450199 Sandbox 52.40.133.43 443

11.0308470726 Sandbox 38.71.8.226 80

11.8512568474 Sandbox 52.85.101.174 443

12.0031859875 Sandbox 94.31.29.16 443

12.0043718815 Sandbox 23.111.8.97 80

12.0063040257 Sandbox 23.111.8.97 80

12.0079009533 Sandbox 23.111.8.97 80

12.0113759041 Sandbox 23.111.8.97 80

12.0398030281 Sandbox 23.111.8.97 80

12.0401160717 Sandbox 23.111.8.97 80

12.098993063 Sandbox 23.111.8.97 80

12.0995509624 Sandbox 23.111.8.97 80

12.099709034 Sandbox 23.111.8.97 80

12.1444609165 Sandbox 172.217.11.46 443

12.1468770504 Sandbox 23.111.8.97 80

12.3910038471 Sandbox 74.120.16.178 80

12.4916849136 Sandbox 178.255.83.1 80
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12.5079748631 Sandbox 172.217.11.46 80

13.5771939754 Sandbox 74.120.16.178 80

13.5815620422 Sandbox 74.120.16.178 80

13.6039450169 Sandbox 74.120.16.178 80

13.6081850529 Sandbox 38.71.8.226 80

13.9372720718 Sandbox 172.217.11.46 443

14.2055859566 Sandbox 172.217.4.110 443

14.2815899849 Sandbox 38.71.8.226 80

14.4111769199 Sandbox 108.161.188.192 80

14.4224739075 Sandbox 172.217.11.46 80

14.4288640022 Sandbox 108.161.188.192 80

14.4291088581 Sandbox 108.161.188.192 80

14.4294400215 Sandbox 108.161.188.192 80

14.5434770584 Sandbox 74.120.16.240 443

14.7280740738 Sandbox 108.161.188.192 443

15.2198209763 Sandbox 173.194.175.155 443

15.230232954 Sandbox 72.167.239.239 80

15.4838819504 Sandbox 52.10.153.199 443

19.5646979809 Sandbox 74.120.16.240 443

19.6684598923 Sandbox 74.120.16.240 443

19.6717720032 Sandbox 172.217.11.36 443

20.039593935 Sandbox 74.120.16.240 443

20.0447020531 Sandbox 74.120.16.240 443

20.0456469059 Sandbox 74.120.16.240 443

20.0542838573 Sandbox 74.120.16.240 80

20.1237580776 Sandbox 74.120.16.240 443

20.9236299992 Sandbox 52.21.185.118 443

20.969367981 Sandbox 74.120.16.71 443

21.128674984 Sandbox 72.167.239.239 80

28.832901001 Sandbox 52.25.138.199 443

29.2601900101 Sandbox 52.85.101.215 443

65.6799919605 Sandbox 85.10.210.166 443

65.7965729237 Sandbox 176.9.146.200 443

65.8932979107 Sandbox 178.255.83.1 80

65.9604198933 Sandbox 178.255.83.1 80

65.9644379616 Sandbox 178.255.83.1 80

67.0366709232 Sandbox 35.162.46.217 443

Call Time During Execution(sec) Source IP Dest IP Dest Port
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UDP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

3.19342684746 Sandbox 224.0.0.252 5355

3.21375584602 Sandbox 224.0.0.252 5355

3.21919393539 Sandbox 239.255.255.250 3702

3.26715397835 Sandbox 192.168.56.255 137

5.47739887238 Sandbox 8.8.4.4 53

5.50933694839 Sandbox 224.0.0.252 5355

5.72367787361 Sandbox 8.8.4.4 53

5.76483297348 Sandbox 224.0.0.252 5355

9.0663728714 Sandbox 192.168.56.255 138

10.0314118862 Sandbox 8.8.4.4 53

10.0321719646 Sandbox 8.8.4.4 53

10.0984890461 Sandbox 8.8.4.4 53

10.0991249084 Sandbox 8.8.4.4 53

10.1262898445 Sandbox 8.8.4.4 53

10.2700998783 Sandbox 8.8.4.4 53

10.281981945 Sandbox 8.8.4.4 53

10.4831950665 Sandbox 8.8.4.4 53

10.6591219902 Sandbox 8.8.4.4 53

10.7066779137 Sandbox 8.8.4.4 53

10.7069690228 Sandbox 8.8.4.4 53

10.7075240612 Sandbox 8.8.4.4 53

10.7194650173 Sandbox 8.8.4.4 53

10.7334020138 Sandbox 8.8.4.4 53

10.7424938679 Sandbox 8.8.4.4 53

10.7527470589 Sandbox 8.8.4.4 53

10.7572438717 Sandbox 8.8.4.4 53

10.8116018772 Sandbox 8.8.4.4 53

10.8235569 Sandbox 8.8.4.4 53

10.8488209248 Sandbox 8.8.4.4 53

11.6069750786 Sandbox 8.8.4.4 53

11.6103999615 Sandbox 8.8.4.4 53

11.6109249592 Sandbox 8.8.4.4 53

11.6277749538 Sandbox 8.8.4.4 53

11.6394329071 Sandbox 8.8.4.4 53

11.6490108967 Sandbox 8.8.4.4 53

11.6507489681 Sandbox 8.8.4.4 53
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11.6541788578 Sandbox 8.8.4.4 53

11.6888608932 Sandbox 8.8.4.4 53

11.7713768482 Sandbox 8.8.4.4 53

11.7757239342 Sandbox 8.8.4.4 53

11.7767879963 Sandbox 8.8.4.4 53

11.8419029713 Sandbox 8.8.4.4 53

11.8426139355 Sandbox 8.8.4.4 53

11.8847999573 Sandbox 8.8.4.4 53

12.1071269512 Sandbox 8.8.4.4 53

12.1348860264 Sandbox 8.8.4.4 53

12.161012888 Sandbox 8.8.4.4 53

12.4711380005 Sandbox 8.8.4.4 53

12.4720609188 Sandbox 8.8.4.4 53

12.4836800098 Sandbox 8.8.4.4 53

12.4948539734 Sandbox 8.8.4.4 53

12.4987280369 Sandbox 8.8.4.4 53

12.5380170345 Sandbox 8.8.4.4 53

13.2038490772 Sandbox 8.8.4.4 53

13.2302339077 Sandbox 8.8.4.4 53

13.256428957 Sandbox 8.8.4.4 53

13.5228898525 Sandbox 8.8.4.4 53

13.6374490261 Sandbox 8.8.4.4 53

13.6614489555 Sandbox 8.8.4.4 53

13.8970050812 Sandbox 8.8.4.4 53

13.9282999039 Sandbox 8.8.4.4 53

13.9971308708 Sandbox 8.8.4.4 53

14.1713409424 Sandbox 8.8.4.4 53

14.2164700031 Sandbox 8.8.4.4 53

14.2175309658 Sandbox 8.8.4.4 53

14.2287139893 Sandbox 8.8.4.4 53

14.2290689945 Sandbox 8.8.4.4 53

14.2552158833 Sandbox 8.8.4.4 53

14.3841059208 Sandbox 8.8.4.4 53

14.410877943 Sandbox 8.8.4.4 53

14.4389469624 Sandbox 8.8.4.4 53

15.1235699654 Sandbox 8.8.4.4 53

15.124229908 Sandbox 8.8.4.4 53

Call Time During Execution(sec) Source IP Dest IP Dest Port
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15.341958046 Sandbox 8.8.4.4 53

15.3443720341 Sandbox 8.8.4.4 53

15.344591856 Sandbox 8.8.4.4 53

15.3614039421 Sandbox 8.8.4.4 53

15.3671190739 Sandbox 8.8.4.4 53

15.3702208996 Sandbox 8.8.4.4 53

15.3924469948 Sandbox 8.8.4.4 53

15.3959929943 Sandbox 8.8.4.4 53

15.4224300385 Sandbox 8.8.4.4 53

15.4277179241 Sandbox 8.8.4.4 53

19.7653698921 Sandbox 8.8.4.4 53

19.7793080807 Sandbox 8.8.4.4 53

20.7773399353 Sandbox 8.8.4.4 53

20.777848959 Sandbox 8.8.4.4 53

20.7963118553 Sandbox 8.8.4.4 53

20.8029508591 Sandbox 8.8.4.4 53

20.8069689274 Sandbox 8.8.4.4 53

20.8286340237 Sandbox 8.8.4.4 53

28.6251409054 Sandbox 8.8.4.4 53

28.729598999 Sandbox 8.8.4.4 53

28.7439749241 Sandbox 8.8.4.4 53

29.2019848824 Sandbox 8.8.4.4 53

29.2494819164 Sandbox 8.8.4.4 53

29.292940855 Sandbox 8.8.4.4 53

65.5467250347 Sandbox 8.8.4.4 53

65.6629240513 Sandbox 8.8.4.4 53

65.6637299061 Sandbox 8.8.4.4 53

65.6877200603 Sandbox 8.8.4.4 53

65.6884858608 Sandbox 8.8.4.4 53

65.6986968517 Sandbox 8.8.4.4 53

66.9362120628 Sandbox 8.8.4.4 53

66.9479279518 Sandbox 8.8.4.4 53

66.9590380192 Sandbox 8.8.4.4 53

Call Time During Execution(sec) Source IP Dest IP Dest Port
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DETAILED FILE INFO

CREATED / DROPPED FILES

FILE PATH TYPE AND HASHES

C:\Users\User\AppData\Local\Microsoft\Windows\History\History.IE5\Index.Dat Type : Internet Explorer cache file version Ver 5.2
MD5 : 645ccdde38bb039eb271a4f120e6be5f
SHA-1 : 475a264964d84a2c6c335202262fa6c76275a515
SHA-256 : a9b45e98f41bfcc23bc82cf17b3381b9820a2be6d…
SHA-512 : 0f5aa71c7c0b1a574c4a6c306a24006ad175e7c85…
Size : 49.152 Kilobytes.

C:\Users\User\AppData\Local\Microsoft\Windows\Temporary Internet Files\Conte
nt.IE5\Index.Dat

Type : Internet Explorer cache file version Ver 5.2
MD5 : de20f795b0ea29cbcb8daf8951530db4
SHA-1 : 81d7e8a0197a0ea9eba76e4dc856d10aa5ec04d9
SHA-256 : f891c989c74d22028cc0dfcd564c186fe6857592ca…
SHA-512 : 06ed0fdb0abfcdbc16a7f5adb92ed0c59ba788f08…
Size : 180.224 Kilobytes.

C:\Users\User\AppData\Roaming\Microsoft\Windows\Cookies\Index.Dat Type : Internet Explorer cache file version Ver 5.2
MD5 : 2ed7b584633888df7f0114fa4ac6dc69
SHA-1 : fa8067b3241b8d9258d9fc88f5bd80fca5433b10
SHA-256 : 69a0d29dc846c82d785231dbf94e4c4b731ad588…
SHA-512 : 678165bd37def22a10615aded1384e97413fce1fb…
Size : 32.768 Kilobytes.

MATCH YARA RULES

MATCH RULES

STATIC FILE INFO

File Name: CrushArcadeGames_1.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

SHA1: 402c20a6374a83c16e2b9c993cbf970c17713efc

MD5: 47401f332c6db8f8f0c1e19efb07c972

First Seen Date: 2016-10-19 19:28:13.853508 ( 3 years ago )

Number Of Clients Seen: 0

Last Analysis Date: 2016-10-19 19:28:13.853508 ( 3 years ago )

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.
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DETAILED FILE INFO

ADDITIONAL FILE INFORMATION

 PE Headers

PROPERTY VALUE

Number Of Sections 5

Compilation Time Stamp 0x54B3DCEE [Mon Jan 12 14:40:46 2015 UTC]

LegalCopyright Copyright (C) CrushArcade 2014

InternalName CrushArcade GUI

FileVersion 1.0.1.1

CompanyName CrushArcade

ProductName CrushArcade

ProductVersion 1.0.1.1

FileDescription CrushArcade GUI

OriginalFilename GUI

Translation 0x0409 0x04b0

Entry Point 0x4321f3 (.text)

Machine Type Intel 386 or later - 32Bit

File Size 472872

Sha256 0c8fecd69110a62c4db91fdf5ba63d7e138c88a3511e1a21873a1420a2d9689c

Mime Type application/x-dosexec

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x4bb21 0x4bc00 6.622737 -

.rdata 0x4d000 0x11b38 0x11c00 4.686437 -

.data 0x5f000 0x5904 0x2e00 4.241812 -

.rsrc 0x65000 0x5c00 0x5c00 6.324963 -

.reloc 0x6b000 0xb43a 0xb600 3.154551 -

 PE Imports
KERNEL32.dll

HeapAlloc
GetComputerNameW
GetProcessHeap
OpenProcess
GetVersionExW
GetFileAttributesW
TerminateProcess
CreateFileW
GetTempPathW
CreateFileMappingW
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GetVersion
DeleteFileW
SetFileAttributesW
GetVolumeInformationW
LocalFree
WriteFile
DosDateTimeToFileTime
SetFilePointer
SystemTimeToFileTime
CreateDirectoryW
SetFileTime
WideCharToMultiByte
ReadFile
GetCurrentDirectoryW
GetFileType
DuplicateHandle
SetEnvironmentVariableA
WriteConsoleW
SetStdHandle
OutputDebugStringW
GetTimeZoneInformation
GetConsoleMode
GetConsoleCP
FlushFileBuffers
SetFilePointerEx
GetOEMCP
GetACP
UnmapViewOfFile
GetLastError
GetEnvironmentStringsW
GetCurrentProcessId
QueryPerformanceCounter
HeapSize
HeapReAlloc
GetModuleHandleExW
ExitProcess
GetStdHandle
EnumSystemLocalesW
GetUserDefaultLCID
IsValidLocale
GetLocaleInfoW
LCMapStringW
CompareStringW
GetTimeFormatW
GetDateFormatW
GetStartupInfoW
TlsFree
TlsSetValue
TlsGetValue
TlsAlloc
SetUnhandledExceptionFilter
UnhandledExceptionFilter
RtlUnwind
GetSystemTimeAsFileTime
GetCPInfo
GetCommandLineW
IsDebuggerPresent
GetStringTypeW
DecodePointer
EncodePointer
IsProcessorFeaturePresent
HeapFree
MapViewOfFile
GetTempFileNameW
CreateMutexW
GetCurrentProcess
SetLastError
GetCurrentThreadId
InterlockedIncrement
InterlockedDecrement
DeleteCriticalSection
InitializeCriticalSectionAndSpinCount
GetModuleFileNameW
LoadLibraryExW
IsValidCodePage
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MultiByteToWideChar
EnterCriticalSection
RaiseException
FreeLibrary
LeaveCriticalSection
lstrcmpiW
GetExitCodeProcess
WaitForSingleObject
CloseHandle
GlobalFree
GlobalUnlock
GlobalLock
GlobalAlloc
LoadResource
LockResource
SizeofResource
FindResourceW
GetModuleHandleW
Sleep
CreateThread
MoveFileExW
GetProcAddress
LoadLibraryW
FreeEnvironmentStringsW

USER32.dll
UpdateWindow
DestroyWindow
SendMessageW
CreateWindowExW
GetDesktopWindow
PostMessageW
EnableWindow
wsprintfW
GetSysColor
GetClientRect
GetWindowLongW
SetWindowLongW
ShowWindow
SetWindowPos
CharNextW
MessageBoxW
RegisterClassExW
DispatchMessageW
BeginPaint
EndPaint
PostQuitMessage
InvalidateRect
DefWindowProcW
LoadCursorW
UnregisterClassW
SetWindowTextW
TranslateMessage
GetMessageW
GetSystemMetrics
LoadIconW

GDI32.dll
CreateFontW
GetObjectW
SetBkColor
CreateSolidBrush
DeleteObject
GetStockObject

ADVAPI32.dll
RegDeleteKeyW
CreateWellKnownSid
ConvertSidToStringSidW
CheckTokenMembership
DuplicateToken
EqualSid
GetTokenInformation
OpenProcessToken
RegQueryValueW
LookupAccountNameW
RegQueryValueExW
RegCreateKeyW
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RegDeleteValueW
RegCreateKeyExW
RegSetValueExW
RegEnumKeyExW
RegQueryInfoKeyW
RegOpenKeyExW
RegCloseKey

SHELL32.dll
None
SHGetFolderPathW
ShellExecuteW
ShellExecuteExW

ole32.dll
CoUninitialize
CoInitializeEx
CoCreateInstance
CoTaskMemAlloc
CoTaskMemRealloc
CoTaskMemFree
CreateStreamOnHGlobal

OLEAUT32.dll
SysAllocString
VariantClear
VarUI4FromStr
VariantInit

WININET.dll
InternetConnectW
InternetCloseHandle
InternetOpenW
DeleteUrlCacheEntryW
InternetQueryOptionW
InternetOpenUrlW
InternetReadFile
HttpOpenRequestW
HttpSendRequestW
HttpQueryInfoW

COMCTL32.dll
InitCommonControlsEx

SHLWAPI.dll
wnsprintfW
PathFileExistsW
None

WTSAPI32.dll
WTSFreeMemory
WTSQuerySessionInformationW
WTSEnumerateProcessesW

gdiplus.dll
GdiplusStartup
GdiplusShutdown

WINTRUST.dll
WinVerifyTrust

 PE Resources

 RT_ICON
 RT_STRING
 RT_GROUP_ICON
 RT_VERSION
 RT_MANIFEST

CERTIFICATE VALIDATION

 - Success 
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  [+] CrushArcade

Status NoError  

Start Date 2014-11-23 00:00:00+00:00

End Date 2016-11-22 23:59:59+00:00

Sha256 551a582b7e9c9eb42778c0a7c0e110c6c8401d048d815d07692afcdb6677e193

Serial 420B76B85E9C8DAC64327368DE6214CA

Subject Key Identifier 34 40 10 a1 d2 fe 1e d4 28 06 f6 47 c0 a0 43 94 bd 7b 8a e5

Issuer Name thawte SHA256 Code Signing CA

Issuer Key Identifier 57 86 9b 54 b8 be a6 29 8a e4 f6 c2 e2 13 18 89 85 cd dc b7

Crl link http://tl.symcb.com/tl.crl

Key Usage Digital Signature (80)

Extended Usage Code Signing (1.3.6.1.5.5.7.3.3)

  [+] thawte SHA256 Code Signing CA

Status NoError  

Start Date 2013-12-10 00:00:00+00:00

End Date 2023-12-09 23:59:59+00:00

Sha256 d542ad03871f39ed7a47a057892a67f6d76b973134a8a129d2ba1ace821de2e4

Serial 71A0B73695DDB1AFC23B2B9A18EE54CB

Subject Key Identifier 57 86 9b 54 b8 be a6 29 8a e4 f6 c2 e2 13 18 89 85 cd dc b7

Issuer Name thawte Primary Root CA

Issuer Key Identifier 7b 5b 45 cf af ce cb 7a fd 31 92 1a 6a b6 f3 46 eb 57 48 50

Crl link http://t1.symcb.com/ThawtePCA.crl

Key Usage Certificate Signing,Off-line CRL Signing,CRL Signing (06)

Extended Usage Client Authentication (1.3.6.1.5.5.7.3.2)

  [+] thawte Primary Root CA

Status NoError  

Start Date 2006-11-17 00:00:00+00:00

End Date 2036-07-16 23:59:59+00:00

Sha256 d6a37f73bd37d7adacb96997064639215d4806b63a4ccee5416e3da8d68a3b1f

Serial 344ED55720D5EDEC49F42FCE37DB2B6D

Subject Key Identifier 7b 5b 45 cf af ce cb 7a fd 31 92 1a 6a b6 f3 46 eb 57 48 50

Issuer Name thawte Primary Root CA

Issuer Key Identifier undefined

Crl link undefined

Key Usage Certificate Signing,Off-line CRL Signing,CRL Signing (06)

Extended Usage undefined
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  [+] Symantec Time Stamping Services CA - G2

Status NoError  

Start Date 2012-12-21 00:00:00+00:00

End Date 2020-12-30 23:59:59+00:00

Sha256 0b44526ab89f4778858bf831045ec218d0d57734caa10208ea3d8c90c1043266

Serial 7E93EBFB7CC64E59EA4B9A77D406FC3B

Subject Key Identifier 5f 9a f5 6e 5c cc cc 74 9a d4 dd 7d ef 3f db ec 4c 80 2e dd

Issuer Name Thawte Timestamping CA

Issuer Key Identifier undefined

Crl link http://crl.thawte.com/ThawteTimestampingCA.crl

Key Usage Certificate Signing,Off-line CRL Signing,CRL Signing (06)

Extended Usage Time Stamping (1.3.6.1.5.5.7.3.8)

  [+] Thawte Timestamping CA

Status NoError  

Start Date 1997-01-01 00:00:00+00:00

End Date 2020-12-31 23:59:59+00:00

Sha256 f429a67538b1053ebe3ad5587247d3a6845a82b3e687e079263181f53dbe26d7

Serial 00

Subject Key Identifier undefined

Issuer Name Thawte Timestamping CA

Issuer Key Identifier undefined

Crl link undefined

Key Usage undefined

Extended Usage undefined

SCREENSHOTS
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