VALKYRIE

File Name: topshape_ed.exe
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
SHA1l: da6cd94b86733301e021a8ce28dd01c69e1f855c¢
MD5: 5ce3f937blalb9elc5e5d5918e2ee5e2
First Seen Date: 2015-12-03 18:20:58 UTC

MALWARE Number of Clients Seen: 5

Valkyrie Final Verdict Last Analysis Date: 2015-12-03 18:20:58 UTC

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.

Verdict Source: Valkyrie Automatic Analysis

Analysis Summary

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2015-12-03 18:20:58 UTC No Match

Static Analysis Overall Verdict 2015-12-03 18:20:58 UTC Highly Suspicious o
Dynamic Analysis Overall Verdict 2015-12-03 18:20:58 UTC Highly Suspicious o
File Certificate Validation Not Applicable

Static Analysis

STATIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious o
DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean o
Non-ascii or empty section names detected Clean o
lllegal size of optional Header Clean o
Packer detection on signature database Unknown

Based on the sections entropy check! file is possibly packed Clean o
Timestamp value suspicious Clean o
Header Checksum is zero! Clean o
Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean o
Optional Header NumberOfRvaAndSizes field is valued illegal Clean o
Anti-vm present Suspicious o
The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Suspicious o
TLS callback functions array detected Clean o

v Anti-debug calls

FindWindowExA

Dynamic Analysis


https://valkyrie.comodo.com:443

DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Has no visible windows

Opens a file in a system directory

Uses a function clandestinely

Downloads data from internet

Behavioral Information

QueryFilePath

C:\ProgramData\Xs0sWc.exe

C:\Windows\system32\DUser.dll
C:\Users\win7\AppData\Local\Temp\csrss.exe
C:\Windows\system32\mscoree.dll
C:\ProgramData\MvrGQq.exe
C:\Windows\system32\MSACM32.dll
C:\Users\win7\AppData\Local\Temp\is-7MBIU.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\WINRAR~1.EXE
C:\yhtjkkyrwlyz\hzzgs31lavfgblnqop7.exe
C:\Users\win7\AppData\Local\Temp\ir_ext_temp_O0\autorun.exe
C:\Windows\SysWOW®64\jscript9.dll
C:\Users\win7\AppData\Local\Temp\beeihbfhea.exe
C:\ProgramData\Etwn6o.exe
C:\Windows\SysWOW64\RunDII32.exe
C:\Users\win7\AppData\Local\Temp\is-ILO10.tmp\sample.tmp
C:\Windows\WinSxS\x86_microsoft.vc90.crt_1fc8b3b9alel8e3b_9.0.30729.4940_none_50916076bch9a742\MSVCR90.dII
C:\zktgkjakld\igs8i6knpleOyoq8.exe
C:\Users\win7\AppData\Local\Temp\is-20RBK.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\extension.exe
C:\Windows\SysWOW®64\certutil.exe
C:\Users\win7\AppData\Local\Temp\is-HANP4.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-LEUGF.tmp\sample.tmp
C:\Windows\system32\d3d11.dll
C:\Windows\syswow64\CRYPT32.dll
C:\Users\win7\AppData\Local\Temp\is-37UD7.tmp\sample.tmp
C:\Windows\system32\propsys.dll
C:\Users\win7\AppData\Local\Temp\_MEI16602\python27.dll
C:\Users\win7\AppData\Roaming\System23\File32.exe
C:\Users\win7\AppData\Local\Temp\fUIntvfPWDgHD1nFBGy\yZvWSsXxcDUukLwXNnrSAdEbC90vWFf90i).dll
C:\Windows\system32\MSVBVM60.DLL
C:\ProgramData\Qngq7m4.exe
C:\Windows\SysWOW®64\regsvr32.exe
C:\Windows\system32\credui.dll
C:\Users\win7\AppData\Local\Tem
C:\Windows\system32\dsound.dll
C:\Windows\WinSxS\x86_microsoft.vc80.crt_1fc8b3b9alel8e3b_8.0.50727.4940_none_d08cc06a442b34fc\MSVCR80.dIl
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorjit.dll
C:\Windows\SysWOW64\Calc.Exe

C:\ProgramData\ijyMPP.exe

C:\ProgramData\kb.exe

C:\Windows\SysWOW64\RichEd20.dll
C:\Windows\SysWOW64\PROPSYS.dll
C:\Users\win7\AppData\Local\Temp\IXPO0OO.TMP\M.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe
C:\Users\win7\AppData\Local\Temp\is-LS8EG.tmp\sample.tmp
C:\ProgramData\xSuhPl.exe
C:\Windows\system32\RICHED20.dll
C:\Users\win7\AppData\Local\Temp\7zS8EED.tmp\setup.exe
C:\Users\win7\AppData\Local\Temp\is-A42E].tmp\sample.tmp
C:\Windows\system32\DirectX\WebSetup\dsetup.dll
C:\ProgramData\NfBbUl.exe
C:\Users\win7\AppData\Local\Temp\is-OMCDO.tmp\sample.tmp
C:\Windows\SysWOW64\Wbem\wmic.exe
C:\Users\win7\AppData\Local\Temp\is-L1RE4.tmp\sample.tmp
C:\Windows\SysWOW64\rundll32.exe
C:\Users\win7\AppData\Local\Temp\nso29EA.tmp\OCSetupHIp.dll



C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\sample

C:\Users\win7\AppData\Local\Temp\MPC\XSkin.dll
C:\Windows\system32\werui.dll
C:\Windows\SysWOW64\cmd.exe
C:\Windows\syswow64\kernel32.dll
C:\Windows\assembly\GAC_32\System.Transactions\2.0.0.0__b77a5c561934e089\System.Transactions.dll
C:\Windows\system32\RICHED20.DLL
C:\Users\win7\AppData\Local\Temp\is-MIUBO.tmp\sample.tmp
C:\yhtjkkyrwlyz\t013tdzspfd2qrb.exe
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf _1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Users\win7\AppData\Roaming\bldevic.exe
C:\yhtjkkyrwlyz\laoncjzgvx41lqvqg.exe
C:\ProgramData\XT3Bms.exe
C:\Windows\WinSxS\x86_microsoft.vc80.crt_1fc8b3b9alel8e3b_8.0.50727.4940_none_d08cc06a442b34fc\msvcm80.dll
C:\Users\win7\AppData\Local\Temp\is-MK39T.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-QK9OM.tmp\sample.tmp
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Templates\takshost.exe
C:\Windows\system32\wuapi.dll
C:\Windows\system32\RASDLG.dII

C:\ProgramData\U7FZNr.exe
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\dxwsetup.exe
C:\Windows\system32\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\MPC\Setup.exe
C:\Windows\syswow64\MSCTF.dll
C:\Windows\system32\MSCOREE.DLL
C:\Windows\system32\RichEd20.dll
C:\Users\win7\AppData\Local\Folder\windows.exe
C:\Windows\system32\ODBC32.dll
C:\Windows\syswow64\USER32.dll
C:\Windows\SysWOW64\WindowsPowerShell\v1l.0\powershell.exe
C:\Users\win7\AppData\Roaming\subfolder\ssde.scr
C:\Windows\SYSTEM32\MSCOREE.DLL
C:\Windows\system32\D3D10Warp.dll
C:\jvrzwdta\ueazkmaqvghi2opucegqgl.exe
C:\Windows\SysWOW64\schtasks.exe
C:\Windows\system32\dxgi.dll

C:\Windows\system32\WINMM.dII
C:\Windows\system32\EhStorShell.dll
C:\Users\win7\AppData\Local\Temp\is-1QJEV.tmp\sample.tmp
C:\Windows\SysWOW&64\schannel.dll
C:\Windows\system32\MSFTEDIT.DLL
C:\Windows\system32\RichEd20.DLL
C:\Windows\system32\MSHTML.dII
C:\Users\win7\AppData\Local\Temp\is-JIKNO.tmp\sample.tmp
C:\ProgramData\l.exe

C:\Windows\system32\aclui.dll
C:\Users\win7\AppData\Local\Temp\nss4314.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\nsa675C.tmp\setupcl.exe
C:\Windows\SysWOW64\mshtml.dll
C:\Windows\SysWOW®64\ieframe.dll
C:\Windows\system32\PROPSYS.dl|
C:\Windows\system32\DirectX\WebSetup\DSETUP32.DLL
C:\Users\win7\AppData\Roaming\Zuewu\tofuy.exe
C:\Windows\System32\msxml3.dll
C:\Windows\system32\ntshrui.dll
C:\Windows\system32\QUARTZ.dII
C:\Windows\SysWOW64\msiexec.exe

C:\DLL_Loader.exe

CreateRegisteryKey

52-54-00-12-35-02

Software\Microsoft\Calc
Software\Microsoft\Windows\CurrentVersion\RunOnce
{69DC4768-446B-4F82-A6B0-63966A243064 }
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections
Software\\Microsoft\\Windows\\CurrentVersion\\Internet Settings
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
SOFTWARE\Microsoft\Cryptography\AutoEnrollment
Software\Microsoft\Internet Explorer\SearchScopes\{24588FA4-10F1-41D7-B19D-6E22361E47FA}
shell\runas\command
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SOFTWARE\Skype\Phone\Ul

Software\Microsoft\Multimedia\Audio Compression Manager\



M

.mds

SOFTWARE\KC Softwares\SUMo

Software\Microsoft\Windows NT\CurrentVersion\Windows
System\CurrentControlSet\Control\SecurityProviders\Schannel
SYSTEM\Setup\SetupapiLogStatus

.bif

Start

Software\Microsoft\Fusion\GACChangeNotification\Default
SOFTWARE\PowerlSO
Software\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Microsoft\Windows Script\Settings

Software\PowerlSO

Software
Software\Microsoft\ActiveMovie\devenum\{EOF158E1-CB04-11D0-BD4E-00A0C911CE86 }\Default DirectSound Device
Defaulticon

Software\Microsoft\DownloadManager

.ashdisc

Software\TopShape

.mdf

Recent File List

Software\Microsoft\GDIPlus

.cue

Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
Local AppWizard-Generated Applications

Settings

flp

Software\TotalSystemCare

classes\exefile
Software\Microsoft\ActiveMovie\devenum\{4EFE2452-168A-11D1-BC76-00C04FB9453B}\Default MidiOut Device
SOFTWARE\DivX\Install\Setup

classes\.exe

.bin

.b5i

Software\Microsoft\RestartManager\Session0000

SOFTWARE\KC Softwares
Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
software

fed

shell\open\command

Software\Microsoft\Internet Explorer\Main
Software\Microsoft\Windows\CurrentVersion\Uninstal\CPUCooL
Software\Microsoft\Windows\CurrentVersion\Run
SOFTWARE\Skype\lnstaller

.img

SOFTWARE\Microsoft

Software\PowerlSO\SCDEmu
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
System\CurrentControlSet\Services\Tcpip\Parameters
Software\Microsoft\Direct3D\MostRecentApplication
SessionInfo\0000000000022d24
SYSTEM\CurrentControlSet\Services\SCDEmu

sample
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{03BD22A4-B7A6-CC74-A1BA-810F013ABDCD}\ShellFolder
Software\MPC

Priority v4.00

.ncd

DC3_FEXEC

.cdi

.wim

Software\Microsoft\Windows\CurrentVersion\Uninstall\{ 31EE4FE8-7F9C-11D5-ABB8-00B0D02332EB}
exefile

SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\P3P\History
bwi

Software\Microsoft\Internet Explorer\SearchScopes
Software\Microsoft\Multimedia\ActiveMovie

.pdi

Software\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Persisted
.gi

lcd

{EOF158E1-CB04-11D0-BD4E-00A0OC911CE86}
Software\Microsoft\ActiveMovie\devenum

.ved

Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Cached
Wide

SOFTWARE\Microsoft\MPEG2Demultiplexer

.ima

SOFTWARE\NSISCrap\CPUCooL



Software\Microsoft\Windows\CurrentVersion\Uninstall\TotalSystemCare
{4EFE2452-168A-11D1-BC76-00C04FB9453B}

.pO1

.dmg

SOFTWARE\Skype\Phone\UN\General
Software\Microsoft\Windows\CurrentVersion\Uninstall\PowerISO
.pxi

.nrg

.c2d

.cif

Filter Cache

MSACM

.exe

Software\TexMod

LoadLibrary

C:\Windows\system32\shell32.dll

secur32.dll

NTDLL

C:\Windows\SysWOW®64\SHLWAPI.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\\wminet_utils.dll
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\ButtonEvent.dll|
sves.dll

iertutil.dll
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\ShutdownAllow.dll
ws2_32.dll

C:\ioproduct.exe

Shlwapi

urlmon.dll

C:\Windows\System32\msxml3r.dll

a

C:\Users\win7\AppData\Local\Temp\nsp5A65.tmp\System.dll
winhttp.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\WINRAR~1.ENU
imagehlp.dll

C:\mscorwks.dll

netutils.dll

COMCTL32.DLL

Ntdll.dll

imm32.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\culture.dll
\MPCTray.exe

C:\Windows\system32\advapi32.dll

api-ms-win-core-fibers-11-1-1

SensApi.dll

wdmaud.drv

profapi.dll

KERNEL32.dll

C:\Windows\system32\EhStorShell.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.PowerShel#\7fcb194ae385dc872688067fb024bd55\Microsoft.PowerShell.Commands.Utility.ni.dll
comsvcs.dll

ntdll.dll

gdi32.dll

RICHED20.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\Windows\SysWOW64\gameux.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\WINRAR~1.EN
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\System.dlI|
C:\Windows\system32\UxTheme.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Transactions\f45bc0251cceb599622f55cclc7f4aba\System.Transactions.ni.dll
C:\Windows\ehome\ehtrace.dll

C:\Windows\System32\davcInt.dll

srvcli.dll

MSHTML.dII

Psapi.DLL
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\Userinfo.dll
C:\Users\win7\AppData\Local\Temp\RarSFX0\1.exe

USP10.dll

PSAPI.DLL

C:\Windows\SysWOW64\bcryptprimitives.dll

AUDIOSES.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorjit.dll
PSAPI.DLL

Rstrtmgr.dll



C:\ProgramData\XT3Bms.exe
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Security\0547cdf64bb778aff7ea25f85a910675\System.Security.ni.dll
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\System.Windows.Forms.dll
C:\ntdll.dll

WINMM.dII
C:\Users\win7\AppData\Local\Temp\is-MK39T.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-2009I.tmp\_isetup\_shfoldr.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\OLEAUT32.dll
DUI70.dll
C:\Users\win7\AppData\Local\Temp\_MEI16602\_ssl.pyd
wininet.dll

advapi32.dll
C:\Users\win7\AppData\Local\Temp\nso29EA.tmp\System.dll
URLMON.DLL

rtutils.dll

CRYPT32.dll

SHFolder.dll

C:\ProgramData\Windows-KB517718.exe

msi.dll

C:\Windows\system32\OLEAUT32.DLL

user32.dll

API-MS-WIN-Service-winsvc-L1-1-0.dll

KERNEL32.DLL

D3D10Warp.dll

C:\ProgramData\Windows-KB511467.exe

mscoree.dll

api-ms-win-downlevel-ole32-11-1-0.dll

uxtheme

psapi.dll

C:\Windows\system32\ntkrnlpa.exe

version.dll

USER32

C:\Windows\SysWOW64\OLE32.DLL

mscorjit.dll

winspool.drv

C:\ProgramData\Xs0sWc.exe
C:\Users\win7\AppData\Local\Temp\_MEI16602\_socket.pyd
C:\Users\win7\AppData\Local\Temp\RarSFX0\dhrjxjV.exe
security.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\ole32.dll
C:\Windows\system32\sfc.dll

mpr.dll

shlwapi.dll
C:\Windows\system32\DirectX\WebSetup\DSETUP32.DLL
VERSION.dII

Wship6.dll

C:\Python27\DLLs\py.ico

C:\CFVS_Injector.exe

NTDLL.dII

API-MS-Win-Core-LocalRegistry-L1-1-0.dll
C:\Users\win7\AppData\Local\Temp\_MEI16602\_hashlib.pyd
WSOCK32.dll
C:\Users\win7\AppData\Local\Temp\nsy8EOF.tmp\System.dll
shfolder.dll

USER32.dll
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\System.dll
SHFOLDER

ImgUtil.dll

C:\Windows\system32\directx\websetup\dsetup.dll
riched32.dll

UxTheme.dll
C:\Users\win7\AppData\Local\Temp\RarSFX0\oxjVBch.exe
C:\Users\win7\AppData\Local\Temp\nss4314.tmp\System.dll
C:\sampleENU.dII
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Management.A#\24f3f84b0793777ae7337796ef5551a5\System.Management.Automation.ni.dll
oleacc.dll
C:\Users\win7\AppData\Local\Temp\is-MK39T.tmp\sample.ENU
vaultcli.dll

IMM32.dll
C:\Users\win7\AppData\Local\Temp\nss4314.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\is-)3QVT.tmp\_isetup\_shfoldr.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\psapi.dll
C:\sample

cryptnet.dll
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\nsWeb.dlIl
RASMAN.DLL

C:\Windows\system32\ole32.dll

C:\msvcm380.dll



C:\Users\win7\AppData\Local\Temp/fUIntvfPWDgHD1nFBGy\kLoPVvrSyZOofGUugHSsEez1.dll
C:\Users\win7\AppData\Local\Temp\nso29EA.tmp\OCSetupHIp.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\ntdll.dll
WINTRUST.dII

C:\Windows\system32\D3D10Warp.dll
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\uxtheme.dll
api-ms-win-security-systemfunctions-11-1-0

crypt32.dll

DUser.dll

msvcrt.dll

API-MS-Win-Security-LSALookup-L1-1-0.dll

OPENGL32

api-ms-win-downlevel-advapi32-12-1-0.dll

ntdll

d3d11.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\shell32.dll
C:\Users\win7\AppData\Local\Temp\nsaC99B.tmp\InstallOptions.dll
C:\ProgramData\MvrGQq.exe
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\LangDLL.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Accessibility\0483c93466914f3fbd5b44454b0c8a98\Accessibility.ni.dll
mswsock.dll
C:\Users\win7\AppData\Local\Temp\2T50FXueip.tmp\htmlayout.dll

Urlmon.dll

opengl32.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\rasapi32.dll
msg71l.acm

COMCTL32.dll

C:\Windows\system32\imageres.dll

C:\Procmon.exe

api-ms-win-appmodel-runtime-|1-1-1

C:\Windows\syswow64\CRYPT32.dll

Version.dll

msvcrt

C:\Windows\system32\Oleacc.dll

kernel32

ext-ms-win-kernel32-package-current-11-1-0
C:\Users\win7\AppData\Local\Temp\nsa675C.tmp\nsExec.dll
C:\Windows\system32\winmm.dlI|
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorlib.dll

psapi

USER32

ADVAPI32.dIl

shlwapi

C:\Windows\system32\userenv.dll

WINHTTP.dII

C:\Windows\System32\drprov.dll
C:\Users\win7\AppData\Local\Temp\nscC002.tmp\LangDLL.dIl

kernel32.dll

advapi32

GDI32

C:\Users\win7\AppData\Local\Temp\nso29EA.tmp\InstOpt.dll
C:\ProgramData\U7FZNr.exe

OLEACC.dII

mscorwks.dll

WindowsCodecs.dll

mciqtz32.dll

user32

HTMLayout.dll

wuapi.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\winhttp.dll
Secur32.dll

winmm.dll

C:\Windows\System32\imageres.dll

iphlpapi.dll

msdmo.dll

SHELL32.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dl|
dsound.dll

COMDLG32.dll

C:\Windows\Microsoft.NET\Framework\v2.0.50727\FUSION.DLL
C:\Windows\system32\asycfilt.dll

Iphlpapi.dll

Kernel32

d2d1.dll

riched20.dll

OLEAUT32.dll

C:\Users\win7\AppData\Local\Temp\RarSFX0\mxjVBch.exe
C:\Users\win7\AppData\Local\Temp\nss4314.tmp\Math.dll



IPHLPAPI.dII

Cabinet.dll

setupapi.dll

DWrite.dll

CFGMGR32.dll

C:\Users\win7\AppData\Local\Temp\MPC\Setup.exe
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Drawing\5a401fd2a7689ff13fb54182953f9c40\System.Drawing.ni.dll
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\LangDLL.dll
C:\Windows\system32\shlwapi.dll

comctl32.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.PowerShel#\2b0a3b04b44b8d8e3cd4d489220d8c35\Microsoft.PowerShell.Security.ni.dll
RichEd20.dll

RichEd20

C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll

WINSPOOL.DRV
C:\Users\win7\AppData\Local\Temp\FixitCenter_RunRes-Temp\FixitCenter_RunRes.dll
RPCRT4.dll

C:\Users\win7\AppData\Local\Temp\ir_ext_temp_O0\autorun.exe

SHLWAPI.dII

GDI32.dll

USERENV.dII

MMDEVAPI.DLL

pstorec.dll

midimap.dll

C:\Users\win7\AppData\Local\Temp\is-20RBK.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\nsy8EOF.tmp\inetc.dll
C:\Windows\system32\wbem\xm\wmi2xml.dll

C:\ProgramData\xSuhPl.exe

dbghelp.dll

kernel32

SPINF.dII

C:\Users\win7\AppData\Local\Temp\div7EB3.tmp\div7EC3.tmp
C:\Users\win7\AppData\Local\Temp/fUIntvfPWDgHD1nFBGy\2DIIxNwie2.dll
C:\Windows\syswow64\KERNELBASE.dI

MSVBVM60.DLL

SPFILEQ.dII

C:\Windows\system32\Msimtf.dll

userenv.dll

SETUPAPL.AII
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Configuration\007fc007edc388d9806dff94ee04f129\System.Configuration.ni.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.VisualBas#\12dc10e5c0e8d176cf21lal6a6fc5fc3b\Microsoft.VisualBasic.ni.dll
C:\Windows\system32\urimon.dll

mscorsec.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\iphlpapi.dll
C:\sampleLOC.dll

netapi32.dll

C:\Windows\SysWOW64\SAGE.DLL

Msi.DLL

C:\Users\win7\AppData\Local\Temp\is-20RBK.tmp\sample.EN
C:\Windows\system32\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nsyEB6C.tmp\InstallOptions.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Configuratio#\30280e5e7d89ffe702df50de4d339fc7\System.Configuration.Install.ni.dll
C:\Windows\system32\DirectX\WebSetup\dsetup.dll
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CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{33D9A761-90C8-11d0-BD43-00A0C911CE86}
FEATURE_IEDDE_REGISTER_PROTOCOL
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced RSA and AES Cryptographic Provider
Software\LeechFTP

Software\Ghisler\Total Commander

Microsoft\Internet Explorer\Feeds
Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
{3EB685DB-65F9-4CF6-A03A-E3EF65729F3D}

SessionInfo\l

SOFTWARE\DivX\Instal\DSASPDecoder
FEATURE_PERMIT_CACHE_FOR_AUTHENTICATED_FTP_KB910274

Consolas

UserChoice

SOFTWARE\downchecker\OneVideo
System\CurrentControlSet\Control\Class\{4d36e972-e325-11ce-bfc1-08002bel10318}
000000000008

Software\Microsoft\Windows\CurrentVersion\Uninstall\Cyberlpod Video Converter Max_is1
NN\4bb78029\213ch572

SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
{82A74AEB-AEB4-465C-A014-D097EE346D63}

NI\5d154ba6\54d5e68c¢

NI\f6e741\1a3c130a

Main\WindowsSearch

NI\6eae2d34\3b249b34\1



FEATURE_REDUCE_RENDER_AHEAD_CACHE

Control Panel\International

WebBrowserPermission
Software\Classes\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
FEATURE_EXCLUDE_INVALID_CLIENT_CERT_KB929477
NI\159a66b8\424bd4d8\17

{F1B32785-6FBA-4FCF-9D55-7B8E7F157091}

NI\4cd63748\2e4c774b

FEATURE_ENABLE_COMPAT_LOGGING

Software\Microsoft\Ftp

Software\Microsoft\Windows\CurrentVersion\App Paths\OUTLOOK.EXE
Software\Microsoft\Cryptography\Offload

NI\50a69a2e\2dd6ac50\f

NI\5bec2d27\74219a81\59

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{3E458037-0CA6-41aa-A594-2AA6C02D709B}
SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\User Agent
Software\Classes\Installer\Products\4EDD95AA276B12640A61C442284059A7
FEATURE_INCLUDE_PORT_IN_SPN_KB908209
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\

CurVer

Arial
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}
installerwizard.com

FEATURE_DISABLE_DEFERRED_IMAGE_DOWNLOAD
SYSTEM\CurrentControlSet\services\vmrawdisk

Software\Microsoft\Windows
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D\InstallProperties
{4336a54d-038b-4685-ab02-99bb52d3fb8b}
Interface\{000C101D-0000-0000-C000-000000000046}
Software\Microsoft\Internet Explorer\TabbedBrowsing
Software\Classes\Installer\Products\E7FF6 7E4ABEA78C47B88DC745E24B5D9
{2BOF765D-COE9-4171-908E-08A611B84FF6}

History

Software\FlashFXP\4

SOFTWARE\DivX\Settings\Setup
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
NI\78256360\2537624e
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 6.5
SYSTEM\CurrentControlSet\services\prl_memdev

IL\3b249b34\27fafbb2\48

NI\30bc7c4f\3f50fedf

SystemFileAssociations\.ico

Software\WNEnhance

Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl
NI\7d670\60221fca

NN\5d1b2185\9e07e4f

Software\Microsoft\Avalon.Graphics
FEATURE_SHOW_FAILED_CONNECT_CONTENT_KB942615
{B4FB3F98-C1EA-428d-A78A-D1F5659CBA93}

FEATURE_WEBSOCKET
CLSID\{0A29FF9E-7F9C-4437-8B11-F424491E3931}\InprocServer32
NI\57d843e4\56102a67

NI\57d843e4\55c48ad0
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.py
SOFTWARE\Classes\PROTOCOLS\Filter\text/html

NN\13b06edc\3d40437

ShellEx\lconHandler
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{280A3020-86CF-11D1-ABE6-00A0C905F375}
SOFTWARE\Microsoft\OLE
Software\Classes\Installer\Products\2FC670E5DEFE2A346A32310E6DE27COE
FEATURE_RESTRICT_FILEDOWNLOAD

NI\78256360\78e381ca

CLSID\{1F486A52-3CB1-48FD-8F50-B8DC300D9F9D}
SystemFileAssociations\image

{a799a802-a46d-11d0-a18c-00a02401dcd4}
Software\Microsoft\OLE\AppCompat

InprocServer32
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24991BA0-FOEE-44AD-9CC8-5EC50AECF6B7}
Software\CodeGear\Locales

NI\56d30baa\7df4ed04\60

ZoneMap\Ranges\
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Strong Cryptographic Provider
KnownFolders

FEATURE_RESPECT_OBJECTSAFETY_POLICY_KB905547
{031E4825-7B94-4dc3-B131-E946B44C8DD5}

NI\159a66b8\424bd4d8

NI\57d843e4\25744c4d



NI\5d154ba6\6bfd6d21

FEATURE_RESTRICT_ABOUT_PROTOCOL_IE7
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\gmsd_fr_004010157_is1
Software\Borland\Locales
FEATURE_FIX_CHUNKED_PROXY_SCRIPT_DOWNLOAD_KB843289
IL\3a6a696d\59152bf2\4a

NI\519790f7\1f2718af

Software\WajalnternetEnhancer

SYSTEM\CurrentControlSet\services\vmmemctl

DropTarget

SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Assemblies\C:|Users|win7|AppData|Local|Folder|windows.exe

FEATURE_IGNORE_MAPPINGS_FOR_CREDPOLICY

Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Blocked

NN\57d843e4\8d6¢c11f

Zoom

NN\1fbbd396\ebdf5dc

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{ CC58E280-8AA1-11D1-B3F1-00AA003761C5}
Software\WalnternetEnhancer

NI\3f5908cc\140a869a

Software\Microsoft\Windows\CurrentVersion\Uninstall\{ CE48541B-61EB-453A-B1A5-3F8F9D02A642} _isl
policy.2.0.System.EnterpriseServices__b03f5f7f11d50a3a

SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 7.2
{C870044B-F49E-4126-A9C3-B52A1FF411E8}

NI\6faf58\19ab8d57

Software\WIntEnhance

NN\6f06001f\475dce40\13

Software\Microsoft\Cryptography\Wintrust\Config

{F89E9E58-BD2F-4008-9AC2-0F816CO9F4EE }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
FEATURE_MSHTML_AUTOLOAD_IEFRAME

NI\519790f7\47eaalbe
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1
FEATURE_MAXCONNECTIONSPER1_OSERVER

NI\130e9a23\5569937f\52

ProglD

Software\WalntEnhance

NI\4cd63748\791517al
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{1B544C20-FDOB-11CE-8C63-00AA0044B51E}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24D753CA-6AE9-4E30-8F5F-EFCO3E08BF3D}
NN\21b2ce32\2ca2a598

Interface\{00000134-0000-0000-C000-000000000046}

FEATURE_USE_UTF8 FOR_BASIC_AUTH_KB967545
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\2FC670E5DEFE2A346A32310E6DE27COE

Content

{F38BF404-1D43-42F2-9305-67DE0OB28FC23}

Microsoft\Windows\CurrentVersion\Internet Settings

FEATURE_CLEANUP_AT_FLS

SOFTWARE\DivX\Instal\AVCCodec

SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Connections

NI\ff723b4\54e97801

FEATURE_ALIGNED_TIMERS

Software\WaWebEnhance

IEDevTools\Options

FEATURE_DISABLE_UNICODE_HANDLE_CLOSING_CALLBACK

1L\3c9c8d7b\33794b65\44

Software\Microsoft\Windows\CurrentVersion\Explorer\TravelLog
SOFTWARE\Microsoft\.NETFramework\v2.0.50727

FEATURE_LAZY_IMAGE_DECODING

SOFTWARE\Classes\PROTOCOLS\Filter\application/octet-stream
SYSTEM\CurrentControlSet\Control\NIs\CodePage
policy.1.0.Microsoft.PowerShell.ConsoleHost.resources_en-US_31bf3856ad364e35
NI\6eae2d34\3b249b34

Software\WWebEnhance

FEATURE_DISALLOW_NULL_IN_RESPONSE_HEADERS

Control Panel\Mouse

Help

FEATURE_ENABLE_PASSPORT_SESSION_STORE_KB948608

FEATURE_URLMON_IQDA_SIZE

{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}

FEATURE_ENABLE_WEB_CONTROL_VISUALS

SYSTEM\CurrentControlSet\Services\BFE

SOFTWARE\Microsoft\Windows NT\CurrentVersion

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13

NN\46ea27ae\124abbc
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9A9450A669B1C894CACB933400F1BE91



CLSID\{B196B286-BAB4-101A-B69C-00AA00341D07}

{9343812e-1c37-4a49-al2e-4b2d810d956b}
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F4F223B2304F5794BA45354095741284\InstallProperties
FEATURE_SCH_SEND_AUX_RECORD_KB_2618444

NI\5dfd7880\2a47f784

{1DA08500-9EDC-11CF-BC10-00AAO0AC74F6}
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
SOFTWARE\Microsoft\Windows\CurrentVersion\Parental Controls\users\S-1-5-21-3979321414-2393373014-2172761192-1000
FEATURE_SHOW_CERT_WARNINGS_ON_POST_FROM_ISTREAM_KB2894776
CLSID\{11016101-E366-4D22-BC06-4ADA335C892B}\ShellFolder
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\2FC670E5DEFE2A346A32310E6DE27COE
NI\7f0603e4\73843e06\27
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\BDAD5335AB438EA45A9146D887948864
FEATURE_RESTRICT_CRASH_RECOVERY_SAVE_KB978454

{52A4F021-7B75-48A9-9F6B-4B87A210BC8F}

Software\Microsoft\Internet Explorer\)Script9

NN\6533e0e5\4cd0abbd

MS Sans Serif

Scripts

Software\FlashFXP

CLSID\{FFE2A43C-56B9-4BF5-9A79-CC6D4285608A}\SupportedProtocols

Software\Policies\Microsoft\Internet Explorer\Control Panel

Software\Microsoft\Windows\CurrentVersion\Policies\ComdIg32
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{03BD22A4-B7A6-CC74-A1BA-810F013ABDCD}\ShellFolder
policy.1.0.Microsoft.PowerShell.Commands.Management__31bf3856ad364e35
SOFTWARE\Classes\Installer\Assemblies\C:|Windows|SysWOW64|WindowsPowerShell|v1.0|powershell.exe

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D

Larger Hit Test

System\CurrentControlSet\Control\Session Manager

NN\5d154ba6\4b74e08f

NN\3812300d\53c3f739

SOFTWARE\Microsoft\Windows\CurrentVersion\UrIMon Settings
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13
NI\2e50bd5\6faeb773

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ D0197E45-D866-44D0-90AF-529F28F15ABA}
NI\57d843e4\6ee5805¢c

FEATURE_BROWSER_EMULATION

SOFTWARE\Microsoft\Wbem\CIMOM

shell

FEATURE_SOFTWARE_FILTER_RENDERING

FEATURE_USE_WEBOC_OMNAVIGATOR_IMPLEMENTATION

NN\552370d6\470dbdcf

Software\WajaNetworkEnhancer

Software\Microsoft\Multimedia\ActiveMovie Filters\MPEG Decoder

NN\37a616cc\4c4f433f

FEATURE_OLEALIAS_GWND

CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder

NI\212b2f92\56alcd92

Software\BulletProof Software\BulletProof FTP Client\Main
CLSID\{0A29FF9E-7F9C-4437-8B11-F424491E3931}\Server

Software\Policies\Microsoft\Internet Explorer\DOMStorage
policy.2.0.System.ServiceProcess__b03f5f7f11d50a3a

NI\52575c06\3a94302a

NI\7f9f75d2\3b2fd49b
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{26EE0668-A00A-44D7-9371-BEB064C98683 }\ShellFolder
Software\Microsoft\Windows NT\CurrentVersion
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0AB19942EEOFDA44C98CE55CAOCE6F7B
Microsoft

Software\Microsoft\Windows\CurrentVersion\App Paths\1Password4.exe
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}
Software\Microsoft\Windows\Shell\Associations\UrlAssociations\Directory
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 7.4
FEATURE_MAXCONNECTIONSPERSERVER

FEATURE_USE_SECURITY_THUNKS

Main

ShellEx\DataHandler

Software\Classes\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Accepted Documents
Software\Policies\Microsoft\Internet Explorer\Recovery

International\Scripts

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{33FACFE0-A9BE-11D0-A520-00A0D10129C0}
Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume

Software\TurboFTP

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.8
Software\Policies\Microsoft\Cryptography

000000000006

NN\23a21096\1f3b741



SOFTWARE\Avnex\AV Video Morpher\AV DVD Player Morpher

Folder

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
Software\Microsoft\Windows\Shell\RegisteredApplications\UrlAssociations\Directory\OpenWithProgids
Software\WajWebEnhancer

CLSID

NI\34cea914\43f5e26f\6e

Microsoft Sans Serif

NN\432ba598\f6e8397

Software\Classes\Installer\Products\0OAB19942EEOFDA44C98CE55CAOCE6GF7B
FEATURE_DOWNLOAD_INITIATOR_HTTP_HEADER
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{33AE86B20-7BE8-11D1-ABE6-00A0C905F375}
{9C24A977-0951-451A-8006-0E49BD28CD5F}

MS Shell Dig 2

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
PrefetchPrerender

SOFTWARE\Classes\CLSID\{8244CE7C-A878-4BE9-8B6B-19206DA348C2}
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
FEATURE_FILEPROTOCOL_NOFINDFIRST_KB947853

Software\Microsoft\Internet Explorer\Main\FeatureControl

SOFTWARE\DivX\Instal\MPEG4Decoder

CLSID\{76D0CB12-7604-4048-B83C-1005C7DDC503}

FEATURE_FEEDS

.cpl

Software\Microsoft\Direct3D\Drivers\Direct3D HAL

Software\Microsoft\WBEM\CIMOM

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\[ESBAKEX
SOFTWARE\Classes\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|csrss.exe
{33D9A761-90C8-11d0-BD43-00A0C911CE86}

Software\GlobalSCAPE\CuteFTP 7 Professional\QCToolbar
FEATURE_RETURN_FAILED_CONNECT_CONTENT_KB942615
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
Software\Microsoft\.NETFramework\Policy\Upgrades

TreatAs

{CD8743A1-3736-11D0-9E69-00C04FD7C15B}

FEATURE_DISABLE_FORMAT_REUSE

NI\ef1194a\280ad97

Software\Microsoft\Installer\Assemblies\C:|ProgramData|kb.exe

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\bldevic.exe
SOFTWARE\Microsoft\Cryptography\Defaults\Provider Types\Type 001

PROTOCOLS\Name-Space Handler\

NI\1367807f\33a0f58¢

SYSTEM\CurrentControlSet\services\prl_strg

policy.4.4.rpc4.resources_en-US_34256fcd934ca661
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{B4FB3F98-C1EA-428D-A78A-D1F5659CBA93}\ShellFolder
Software\$0

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ D6F879CC-59D6-4D4B-AE9B-D761E48D25ED}

SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|csrss.exe

SYSTEM\CurrentControlSet\services\prl_fs

FEATURE_USE_CNAME_FOR_SPN_KB911149

CLSID\{F562A2C8-E850-4F05-8E7A-E7192E4E6C23}

NI\7617ea59\45290f69
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9D5146B6D3BDAA14495A5193B390BA69\InstallProperties
SOFTWARE\DivX\Instal\DSAACDecoder

FEATURE_MIME_SNIFFING

CLSID\{DFFACDC5-679F-4156-8947-C5C76BCOB67F }\Instance

Software\Microsoft\Internet Explorer

{5E6C858F-0E22-4760-9AFE-EA3317B67173}

SOFTWARE\Microsoft\NET Framework Setup\NDP

policy.2.0.rpc4.resources_en-US_34256fcd934ca661

NI\6f92d610\414f4a48

image/jpeg\Bits

NI\19aba884\259d21de

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\lEData

NI\132fb36a\5db25f6a

Software\Microsoft\Direct3D\DX6TextureEnuminclusionList

NI\73d886f0\2baa5227

FEATURE_XSSFILTER

Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\DirectDrawEx
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.1
{8983036C-27C0-404B-8F08-102D10DCFD74}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ AAS9DDE4-B672-4621-A016-4C248204957A}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{ 5F5AFF4A-2F7F-4279-88C2-CD88EB39D144}
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\{ EA17F4FC-FDBF-4CF8-A529-2D983132D053}



FEATURE_XDOMAINREQUEST

Software\Microsoft\Internet Explorer\MediaTypeClass

Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace

System
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\8092D2692A2922D4CBB657B067662DF2
FEATURE_96DPI_PIXEL

Software\System Healer

NI\ff723b4\20d52faa

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.5
CLSID\{4336A54D-038B-4685-AB02-99BB52D3FB8B}\ShellFolder

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D

Script

IL\75638fee\27002c8f\5a

{EOF158E1-CB04-11D0-BD4E-00A0C911CE86 }\Instance
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{9343812E-1C37-4A49-A12E-4B2D810D956B}\ShellFolder
Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\windows.exe
CLSID\{00021401-0000-0000-C000-000000000046 }\InprocServer32
CLSID\{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D }\Instance\PTFilter

open

image/gif\Bits

NI\22c053ef\166dc7b9

FEATURE_PRIVATE_FONT_SETTING
Software\Classes\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
NI\6b02cfal\1b612001

Software\WaWebEnhancer
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.dll
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 5C82DAE5-6EB0-4374-9254-BE3319BA4E82}
NI\688a9b37\3126ea26

FEATURE_USE_IETLDLIST_FOR_DOMAIN_DETERMINATION
policy.1.0.Microsoft.PowerShell.Commands.Diagnostics_ 31bf3856ad364e35
SYSTEM\CurrentControlSet\Services\FontCache\Parameters
{0139D44E-6AFE-49F2-8690-3DAFCAEGFFB8}
Software\Classes\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
NN\5835a40d\2da386fc

{CAC52C1A-B53D-4EDC-92D7-6B2E8BAC19434}

EUDC\1252

SOFTWARE\Microsoft\APL

{7C23220E-55BB-11D3-8B16-00C04FB6BD3D}
{FD228CB7-AE11-4AE3-864C-16F3910AB8FE}

Software\Opera Software

{C9F5FE02-F851-4EB5-99EE-AD602AF1E619}

NN\4873d033\e4e08d2

Software\WajalnternetEnhance

Software\Policies\Microsoft\Internet Explorer\International\Scripts
SYSTEM\CurrentControlSet\Control\SystemInformation

NN\2de1299d\8321f55

Software\GlobalSCAPE\CuteFTP 8 Home\QCToolbar

Software\Microsoft\COM3

FEATURE_BROWSER_COMPATDATA

Software\WinRAR SFX

{6BC1CFFA-8FC1-4261-AC22-CFB4CC38DB50}
{5CE4A5E9-E4EB-479D-B89F-130C02886155}
Software\Classes\Installer\Products\BDAD5335AB438EA45A9146D887948864
NI\27167ed2\48605d9b
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 4.0
Software\Policies\Microsoft\Windows\Installer

NI\2002¢55b\2245915a

NI\432ba598\f6e8397\20
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\OAB19942EEOFDA44C98CE55CAOCE6F7B

Clsid

Software\Microsoft\Internet Explorer\SearchScopes
Software\Classes\Installer\Products\8D92D2692A2922D4CBB657B067662DF2
Software\KC Softwares\SUMo

NI\7f0603e4\73843e06

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
{DCBD6FA8-032F-11D3-B5B1-00C04FC324A1}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{4EF6100A-AF88-11D0-9846-00C04FC29993}

FEATURE_ARIA_SUPPORT

NI\5d154ba6\7d692034

Fontcore

SYSTEM\CurrentControlSet\services\prl_sound
Software\Microsoft\Windows\CurrentVersion\Explorer\FileAssociation
Software\Microsoft\PowerShell

NI\19148ec9\356905b4

{babe9b14-0f98-11e5-b301-806e6f6e6963}\
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Objects\{871C5380-42A0-1069-A2EA-08002B30309D}



NN\153f0b73\4f9cf53d

NI\5ea3ef72\1f616431

.ico

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\WIC

Software\FileZilla Client

NI\1786000\2f824f8b

CLSID\{DFFACDC5-679F-4156-8947-C5C76BCOB67F}
Software\Classes\Installer\Products\EBB1B6BFDEF152C4CA99F0D1A352C7D1

IL\7df4ed04\78e5e798\7

Software\Policies\Microsoft\Internet Explorer\PrefetchPrerender

SOFTWARE\DivX\Install\FiltersAndCodecs

NI\3862cb8f\4535f2b4

system\CurrentControlSet\control\NetworkProvider\HwOrder

FEATURE_BINARY_CALLER_SERVICE_PROVIDER

IL\2b351479\5cfc7041\42
Software\Microsoft\ActiveMovie\devenum\{2721AE20-7E70-11D0-A5D6-28DB04C10000}
Interface\{FC4801A3-2BA9-11CF-A229-00AA003D7352}
Software\Microsoft\Windows\CurrentVersion\Uninstall\Google Chrome
{EE32E446-31CA-4ABA-814F-A5EBD2FD6D5E}

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{4EB31670-9FC6-11CF-AF6E-00AAO0B67A42}
{8613E14C-D0C0-4161-ACOF-1DD2563286BC}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
NI\7bd85a09\357404f7

SOFTWARE\Classes\PROTOCOLS\Filter\image/jpeg

1L\74219a81\7cb419c4\8
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\4EDD95AA276B12640A61C442284059A7
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains\
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{8596E5F0-0DA5-11D0-BD21-00A0C911CE86}
Software\Microsoft\Windows\Windows Error Reporting\Debug

|IE4Data

NI\736b0824\83c3347

Software\WalEnhancer

NI\3a90accf\183a1886

IE40

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
Software\Microsoft\ActiveMovie\devenum

PTFilter

FEATURE_WEBOC_DOCUMENT_ZOOM

Software\Microsoft\Windows\Windows Error Reporting

SOFTWARE\DivX\Install\Converter

SYSTEM\CurrentControlSet\Services\.net clr networking\Performance
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3
Software\Microsoft\Rpc

NN\227e1235\36752f32

Verdana

Consent

MIME\Database\Content Type
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{5399E694-6CE5-4D6C-8FCE-1D8870FDCBAO}\ShellFolder
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{D51BD5A2-7548-11CF-A520-0080C77EF58A}
Software\Microsoft\Internet Explorer\DOMStorage

Software\Policies\Microsoft\Internet Explorer\Settings

FEATURE_SPELLCHECKING

Software\WNetEnhancer

CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{07dad660-22f1-11d1-a9f4-00c04fbbde8f}
Software\Microsoft\Cryptography\DESHashSessionKeyBackward
{C4900540-2379-4C75-844B-64E6FAF8716B}

{2721AE20-7E70-11D0-A5D6-28DB04C10000}\Instance
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\MobileOptionPack

FEATURE_VSYNC_WATCHDOG

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{E2510970-F137-11CE-8B67-00AA00A3F1A6}
FEATURE_ALLOW_INTRANET_CSS_MIME_MISMATCH

{4EFE2452-168A-11D1-BC76-00C04FB9453B}

image/pjpeg\Bits

CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{ FDOA5AF4-B41D-11d2-9C95-00C04F7971E0}
NI\49924242\35313e43

SOFTWARE\ESET

Software\Borland\Delphi\Locales

Software\GlobalSCAPE\CuteFTP 7 Home\QCToolbar

.ade

FEATURE_DATABINDING_SUPPORT

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{51B4ABF3-748F-4E3B-A276-C828330E926A}
PowerShellEngine

CLSID\{FFE2A43C-56B9-4BF5-9A79-CC6D4285608A}

Software\Policies\Microsoft\Internet Explorer\TabbedBrowsing
FEATURE_MIME_USE_BUILTIN_ACCEPT_HEADERS
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE }\ShellFolder

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\AC357D429EA603E4F8F5FEQCE380FBD3

NI\7cdc50ba\353efcd6



FEATURE_SCRIPTURL_MITIGATION
SOFTWARE\Classes\PROTOCOLS\Filter\text/xml
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\FOC582BB128C07749807654CBA258CE7

PBDA ETFilter

SOFTWARE\DivX\Instal\DFXPlugin
CLSID\{A4A1A128-768F-41E0-BF75-E4FDDD701CBA}
SYSTEM\CurrentControlSet\services\VBoxGuest
FEATURE_NINPUT_LEGACYMODE

{0F214138-B1D3-4A90-BBA9-27CBCOC5389A}

DirectSound\

NN29326873\6cf32b3

Software\TutoTag

FEATURE_MEMPROTECT_MODE
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\SchedulingAgent
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Cache
SYSTEM\CurrentControlSet\Services\CertSvc\Configuration
NI\8f1a999\2b202ce4
Software\Microsoft\ActiveMovie\devenum\{EOF158E1-CB04-11D0-BD4E-00A0C911CE86}
{7A5DE1D3-01A1-452C-B481-4FA2B96271E8}
SYSTEM\CurrentControlSet\services\prl_tg

00000028

policy.1.0.Microsoft. WSMan.Management__31bf3856ad364e35
NI\7f9f75d2\10a695d2
System\CurrentControlSet\Services\Winsock2\Parameters
Software\WajlnternetEnhancer

{EOF158E1-CB04-11d0-BD4E-00A0C911CE86}
SOFTWARE\Microsoft\Cryptography

MIME\Database\Content Type\text/xml

NI\155547a6\120b4a30
Software\Microsoft\Windows\CurrentVersion\CEIPRole\RolesInWER
Software\BPFTP\Bullet Proof FTP\Options
Software\Policies\Microsoft\Windows\Explorer

MIME\Database\Content Type\application/octet-stream

NN\1le2e49f2\5f4d4cf0

NI\688a9b37\6a08425e

{65e8773e-8f56-11d0-a3b9-00a0c9223196}

NI\679cd34e\36b7cbab
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{FO2C1AO0D-BE21-4350-88B0-7367FC96EF3C}\ShellFolder
Default DirectSound Device

IL\7b5311d7\1b0ed4d\39

FEATURE_ENABLE_CLIPCHILDREN_OPTIMIZATION
Software\Microsoft\Windows\CurrentVersion\Explorer
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.6
Software\GlobalSCAPE\CuteFTP 8 Professional\QCToolbar
{C5ABBF53-E17F-4121-8900-86626FC2C973}

NN\1le6c544b\45fbe099

Software\WajlnternetEnhance
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
NN\15b8a58a\4c4c629c

MIME\Database\Content Type\text/html
{D65231B0-B2F1-4857-A4CE-ABE7C6EATD27}
SOFTWARE\Microsoft\CTF\Compatibility\sample
FEATURE_READ_ZONE_STRINGS_FROM_REGISTRY
{76FC4E2D-D6AD-4519-A663-37BD56068185}

Software\WajlEnhance

NI\34450b1a\760c571b
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{208D2C60-3AEA-1069-A2D7-08002B30309D }\ShellFolder
NI\290f8bf\5da3bae7

{352481E8-33BE-4251-BA85-6007CAEDCFID}
SYSTEM\CurrentControlSet\services\prl_uprof
Software\Microsoft\.NETFramework\Policy\AppPatch
Software\Classes\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
{C666E115-BB62-4027-A113-82D643FE2D99}

NN\50165fab\4f366ff3

Software\Sota\FFFTP

Software\BPFTP\Bullet Proof FTP\Main
Software\Microsoft\Installer\Assemblies\C:|Users|win7|AppData|Local|Folder|windows.exe
nethost

Software\Classes\http\shell\open\command

Security\Adv AddrBar Spoof Detection
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 6.3
FEATURE_FORCE_DISABLE_UNTRUSTEDPROTOCOL
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{E436EBB5-524F-11CE-9F53-0020AF0BA770}
DC3_FEXEC

Software\PowerlSO

PROTOCOLS\Name-Space Handler\http\



Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\

Version Vector

SYSTEM\CurrentControlSet\Contro\ComputerName\ComputerName

Times New Roman

Oracle VM VirtualBox Guest Additions

Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{ E345F35F-9397-435C-8F95-4E922C26259E}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\A419E7B35D3992A429BBFAC8F3664C13\InstallProperties
FEATURE_USE_LEGACY_JSCRIPT

Keyboard Layout\Toggle

NI\6f92d610\76b2a9%be

BrowserEmulation
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{19689BF6-C384-48FD-AD51-90E58C79F70B}
SOFTWARE\Microsoft\Internet Explorer\MAIN

{B94237E7-57AC-4347-9151-B08C6C32D1F7}

NI\1786000\57745bcb

NN\6fb579e4\28202f7f

FEATURE_OBJECT_CACHING

SOFTWARE\DivX\Instal\DivXDecoderShortcut
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{11016101-E366-4D22-BC06-4ADA335C892B}\ShellFolder
Control Panel\Desktop

NI\52575c06\744be642

Software\WaNEnhancer

SOFTWARE\SpaceSoundPro
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\693D336E8815D9E4F8B6FB8BFB43768E\InstallProperties
Viewport

{7C5A40EF-AOFB-4BFC-874A-COF2EOB9FABE}

NI\552370d6\21e9d39d
Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0Ox00000000\{0001bea3-ed56-483d-a2e2-aeae25577436}
SearchScopes

NI\fe3d532\5a842e72

MAIN

MS Shell Dig

Security\Floppy Access

Software\WInterEnhancer

NI\3f5908cc\7ec8ed11

FEATURE_PASTE_IMAGE_DATAURI

{B4BFCC3A-DB2C-424C-B029-7FE99A87C641}

{F8388A40-D5BB-11D0-BE5A-0080C706568E}

NI\5d88ef29\7f5cd084

Software\Ghisler\Windows Commander
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
AllFilesystemObjects

FEATURE_CSS_DATA_RESPECTS_XSS_ZONE_SETTING_KB912120

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{7B3BC2A0-AA50-4ae7-BD44-B03649EC87C2}
DebugApplications

Software\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Persisted
Software\Microsoft\Windows\CurrentVersion\Uninstall\Junction Link Magic_is1
SYSTEM\CurrentControlSet\Services\.NET CLR Networking\Performance
Software\Microsoft\Windows\CurrentVersion\Uninstall\OneStopSoft Audio Converter Extractor Max_is1
{190337D1-B8CA-4121-A639-6D472D16972A}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{AFB6C280-2C41-11D3-8A60-0000F81EOE4A}
SOFTWARE\WebEx\wbxtrace

NI\13b06edc\3d40437\5f

Software\Classes\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893

NIN\df3409f\1f1c7f1ld

NN70376cc3\3caac828

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\csrss.exe

Software\Borland\BDS

ActiveX Compatibility\{16D51579-A30B-4C8B-A276-0FF4DC41E755}

SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.5
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{DAF95313-E44D-46AF-BE1B-CBACEA2C3065 }\ShellFolder

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\OE9201899CF73FC4BA93F631631229A1

Software\WajalntEnhancer

FEATURE_ENFORCE_BSTR

NI\4080a646\33b15e5e
SOFTWARE\Microsoft\Windows\CurrentVersion\MMDevices\SPDIF_Formats
command

NI\37a616cc\350ad086

NI\3795e430\4fal8430

DC2_USERS

1L\39f21844\3feac0d8\6d
CLSID\{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D }\Instance\Decrypt/Tag
NI\76eb6c2\9999b2e
{CFE68B1E-656A-488B-8077-738CA67BA3A5}\Connection
DelegateFolders

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\74A569CF9384AC046B81814F680F246C



Software\Microsoft\CTF\DirectSwitchHotkeys

Suggested Sites

{98ECOE18-2098-4D44-8644-66979315A281}
{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F9C582BB128C07749807654CBA258CE7
Software\Microsoft\Windows\CurrentVersion\Uninstall\1Password4_is1
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 7ADF667E-E14D-4D2C-827C-B0108F0D93BC}
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
NI\3ccabc4f\666c5595

Software\Clients\StartMenulnternet

Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced

NI\61328deb\5542d1f8

IL\7f5cd084\5675326b\a

NI\6f06001f\475dce40

Software\Microsoft\Windows\CurrentVersion\Installer\UserData
{07dad660-22f1-11d1-a9f4-00c04fbbde8f}
Software\Classes\Installer\Products\S5SEAD28C50BE647342945EB3391ABE428
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 4.2
Software\WNetworkEnhancer

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{ 6A08CF80-0E18-11CF-A24D-0020AFD79767}
{03B5835F-F03C-411B-9CE2-AA23E1171E36}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
Software\Borland\Delphi

{A302545D-DEFF-464B-ABE8-61C8648D939B}

NumMethods

NI\5b84d25c\7b875c5¢

Software\WinRAR

Settings

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{4E76FF7E-AEBA-4C87-B788-CD47E5425B9D}
Software\WInterEnhance

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
NI\32e8492b\2f69332b

NI\4bb78029\7d7b063b

000000000002

{BEF6E003-A874-101A-8BBA-00AA00300CAB}

FEATURE_BODY_SIZE_IN_EDITABLE_IFRAME_KB943245

NI\34cea914\43f5e26f

{E2448508-95DA-4205-9A27-7EC81E723B1A}

SYSTEM\CurrentControlSet\Control\FileSystem
Software\Microsoft\Windows\CurrentVersion\Uninstall\Softwaremile Audio Converter Extractor Max_is1l
NI\28fc28df\lal8aadf

CLSID\{72C24DD5-D70A-438B-8A42-98424B88AFB8}\InprocServer32
SOFTWARE\DivX\Install\Setup\Reports

1L\5569937f\21247651\9

Software\WWebEnhancer

NI\75855975\528bcd8

AdvancedOptions\DISAMBIGUATION

SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

SchedulingAgent

NI\3812300d\4600c9b4

{A520A1A4-1780-4FF6-BD18-167343C5AF16}

SOFTWARE\Microsoft\Internet Explorer

FEATURE_USE_UNISCRIBE

International

SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

Software\AgileBits\1Password 4

DOMStorage

MIME\Database\Content Type\application/zip

NN\6533e0e5\5098cdae
{3697C5FA-60DD-4B56-92D4-74A569205C16}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
SOFTWARE\Classes\PROTOCOLS\Filter\image/qgif

2.0

{8AD10C31-2ADB-4296-A8F7-E4701232C972}

SYSTEM\CurrentControlSet\services\prl_time

CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{4EFE2452-168A-11d1-BC76-00C04FB9453B}
v4.0.30319

Software\FTP Explorer\FTP Explorer\Workspace\MFCToolBar-224

FEATURE_HIGH_RESOLUTION_AWARE
Software\Microsoft\Windows\CurrentVersion\Policies\Associations
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{336475D0-942A-11CE-A870-00AA002FEAB5 }
Software\Microsoft\ActiveMovie\devenum\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}
NN\27167ed2\d2cccd2

Software\Policies\Microsoft\Windows\Windows Error Reporting

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB

FEATURE_LEGACY_DISPPARAMS
NN41f6f572\17d88451
FEATURE_LAZIER_IMAGE_DECODING



Software\FileZilla

SOFTWARE\Ghisler\Total Commander
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 5.1
FEATURE_MOBILE_DISPOSABLE_RESOURCE_CACHE_THRESHOLD_BYTES
Software\WalnterEnhance
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 6.0
1L\259d21de\372b3ce5\1

Software\WaNetworkEnhance
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace\DelegateFolders
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{E1F1A0B8-BEEE-490D-BA7C-066C40B5E2B9}
NN\5ea3ef72\67c02aee

NN\23a21096\17daffec

SYSTEM\CurrentControlSet\services\prl_boot

NN\5d154ba6\5a50f866

SYSTEM\CurrentControlSet\services\prl_pv64

icofile

NI\50a69a2e\2dd6ac50

Software\Microsoft\Windows\CurrentVersion\Policies\Network
CLSID\{A2E3074F-6C3D-11D3-B653-00C04F79498E}\Instance\BDA MPEG2 Transport Information Filter
{BCB5256F-79F6-4CEE-B725-DC34E402FD46}

image/x-wmf\Bits

{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}\Instance

NI\41ffc785\6d8e46e0

Software\WajaNEnhancer

Software\WajaNetworkEnhance
SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update\RebootRequired
{C6B400E2-20A7-4E58-A2FE-24619682CE6C}
Software\Classes\Installer\Products\AC357D429EA603E4F8F5FE9QCE380FBD3
SOFTWARE\DivX\Install\RegisterConverter

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\takshost.exe
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe\OpenWithProgids
SOFTWARE\Microsoft\OLEAUT

System\CurrentControlSet\Control\Keyboard Layouts\04090409

Software\Mozilla\Mozilla Firefox
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.4
Software\Microsoft\OLE

NI\6f92d610\4f185506
Software\Classes\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
NI\1786000\38be72a2

System\CurrentControlSet\Services\LanmanWorkstation\Parameters
{929FBD26-9020-399B-9A7A-751D61F0B942}

NI\272b20f1\4f780180

NN\3b466911\3fe6ccf2

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ FBCFEB22-A2E7-3971-9EDA-4B11EDEFC185}
policy.2.0.System.Web.Services__b03f5f7f11d50a3a

MPEG-2 Sections and Tables

Software\Microsoft\Internet Explorer\ContinuousBrowsing
policy.2.0.System.Transactions__b77a5c561934e089

Software\Microsoft\Direct3D\Drivers
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{AB9D6472-752F-43F6-B29E-61207BDA8BE06}
FEATURE_CSS_SHOW_HIDE_EVENTS

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893

Software\WNEnhancer

Software\WajaWebEnhancer
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0E9201899CF73FC4BA93F631631229A1
{C4CA4C4FC-0049-4E2B-98FB-9537F6CE516D}\Instance

sample

NI\21le5daa3\46736175

NN\6b822b69\5fd6c6b

Software\WajlntEnhancer

Software\Microsoft\Windows\CurrentVersion\Setup

SOFTWARE\Norton

NI\369ec65c\40d30e5¢c

NN\5d154ba6\389814a

SOFTWARE\SoundPlus

AppID\msiexec.exe

Software\ExpanDrive
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{A2E3074F-6C3D-11D3-B653-00C04F79498E}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{E436EBB6-524F-11CE-9F53-0020AF0BA770}
874131cb-4ecc-443b-8948-746b89595d20

policy.1.0.Microsoft.PowerShell.Commands.Utility_ 31bf3856ad364e35

SOFTWARE\DivX\Instal\HEVCCodec
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NN\14736b61\474c2477

NI\74f02011\1b14ec8

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.7

Connection Manager

Software\WIEnhancer
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{ C1F400A4-3F08-11D3-9F0B-006008039E37}
Software\Microsoft\Windows\CurrentVersion\PropertySystem\PropertyHandlers\.dat

NI\114f9e29\12994e28

Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice
SOFTWARE\DivX\Install\Update

NI\38f1b8c2\42568d0b

{D51BD5A1-7548-11CF-A520-0080C77EF58A}

Software\TopShape

Software\WajlnterEnhance

{A305CE99-F527-492B-8B1A-7E76FA98D6E4}

Software\DailyPCClean

{71985F48-1CA1-11d3-9CC8-00C04F7971E0}

NN\3dc73495\4d5f8f7d

NN\2002c55b\4ea21fof

Software\WajNetworkEnhancer

NI\314b7df8\6e018df9

{D20BEEC4-5CA8-4905-AE3B-BF251EA09B53}

NI\3911e81f\68462cle

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{ CF49D4E0-1115-11CE-BO3A-0020AFOBA770}
SOFTWARE\Microsoft\NetShow\Player\CodecMapper\ACM
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 6.4
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\4dEDD95AA276B12640A61C442284059A7\InstallProperties
Software\WaNetworkEnhancer

Software\Microsoft\Advanced INF Setup

Directory

exefile

{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D}

Software\GlobalSCAPE\CuteFTP 9\QCToolbar

Software\WajNetEnhancer

NI\78af31a9\34ef9a24

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{ C6B400E2-20A7-4E58-A2FE-24619682CE6C}
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
FEATURE_TOPMOST_GWND

International\Scripts\4

extension
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{0A4252A0-7E70-11D0-A5D6-28DB04C10000}
{C1F400A4-3F08-11D3-9F0B-006008039E37}

NI\4b800f58\3a3014dd

Software\WInternetEnhance



{7D1D3A04-DEBB-4115-95CF-2F29DA2920DA}
FEATURE_LOAD_SHDOCLC_RESOURCES

IL\85e83df\71a5f57e\49

SOFTWARE\DivX\Install

NI\5d154ba6\3b6d914

AddressBook

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
{A77F5D77-2E2B-44C3-A6A2-ABA601054A51}
{DEBF2536-E1A8-4C59-B6A2-414586476AEA}

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69

Software\Microsoft\Ole
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\DF94592A3F56C0445A25B61841FC13D9

.com

SOFTWARE\DivX\Instal\MFComponents

SystemFileAssociations\.exe

SOFTWARE\Microsoft\Reliability Analysis\RAC
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AB4C301D509FA7340894BD4267B3EB63\InstallProperties
NI\14736b61\6fd0eaf6

NI\49fbb414\587ccel4d

Interface\{B7D14566-0509-4CCE-A71F-0A554233BD9B}

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\5SEAD28C50BE647342945EB3391ABE428

CLSID\{20D04FEO-3AEA-1069-A2D8-08002B30309D }\ShellFolder
Software\Classes\Installer\Products\74A569CF9384AC046B81814F680F246C
CLSID\{B4FB3F98-C1EA-428D-A78A-D1F5659CBA93}\ShellFolder

Appld_Catalog

NN\4492a98b0\ead7028

{9274BD8D-CFD1-41C3-B35E-B13F55A758F4}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 5335DADB-34BA-4AE8-A519-648D78498846}
{2400183A-6185-49FB-A2D8-4A392A602BA3}
System\CurrentControlSet\Services\DnsCache\Parameters

Tcpip

NI\5d154ba6\1e4361bd

SOFTWARE\Microsoft\CTF\

{DFFACDC5-679F-4156-8947-C5C76BCOB67F}
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 5.0
{5F5AFF4A-2F7F-4279-88C2-CD88EB39D144}
Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SOFTWARE\Microsoft\CTF\KnownClasses

{6A08CF80-0E18-11CF-A24D-0020AFD79767}

NI\7d17595A\5991d5f
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{65E8773D-8F56-11D0-A3B9-00A0C9223196}
Software\BulletProof Software\BulletProof FTP Client\Options

NN\5835a40d\71344cf0

Interface\{000C101C-0000-0000-C000-000000000046}
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{04731B67-D933-450A-90E6-4ACD2E9408FE}\ShellFolder
System\CurrentControlSet\Control

NI\2e50bd5\71671a3a

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 3B7E914A-93D5-4A29-92BB-AF8C3F66C431}
NI\23a737a4\729630cc

CLSID\{04731B67-D933-450A-90E6-4ACD2E9408FE}\ShellFolder

Software\Speedchecker Limited\PC Speed Up

Software\WajalEnhance

{FC772AB0-0C7F-11D3-8FF2-00A0C9224CF4}
CLSID\{DFFACDC5-679F-4156-8947-C5C76BCOB67F}\ShellFolder

NI\1c6ab582\28605221

{D51BD5A2-7548-11CF-A520-0080C77EF58A}

image/bmp\Bits

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ F252F215-5CA5-4643-BCD2-62E4BE7F940E}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
FEATURE_LEGACY_TOSTRING_IN_COMPATVIEW

SOFTWARE\Classes\PROTOCOLS\Filter\image/bmp
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\gingi

NI\276dd7fe\5d5168b9

System\CurrentControlSet\Services\Tcpip\Parameters\Winsock

MIME\Database\Content Type\application/vnd.ms-cab-compressed

NI\1786000\3dd07022

{2DB47AE5-CF39-43C2-B4D6-0CD8D90946F4}

Software\WajaNEnhance

policy.2.3.rpc4.resources_en_34256fcd934ca661
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Objects\{ DFFACDC5-679F-4156-8947-C5C76BC0OB67F}
Software\Classes\Installer\Products\F4F223B2304F5794BA45354095741284
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9A1221D6FB710CE4182F723DE03C7010
{56784854-C6CB-462B-8169-88E350ACB882}

.csh

{4EFE2452-168A-11D1-BC76-00C04FB9453B}\Instance



SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.9

image/vnd.ms-dds\Bits

Software\Classes\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
NI\19148ec9\79835a77

Software\Microsoft\Windows\CurrentVersion\Uninstall\Cyberlpod iPodCopier_is1
{FO02C1A0D-BE21-4350-88B0-7367FC96EF3C}

000000000007

Drive\shellex\FolderExtensions\{fbeb8a05-beee-4442-804e-409d6c4515e9}

NI\37989d4\390dc850
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CC978F6D6D95B4D4EAB97D164ED852DE\InstallProperties
SOFTWARE\Microsoft\Windows NT\CurrentVersion\msasnl

{E4206432-01A1-4BEE-B3E1-3702C8EDC574}

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\kb.exe

Software\WajlntEnhance

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.0

Protocol_Catalog9

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{7C23220E-55BB-11D3-8B16-00C04FB6BD3D}
{18989B1D-99B5-455B-841C-AB7C74E4DDFC}

{AD809C00-7B88-11D0-A5D6-28DB04C10000}

SOFTWARE\Microsoft\DirectX

Software\WIntEnhancer

SOFTWARE\Microsoft\CTF\TIP\

NN\61117c27\269581

.cmd

NN\150acd75\aeeee9c

SOFTWARE\APPDATALOW

NN\42890391\79f880fb

SOFTWARE\Skype\Phone\UN\General

FLAGS

Software\Python\PythonCore\py2exe\PythonPath
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{E2448508-95DA-4205-9A27-7EC81E723B1A}
NI\3f01293\57fa6e93

00000005

NI\6c5b38b3\32eb12b3

Software\TutoTag\Oncelnstalled

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 3.2
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{ CFIDDA2C-9743-11D0-A3EE-00A0C9223196}
Software\Policies\Microsoft\Windows NT\DnsClient

NI\290f8bf\7df7f55¢c

{8596E5F0-0DA5-11D0-BD21-00A0C911CE86}
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D }\ShellFolder
SOFTWARE\Classes\Installer\Assemblies\C:|ProgramData|kb.exe
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 4.1

NI\550dc543\362895a0

{860BB310-5D01-11d0-BD3B-00A0C911CE86}

{DE92C1C7-837F-4F69-A3BB-86E631204A23}

Interface\{0000010E-0000-0000-C000-000000000046}
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
SOFTWARE\DivX\Install\ControlPanel

Software\GlobalSCAPE\CuteFTP 6 Home\QCToolbar
Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace\DelegateFolders
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{A888DF60-1E90-11CF-AC98-00AA004COFA9}
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
Software\WaNEnhance

NN\351b95ab\3ce37fab

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
policy.2.5.rpc4.resources_en-US_34256fcd934ca661
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{42150CD9-CA9A-4EA5-9939-30EE037F6E74}
NI\3acle681\1c805641

Microsoft DVBC Network Provider

clsid\{874131CB-4ECC-443B-8948-746B89595D20}

{129D7E40-C10D-11D0-AFB9-00AA00B67A42}

000000000009
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\7692FC6BE18C0C0489510C7547EF1F02\InstallProperties
000000000001

{859EAD94-2E85-48AD-A71A-0969CB56A6CD}

NN\6cbed2aa\67abea02

SOFTWARE\Classes\CLSID\{55FC8D93-9E8B-41D6-84A4-09830910158D}

Microsoft YaHei
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fontcore

Software\WaNetEnhance
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{AD809C00-7B88-11D0-A5D6-28DB04C10000}
{65E8773D-8F56-11D0-A3B9-00A0C9223196}
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 6.6
{BFBOD5E0-C6A9-404C-B2B2-AE6DB6AF4968}

NI\7f0a2cdf\28dc48a9



Software\WNetEnhance

SYSTEM\CurrentControlSet\Control\Session Manager

Progid

Filter

SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 7.5
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{71985F48-1CA1-11d3-9CC8-00C04F7971E0}
{D51BD5A5-7548-11CF-A520-0080C77EF58A}

NN\2287d748\4a646f11

NN\5d154ba6\2ccea509

{3AE86B20-7BE8-11D1-ABE6-00A0C905F375}

SOFTWARE\DivX\Install\Setup\InstallGroups

{1f26a602-2b5c-4b63-b8e8-9ea5cla7dc2e}

FEATURE_SUBDOWNLOAD_LOCKDOWN

Software\Microsoft\Windows\CurrentVersion\Policies

NI\5d154ba6\156b3990

NN\156391c3\43ff6603

NN70376cc3\1199acc3

SOFTWARE\DivX\Instal\DPC

NN105057a1\25f45d70
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\5EAD28C50BE647342945EB3391ABE428\InstallProperties
SOFTWARE\Skype\lnstaller

{a799a800-a46d-11d0-a18c-00a02401dcd4}

{450D8FBA-AD25-11D0-98A8-0800361B1103}

{C1BAE2D0-10DF-4334-BEDD-7AA20B227A9D}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{212690FB-83E5-4526-8FD7-74478B7939CD}
IE5BAKEX

{4EB31670-9FC6-11CF-AF6E-00AAO0B67A42}
Software\Classes\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
Software\Microsoft\Windows\CurrentVersion\Uninstall\Net Speeder Lite_is1

NI\47596488\7c8b59da

NI\7b2ffd2b\507c6cc9

SYSTEM\Setup\SetupapiLogStatus
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\SEAD28C50BE647342945EB3391ABE428
{00020430-0000-0000-C000-000000000046}

SOFTWARE\DivX\Instal\DivXMediaServer
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{4336A54D-038B-4685-AB02-99BB52D3FB8B}\ShellFolder
{645FF040-5081-101B-9F08-00AA002F954E}

{4A56AF32-C21F-11DB-96FA-005056C00008}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{70E102B0-5556-11CE-97C0-00AA0055595A}
System\CurrentControlSet\Services\LDAP
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9A9450A669B1C894CACB933400F1BE91\InstallProperties
Software\Microsoft\Internet Explorer\IntelliForms\Storage2

Software\Microsoft\Multimedia\ActiveMovie\Filter Cache

Software\\OB

NI\34ae73be\2a6974db

v2.0.50727.00000

NN\34ae73be\50f3eel0

NI\764a9bbf\6804f6d9

FEATURE_CREATE_URL_MONIKER_DISABLE_LEGACY_COMPAT

NI\57bdb910\7d37230a
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F4F223B2304F5794BA45354095741284
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{ C4C4C4FC-0049-4E2B-98FB-9537F6CE516D}
SOFTWARE\DivX\Install\DesktopService
Software\Classes\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69

Software\Microsoft\Internet Explorer\SearchScopes\{0633EE93-D776-472f-A0FF-E1416B8B2E3A}
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts

{3D644C9B-1FB8-4F30-9B45-F670235F79C0}
Software\Classes\Installer\Products\F9C582BB128C07749807654CBA258CE7

NI\67d06987\4d04719c

SOFTWARE\downchecker
Software\Microsoft\Installer\Assemblies\C:|Windows|SysWOW64|WindowsPowerShell|v1.0|powershell.exe
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION\UNINSTALL\SSE Setup 7.1
CLSID\{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}\Instance\Microsoft ATSC Network Provider
{1643E180-90F5-11CE-97D5-00AA0055595A}

{10C07CDO0-EF91-4567-B850-448B77CB37F9}

{89D83576-6BD1-4c86-9454-BEBO4E94C819}

NameSpace_Catalog5

Software\WajNetworkEnhance

BDA MPEG2 Transport Information Filter
CLSID\{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}\Instance\Microsoft DVBC Network Provider

PBDA DTFilter

CLSID\{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D }\Instance\Encrypt/Tag

NI\290f8bfA\3bbc9f05

{E2B51919-207A-43EB-AE78-733F9C6797C3}
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.txt
Interface\{6D5140C1-7436-11CE-8034-00AA006009FA}

Software\Clients\StartMenulnternet\IEXPLORE.EXE

policy.2.7.rpc4.resources_en_34256fcd934ca661



NI\2a3a440e\4500ea0d

CLSID\{ DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{a799a801-a46d-11d0-al8c-00a02401dcd4}
Software\TotalSystemCare

Software\WalnterEnhancer

{7B0DB17D-9CD2-4A93-9733-46CC89022E7C}

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
{33D9A762-90C8-11d0-BD43-00A0C911CE86}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{D51BD5A3-7548-11CF-A520-0080C77EF58A}
NI\51515b65\261649a6

{9B8C4620-2C1A-11D0-8493-00A02438AD48}

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\DF94592A3F56C0445A25B61841FC13D9

NI\133f34bc\16bebcbc

policy.2.3.rpc4.resources_en-US_34256fcd934ca661

NN\5d154ba6\1facflab

Volatile Environment

SOFTWARE\DivX\Instal\WebPlayer
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D }\InProcServer32
NI\5d294e2e\11ad722f
Software\Classes\Installer\Products\9A1221D6FB710CE4182F723DE03C7010
NIN\2125cdb3\6e72177c
Software\Microsoft\Windows\CurrentVersion\Explorer\Sharing

.app

NI\1fe780b6\440a80fc

{E436EBB6-524F-11CE-9F53-0020AF0BA770}

NN\350448d2\21f01al5

NI\351eb972\fb67f97
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook
Safety\Tracking Protection Exceptions

S-1-5-19\Environment
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{A0025E90-E45B-11D1-ABE9-00A0C905F375}
FEATURE_XMLHTTP

NI\1le6c544b\lc6ad493

FEATURE_SHIM_MSHELP_COMBINE

Software\WajaWebEnhance
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
{C4AA340D-F20F-4863-AFEF-FB7EF2E6BA25}
{9E3995AB-1F9C-4F13-B827-48B24B6C7174}

Microsoft DVBT Network Provider

NN\1lc6ab582\701adcda

{4BD8D571-6D19-48D3-BE97-422220080E43}

NN\6b822b69\41d1fc41

UsersFiles\NameSpace\DelegateFolders
policy.3.4.rpc4.resources_en-US_34256fcd934ca661
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\{E633D396-5188-4E9D-8F6B-BFB8BF3467E8}
NI\2df89677\153568bf

NI\23a737a4\20932e60

.cer

Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CF4F71AEFBDF8FC45A92D28913230D35\InstallProperties

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Windows\CurrentVersion\Run
SOFTWARE\Classes\PROTOCOLS\Filter\application/vnd.ms-cab-compressed

NN\4e4a2540\afd5109

InitPropertyBag

Software\Microsoft\DirectShow\DoNotUse

{A028AE76-01B1-46C2-99C4-ACD9858AE02F }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
FEATURE_WEBOC_GLOBAL_WINLIST

NIN\21cbbd97\6415d1e9

policy.2.5.rpc4.resources_en_34256fcd934ca661

NI\5d154ba6\32e32422

SYSTEM\CurrentControlSet\Services\crypt32
CLSID\{645FF040-5081-101B-9F08-00AA002F954E }\ShellFolder

Software\WajalnterEnhancer

SOFTWARE\Debug\QUARTZ.dII

NI\f6e741\7alf6d62

Software\Microsoft\Windows\CurrentVersion\Uninstall\Skype

NI\1fa8be67\3cb56494

http\shell\open\command

.Css

NI\78af31a9\3cad6bfc

NI\553ced8e\64e45be7

NI\73d886f0\1509946d

CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{4A56AF32-C21F-11DB-96FA-005056C00008}
Software\Microsoft\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|csrss.exe
FEATURE_IGNORE_LEADING_FILE_SEPARATOR_IN_URI_KB933105
{E1F1AOB8-BEEE-490D-BA7C-066C40B5E2B9}

{51B4ABF3-748F-4E3B-A276-C828330E926A}

VBI Codec

SOFTWARE\Classes\CLSID\{F1FOCBDA-5D80-47BA-9A7E-BD9E8C1883A2}



NI\26¢9280\37bf9b09
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\EBB1B6BFDEF152C4CA99F0D1A352C7D1\InstallProperties
NI\647af9a8\5ae0feda

{BD7A2E7B-21CB-41b2-A086-B309680C6B7E}

CLSID\{ DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{a799a800-a46d-11d0-al8c-00a02401dcd4}
NI\6f92d610\f2ff406

Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\

Software\WalnternetEnhance
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{F8388A40-D5BB-11D0-BE5A-0080C706568E}
CLSID\{71985F4B-1CA1-11D3-9CC8-00C04F7971E0}\Instance\Microsoft DVBT Network Provider
Software\WaNetEnhancer

Software\Microsoft\Wbem\Scripting
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{89D83576-6BD1-4C86-9454-BEB04E94C819}\ShellFolder
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{1DA08500-9EDC-11CF-BC10-00AA00AC74F6}
NN\4ed4a2540\75a3cbe3

NI\35677e86\1a91795¢

NI\5d154ba6\6a18d965

NN\2287d748\3429b3dc

{E436EBB5-524F-11CE-9F53-0020AF0BA770}

{59031a47-3f72-44a7-89c5-5595fe6b30ee}

ExcludedApplications

NI\5d154ba6\61e5078d

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{AD6C8934-F31B-4F43-B5E4-0541C1452F6F}
NI\2df89677\748c2d6¢

NI\fe3d532\f03c3fa

NN\694db0aa\15a7372

HTML Help

SOFTWARE\DivX\Instal\MSVC80CRTRedist
Software\Microsoft\Windows\CurrentVersion\PropertySystem\PropertyHandlers\.tmp
{D0384E7D-BAC3-4797-8F14-CBA229B392B5}

MobileOptionPack

CLSID\{FAE3D380-FEA4-4623-8C75-C6B61110B681 }\Instance\Disabled

Software\WajNEnhancer

SOFTWARE\DivX\Instal\OVSHelper
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\54E7910D668D0D4409FA25F9821FA5AB\InstallProperties
Software\Microsoft\Multimedia\LEAP

NI\7cdc50ba\1b8789d6

NN\159784d8\b47d4d9

Software\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant
Software\Microsoft\DirectShow\Preferred

NI\4b800f58\2bde8c8f

{B250C668-F57D-4EE1-A63C-290EE7D1AALF}

SOFTWARE

CLSID\{ED228FDF-9EA8-4870-83B1-96B02CFEOD52}\ShellFolder
{6FOCD92B-2E97-45D1-88FF-BOD186B8DEDD}

SYSTEM\CurrentControlSet\services\VBoxMouse

{724EF170-A42D-4FEF-9F26-B60E846FBA4F}

NN\35677e86\4d6d28cf
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{ED228FDF-9EA8-4870-83B1-96B02CFEOD52 }\ShellFolder
NN\6b02cfal\laaba66b

Software\WajlEnhancer

CLSID\{4A56AF32-C21F-11DB-96FA-005056C00008}\Instance\PBDA PTFilter

NN\6237dd0e\7edecbec

NI\6db68779\5b761d27

Interface\{00000122-0000-0000-C000-000000000046}

SimSun

PROTOCOLS\Name-Space Handler\res\

NI\733e1931\3286¢732

CLSID\{9C24A977-0951-451A-8006-0E49BD28CD5F }\Instance\VBI Codec
{187463A0-5BB7-11D3-ACBE-0080C75E246E}
CLSID\{F02C1A0D-BE21-4350-88B0-7367FC96EF3C}\ShellFolder
{A990AE9F-A03B-4E80-94BC-9912D7504104}

{33E28130-4E1E-4676-835A-98395C3BC3BB}
Software\Microsoft\Windows\CurrentVersion\ShellCompatibility\ProglDs\exefile
{A63293E8-664E-48DB-A079-DF759E0509F7}

NI\70d35001\1ada2fd5

{4A2286E0-7BEF-11CE-9BD9-0000E202599C}

Software\tstamptoken

SOFTWARE\DivX\Instal\DSAVCDecoder

{CC7BFB46-F175-11d1-A392-00E0291F3959}

FEATURE_CROSS_DOMAIN_REDIRECT_MITIGATION

NI\4873d033\55663adb
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9A1221D6FB710CE4182F723DE03C7010\InstallProperties
CLSID\{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D}\Instance\XDS Codec
{FBF6F530-07B9-11D2-A71E-0000F8004788}

System\CurrentControlSet\Control\Keyboard Layouts\041F0409

s



{EOF158E1-CB04-11D0-BD4E-00A0OC911CE86}

policy.3.4.rpc4.resources_en_34256fcd934ca661
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{083863F1-70DE-11d0-BD40-00A0C911CE86}
.asp

Software\Microsoft\ActiveMovie\devenum\{C4C4C4FC-0049-4E2B-98FB-9537F6CE516D}
{FDOA5AF4-B41D-11d2-9C95-00C04F7971E0}

Hardware\Description\System\CentralProcessor\1

UsersFiles\NameSpace

image/x-jg\Bits

NI\72deb3a5\26d94113

PBDA PTFilter

SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\sample
{1A6FDBA2-F42D-4358-A798-B74D745926C5}

NI\31433b05\576164b6

0FF82528
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{814B9800-1C88-11D1-BAD9-00609744111A}
{336475D0-942A-11CE-A870-00AA002FEAB5}

NI\105057a1\1d27167c
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\50E7C3A773EE6D74991EE20BA5D33A7F\InstallProperties
NN\3ae9b976\292ca72e

{AD6C8934-F31B-4F43-B5E4-0541C1452F6F}
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{2721AE20-7E70-11D0-A5D6-28DB04C10000}
Software\WajlnterEnhancer

SOFTWARE\DivX\InstalNAC3Decoder
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\521D59DC299285843BFEF5F65BF2AB6D\InstallProperties
NI\736b0824\fd4f825

SOFTWARE\OpenCandy\sdk

NI\42890391\1d340231

{ED228FDF-9EA8-4870-83b1-96b02CFEOD52}

Software\Microsoft\Windows NT\CurrentVersion\Secedit
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{71985F4A-1CA1-11d3-9CC8-00C04F7971E0}
{70E102B0-5556-11CE-97C0-00AA0055595A}

{7B3BC2A0-AA50-4ae7-BD44-B03649EC87C2}

Drive\shellex\FolderExtensions

NI\5b171d8b\237d898b

NI\52216dab\46d2da5d

Advanced

SOFTWARE\Ghisler\Total Commander\Configuration

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

SYSTEM\CurrentControlSet\services\VBoxSF
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{370A1D5D-DDEB-418C-81CD-189EO0D4FA443}
Software\Microsoft\ActiveMovie\devenum\{083863F1-70DE-11D0-BD40-00A0C911CE86}
NN\5d154ba6\lce2619f

CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{FBF6F530-07B9-11D2-A71E-0000F8004788}
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\

Software\WNetworkEnhance

Software\Microsoft\Internet Explorer\ActiveX Compatibility\{16D51579-A30B-4C8B-A276-0FFADC41E755}
CLSID\{4A56AF32-C21F-11DB-96FA-005056C00008}\Instance\PBDA DTFilter
{1777F761-68AD-4D8A-87BD-30B759FA33DD}

NN\3bb518cf\5a3bfcce

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{CD8743A1-3736-11D0-9E69-00C04FD7C15B}
NI\70d35001\3c069857

{0762D272-C50A-4BB0-A382-697DCD729B80}

{5399E694-6CE5-4D6C-8FCE-1D8870FDCBAO}

SOFTWARE\DivX\Instal\MPEG2Plugin

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{9B8C4620-2C1A-11D0-8493-00A02438AD48}
CLSID\{031E4825-7B94-4DC3-B131-E946B44C8DD5}\ShellFolder

NI\b95e02f\5bcc32c
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\91E52A84EA9DEBB44911F6C4D523B893\InstallProperties
{48DAF80B-E6CF-4F4E-B800-0E69D8B4EE384}

{814B9800-1C88-11D1-BAD9-00609744111A}

FEATURE_RELEASE_CALLBACK_ON_STOP_BINDING

Software\Python\PythonCore\2.7\PythonPath

Software\Microsoft\Direct3D\Drivers\RGB Emulation

{D9DC8A3B-B784-432E-A781-5A1130A75963}

SOFTWARE\DivX\Instal\DivXComponentManager

SOFTWARE\DivX\Install\Qt4.8

NI\647af9a8\774044d2

policy.2.7.rpc4.resources_en-US_34256fcd934ca661

Hardware\Description\System

Jpg

CLSID\{89D83576-6BD1-4C86-9454-BEB04E94C819}\ShellFolder
{1B544C20-FDOB-11CE-8C63-00AA0044B51E}

{5CD7AEE2-2219-4A67-B85D-6CI9CE15660CB}

{3D07A539-35CA-447C-9B05-8D85CE924F9E}

.chm

{7B396E54-9EC5-4300-BEOA-2482EBAE1A26}

NI\b95f89c\153b49f2



{0AC0837C-BBF8-452A-850D-79D08E667CAT7}

NN\15139410\57f34686

application/zip

NN\3b881671\3d1f3670

{289A9A43-BE44-4057-A41B-587A76D7E7F9}

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{6CFAD761-735D-4AA5-8AFC-AF91A7D61EBA}
Microsoft Network Provider

ddeexec

Software\Embarcadero

{DF7266AC-9274-4867-8D55-3BD661DE872D}

SOFTWARE\DivX\Instal\TranscodeEngine

NI\5a0f99b4\749de37d

{ACD453BC-C58A-44D1-BBF5-BFB325BE2D78}

NI\3ccabc4f\1d702298

CLSID\{DAF95313-E44D-46AF-BE1B-CBACEA2C3065}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{031E4825-7B94-4DC3-B131-E946B44C8DD5 }\ShellFolder
{370A1D5D-DDEB-418C-81CD-189E0D4FA443}

NI\3775c4bb\23ald0bb
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\DF94592A3F56C0445A25B61841FC13D9\InstallProperties
{3E458037-0CA6-41aa-A594-2AA6C02D709B}

{AE50C081-EBD2-438A-8655-8A092E34987A}

Software\Borland\C++Builder

{15CA69B3-30EE-49C1-ACE1-6B5EC372AFB5}

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ FC965A47-4839-40CA-B618-18F486F042C6}
{083863F1-70DE-11d0-BD40-00A0C911CE86}

{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance

Hardware\Description\System\BIOS

Software\Microsoft\Internet Explorer\Application Compatibility

{1AC14E77-02E7-4E5D-B744-2EB1AE5198B7}

SOFTWARE\Microsoft\Internet Explorer\AboutURLs

NI\7d08297b\d9fb49c

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{ACD453BC-C58A-44D1-BBF5-BFB325BE2D78}
SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.0

{0633EE93-D776-472f-AOFF-E1416B8B2E3A}

{C1F400A0-3F08-11D3-9F0B-006008039E37}

Software\OB

NI\5d154ba6\7c279de4
Software\Microsoft\ActiveMovie\devenum\{EOF158E1-CB04-11D0-BD4E-00A0C911CE86 }\Default DirectSound Device
CLSID\{4A56AF32-C21F-11DB-96FA-005056C00008}\Instance\PBDA ETFilter
SOFTWARE\Microsoft\CTF\Compatibility\dxwsetup.exe

{FDD39AD0-238F-46AF-ADB4-6C85480369C7}

{2A00375E-224C-49DE-B8D1-440DF7EF3DDC}

SYSTEM\CurrentControlSet\Control\Windows

{4A56AF32-C21F-11DB-96FA-005056C00008}\Instance

NN\4e31137a\1374e8c5

SOFTWARE\DivX\Install\MaintenanceDivX

NN51515b65\5fc26105
Software\Microsoft\ActiveMovie\devenum\{A2E3074F-6C3D-11D3-B653-00C04F79498E}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{6F26A6CD-967B-47FD-874A-7AED2C9D25A2}
System\CurrentControlSet\Control\MediaResources\acm

{42150CD9-CA9A-4EA5-9939-30EE037F6E74}

Software\Microsoft\DirectShow\PushClock

{3214FAB5-9757-4298-BB61-92A9DEAA44FF}

{A4115719-D62E-491D-AA7C-E74B8BE3B067}

{11016101-E366-4D22-BC06-4ADA335C892B}

NI\6fb579e4\54d3192e

NI\32ea3e97\5892474b

{905E63B6-C1BF-494E-B29C-65B732D3D21A}

NI\5a0f99b4\3c27506f

NI\6c3a013b\452d9238

{374DE290-123F-4565-9164-39C4925E467B}

NN\46ea27ae\68eab82f

{71985F4A-1CA1-11d3-9CC8-00C04F7971E0}
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{ CC7BFB46-F175-11d1-A392-00E0291F3959}
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{ CC7BFB41-F175-11d1-A392-00E0291F3959}
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\74A569CF9384AC046B81814F680F246C\InstallProperties
FEATURE_ISOLATE_NAMED_WINDOWS
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AC357D429EA603E4F8F5FE9CE380FBD3\InstallProperties
.bas

NI\3ae9b976\15263e3e

SOFTWARE\DivX\Instal\TransferWizard

{6CFAD761-735D-4AA5-8AFC-AF91A7D61EBA}

{B88F4DAA-E7BD-49A9-B74D-02885A5DC765}
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\OAB19942EEOFDA44C98CE55CAOCE6F7B\InstallProperties
CLSID\{9343812E-1C37-4A49-A12E-4B2D810D956B}\ShellFolder
CLSID\{FAE3D380-FEA4-4623-8C75-C6B61110B681}\Instance
{9C24A977-0951-451A-8006-0E49BD28CD5F }\Instance

{26EE0668-A00A-44D7-9371-BEB064C98683}



{2721AE20-7E70-11D0-A5D6-28DB04C10000}

{A75D362E-50FC-4FB7-AC2C-A8BEAA314493}

NN\449a98b0\2db2f9c4

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{3D07A539-35CA-447C-9B05-8D85CE924F9E}
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{a799a802-a46d-11d0-al8c-00a02401dcd4}
Verdana Bold

CLSID\{A2E3074F-6C3D-11D3-B653-00C04F79498E }\Instance\MPEG-2 Sections and Tables
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{f65db027-aff3-4070-886a-0d87064aabb1}

CLSID\{ DA4E3DA0-D07D-11D0-BD50-00A0C911CE86 }\Instance\{65e8773e-8f56-11d0-a3b9-00a0c9223196}
NI\4e98b5c8\3e0b25c8

policy.12.0.rpc4.resources_en-US_34256fcd934ca661

NI\6blab7\6fldecb8
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{D3588AB0-0781-11CE-BO3A-0020AFOBA770}
NI\519790f7\5d452aaa

{CC7BFB41-F175-11d1-A392-00E0291F3959}

{AB9D6472-752F-43F6-B29E-61207BDA8EQ6}

{CF1DDA2C-9743-11D0-A3EE-00A0C9223196}

{B6EBFB86-6907-413C-9AF7-4FC2ABF07CC5}

Media Type\Extensions\.mp3

Software\Microsoft\Windows\CurrentVersion\Policies\System
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86}\Instance\{187463A0-5BB7-11D3-ACBE-0080C75E246E}
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
SOFTWARE\Microsoft\BidInterface\Loader

Software\CodeGear\BDS

NI\2355938d\309094d8

{280A3020-86CF-11D1-ABE6-00A0C905F375}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{050d4fc8-5d48-4b8f-8972-47c82c46020f}
CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{ C1F400A0-3F08-11D3-9F0B-006008039E37}
Software\Microsoft\ActiveMovie\devenum\{4A56AF32-C21F-11DB-96FA-005056C00008}
NI\38f1b8c2\358c0221

NI\67d06987\27136151

NI\7f0a2cdf\45f08c43
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\BDAD5335AB438EA45A9146D887948864\InstallProperties
Decrypt/Tag

NN\6d783bba\4cf647bb

FEATURE_BLOCK_LMZ_SCRIPT

{33FACFE0-A9BE-11D0-A520-00A0D10129C0}
CLSID\{DA4E3DA0-D07D-11D0-BD50-00A0C911CE86}\Instance\{9C24A977-0951-451A-8006-0E49BD28CD5F}
policy.2.0.rpc4.resources_en_34256fcd934ca661

CLSID\{083863F1-70DE-11D0-BD40-00A0C911CE86 }\Instance\{2DB47AE5-CF39-43C2-B4D6-0CD8D90946F4}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\rec_en_77_is1
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ FB6B1B8E-1FED-4C25-AC99-0F1D3A257C1D}
{B7534046-3ECB-4C18-BE4E-64CD4CB7D6AC}

NN\31a7289c\4d06f09d

CLSID\{26EE0668-A00A-44D7-9371-BEB064C98683}\ShellFolder
{D3588AB0-0781-11CE-BO3A-0020AF0BA770}

{A2E3074F-6C3D-11D3-B653-00C04F79498E }\Instance

{69D2CF90-FC33-4FB7-9A0C-EBBOFOFCB43C}

Software\Microsoft\Internet Explorer\SearchScopes\

SOFTWARE\DivX\Install\BundleLicenses

PROTOCOLS\Name-Space Handler\C\

policy.12.0.rpc4.resources_en_34256fcd934ca661

NI\47596488\6abladdl

CreateMutex

Global\.net cIr networking
CAPIMessageWindow::m_arrayProclds
gcc-shmem-tdm?2-once_obj_shmem

RasPbFile
{C20CD437-BA6D-4ebb-B190-70B43DE3BOF3}
gcc-shmem-tdm2-mtx_pthr_locked_shmem

DJFKrvSG

Local\ZonesLockedCacheCounterMutex
Global\22364ffd4aab56f4248b34dd021859e8
gcc-shmem-tdm2-idListMax_shmem
CRemoteProcApiCalls::m_bShowLoadingScreen
DEFINED_SetNoCandy
Global\{1F73072A-5F72-44CA-240A-E2E78850A951}
CSDKApi::GetTimeMSFromStartup
Local\RstrMgr-3887CAB8-533F-4C85-BODC-3E5639F8D511-Session0000
gcc-shmem-tdm2-mutex_global_static_shmem
gcc-shmem-tdm2-fc_key

DEFINED_LoadSDKDLL

hrvVzWjrYnju



t "POWERISO_6A6EFB6A SEMAPHORE"

AHK Mouse

gcc-shmem-tdm2-sjlj_once

<NULL>
gcc-shmem-tdm2-_pthread_key_dest_shmem
Mutex_DebugMsg2
MPCleaner_Setup_Mutex_{402B905C-0106-4ea3-9C4D-8973842742F8}
gcc-shmem-tdm2-idListNextld_shmem
WBXTRA_TRACE_MUTEX
gcc-shmem-tdm2-mxattr_recursive_shmem
gcc-shmem-tdm2-idListCnt_shmem
gcc-shmem-tdm2-mutex_global_shmem
gcc-shmem-tdm2-cond_locked_shmem_rwlock
DC_MUTEX-NP6RSQN
Global\067C9EA5-970E-41b2-B024-52F0B2EE4E29
Random Mutex! Generated Code
Global\_MSIExecute
Local\RstrMgr3887CAB8-533F-4C85-BODC-3E5639F8D511
gcc-shmem-tdm2-_pthread_tls_once_shmem
WBXTRA_TRACE_MUTEX_EX
CSDKApi::m_bShowSkipAllButton
haol23juzibrowser_juzi_{06dc3546-4050-4ce0-9091-9d4bce75c85b}
Global\223CEB62-A2BC-4E33-BA9B-FCAC6DAAB1BE
DSETUP DLL Mutex
115686b1-da7e-4fff-a779-fac5d39040c0
eed3bd3a-alad-4e99-987b-d7cb3fcfa7f0 - S-1-5-21-3979321414-2393373014-2172761192-1000
Local\SkypeSetupMutex

POWERISO_6A6EFB6A SEMAPHORE
CRequestManager::m_aRequestPools
CSDKApi::m_bDeclineOfferTriggered
Global\TDSSKiller

_SHuassist.mtx

DEFINED_GetNoCandy

DSETUP32 DLL Mutex
m_wndDummyAPIMsgWindow
E713B767-8C16-4231-89DD-CF5277C9E3FE
Global\MSILOG_f293e2601d12762GOL.74da7ISM_pmeT_lacoL_ataDppA_7niw_sresU_:C
gcc-shmem-tdm?2-once_global_shmem
DEFINED_SetCmdLineValues
yuPfujr8rHVeU2SRpf3RHrGABF
CSDKApi::m_strClientSessionID
_ISHMSFTHISTORY!_
GLOBAL__CWShredderWinAppMutant__
Global\MSILOG_677e84071d12767GOL.6676ISM_pmeT_lacoL_ataDppA_7niw_sresU_:C
gcc-shmem-tdm2-use_fc_key
CTrackingCalls::m_blsRunningFromReboot
gcc-shmem-tdm2-_pthread_key_lock_shmem
CSDKApi::m_bSkipAllOffersTriggered
Global\{12474547-1D1F-49FE-240A-E2E78850A951}
CSDKApi::DevModeMessage
Global\4b38ec2d-9380-11e5-a469-0800270b3b33
AHK Keybd
gcc-shmem-tdm2-_pthread_key_max_shmem
Global\426F00E8-A1B3-4EB2-8FF8-0950920F5D6E
Local\mtxLogMelnlgnition.lgnitionMutex
gcc-shmem-tdm2-idList_shmem
gcc-shmem-tdm2-rwl_global_shmem
IIECompat!Mutex

DXWSETUP
Local\MidiMapper_modLongMessage_RefCnt
Local\MSIMGSIZECacheMutex
gcc-shmem-tdm2-_pthread_key_sch_shmem
E349B238-94F5-4ded-A224-72226652AEEQ
AMResourceMutex3
gcc-shmem-tdm2-_pthread_tls_shmem
CRemoteProcApiCalls::m_nMaxLoadingScreenOffers
CSDKApi::m_bShowDeclineButton
Local\ZonesCacheCounterMutex
gcc-shmem-tdm2-global_lock_spinlock
DEFINED_SetCmdLineValuesW
gcc-shmem-tdm2-pthr_root_shmem

OpenMutex

WBXTRA_TRACE_MUTEX_EX



Global\CLR_CASOFF_MUTEX
WBXTRA_TRACE_FILE
WBXTRA_TRACE_FILE_EX
G@pleApplication1984

RasPbFile
E713B767-8C16-4231-89DD-CF5277C9E3FE
Global\.net cIr networking
Local\MSCTF.Asm.MutexDefaultl
DefaultTabtip-MainUl

1PasswordMutex
Local\{6771339B-6BC3-3CC8-240A-E2E78850A951}
WBXTRA_TRACE_MUTEX
_!SHMSFTHISTORY!_

qazwsxedc

DeleteFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1596.2413828
C:\Users\win7\AppData\Local\Temp\nsc42B4.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2940.1258062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1968.1659250
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1488.1334625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2300.4654062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1824.2871796
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1952.1182546
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1788.2478906
C:\Windows\system32\directx\websetup\dsetup32.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2696.24556890
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\dxwsetup.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3064.980640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2888.1552906
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2304.2090000
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2688.775437
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2840.3676437
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.596.1289750
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3024.1260265
C:\Users\win7\AppData\Local\Temp\~DF07B43FE211CB338A.TMP
C:\Users\win7\AppData\Local\Temp\19D4.tmp\KMSAutoEasyRU-EN.cmd
C:\Users\win7\AppData\Local\Temp\1523267668.xml
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1460.1524156
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2184.2248296
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2732.1095796
C:\Users\win7\AppData\Local\Temp\FixitCenter_RunRes-Temp\ja-JP\FixitCenter_runRes.dIl.mui
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2888.1560468
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1256.17611750
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.980.1304046
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1588.1174062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1704.2082875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1788.2478890
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2632.1180359
C:\Users\win7\AppData\Local\Temp\81448724101.txt

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1016.1874250
C:\sample:Zone.ldentifier
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2332.1104250
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2788.965171
/end

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2136.1591609
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1028.1224890
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2724.898890
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2456.1420453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2000.923734
C:\ProgramData\new.zip
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1984.2546953
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2988.1938437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2220.762171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2720.1882484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1460.2393765
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\nsDialogs.dll
C:\Users\win7\AppData\Roaming\\Microsoft\Windows\Start Menu\Programs\Startup\#rundlI32.exe#:Zone.ldentifier
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2836.1374062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2076.1050171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3068.970328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.628.33702687
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1368.1286453
C:/Users/win7/AppData/Local/Temp/_MEI16602/unicodedata.pyd



C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1600.4798156
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.100.6019312
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\HOG27RVV\d10-installer-launch-DivXForWindows-organic[1].htm
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2184.1214031
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2036.2922171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.608.1037484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2408.972625
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2572.952984
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2392.7808343
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1784.8832640
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2964.1628703
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1916.2666328
C:\Users\win7\AppData\Local\Temp\div7EB3.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1704.8516406
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2148.1797765
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2600.1687890
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.628.33702687
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2740.1201531
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.980.1298421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.764.4257375
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3020.3246687
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1264.1274921
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1972.1647421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1540.1530078
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2652.2017953
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2728.1950312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2648.3574140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2684.797562
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.100.6019328
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2924.1186828
C:\Windows\system32\directx\websetup\SET33FC.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2208.2245843
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2848.1343609
__tmp_rar_sfx_access_check 1531843

C:\Users\win7\AppData\Local\Temp\IXPO0O0.TMP\M.exe
C:\Users\win7\AppData\Local\Temp\div7EB3.tmp\div7EC3.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2708.1409671
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2512.1357640
C:/Users/win7/AppData/Local/Temp/_MEI16602/_ssl.pyd
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2328.845609
C:\Users\win7\AppData\Local\Temp\~DF2CA6A2913BC16938.TMP
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1944.1596109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1984.2546953
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1960.14401281
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1144.16455937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2536.2397046
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2908.1589531
C:\Users\win7\AppData\Local\Temp\nsn4C8.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2380.801125
C:\ProgramData\\Windows-KB518116.exe

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2684.797578
sfxzip1010

C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\ShutdownAllow.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2820.1028531
C:/Users/win7/AppData/Local/Temp/_MEI16602/msvcp90.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\WINRAR~1.EXE
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2696.24556890
C:\Windows\system32\directx\websetup\dsetup.dll

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1536.1053890
C:\Users\win7\AppData\Local\Temp\fouerecfly.zip

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2476.1429046
C:\Windows\cer6461.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1968.1659250
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3024.1260265
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1524.1470875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2700.1281312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2684.797562
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2280.1537718
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2940.1258062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2600.1720390
C:\Users\win7\AppData\Local\Temp\nso299A.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2216.9633921
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2536.2397046
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2700.1281328
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\modern-wizard.bmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2252.1471046
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2300.4654062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2988.1938421



C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1596.2413828
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2928.1268171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1824.2871796
C:\Users\win7\AppData\Local\Temp\1860054714.xml
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2696.2122625
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2696.2065921
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.940.1219062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1408.2369343
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1880.1255234
C:\Users\win7\AppData\Local\Temp\nsx3C6.tmp
C:\Users\win7\AppData\Local\Temp\~DF6D86C47357FCE386.TMP
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2720.1882484
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2828.3552828
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1216.799062
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\HOG27RVV\d10-launch_country-US[1].htm
C:\Users\win7\AppData\Local\Temp\nstF9F9.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3064.980640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1144.16455937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1788.2478890
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2288.1363515
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.380.2795734
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1000.2240578
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2644.4025484
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2660.828468
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2256.2206265
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2332.1104250
C:\Users\win7\AppData\Local\Temp\aut65EE.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2740.1201546
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2600.1720406
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2316.1395937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2688.775437
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2676.3742375
C:\Users\win7\AppData\Local\Temp\nss3A6.tmp
C:\Users\win7\AppData\Local\Temp\~DF43306D05C8ECE112.TMP

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2456.2431937
C:\Users\win7\AppData\Local\Temp\nsa675C.tmp\nsExec.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3020.3246687
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2280.1676421
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2252.1416390
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2860.1558015
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2784.1199187

7za.exe

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2184.2248296
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2400.2300109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1880.1255250
C:\Users\win7\AppData\Local\Temp\nsm335.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.940.1221062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1264.1274937
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2280.1537718
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2824.1402468
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2696.2122625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2724.898890
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2732.1108640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1784.8832640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2500.861984
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2504.2792218
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Templates\takshost.exe:Zone.ldentifier"
C:\Users\win7\AppData\Local\Temp\RarSFX0\vVzW]rYnjU.dat
C:\Users\win7\AppData\Local\Temp\RarSFX0\oxjVBch.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1688.2360656
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2376.1519984
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2784.1199187
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2848.1343609
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.980.1304046
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2036.773062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2332.1104265
C:\Users\win7\AppData\Local\Temp\nsdC7A5.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2484.2338703
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2032.1013156
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.632.1144390
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2796.1174187
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2820.1028531
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3024.15958609
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\background.ole
C:\Users\win7\AppData\Local\Temp\nsy8DCO0.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2256.2206265
C:/Users/win7/AppData/Local/Temp/_MEI16602/_socket.pyd



C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2676.1097125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2456.2431937
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2716.912375
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1256.17611750
C:\Users\win7\AppData\Local\Temp\ svhost.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2700.1281312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2740.1201531
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1984.1227546
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2280.1676421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1916.2666328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2148.1797750
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2900.1102546
C:\Users\win7\AppData\Local\Temp\nsa675C.tmp\setupcl.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1000.2240578
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2596.2348437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1600.4798156
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\Math.dll

C:\Windows\Temp\OLD3D14.tmp

C:\Users\win7\AppData\Local\Temp\nsi458.tmp

output_log.txt

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2716.912375
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1944.1115640
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2300.4654078
C:\Users\win7\AppData\Local\Temp\1669121040.xml
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2192.1979750
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2436.2345312
C:\Users\win7\AppData\Local\Temp\IXPO0OO.TMP\dsetup32.dll

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2848.1343640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1944.1596109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2976.1320578
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2000.923750
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2900.1108343
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2824.1402468
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2660.828468
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1880.2048359
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2348.1537250
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2708.1515578
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2488.868968
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2244.1183140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2596.2348437
C:\Users\win7\AppData\Local\Temp\nsn519.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.632.1642312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2476.1429031
C:\Users\win7\AppData\Local\Temp\sfx67A0.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.296.1458375
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1588.971578
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2708.1409671
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2192.1801453
C:\Users\win7\AppData\Local\Temp\nsxF5D1.tmp

C:\Users\win7\AppData\Local\Temp\nsi8E4E.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2668.1107593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1720.1221125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1256.1049328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2220.762171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2892.1117515
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2644.2723484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2344.1309562
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2216.9633921
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2732.1095796
C:\Users\win7\AppData\Local\Temp\nsnEB2B.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1704.8516406
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2520.1105500
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1944.1596109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2336.3604343
C:\ProgramData\\Windows-KB511467.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2640.2415406
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2696.2122625
C:\Users\win7\AppData\Local\Temp\nscC002.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1980.782421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2572.952968
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.904.19788218
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3024.15958609
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3004.4463328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2380.801125
__tmp_rar_sfx_access_check 1491734
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1944.1115640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.940.1219062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.592.2727750



C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2244.1183125
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\dsetup.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1696.850140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2520.1105500
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\HOG27RVV\d10-launch-version_2.7.1[1].htm
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2720.1882500
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1968.3520437
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Templates\takshost.exe:Zone.ldentifier
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1144.1692625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1548.927765
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2892.783531
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2596.2348453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2316.1395937
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1688.2360687
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1536.1053875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2880.3580750
C:\Users\win7\AppData\Local\Temp\nso3ACA.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1596.1685203
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2272.1050500
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3044.1293390
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2272.1050500
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1408.2369343
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.568.12759703
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2172.886078
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2468.1383515
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2336.3604343
KMSServerService.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2760.1027421
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\LangDLL.dll

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2644.2723484
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2760.1027421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2304.2089984
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1616.6083968
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.764.915078
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2216.9633921
C:\Users\win7\AppData\Local\Temp\tmp3EFD.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1588.2035500
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1660.891953
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1496.9973531
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2448.1171140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1968.3520437
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2988.2791328
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2908.1589546
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1880.2048359
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2824.1402468
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2300.1138031
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1588.971578
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2184.1214031
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1952.1182546
C:\Users\win7\AppData\Local\Temp\nsx376.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2864.6228296
[RANDOM_STRING].7z

C:\Users\win7\AppData\Local\Temp\TarF407.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2240.1145562
__tmp_rar_sfx_access_check 868078

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.904.19788218
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2468.1383500

TunMirror.exe

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1980.782421
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1980.782421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1560.821968
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1508.1590593
__tmp_rar_sfx_access_check_ 751500

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2688.775437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2616.1027640
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.632.1144406
C:\Users\win7\AppData\Roaming\Microsoft\Blend\14.0\FeedCache\xpsrchw.exe:Zone.ldentifier
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1216.845125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1368.1286453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.592.2727750
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\Graphicallnstaller.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1488.1334625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1368.1707390
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1256.1049343
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1720.1221140
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1588.2035500
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2724.1546203



\\\C:\Users\win7\AppData\Roaming\qgBittorrent\gBittorrent_new.ini.pT2780
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2456.1420453
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1104.5305546
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3068.970328
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1028.1234531
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1216.845109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3068.970328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1620.1318421
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1144.16455937
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\offers.count

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2344.1309562
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1508.1590593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2000.923734
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1144.1692609
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2892.783515
C:\Users\win7\AppData\Roaming\Microsoft\Blend\14.0\FeedCache\xpsrchw.exe:Zone.ldentifier"
C:/Users/win7/AppData/Local/Temp/_MEI16602/pyexpat.pyd

C:\Windows\Temp\OLD3D54.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2356.921671
C:\Windows\cerCF00.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2348.2864093
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3064.980640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2600.1687875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2356.921656
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2776.2674718
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2876.752765
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1968.1283218
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1508.1713828
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2748.1946265
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2380.801125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2692.1086625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2240.1145546
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2840.3676437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2628.1787187

C:\sample

C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2472.6804890
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.940.1219062
C:\Users\win7\AppData\Local\Temp\div7EB3.tmp\div878F.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2328.845609
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1824.2871812
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2668.1107593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2704.1313734
C:\Users\win7\AppData\Local\Temp\~DF475F4131A4B98FDC.TMP

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2640.2415406
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.568.12759687
C:\Users\win7\AppData\Local\Temp\nss356.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2496.3671796
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2348.2864093
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2600.18041593
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2876.752781
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1916.1151203
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2508.2627640
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2316.1395953
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1540.1530093
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2676.3742359
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2508.2627640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2136.1591609
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2984.1297953
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.296.1458359
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1028.1234515
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2880.3580765
C:\Users\win7\AppData\Local\Temp\RarSFX0\dhrjxjV.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1704.2082875
C:\Users\win7\AppData\Local\Temp\nsaC99B.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2748.1946265
C:\Users\win7\AppData\Local\Temp\nss539.tmp

C:\Users\win7\AppData\Local\Temp\SkypeC2CPRSvc.exe

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2456.1420453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2076.1050171
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2496.3671796
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2488.868968
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2704.1313734
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.592.2727750
C:\Users\win7\AppData\Local\Temp\nsfC91D.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1368.1286453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1508.1713828
C:\jvrzwdta\ueazkmaqvghi2opucegqgl.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2708.781312



C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2504.2792218
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2616.1027640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2392.7808343
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2036.2922156
C:\Users\win7\AppData\Local\Temp\nss305.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2728.1950296
C:\Users\win7\AppData\Local\Temp\nsh315.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3004.4463328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2796.1174187
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2820.1028531
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2724.1546203
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1524.1471125
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2500.862000
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2600.1687875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2676.1097109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2496.3671796
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2476.3267390
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2148.903125
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1524.1471171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.556.1332484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1560.821968
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2876.752765
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2304.2089984
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1496.9973531
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2788.965171
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2392.2323156
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1460.1524171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2000.922921
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2624.1354968
C:\Users\win7\AppData\Local\Temp\svhost.exe

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2036.773062
C:\Users\win7\AppData\Local\Temp\aut663E.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2508.2627640
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1548.927781
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2252.1471046
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.3020.1071875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1984.1227546
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2864.6228312
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1916.1151218
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1028.1224875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2892.783515
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2204.1155140
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2648.3574140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2032.1013156
C:\ProgramData\961Mail169.txt

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1704.2082875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2484.2338703
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\dxwsetup.inf
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\background_small.ole
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1216.845109
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1136.8197640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2688.777734
C:\Windows\cerAF3B.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1968.1659250
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2636.1073734
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2888.1552921
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2888.1560484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.568.12759687
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1536.1053875
C:\Users\win7\AppData\Local\Temp\nsn478.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2472.6804890
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1596.2413843
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2376.871015
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2976.1320578
C:\Windows\zktgkjakld\fpzipn

C:\ProgramData\\c517731.der

C:\Users\win7\AppData\Local\Temp\nsi407.tmp
C:\Users\win7\AppData\Local\Temp\FixitCenter_RunRes-Temp\fr-FR\FixitCenter_runRes.dll.mui
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2300.1138031
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2136.1591625
C:\ProgramData\961Brow169.txt
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2000.924703
C:\Users\win7\AppData\Local\Temp\WER62C2.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2836.1374062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3044.1293390
C:\Users\win7\AppData\Local\Temp\CabF406.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2632.1180359
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1216.799062



C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2648.1256875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2552.1535734
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2504.2792203
C:\Users\win7\AppData\Local\Temp\ SkypeC2CNRSvc.exe

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2192.1801453
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2924.1186828
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1960.14401281
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2716.912375
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2708.1409671
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1104.1528062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1508.1590593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2524.1053250
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2984.1297937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2660.828468
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1016.1874234
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1660.891953
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1880.1255250
C:\Users\win7\AppData\Local\Temp\nsyEB6C.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2696.2065906
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2964.1628703
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2348.2864093
C:\Users\win7\AppData\Local\Temp\268709263.xml

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2184.2248296
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2888.1034718
C:\sample:Zone.ldentifier"

C:/Users/win7/AppData/Local/Temp/_MEI16602/include\pyconfig.h

C:\Windows\yhtjkkyrwlyz\hjgc1bqqppjt

C:\Windows\yhtjkkyrwlyz\ucuwmeggdm

C:\Users\win7\AppData\Local\Temp\Stupid.xml

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2652.2017953
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2988.2791312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2732.1108625
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2472.6804906
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.3020.3246687
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2244.3026906
C:\Users\win7\AppData\Local\Temp\nsm2E4.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1136.8197640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.3004.4463328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2928.1268156
C:\Users\win7\AppData\Local\Temp\FixitCenter_run-Temp\Autorun.exe
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2376.1520000
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.628.33702687
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2392.7808343
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2788.965171
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2136.1402437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2728.1950296
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\FixitCenter_RunRes-Temp\de-DE\FixitCenter_runRes.dIl.mui
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.556.1332484
C:\Users\win7\AppData\Local\Temp\nsi4F9.tmp

C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\HOG27RVV\d10-hotfix-selfupdate[1].htm
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2032.1013156
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.940.1221062
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2456.2431937
C:\Users\win7\AppData\Local\Temp\998273322.xml
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1968.3520437
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1916.2666328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2964.1628703
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2252.1416375
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1784.8832640
C:\Users\win7\AppData\Local\Temp\nsy8EOF.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2928.1268187
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.556.1332500
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2860.1558015
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2208.2245843
C:\Users\win7\AppData\Local\Temp\tmpE72E.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2484.2338703
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2784.1199187
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1660.891968
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.380.2795734
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2000.922937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2512.1357625
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1688.2360656
C:\Users\win7\AppData\Local\Temp\nso3B1A.tmp\Userinfo.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2400.2300093
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2924.1186828
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1960.14401281



C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.632.1642312
C:\Users\win7\AppData\Local\Temp\#folder#\#rundll32.exe#:Zone.ldentifier
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.632.1642328
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2828.3552812
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2476.3267390
C:\Users\win7\AppData\Local\Temp\ SkypeC2CPRSvc.exe
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2392.2323140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2900.1108343
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2376.871031
C:\Users\win7\AppData\Local\Temp\WER62C2.tmp.WERInternalMetadata.xml
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2984.1297937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2448.1171125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2244.3026906
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2708.781312
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1264.1274937
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2476.1429031
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2796.1174187
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.980.1304062
__tmp_rar_sfx_access_check 7367078

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2400.2300109
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2724.898890
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2940.1258062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1460.2393781
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2636.1073734
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2536.2397062
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\HOG27RVV\d10-installer-launch[1].htm
C:\Users\win7\AppData\Local\Temp\nsc3E6.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1944.1115640
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2408.980500
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1488.1334640
__tmp_rar_sfx_access_check 901140
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2280.1676421
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1776.1395078
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1984.1227546
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1720.1221125
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2328.845593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1256.1049328
C:/Users/win7/AppData/Local/Temp/_MEI16602/_hashlib.pyd
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2900.1108343
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.296.1458359
C:\Users\win7\AppData\Local\Temp\nsn427.tmp

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1104.1528078
C:\Users\win7\AppData\Local\Temp\nscF5F1.tmp\stats.response

C:\Windows\jvrzwdta\ezwjcjuviw

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1408.2369359
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2256.2206265
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2552.1535734
C:\Users\win7\AppData\Local\Temp\~DFCC71B05DF835A40D.TMP
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2188.1502437
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2644.4025484
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1028.1224875
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.1016.1874234
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2828.3552812
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.1104.1528062
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.2600.18041593
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.596.1289750
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2488.868968
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1696.850140
C:/Users/win7/AppData/Local/Temp/_MEI16602/select.pyd

C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch.1704.8516421
C:\Users\win7\AppData\Local\Temp\~DF3B7BA949EAAA3A44. TMP
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2436.2345296
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch.2512.1357625
C:\Users\win7\AppData\Local\Temp\nsc437.tmp
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.380.2795734
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch.2748.1946265
C:\Users\win7\AppData\Local\Temp\nsp5A65.tmp
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No Detector Result Received

Advance Heuristics
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Entry Point

File Size

Machine Type

Legal Copyright
File Version
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Product Name
Product Version

File Description
Translation

Mime Type
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Sha256

W File Paths

FILE PATH ON CLIENT
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« PE Sections

NAME VIRTUAL ADDRESS
text 0x1000

.rdata 0x7000

.data 0x9000

.ndata 0x2f000

.rsrc 0x3d000

VALUE

0x55C15CE9 [Wed Aug 5 00:46:33 2015 UTC]

0x4030e2 (.text)

1435792

Intel 386 or later - 32Bit
Keen Internet Technologies
1.0.0.5

Keen Internet Technologies
TopShape

9898.98

TopShape

0x0409 0x04e4
application/x-dosexec

5

f7e4972a027ab3a98b9f651509541d172ead4a507ebc4ffd299badfc6059ad23d

VIRTUAL SIZE

0x5e38

0x12da

0x254b8

0xe000

0x2a748

RAW SIZE

0x6000

0x1400

0x400

0x0

0x2a800

ENTROPY

6.442322

5.100506

5.124383
0.000000[SUSPICIOUS]

4.379499

SEEN
COUNT

MD5
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