
Analysis Summary

Static Analysis

PUA
Valkyrie Final Verdict

File Name:   driverfusionsetup.exe
File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
SHA1:   cb42e494ffc0dbc2fa7babb9b1576c6e12e24d4e
MD5:   3ebdc97681b3fd40d0b0e06dfe985cd0
First Seen Date:  2016-04-01 20:00:39 UTC
Number of Clients Seen:   7
Last Analysis Date:  2016-04-01 20:01:31 UTC
Human Expert Analysis Date:  2017-04-12 15:24:54 UTC
Human Expert Analysis Result:   PUA
Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-04-01 20:01:31 UTC PUA 

Static Analysis Overall Verdict 2016-04-01 20:01:31 UTC Highly Suspicious 

Dynamic Analysis Overall Verdict 2016-04-01 20:01:31 UTC No Threat Found 

Human Expert Analysis Overall Verdict 2017-04-12 15:24:54 UTC PUA 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Clean 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Clean 

Timestamp value suspicious Clean 

Header Checksum is zero! Suspicious 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Clean 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Suspicious 

TLS callback functions array detected Clean 

 Anti-debug calls

 FindWindowExA

https://valkyrie.comodo.com:443


Dynamic Analysis



DYNAMIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

SUSPICIOUS BEHAVIORS

Opens a file in a system directory 

Has no visible windows 

Behavioral Information

LoadLibrary

C:\Windows\system32\uxtheme.dll
ntmarta.dll
API-MS-Win-Security-LSALookup-L1-1-0.dll
msi.dll
C:\sample
dwmapi.dll
comctl32.dll
UxTheme.dll
IMM32.dll
comctl32
ADVAPI32.dll
uxtheme.dll
shell32.dll
C:\Users\win7\AppData\Local\Temp\is-6A3I6.tmp\_isetup\_shfoldr.dll
shfolder.dll
Rstrtmgr.dll
C:\Windows\SysWOW64\bcryptprimitives.dll
ole32.dll
C:\Windows\system32\imageres.dll
C:\Windows\system32\shell32.dll
C:\Windows\system32\shlwapi.dll
RICHED20.DLL
C:\Users\win7\AppData\Local\Temp\\dup2patcher.dll
C:\Users\win7\AppData\Local\Temp\\bassmod.dll
API-MS-WIN-Service-Management-L1-1-0.dll
API-MS-WIN-Service-winsvc-L1-1-0.dll
RPCRT4.dll
MMDevAPI.DLL
propsys.dll
C:\Windows\system32\ole32.dll
wdmaud.drv
MMDEVAPI.DLL
SETUPAPI.dll
API-MS-Win-Core-LocalRegistry-L1-1-0.dll
C:\Windows\syswow64\MSCTF.dll
SHLWAPI.dll
AUDIOSES.DLL
msacm32.drv
midimap.dll
OLEAUT32.DLL
SHFOLDER
SHELL32.dll
C:\Windows\system32\KERNEL32.DLL
C:\Windows\system32\NTDLL.DLL
C:\Windows\system32\ADVAPI32.DLL
imageres.dll
imm32.dll
RichEd20
C:\Users\win7\AppData\Local\Temp\nsoF3D1.tmp\System.dll
OLEACCRC.DLL
API-MS-Win-Security-SDDL-L1-1-0.dll
C:\Windows\system32\version.dll
C:\Windows\system32\dwmapi.dll
C:\Windows\system32\atl.dll
C:\Windows\system32\ntmarta.dll
C:\Windows\system32\winmm.dll
C:\Windows\system32\dsound.dll



C:\Windows\system32\powrprof.dll
C:\Windows\system32\d3d9.dll
C:\Windows\system32\d3d8thk.dll
C:\Windows\system32\mscms.dll
C:\Windows\system32\userenv.dll
C:\Windows\system32\profapi.dll
C:\Windows\system32\ieframe.dll
C:\Users\win7\AppData\Local\Temp\nsrE474.tmp\AdvSplash.dll
KERNEL32.DLL
COMCTL32.dll
GDI32.dll
USER32.dll
VERSION.dll
C:\Users\win7\AppData\Local\Temp\nsm7C60.tmp\System.dll
C:\Windows\system32\QuickTime.qts
C:\Windows\system32\QuickTime\QuickTime.qts
advapi32.dll
C:\Users\win7\AppData\Local\Temp\nsz9F1E.tmp\System.dll
mozglue.dll
CRYPT32.dll
gdiplus.dll
MSIMG32.dll
OLEAUT32.dll
PSAPI.DLL
Secur32.dll
USERENV.dll
WININET.dll
WINMM.dll
WINTRUST.dll
Advapi32.dll
Msftedit.dll
SspiCli.dll
ADVAPI32.DLL
NETAPI32.DLL
CRYPTSP.dll
CRYPTBASE.dll
USER32.DLL
RASMAN.DLL
rtutils.dll
kernel32.dll
shlwapi.dll
IPHLPAPI.DLL
ntdll.dll
winhttp.dll
WS2_32.dll
NSI.dll
CFGMGR32.dll
API-MS-WIN-Service-Management-L2-1-0.dll
Version.dll
iexplore.exe
Shell32.dll
Shlwapi.dll
Wininet.dll
api-ms-win-downlevel-advapi32-l2-1-0.dll
api-ms-win-downlevel-ole32-l1-1-0.dll
C:\Users\win7\AppData\Local\Temp\is-H5O6L.tmp\_isetup\_shfoldr.dll
C:\sampleENU.dll
C:\sampleLOC.dll
COMCTL32
KERNEL32
Msi.DLL
SHFolder.dll
C:\Windows\SysWOW64\OLE32.DLL
gdi32.dll
msimg32.dll
oleaut32.dll
user32.dll
version.dll
winspool.drv
C:\Users\win7\AppData\Local\Temp\nsgD943.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsgD943.tmp\UAC.dll
AdvAPI32
SECUR32
C:\Users\win7\AppData\Local\Temp\nsgD943.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nsw7A63.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsw7A63.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsw7A63.tmp\nsDialogs.dll
newdev.dll



KERNEL32.dll
ws2_32.dll
dbghelp.dll
rpcrt4.dll
C:\Windows\system32\UXTHEME.dll
C:\Windows\system32\USERENV.dll
C:\Windows\system32\SETUPAPI.dll
C:\Windows\system32\SHFOLDER.dll
C:\Windows\System32\msxml3r.dll
WINTRUST.DLL
C:\Windows\syswow64\CRYPT32.dll
ncrypt.dll
C:\Windows\system32\clusapi.dll
feclient.dll
api-ms-win-core-synch-l1-2-0
kernel32
api-ms-win-core-fibers-l1-1-1
advapi32
api-ms-win-core-localization-l1-2-1
C:\Windows\system32\bcrypt.dll
C:\Windows\system32\msi.dll
C:\Windows\system32\USP10.dll
C:\Windows\system32\msls31.dll
C:\Windows\system32\mpr.dll
C:\Windows\system32\gdiplus.dll
ANIWZCS2.DLL
setupapi.dll
Riched20.dll
C:\pcnsl.gui
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
COMDLG32.DLL
msvcrt.dll
WININET.DLL
Riched20
wininet.dll
urlmon.dll
C:\Users\win7\AppData\Local\Temp\nsr35B0.tmp\InstallOptions.dll
C:\Windows\System32\shdocvw.dll
PROPSYS.dll
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp\System.dll
API-MS-WIN-DOWNLEVEL-SHLWAPI-L1-1-0.DLL
C:\Windows\SysWOW64\ieframe.dll
DNSAPI.dll
C:\Program Files\Internet Explorer\IEXPLORE.EXE
api-ms-win-downlevel-shlwapi-l2-1-0.dll
mfeaaca.dll
C:\Users\win7\AppData\Local\Temp\nsd407C.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-9C7IG.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-9C7IG.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-5AL69.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsf800C.tmp\System.dll
api-ms-win-appmodel-runtime-l1-1-1
ext-ms-win-kernel32-package-current-l1-1-0
comdlg32.dll
WSOCK32.dll
C:\Windows\system32\asycfilt.dll
Winsta.dll
C:\Windows\system32\DBGHELP.DLL
WINHTTP.dll
cmdhtml.dll
MSVCRT.dll
C:\t8res.dll
C:\sares.dll
C:\Windows\system32\odbcint.dll
MSVCRT.DLL
SXS.DLL
MSDART.dll
Comctl32.dll
Kernel32.DLL
C:\Users\win7\AppData\Local\Temp\3462.tmp\''.bat
C:\Windows\system32\sfc.dll
DEVRTL.dll
C:\msvcr120.dll
C:\msvcp120.dll
C:\Users\win7\AppData\Local\Temp\~vis0000\vise32ex.dll
COMDLG32.dll
C:\Windows\SysWOW64\msls31.dll
cfgmgr32.dll



C:\Windows\system32\UxTheme.dll
k_fps32.dll
C:\Users\win7\AppData\Local\Temp\nse6FBB.tmp\System.dll
api-ms-win-downlevel-shell32-l1-1-0.dll
C:\Users\win7\AppData\Local\Temp\is-0C5LM.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-0C5LM.tmp\sample.EN
MPR.DLL
WSOCK32.DLL
riched32.dll
riched20.dll
wer.dll
Crypt32.dll
C:\setup\Microsoft Lifecam\1033\setupres.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
mscoree.dll
ntdll
C:\Windows\assembly\NativeImages_v2.0.50727_32\mscorlib\38bf604432e1a30c954b2ee40d6a2d1c\mscorlib.ni.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\ole32.dll
AdvApi32.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorjit.dll
C:\Windows\WinSxS\x86_microsoft.vc90.crt_1fc8b3b9a1e18e3b_9.0.30729.4940_none_50916076bcb9a742\msvcm90.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\culture.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\en-US\mscorrc.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\en\mscorrc.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorrc.dll
olepro32.dll
C:\ShopperPro3.exe
dhcpcsvc.DLL
C:\Windows\system32\ws2_32
C:\Windows\system32\kernel32.dll
atiadlxx.dll
atiadlxy.dll
C:\Users\win7\AppData\Local\Temp\is-GL3P4.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-GL3P4.tmp\ISDone.dll
C:\Users\win7\AppData\Local\Temp\is-GL3P4.tmp\isskin.dll
FUDRVUTL.dll
C:\sample\FUDRVUTL.dll
C:\sample\Library\FUDRVUTL.dll
COMCTL32.DLL
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\UserInfo_1.dll
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\nsRandom_1.dll
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\nsRandom_1.ENU
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\nsRandom_1.EN
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\UAC.dll
ADVAPI32
ShlWAPI
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\CheckInstalledKB_15-02-17_3_1.dll
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\System_1.dll
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\version_1.dll
OLE32.DLL
C:\gcapi_14591950152460.dll
C:\gtapi_14591950152460.dll
C:\gdapi_14591950152460.dll
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp\g\gtapi_signed
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp\g\gcapi_dll
C:\Users\win7\AppData\Local\Temp\nsjC36.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsjC36.tmp\UAC.dll
MPR.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorsec.dll
NTDLL.dll
winmm.dll
Kernel32.dll
C:\Users\win7\AppData\Local\Temp\nsx64ED.tmp\System.dll
daemon
C:\WBDJA44I.DLL
C:\Users\win7\AppData\Local\Temp\is-2MTIP.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-2MTIP.tmp\sample.EN
C:\Windows\system32\CRTDLL.dll
CRTDLL.dll
C:\ProgramData\SetupTemp\CNCLID33.dll
C:\ProgramData\SetupTemp\CNCLID.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\System\908ba9e296e92b4e14bdc2437edac603\System.ni.dll
DbgHelp.dll
ChatBot.dll
PortalBrowser\PortalBrowser.dll
NTDLL



SSPICLI
C:\Users\win7\AppData\Local\Temp\nsu1873.tmp\nsDialogs.dll
C:\Users\win7\AppData\Local\Temp\nsu1873.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsu1873.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nst35FC.tmp\System.dll
USP10.dll
C:\Users\win7\AppData\Local\Temp\nsa3117.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsa3117.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsa3117.tmp\nsDialogs.dll
iertutil.dll
C:\Users\win7\AppData\Local\Temp\nspC443.tmp\INetC.dll
WININET
C:\Windows\system32\advapi32.dll
C:\Windows\system32\advpack.dll
C:\DELDRV.dll
C:\Users\win7\AppData\Local\Temp\nsf34CB.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsf34CB.tmp\nsEnvVariables.dll
C:\Users\win7\AppData\Local\Temp\nsf34CB.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nsf34CB.tmp\linker.dll
C:\Users\win7\AppData\Local\Temp\nsgC999.tmp\System.dll
SHELL32.DLL
NTDLL.DLL
D3D9.DLL
C:\Users\win7\AppData\Local\Temp\is-0QLLP.tmp\_isetup\_shfoldr.dll
Winspool.drv
Msimg32.dll
User32.dll
SetupAPI.dll
Netapi32.dll
C:\Users\win7\AppData\Local\Temp\nswD6D6.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\{FDC5137F-24FE-417F-AF19-E0B07C35475B}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\{FDC5137F-24FE-417F-AF19-E0B07C35475B}\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\nsr79A8.tmp\System.dll
C:\Windows\system32\ntdll.dll
C:\MSVCR90.dll
MSVCR90.dll
C:\msvcm90.dll
msvcm90.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Drawing\5a401fd2a7689ff13fb54182953f9c40\System.Drawing.ni.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\System.Windows.Forms\6949c4470a81970ec3de0a575d93babc\System.Windows.Forms.ni.dll
OLE32.dll
WINSPOOL.DRV
C:\\6.1.5.20831\SogouExplorer.dll
BrLogAPI.dll
BrDbgOut.dll
BrDbgOtW.dll
C:\sampleBRMFCWNDUsa.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\InstallOptions.dll
C:\\SSubTmr6.dll
C:\\SmartSubClass.dll
C:\\exptab.ocx
C:\\NotifyIcon.ocx
C:\\SmartButton.ocx
C:\\SmartNetButton.ocx
C:\\vbalGrid6.ocx
C:\\vbalProgBar6.ocx
C:\Windows\system32\VB6IT.DLL
fxdecod1.dll
C:\Windows\winhlp32.exe
C:\Users\win7\AppData\Local\Temp\nss6C22.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\nsExec.dll
imagehlp.dll
C:\Windows\syswow64\kernel32.dll
C:\Windows\System32\wininit.exe
C:\Windows\System32\svchost.exe
C:\Windows\System32\SearchIndexer.exe
C:\Windows\explorer.exe
C:\Windows\servicing\TrustedInstaller.exe
C:\Windows\System32\cmd.exe
C:\Python27\python.exe
C:\Windows\System32\rundll32.exe
C:\CFVS_Injector.exe
wtsapi32.dll
WINSTA.dll
kernel.dll



security.dll
UXTHEME.DLL
oledlg.dll
SSCE5332.dll
ieframe.dll
bcrypt.dll
cryptnet.dll
C:\Windows\system32\cryptnet.dll
profapi.dll
SensApi.dll
C:\Windows\system32\psapi.dll
C:\Windows\system32\WindowsCodecs.dll
C:\Windows\system32\davhlpr.dllole32.dll
C:\Windows\system32\oleaut32.dll
C:\Windows\system32\comctl32.dll
C:\Windows\system32\gdi32.dll
C:\Windows\system32\user32.dll
C:\Windows\system32\comdlg32.dll
C:\Windows\system32\msimg32.dll
C:\Windows\system32\dbghelp.dll
C:\Windows\system32\wininet.dll
C:\Windows\system32\urlmon.dll
C:\Windows\system32\cabinet.dll
C:\Windows\system32\propsys.dll
C:\Windows\system32\rsaenh.dll
C:\Windows\system32\apphelp.dll
C:\Windows\system32\msasn1.dll
C:\Windows\system32\crypt32.dll
C:\Windows\system32\wintrust.dll
C:\Windows\system32\lpk.dll
C:\Windows\system32\setupapi.dll
C:\Windows\system32\usp10.dll
C:\Windows\system32\msihnd.dll
C:\Windows\system32\shcore.dll
C:\Windows\system32\cryptsp.dll
C:\Windows\system32\secur32.dll
C:\gsdll32.dll
WTSAPI32.dll
netprofm.dll
DnsApi.dll
Iphlpapi.dll
crypt32.dll
gdi32
oleacc.dll
wintrust.dll
cryptui.dll
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
C:\Users\win7\AppData\Local\Temp\is-0SL3A.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-0SL3A.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-DC935.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-DC935.tmp\idp.dll
riched32
RICHED32.DLL
C:\Windows\system32\AdvApi32.dll
C:\Windows\system32\Msi.dll
Cabinet.dll
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\wixstdba.dll
WindowsCodecs.dll
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\bafunctions.dll
C:\Users\win7\AppData\Local\Temp\{CEE53124-0D86-4EBA-9915-98CB1D873BA3}\.cr\sample
C:\Windows\system32\Riched20.dll
msls31.dll
C:\Users\win7\AppData\Local\Temp\GLCA33C.tmp
C:\Users\win7\AppData\Local\Temp\GLC95A4.tmp
C:\rarlng.dll
C:\Windows\system32\feclient.dll
C:\Users\win7\AppData\Local\Temp\nsk9C66.tmp\LangDLL.dll
C:\Windows\system32\DSOUND.dll
UXTHEME
C:\Windows\system32\EhStorShell.dll
C:\Windows\system32\ntshrui.dll
c:\windows\system32\imageres.dll
C:\wlsres.dll
C:\Windows\system32\riched20.dll
C:\Windows\system32\GDIPLUS.DLL
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\GDIPLUS.DLL
GDI32.DLL
C:\Windows\system32\dbgeng.dll



SHELL32
Setupapi.dll
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\ISDone.dll
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\b2p.dll
user32
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\botva2.dll
GDIPlus
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\GDIPlus.DLL
C:\Users\win7\AppData\Local\Temp\nsh25A6.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsh25A6.tmp\CityHash.dll
MSNSIGN.DLL
RichEd20.dll
DWMAPI.DLL
C:\Users\win7\AppData\Local\Temp\nsw50FE.tmp\System.dll
IMAGEHLP.DLL
C:\Windows\syswow64\dbghelp.dll
C:\Windows\syswow64\symsrv.dll
IEFRAME.dll
Kernel32
ntshrui.dll
srvcli.dll
cscapi.dll
slc.dll
CVI.DLL
DUser.dll
C:\Windows\system32\DUser.dll
C:\Users\win7\AppData\Local\Temp\is-D97MA.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-D97MA.tmp\ISDone.dll
shlwapi
C:\Users\win7\AppData\Local\Temp\034252da.a
C:\Users\win7\AppData\Local\Temp\03425887.a
MSHTML.dll
C:\Users\win7\AppData\Local\Temp\is-SDU2V.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-SDU2V.tmp\sample.EN
shell32
C:\idmvs.dll
Connect.dll
RASAPI32
C:\Users\win7\AppData\Local\Temp\nsuE776.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsoE405.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsoE405.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsoE405.tmp\nsDialogs.dll
C:\Windows\system32\xmllite.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\WindowsBase\1c3513960037508558358652f2d202a1\WindowsBase.ni.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\PresentationCore\ef204c8310562595a0518e356fb15387\PresentationCore.ni.dll
C:\Windows\assembly\NativeImages_v2.0.50727_32\PresentationFramewo#\ea543310204d0addfaf9792d820e958d\PresentationFramework.ni.dll
Engine.dll
MSVBVM60.DLL
C:\Users\win7\AppData\Local\Temp\is-RQ8V6.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-RQ8V6.tmp\ISDone.dll
C:\Users\win7\AppData\Local\Temp\is-RQ8V6.tmp\botva2.dll
AdvApi32.DLL
ssole.dll
scantopc.dll
inetmib1.dll
snmpapi.dll
ddraw.dll
dsound.dll
C:\Windows\system32\j2k-codec.dll
C:\SciLexer.dll
lsm.exe
C:\Windows\system32\lsm.exe
C:\Windows\system32\drivers\pacer.sys
fwpuclnt.dll
pnrpsvc.dll
C:\Windows\system32\pnrpsvc.dll
AzRoles.dll
fxsresm.dll
cscsvc.dll
C:\Windows\system32\cscsvc.dll
C:\Windows\system32\iphlpsvc.dll
C:\Windows\system32\umpo.dll
HTTPAPI.DLL
NetLogon.dll
drt.dll
C:\Windows\system32\drivers\ndis.sys
PeerDistSvc.dll



C:\Windows\system32\PeerDistSvc.dll
WsmRes.dll
tbssvc.dll
C:\Windows\system32\tbssvc.dll
C:\Users\win7\AppData\Local\Temp\nstA83E.tmp\NSISExtInstallerTools.dll
NETAPI32.dll
NETUTILS
SAMCLI
C:\Users\win7\AppData\Local\Temp\is-12A6A.tmp\_isetup\_shfoldr.dll
ComCtl32.dll
C:\Users\win7\AppData\Local\Temp\is-GOMN6.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-GOMN6.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-7U9D7.tmp\_isetup\_shfoldr.dll
SRCLIENT.DLL
C:\Windows\system32\Winsta.dll
C:\Windows\SysWOW64\taskkill.exe
C:\Users\win7\AppData\Roaming\YSearcher\sqlite3.dll
MSJET49.dll
MSJET48.DLL
MSJET47.DLL
MSJET46.DLL
MSJET45.DLL
MSJET44.DLL
MSJET43.DLL
MSJET42.DLL
MSJET41.DLL
MSJET40.DLL
vbajet32.dll
expsrv.dll
Riched20.DLL
ADVPACK.DLL
Wellsupported
Tastelessness
Sweetie
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C:\ccf215adcbfdcabaa0c531e7e0\watermark.bmp
C:\ccf215adcbfdcabaa0c531e7e0\DisplayIcon.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Print.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate1.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate2.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate3.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate4.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate5.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate6.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate7.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Rotate8.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Save.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\Setup.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\stop.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\SysReqMet.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\SysReqNotMet.ico
C:\ccf215adcbfdcabaa0c531e7e0\Graphics\warn.ico
C:\ccf215adcbfdcabaa0c531e7e0\1033\LocalizedData.xml
C:\ccf215adcbfdcabaa0c531e7e0\2070\LocalizedData.xml
C:\ccf215adcbfdcabaa0c531e7e0\ClientLP\ParameterInfo.xml
C:\ccf215adcbfdcabaa0c531e7e0\Parameterinfo.xml
C:\ccf215adcbfdcabaa0c531e7e0\Strings.xml
C:\ccf215adcbfdcabaa0c531e7e0\ClientLP\UiInfo.xml
C:\ccf215adcbfdcabaa0c531e7e0\UiInfo.xml
C:\ccf215adcbfdcabaa0c531e7e0\SetupUi.xsd
C:\ccf215adcbfdcabaa0c531e7e0\DHtmlHeader.html
C:\ccf215adcbfdcabaa0c531e7e0\1033\eula.rtf
C:\ccf215adcbfdcabaa0c531e7e0\2070\eula.rtf
C:\ccf215adcbfdcabaa0c531e7e0\Setup.exe
C:\ccf215adcbfdcabaa0c531e7e0\SetupUtility.exe
C:\ccf215adcbfdcabaa0c531e7e0\SetupEngine.dll
C:\ccf215adcbfdcabaa0c531e7e0\1033\SetupResources.dll
C:\ccf215adcbfdcabaa0c531e7e0\2070\SetupResources.dll
C:\ccf215adcbfdcabaa0c531e7e0\SetupUi.dll
C:\ccf215adcbfdcabaa0c531e7e0\sqmapi.dll
C:\ccf215adcbfdcabaa0c531e7e0\netfx_CoreLP.mzz
C:\temp.tmp
C:\ProgramData\Motive\critical.txt
C:\Users\win7\AppData\Roaming\Zoom\installer.txt
C:\Users\win7\AppData\Roaming\Zoom
C:\Users\win7\AppData\Roaming\Zoom\zoom_install_src
C:\WinShell\WinCon.dll
C:\\6.1.5.20831\SogouExplorer.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\options.ini
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\shortcuts.ini
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\components.ini
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\summary.ini
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\ioSpecial.ini
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp\modern-header.bmp
C:\Users\win7\AppData\Roaming\Dream Aquarium\logger.txt
C:\Users\win7\AppData\Local\Temp\\~DFBEC7427A72924F79.TMP
C:\CRASHLOG.TXT
C:\Windows\system32\uxtheme.dll
C:\Windows\system32\odbcint.dll
C:\Windows\system32\ODBC32.dll
C:\Windows\system32\MSIMG32.dll
C:\Windows\system32\WINMM.dll
C:\Windows\system32\MSVFW32.dll
C:\Windows\system32\wkscli.dll
C:\Windows\system32\srvcli.dll
C:\Windows\system32\netutils.dll
C:\Windows\system32\NETAPI32.dll
C:\Windows\system32\OLEACC.dll
C:\Windows\system32\OLEPRO32.DLL
C:\Windows\system32\oledlg.dll
C:\Windows\system32\WINSPOOL.DRV
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.18837_none_41e855142bd5705d\COMCTL32.dll
C:\Windows\system32\DNSAPI.dll
C:\Windows\system32\version.DLL
C:\Windows\system32\WSOCK32.dll
C:\Windows\syswow64\CRYPTBASE.dll



C:\Windows\syswow64\SspiCli.dll
C:\Windows\syswow64\api-ms-win-downlevel-advapi32-l1-1-0.dll
C:\Windows\syswow64\msvcrt.dll
C:\Windows\syswow64\MSCTF.dll
C:\Windows\syswow64\iertutil.dll
C:\Windows\syswow64\comdlg32.dll
C:\Windows\syswow64\urlmon.dll
C:\Windows\syswow64\api-ms-win-downlevel-user32-l1-1-0.dll
C:\Windows\syswow64\WININET.dll
C:\Windows\syswow64\NSI.dll
C:\Windows\syswow64\WS2_32.dll
C:\Windows\SysWOW64\sechost.dll
C:\Windows\syswow64\OLEAUT32.dll
C:\Windows\syswow64\api-ms-win-downlevel-version-l1-1-0.dll
C:\Windows\syswow64\ole32.DLL
C:\Windows\syswow64\ADVAPI32.dll
C:\Windows\syswow64\IMM32.dll
C:\Windows\syswow64\api-ms-win-downlevel-shlwapi-l1-1-0.dll
C:\Windows\syswow64\RPCRT4.dll
C:\Windows\syswow64\normaliz.DLL
C:\Windows\syswow64\GDI32.dll
C:\Windows\syswow64\USER32.dll
C:\Windows\syswow64\USP10.dll
C:\Windows\syswow64\LPK.dll
C:\Windows\syswow64\shlwapi.DLL
C:\Windows\syswow64\SHELL32.dll
C:\Windows\syswow64\USERENV.dll
C:\Windows\syswow64\api-ms-win-downlevel-ole32-l1-1-0.dll
C:\Windows\syswow64\profapi.dll
C:\Windows\syswow64\api-ms-win-downlevel-normaliz-l1-1-0.dll
C:\Users\win7\AppData\Local\Temp\nss6AE9.tmp
C:\Users\win7\AppData\Local\Temp\nss6C22.tmp\System.dll
C:\sample.ini
C:\Windows\TEMP\IEC2FF.tmp\Windows6.1-KB2729094-v2-x86.cab
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\nsExec.dll
http://java.com/en/download/index.jsp?cid=jdp98583
C:\Users\win7\AppData\Local\Temp\sample30CF3E2F-89E8-496B-8F18-A24B4A2EB3E2
C:\Users\win7\AppData\Local\Temp\_is32BF.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\Setup.INI
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\_ISMSIDEL.INI
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0000.ini
C:\Users\win7\AppData\Local\Temp\_is32D0.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0410.ini
C:\Users\win7\AppData\Local\Temp\_is3429.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0413.ini
C:\Users\win7\AppData\Local\Temp\_is3487.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x041d.ini
C:\Users\win7\AppData\Local\Temp\_is34B7.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x040a.ini
C:\Users\win7\AppData\Local\Temp\_is34C8.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0407.ini
C:\Users\win7\AppData\Local\Temp\_is34E8.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x040b.ini
C:\Users\win7\AppData\Local\Temp\_is3508.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x040c.ini
C:\Users\win7\AppData\Local\Temp\_is3529.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0415.ini
C:\Users\win7\AppData\Local\Temp\_is3558.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0816.ini
C:\Users\win7\AppData\Local\Temp\_is3634.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0419.ini
C:\Users\win7\AppData\Local\Temp\_is3664.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0409.ini
C:\Users\win7\AppData\Local\Temp\_is380B.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0804.ini
C:\Users\win7\AppData\Local\Temp\_is3899.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0412.ini
C:\Users\win7\AppData\Local\Temp\_is38A9.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0411.ini
C:\Users\win7\AppData\Local\Temp\_is38C9.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\0x0404.ini
C:\Users\win7\AppData\Local\Temp\_is4BA8.tmp
C:\Users\win7\AppData\Local\Temp\~4B78.tmp
C:\Users\win7\AppData\Local\Temp\_is4C83.tmp
C:\Users\win7\AppData\Local\Temp\{F55E6F05-E82E-44EE-AA6A-E00EB782D27E}\1033.MST
C:\Users\win7\AppData\Local\Temp\_is4D30.tmp
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\7D266D9E1E69FA1EEFB9699B009B34C8_0A9BFDD75B598C2110CBF610C078E6E6



C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\7D266D9E1E69FA1EEFB9699B009B34C8_0A9BFDD75B598C2110CBF610C078E6E6
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\7D266D9E1E69FA1EEFB9699B009B34C8_E9915110418DBDEA47BB3BFCDB24CFF1
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\8DFDF057024880D7A081AFBF6D26B92F
<NULL>
C:\Users\win7\AppData\Local\Temp\PDFCreator\Spool\BB8C.tmp
C:\Users\win7\AppData\Local\Temp\\~DFDA73996543DC4F54.TMP
\\?\C:\Users\win7\AppData\Roaming\uTorrent\webui.zip
\\?\C:\sample
\\?\C:\Users\win7\AppData\Roaming\uTorrent\utorrent.lng
\\?\C:\sample.lang.txt
C:\Users\win7\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3979321414-2393373014-2172761192-
1000\1f91d2d17ea675d4c2c3192e241743f9_c4b6765a-c53d-4b48-b576-0e1db4e9f3bc
\\.\aswSP
C:\Users\win7\AppData\Local\Temp\dca72f56-c4d3-479e-abf4-1adbd28aee9c.ini
\\?\C:\Users\win7\AppData\Local\Temp\dca72f56-c4d3-479e-abf4-1adbd28aee9c.ini
\\.\USNTracker
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
.\BingBarPartnerConfig.cab
C:\Users\win7\AppData\Local\Temp\3AD553AFAD82458A9F15E80CE875852A\BBSetupConfig.xml
C:\PotPlayer.dll
install.log
C:\Users\win7\AppData\Local\Temp\is-DC935.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-DC935.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-DC935.tmp\idp.dll
pbgame.htm
pbuser.htm
pbinstnew.exe
pbgame.new
eula.txt
C:\Users\win7\AppData\Local\Temp\{CEE53124-0D86-4EBA-9915-98CB1D873BA3}\.cr\sample
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\wixstdba.dll
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\thm.xml
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\thm.wxl
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\logo.png
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\license.rtf
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\BootstrapperApplicationData.xml
C:\Users\win7\AppData\Local\Temp\Box_Sync_20160330212317.log
C:\Users\win7\AppData\Local\Temp\GLMA86D.tmp
1.217.141.0_TO_1.217.223.0_MPASDLTA.VDM._P
1.217.141.0_TO_1.217.223.0_MPAVDLTA.VDM._P
C:\ProgramData\Battle.net\Setup\hs_beta\Logs\battle.net-setup-20160330T192136.871984.log
1.217.33.0_TO_1.217.223.0_MPASDLTA.VDM._P
1.217.33.0_TO_1.217.223.0_MPAVDLTA.VDM._P
C:\uninstall.lng
\\?\C:\uninstall.lng
Uninstall.lst
C:\Users\win7\AppData\Local\Temp\CR_8D407.tmp\CHROME_PATCH.PACKED.7Z
C:\ProgramData\c00fd789-4044-4a32-8a4f-7d731dbdc0d1\temp
C:\ProgramData\343be488-3453-44cf-82ec-f9b6522a0729\temp
C:\Users\win7\AppData\Local\Temp\{2b6a696c-656b-45d8-962b-bd4ccd22e8e7}\.ba1\mbahost.dll
C:\Users\win7\AppData\Local\Temp\{2b6a696c-656b-45d8-962b-bd4ccd22e8e7}\.ba1\1043\mbapreq.wxl
C:\Users\win7\AppData\Local\Temp\{2b6a696c-656b-45d8-962b-bd4ccd22e8e7}\.ba1\1060\mbapreq.wxl
C:\Users\win7\AppData\Local\Temp\{2b6a696c-656b-45d8-962b-bd4ccd22e8e7}\.ba1\ManagedUx.dll
C:\Users\win7\AppData\Local\Temp\{2b6a696c-656b-45d8-962b-bd4ccd22e8e7}\.ba1\BootstrapperCore.dll
\\.\pipe\BurnPipe.{2D9060F0-120B-4E8A-A2BB-01D5B5D02F8A}
C:\Users\win7\AppData\Local\Temp\Setup_20160331010102_Failed.txt
C:\Windows\Panther\setupact.log
C:\Windows\Panther\setuperr.log
C:\Windows\Panther\diagerr.xml
C:\Windows\Panther\diagwrn.xml
C:\Windows\Panther\setuplog.cfg
C:\80a46bdf7927e5000b\header.bmp
C:\80a46bdf7927e5000b\SplashScreen.bmp
C:\80a46bdf7927e5000b\watermark.bmp
C:\80a46bdf7927e5000b\Graphics\Print.ico
C:\80a46bdf7927e5000b\Graphics\Rotate1.ico
C:\80a46bdf7927e5000b\Graphics\Rotate10.ico
C:\80a46bdf7927e5000b\Graphics\Rotate2.ico
C:\80a46bdf7927e5000b\Graphics\Rotate3.ico
C:\80a46bdf7927e5000b\Graphics\Rotate4.ico
C:\80a46bdf7927e5000b\Graphics\Rotate5.ico
C:\80a46bdf7927e5000b\Graphics\Rotate6.ico
C:\80a46bdf7927e5000b\Graphics\Rotate7.ico
C:\80a46bdf7927e5000b\Graphics\Rotate8.ico
C:\80a46bdf7927e5000b\Graphics\Rotate9.ico
C:\80a46bdf7927e5000b\Graphics\Save.ico
C:\80a46bdf7927e5000b\Graphics\Setup.ico
C:\80a46bdf7927e5000b\Graphics\stop.ico



C:\80a46bdf7927e5000b\Graphics\SysReqMet.ico
C:\80a46bdf7927e5000b\Graphics\SysReqNotMet.ico
C:\80a46bdf7927e5000b\Graphics\warn.ico
C:\80a46bdf7927e5000b\1025\LocalizedData.xml
C:\80a46bdf7927e5000b\2052\LocalizedData.xml
C:\80a46bdf7927e5000b\1028\LocalizedData.xml
C:\80a46bdf7927e5000b\1029\LocalizedData.xml
C:\80a46bdf7927e5000b\1030\LocalizedData.xml
C:\80a46bdf7927e5000b\1031\LocalizedData.xml
C:\80a46bdf7927e5000b\1032\LocalizedData.xml
C:\80a46bdf7927e5000b\1033\LocalizedData.xml
C:\80a46bdf7927e5000b\3082\LocalizedData.xml
C:\80a46bdf7927e5000b\1035\LocalizedData.xml
C:\80a46bdf7927e5000b\1036\LocalizedData.xml
C:\80a46bdf7927e5000b\1037\LocalizedData.xml
C:\80a46bdf7927e5000b\1038\LocalizedData.xml
C:\80a46bdf7927e5000b\1040\LocalizedData.xml
C:\Users\win7\AppData\Local\Temp\nsh1916.tmp
C:\uninst_kess_738.16.3.28.exe
C:\Users\win7\AppData\Local\Temp\{0b667555-ee39-4195-8041-58af3c57caa2}\.ba1\mbahost.dll
C:\Users\win7\AppData\Local\Temp\{0b667555-ee39-4195-8041-58af3c57caa2}\.ba1\BootstrapperCore.config
C:\Users\win7\AppData\Local\Temp\{0b667555-ee39-4195-8041-58af3c57caa2}\.ba1\TBear.Installer.exe
\\.\pipe\BurnPipe.{DB547DC6-9BC2-43C0-A92B-8552116B3F16}
C:\Users\win7\AppData\Local\Temp\Setup_20160331054748_Failed.txt
\\.\pipe\BurnPipe.{0FD62BF1-A401-4DF4-92E5-846EEC0B1525}
C:\Users\win7\AppData\Local\Temp\Setup_20160331055518_Failed.txt
C:\Users\win7\AppData\Local\Temp\nsz9BD8.tmp
C:\Users\win7\AppData\Local\Temp\nsk9C66.tmp\LangDLL.dll
C:\ProgramData\9a4b8b26-f4e0-4529-a5b4-93ec828f7e42\temp
\\?\C:\Windows\system32\Macromed\Flash\ss.sgn
\\?\C:\Windows\system32\Macromed\Flash\ss.cfg
\\?\C:\Windows\system32\Macromed\Flash\mms.cfg
\\?\C:\Windows\system32\mms.cfg
\\?\C:\Windows\system32\Macromed\Flash\oem.cfg
\\?\C:\Windows\system32\oem.cfg
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache\7KN7DRP5
\\?\%HOMEDRIVE%%HOMEPATH%\.telemetry.cfg
\\?\%HOMEDRIVE%%HOMEPATH%\telemetry.cfg
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player
\\?\C:\Users\win7\AppData\Roaming\Macromedia
\\?\C:\Users\win7\AppData\Roaming
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\localhost\SSF2_V9B.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\localhost\SSF2_V9B.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\macromedia.com\support\flashplayer\sys\#local\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local\settings.sxx
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\macromedia.com\support\flashplayer\sys\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\settings.sxx
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\localhost
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\localhost\SSF2_V9B.sxx
C:\Users\win7\AppData\Local\Temp\mvuBFB6.tmp\ix
C:\Users\win7\AppData\Local\Temp\mvuBFB6.tmp\pxplay.exe
C:\Users\win7\AppData\Local\Temp\mvuBFB6.tmp\about.px
C:\Users\win7\AppData\Local\Temp\mvuBFB6.tmp\ddt.dnt
\??\C:\Windows\system32\EhStorShell.dll
\??\C:\Windows\system32\ntshrui.dll
C:\ProgramData\Microsoft\WLSetup\Logs\2016-03-31_09-24_afc-r6qj9bxu.log
C:\Users\win7\AppData\Local\Temp\VSDF1EB.tmp\install.log
C:\Users\win7/.sqliterc
1.217.282.0_TO_1.217.295.0_MPASDLTA.VDM._P
1.217.282.0_TO_1.217.295.0_MPAVDLTA.VDM._P
C:\winrar.lng
\\?\C:\winrar.lng
C:\Users\win7\AppData\Roaming\WinRAR\version.dat
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63FEAE960BAA91E343CE2BD8B71798C76BDB77D0
6431723036FD26DEA502792FA595922493030F97
7D7F4414CCEF168ADF6BF40753B5BECD78375931
80962AE4D6C5B442894E95A13E4A699E07D694CF
86E817C81A5CA672FE000F36F878C19518D6F844
8E5BD50D6AE686D65252F843A9D4B96D197730AB
9845A431D51959CAF225322B4A4FE9F223CE6D15
B533345D06F64516403C00DA03187D3BFEF59156
B86E791620F759F17B8D25E38CA8BE32E7D5EAC2
C060ED44CBD881BD0EF86C0BA287DDCF8167478C
CEA586B2CE593EC7D939898337C57814708AB2BE
D018B62DC518907247DF50925BB09ACF4A5CB3AD
F8A54E03AADC5692B850496A4C4630FFEAA29D83
FA6660A94AB45F6A88C0D7874D89A863D74DEE97
Software\Microsoft\EnterpriseCertificates\Disallowed\PhysicalStores
Software\Microsoft\SystemCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\Root\ProtectedRoots
18F7C1FCC3090203FD5BAA2F861A754976C8DD25
245C97DF7514E7CF2DF8BE72AE957B9E04741E85
3B1EFD3A66EA28B16697394703A72CA340A05BD5
7F88CD7223F3C813818C994614A89C99FA3B5247
8F43288AD272F3103B6FB1428485EA3014C0BCFE
A43489159A520F0D93D032CCAF37E7FE20A8B419
BE36A4562FB2EE05DBB3D32323ADF445084ED656
CDD4EEAE6000AC7F40C3802C171E30148030C072
4EB6D578499B1CCF5F581EAD56BE3D9B6744A5E5
4F65566336DB6598581D584A596C87934D5F2AB4
5FB7EE0633E259DBAD0C4C9AE6D38F1A61C7DC25
742C3192E607E424EB4549542BE1BBC53E6174E2
91C6D6EE3E8AC86384E548C299295C756C817B81
97817950D81C9670CC34D809CF794431367EF474
D23209AD23D314232174E40D7F9D62139786633A



D4DE20D05E66FC53FE1A50882C78DB2852CAE474
Software\Microsoft\EnterpriseCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\EnterpriseCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\SystemCertificates\trust\PhysicalStores
Software\Microsoft\EnterpriseCertificates\trust\PhysicalStores
Software\Microsoft\Windows NT\CurrentVersion\Diagnostics
Software\Microsoft\Windows NT\CurrentVersion\Winlogon
Software\Policies\Microsoft\Windows\System
System\CurrentControlSet\Control\SQMServiceList
Software\Policies\Microsoft\SystemCertificates
Software\Policies\Microsoft\SystemCertificates\Root
Software\Policies\Microsoft\SystemCertificates\trust
Software\Policies\Microsoft\SystemCertificates\CA
Software\Policies\Microsoft\SystemCertificates\Disallowed
Software\Policies\Microsoft\SystemCertificates\TrustedPeople
CryptDllImportPublicKeyInfoEx
CryptDllConvertPublicKeyInfo
CertDllVerifyCertificateChainPolicy
CryptDllEncodeObjectEx
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\BBSetup.exe
CLSID\{9E175B6D-F52A-11D8-B9A5-505054503030}
AppID\BBSetup.exe
Software\Microsoft\OLE\AppCompat
SOFTWARE\Microsoft\OLE
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Strong Cryptographic Provider
Interface\{00000134-0000-0000-C000-000000000046}
ProxyStubClsid32
SYSTEM\CurrentControlSet\Services\BFE
Software\Microsoft\Windows\CurrentVersion\App Paths\BBSetup.exe
Software\Microsoft\Ole
Interface\{B056521A-9B10-425E-B616-1FCD828DB3B1}
CLSID\{B056521A-9B10-425E-B616-1FCD828DB3B1}
software\microsoft\windows\currentversion\app paths\
software\microsoft\windows\currentversion\app paths\.exe
Software\Microsoft\Windows NT\CurrentVersion
SYSTEM\CurrentControlSet\Control\ProductOptions
SOFTWARE\ANI\ANIWZCS2 Service
SOFTWARE\CSGO Changer\Keys\Settings\ELM
SOFTWARE\CSGO Changer\Keys\Settings\Binding\Hardware\AutoActivation
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui\Activation\Manual
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui\Activation\Manual\Sms
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui\Activation\Buy
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui\Support
SOFTWARE\CSGO Changer\Keys\Settings\Protection\Gui\About
SOFTWARE\CSGO Changer\Keys\Settings\Binding
Content
{352481E8-33BE-4251-BA85-6007CAEDCF9D}
{F1B32785-6FBA-4FCF-9D55-7B8E7F157091}
Cookies
{2B0F765D-C0E9-4171-908E-08A611B84FF6}
History
{D9DC8A3B-B784-432E-A781-5A1130A75963}
.DEFAULT
Software\Microsoft\CTF\LayoutIcon\0409\0000041f
Software\Microsoft\Office\10.0\Setup\ChainedInstalls
Software\Microsoft\Office\10.0\Setup\ChainedBackup
Software\Microsoft\Office\10.0
Software\Microsoft\Office
Gulim
Software\Microsoft\Windows\CurrentVersion\App Paths\Veraportmain20.exe
Arial
Software\WildTangent\Debugging
Software\Microsoft\Windows\CurrentVersion\Uninstall\{70B446D1-E03B-4ab0-9B3C-0832142C9AA8}.WildTangent Games App-Temporary
Software\Microsoft\Windows\CurrentVersion\Explorer\KindMap
FEATURE_IGNORE_POLICIES_ZONEMAP_IF_ESC_ENABLED_KB918915
FEATURE_ZONES_CHECK_ZONEMAP_POLICY_KB941001
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
FEATURE_INITIALIZE_URLACTION_SHELLEXECUTE_TO_ALLOW_KB936610
FEATURE_ALLOW_REVERSE_SOLIDUS_IN_USERINFO_KB932562
Microsoft\Internet Explorer\Security
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
FEATURE_LOCALMACHINE_LOCKDOWN
FEATURE_ZONES_DEFAULT_DRIVE_INTRANET_KB941000
FEATURE_PROTOCOL_LOCKDOWN
SOFTWARE\SearchWebKnow
SOFTWARE\InstallShield\19.0\Professional



Software\One System Care
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\IEXPLORE.EXE
Software\McAfee\SystemCore
Software\Tutorials\updatetutorialeshp
CLSID\{FFF2D28F-E4EE-44D9-8104-8E71556757F6}
AppID\sample
Software\InstallShield\Update Service
Software\Microsoft\Windows\CurrentVersion\RunOnce
Software\InstallShield\Update Service\Database
Software\InstallShield\Update Service\Database\
Software\InstallShield\Update Service\Trace
Software\Caphyon\Advanced Updater\Settings
SOFTWARE\INTEL\NETWORK_SERVICES\NCS2
Software\Norton\Install
Software\ComodoGroup\CSS
SOFTWARE\Microsoft\BidInterface\Loader
SOFTWARE\ODBC\ODBC.INI\ODBC
SOFTWARE\Microsoft\DataAccess
SOFTWARE\Microsoft\DataAccess\Udl Pooling
SOFTWARE\Microsoft\DataAccess\Session Pooling
CLSID\{2206CDB0-19C1-11D1-89E0-00C04FD7A829}
System\CurrentControlSet\Control\Session Manager
SOFTWARE\Microsoft\Cryptography\Defaults\Provider Types\Type 001
AppID
{49cc0267-f581-4b60-801b-d0a8fc0708c6}
SYSTEM\CurrentControlSet\Services\KMSServerService\Parameters
Software\ESTsoft\ALCM
SOFTWARE\ESTsoft\ALUpdate
FEATURE_ENABLESAFESEARCHPATH_KB963027
SYSTEM\CurrentControlSet\Control\MiniNT
v2.0.50727
Software\Microsoft\Fusion
Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sample
Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
Software\Microsoft\.NETFramework\Security\Policy\Extensions\NamedPermissionSets
Internet
LocalIntranet
Software\Microsoft\.NETFramework\v2.0.50727\Security\Policy
Software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32
index1c2
NI\181938c6\7950e2c5
NI\181938c6\7950e2c5\16
IL\7950e2c5\4b5f28af\5f
Software\Microsoft\StrongName
NI\ecfce33\6b63b893
Software\Microsoft\Fusion\PublisherPolicy\Default
policy.9.0.msvcm90__b03f5f7f11d50a3a
SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-1000\Installer\Assemblies\C:|sample
Software\Microsoft\Installer\Assemblies\C:|sample
SOFTWARE\Classes\Installer\Assemblies\C:|sample
SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-1000\Installer\Assemblies\Global
Software\Microsoft\Installer\Assemblies\Global
SOFTWARE\Classes\Installer\Assemblies\Global
NI\293368b2\43525b02
policy.3.60.Microsoft.LifeCam.Framework__31bf3856ad364e35
NI\595af783\2e21a1e4
SOFTWARE\ShopperPro3\Tracer
SOFTWARE\ShopperPro3
SYSTEM\CurrentControlSet\Control\Class\{4D36E968-E325-11CE-BFC1-08002BE10318}
0000
Properties
SYSTEM\ControlSet001\Control\SystemInformation
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
AddressBook
Connection Manager
DirectDrawEx
Fontcore
IE40
IE4Data
IE5BAKEX
IEData
MobileOptionPack
Oracle VM VirtualBox Guest Additions
SchedulingAgent
WIC
{929FBD26-9020-399B-9A7A-751D61F0B942}
{A749D8E6-B613-3BE3-8F5F-045C84EBA29B}
{E2B51919-207A-43EB-AE78-733F9C6797C3}



{050d4fc8-5d48-4b8f-8972-47c82c46020f}
{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
{f65db027-aff3-4070-886a-0d87064aabb1}
{F8CFEB22-A2E7-3971-9EDA-4B11EDEFC185}
SOFTWARE\ShopperPro3\ExtraInfo
SOFTWARE\Microsoft\NET Framework Setup\NDP\v2.0.50727
SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.0
SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.5
SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Client
SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full
SOFTWARE\Clients\StartMenuInternet
Software\Microsoft\Internet Explorer\SearchScopes\{0633EE93-D776-472f-A0FF-E1416B8B2E3A}
Software\Microsoft\Internet Explorer\AboutURLs
{69DC4768-446B-4F82-A6B0-63966A243064}
Software\Norton\{0C55C096-0F1D-4F28-AAA2-85EF591126E7}
{EEDE56D6-82E5-4B98-B99E-D4339825E216}
SOFTWARE\JavaSoft\Java Runtime Environment
SOFTWARE\JavaSoft\Java Development Kit
SOFTWARE\IBM\Java2 Runtime Environment
SOFTWARE\IBM\Java Development Kit
SOFTWARE\ATI\ACE\SETTINGS\CLI
SOFTWARE\Davis Software\FlashGuard
SOFTWARE\Microsoft\Windows\CurrentVersion\policies\Explorer
SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Software\mlin\StartupCPL\Disabled\UserStartup
Software\mlin\StartupCPL\Disabled\CommonStartup
Software\mlin\StartupCPL\Disabled\HKLM-Run
Software\mlin\StartupCPL\Disabled\HKCU-Run
Software\mlin\StartupCPL\Disabled\RunOnce
Software\mlin\StartupMonitor\Ignored
Software\mlin\StartupMonitor\Ignored\Disabled
SOFTWARE\Epson\FAX Utility
Software\Microsoft\PCHealth\ErrorReporting\DW\Debug
software\microsoft\office\14.0\common\filespaths
Software\Policies\Microsoft\Office\14.0
Software\Microsoft\Office\14.0
Software\Microsoft\Office\14.0\Common\Security
Software\Microsoft\Office\11.0\Common\InstallRoot
Software\SogouInput
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\Au_.exe
{F3CE0F7C-4901-4ACC-8648-D5D44B04EF8F}
CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE}\ShellFolder
{7D1D3A04-DEBB-4115-95CF-2F29DA2920DA}
{F38BF404-1D43-42F2-9305-67DE0B28FC23}
{F7F1ED05-9F6D-47A2-AAAE-29D317C6F066}
{2112AB0A-C86A-4FFE-A368-0DE96E47012E}
{48DAF80B-E6CF-4F4E-B800-0E69D84EE384}
{C4AA340D-F20F-4863-AFEF-F87EF2E6BA25}
{9E52AB10-F80D-49DF-ACB8-4330F5687855}
{98EC0E18-2098-4D44-8644-66979315A281}
{A4115719-D62E-491D-AA7C-E74B8BE3B067}
{CAC52C1A-B53D-4EDC-92D7-6B2E8AC19434}
{18989B1D-99B5-455B-841C-AB7C74E4DDFC}
{52A4F021-7B75-48A9-9F6B-4B87A210BC8F}
{DE974D24-D9C6-4D3E-BF91-F4455120B917}
{6F0CD92B-2E97-45D1-88FF-B0D186B8DEDD}
{76FC4E2D-D6AD-4519-A663-37BD56068185}
{A75D362E-50FC-4FB7-AC2C-A8BEAA314493}
{491E922F-5643-4AF4-A7EB-4E7A138D8174}
{33E28130-4E1E-4676-835A-98395C3BC3BB}
{8AD10C31-2ADB-4296-A8F7-E4701232C972}
{82A5EA35-D9CD-47C5-9629-E15D2F714E6E}
{DEBF2536-E1A8-4C59-B6A2-414586476AEA}
{0F214138-B1D3-4A90-BBA9-27CBC0C5389A}
{2400183A-6185-49FB-A2D8-4A392A602BA3}
{C4900540-2379-4C75-844B-64E6FAF8716B}
{289A9A43-BE44-4057-A41B-587A76D7E7F9}
{4BFEFB45-347D-4006-A5BE-AC0CB0567192}
{B7534046-3ECB-4C18-BE4E-64CD4CB7D6AC}
{EE32E446-31CA-4ABA-814F-A5EBD2FD6D5E}
{C870044B-F49E-4126-A9C3-B52A1FF411E8}
{0139D44E-6AFE-49F2-8690-3DAFCAE6FFB8}
{C5ABBF53-E17F-4121-8900-86626FC2C973}
{56784854-C6CB-462B-8169-88E350ACB882}
{7B396E54-9EC5-4300-BE0A-2482EBAE1A26}
{BCBD3057-CA5C-4622-B42D-BC56DB0AE516}
{A302545D-DEFF-464B-ABE8-61C8648D939B}



{2A00375E-224C-49DE-B8D1-440DF7EF3DDC}
{E555AB60-153B-4D17-9F04-A5FE99FC15EC}
{054FAE61-4DD8-4787-80B6-090220C4B700}
{1777F761-68AD-4D8A-87BD-30B759FA33DD}
{B250C668-F57D-4EE1-A63C-290EE7D1AA1F}
{52528A6B-B9E3-4ADD-B60D-588C2DBA842D}
{8983036C-27C0-404B-8F08-102D10DCFD74}
{BCB5256F-79F6-4CEE-B725-DC34E402FD46}
{724EF170-A42D-4FEF-9F26-B60E846FBA4F}
{4BD8D571-6D19-48D3-BE97-422220080E43}
{DE61D971-5EBC-4F02-A3A9-6C82895E5C04}
{0762D272-C50A-4BB0-A382-697DCD729B80}
{4D9F7874-4E0C-4904-967B-40B0D20C3E4B}
{1AC14E77-02E7-4E5D-B744-2EB1AE5198B7}
{A77F5D77-2E2B-44C3-A6A2-ABA601054A51}
{0AC0837C-BBF8-452A-850D-79D08E667CA7}
{D0384E7D-BAC3-4797-8F14-CBA229B392B5}
{7B0DB17D-9CD2-4A93-9733-46CC89022E7C}
{AE50C081-EBD2-438A-8655-8A092E34987A}
{B6EBFB86-6907-413C-9AF7-4FC2ABF07CC5}
{9274BD8D-CFD1-41C3-B35E-B13F55A758F4}
{69D2CF90-FC33-4FB7-9A0C-EBB0F0FCB43C}
{374DE290-123F-4565-9164-39C4925E467B}
{859EAD94-2E85-48AD-A71A-0969CB56A6CD}
{A305CE99-F527-492B-8B1A-7E76FA98D6E4}
{3D644C9B-1FB8-4F30-9B45-F670235F79C0}
{A990AE9F-A03B-4E80-94BC-9912D7504104}
{DFDF76A2-C82A-4D63-906A-5644AC457385}
{1A6FDBA2-F42D-4358-A798-B74D745926C5}
{A520A1A4-1780-4FF6-BD18-167343C5AF16}
{B88F4DAA-E7BD-49A9-B74D-02885A5DC765}
{2C36C0AA-5812-4B87-BFD0-4CD0DFB19B39}
{9E3995AB-1F9C-4F13-B827-48B24B6C7174}
{DF7266AC-9274-4867-8D55-3BD661DE872D}
{ED4824AF-DCE4-45A8-81E2-FC7965083634}
{D65231B0-B2F1-4857-A4CE-A8E7C6EA7D27}
{15CA69B3-30EE-49C1-ACE1-6B5EC372AFB5}
{3214FAB5-9757-4298-BB61-92A9DEAA44FF}
{FD228CB7-AE11-4AE3-864C-16F3910AB8FE}
{B97D20BB-F46A-4C97-BA10-5E3608430854}
{625B53C3-AB48-4EC1-BA1F-A1EF4146FC19}
{D20BEEC4-5CA8-4905-AE3B-BF251EA09B53}
{DE92C1C7-837F-4F69-A3BB-86E631204A23}
{10C07CD0-EF91-4567-B850-448B77CB37F9}
{FDD39AD0-238F-46AF-ADB4-6C85480369C7}
{C1BAE2D0-10DF-4334-BEDD-7AA20B227A9D}
{190337D1-B8CA-4121-A639-6D472D16972A}
{54EED2E0-E7CA-4FDB-9148-0F4247291CFA}
{BFB9D5E0-C6A9-404C-B2B2-AE6DB6AF4968}
{5CD7AEE2-2219-4A67-B85D-6C9CE15660CB}
{B94237E7-57AC-4347-9151-B08C6C32D1F7}
{A63293E8-664E-48DB-A079-DF759E0509F7}
{5CE4A5E9-E4EB-479D-B89F-130C02886155}
{82A74AEB-AEB4-465C-A014-D097EE346D63}
{43668BF8-C14E-49B2-97C9-747784D784B7}
{915221FB-9EFE-4BDA-8FD7-F78DCA774F87}
{4C5C32FF-BB9D-43B0-B5B4-2D72E54EAAA4}
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace
DelegateFolders
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace\DelegateFolders
{DFFACDC5-679F-4156-8947-C5C76BC0B67F}
UsersFiles\NameSpace
UsersFiles\NameSpace\DelegateFolders
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\ShellFolder
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\InProcServer32
Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Blocked
Software\Dashlane\InstallInformation
Software\DashlaneUpgrade\InstallInformation
Software\Wow6432Node\DashlaneUpgrade\InstallInformation
SOFTWARE\Wow6432Node\DashlaneUpgrade\InstallInformation
SOFTWARE\DashlaneUpgrade\InstallInformation
SOFTWARE\Microsoft\Internet Explorer\AdvancedOptions\CRYPTO\PROTECTEDMODESECURITY
Software\Mozilla\Aurora
Software\Google\Update\ClientState\{5C65F4B0-3651-4514-B207-D10CB699B14B}
Software\Google\Update\Clients\{5C65F4B0-3651-4514-B207-D10CB699B14B}
CLSID\{5C65F4B0-3651-4514-B207-D10CB699B14B}\LocalServer32
Software\Classes\CLSID\{5C65F4B0-3651-4514-B207-D10CB699B14B}\LocalServer32



Software\Google\Update\ClientState\{17FE9752-0B5A-4665-84CD-569794602F5C}
Software\Google\Update\Clients\{17FE9752-0B5A-4665-84CD-569794602F5C}
CLSID\{17FE9752-0B5A-4665-84CD-569794602F5C}\LocalServer32
Software\Classes\CLSID\{17FE9752-0B5A-4665-84CD-569794602F5C}\LocalServer32
Software\Google\Update\ClientState\{9C447DD7-5DD2-358C-90A2-1997BD1D69D1}
Software\Google\Update\Clients\{9C447DD7-5DD2-358C-90A2-1997BD1D69D1}
CLSID\{9C447DD7-5DD2-358C-90A2-1997BD1D69D1}\LocalServer32
Software\Classes\CLSID\{9C447DD7-5DD2-358C-90A2-1997BD1D69D1}\LocalServer32
Software\Google\Update\ClientState\{8A69D345-D564-463c-AFF1-A69D9E530F96}
Software\Google\Update\Clients\{8A69D345-D564-463c-AFF1-A69D9E530F96}
CLSID\{8A69D345-D564-463c-AFF1-A69D9E530F96}\LocalServer32
Software\Classes\CLSID\{8A69D345-D564-463c-AFF1-A69D9E530F96}\LocalServer32
Software\Google\Update\ClientState\{8A69D345-D564-463C-AFF1-A69D9E530F96}
Software\Google\Update\Clients\{8A69D345-D564-463C-AFF1-A69D9E530F96}
CLSID\{8A69D345-D564-463C-AFF1-A69D9E530F96}\LocalServer32
Software\Classes\CLSID\{8A69D345-D564-463C-AFF1-A69D9E530F96}\LocalServer32
Software\Google\Update\ClientState\{4DC8B4C4-1BD4-483e-B5FA-D3C12E15B62D}
Software\Google\Update\Clients\{4DC8B4C4-1BD4-483e-B5FA-D3C12E15B62D}
CLSID\{4DC8B4C4-1BD4-483e-B5FA-D3C12E15B62D}\LocalServer32
Software\Classes\CLSID\{4DC8B4C4-1BD4-483e-B5FA-D3C12E15B62D}\LocalServer32
Software\Google\Update\ClientState\{4DC8B4CA-1BDA-483e-B5FA-D3C12E15B62D}
Software\Google\Update\Clients\{4DC8B4CA-1BDA-483e-B5FA-D3C12E15B62D}
CLSID\{4DC8B4CA-1BDA-483e-B5FA-D3C12E15B62D}\LocalServer32
Software\Classes\CLSID\{4DC8B4CA-1BDA-483e-B5FA-D3C12E15B62D}\LocalServer32
Software\Google\Update\ClientState\{FDA71E6F-AC4C-4a00-8B70-9958A68906BF}
Software\Google\Update\Clients\{FDA71E6F-AC4C-4a00-8B70-9958A68906BF}
CLSID\{FDA71E6F-AC4C-4a00-8B70-9958A68906BF}\LocalServer32
Software\Classes\CLSID\{FDA71E6F-AC4C-4a00-8B70-9958A68906BF}\LocalServer32
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Google Chrome
Software\Google\Chrome\Extensions\mkjojgglmmcghgaiknnpgjgldgaocjfd
RecyclersPopulistsRecycling
PropositionedSatiricallyMiscreant
RegressingPhilosophicNewsreader
MarksPackageMumbled
Software\Dropbox
SOFTWARE\Piriform\CCleaner
SOFTWARE\CCleaner
Software\Piriform\CCleaner
CLSID\{2318C2B1-4965-11d4-9B18-009027A5CD4F}\InprocServer32
Software\Microsoft\Windows\Shell\Associations\URLAssociations\http\UserChoice
http\shell\open\command
Software\AutoIt v3\AutoIt
CLSID\{f2b8e361-d2e2-11d1-a41f-00609729b902}\InProcServer32
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Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\521D59DC299285843BFEF5F65BF2AB6D\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F4F223B2304F5794BA45354095741284
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Classes\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F4F223B2304F5794BA45354095741284\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\0E9201899CF73FC4BA93F631631229A1
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Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\0E9201899CF73FC4BA93F631631229A1\InstallProperties
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SOFTWARE\Policies\WiX\Burn
SOFTWARE\Policies\Microsoft\Windows\Installer
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SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{45547906-a6ca-4097-980c-bbe2aec63ec4}.RebootRequired
Software\Classes\Installer\Dependencies\{45547906-a6ca-4097-980c-bbe2aec63ec4}
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\B02D6AAF51F4A1E4483C143B450C2B53\InstallProperties
Software\Classes\Installer\Products\B02D6AAF51F4A1E4483C143B450C2B53
Software\Classes\Installer\Dependencies\{FAA6D20B-4F15-4E1A-84C3-41B354C0B235}
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\UpgradeCodes\DAEBBB5833945CB40880DFA0F618077A
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\UpgradeCodes\DAEBBB5833945CB40880DFA0F618077A
Software\Classes\Installer\UpgradeCodes\DAEBBB5833945CB40880DFA0F618077A
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\UpgradeCodes\37E08CA00056B5840B6955A5D6D57188
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Software\Google\Update\Clients\{430FD4D0-B729-4F61-AA34-91526481799D}
SOFTWARE\StudySearchWindow
SOFTWARE\SecureWebChannel
${PRODUCT_DIR_REGKEY}
SOFTWARE\SearchKnow
3045035B-3C14-4698-8AC4-ADB18CC42C1E
Hardware\Description\System\CentralProcessor\0



SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Software\Avast Software\Avast
Software\ALWIL Software\Avast
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.py
Python.File
.pyc
Python.CompiledFile
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FEATURE_ALLOW_USER32_EXCEPTION_HANDLER_HARDENING
Software\VB and VBA Program Settings\CCleaner\Options
Hardware\Description\System\CentralProcessor
Software\Microsoft\Search Assistant
SOFTWARE\Microsoft\Windows\CurrentVersion\OptimalLayout
Software\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
System\CurrentControlSet\Services\w3svc
SOFTWARE\Apple Inc.\Apple Application Support
Software\Chromium
Software\Adobe\Acrobat Reader\5.0\AVGeneral\cRecentFiles
Software\Adobe\Acrobat Reader\6.0\AVGeneral
Software\Adobe\Acrobat Reader\7.0\AVGeneral
Software\Adobe\Acrobat Reader\8.0
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Software\Adobe\Photoshop\9.0
Software\Adobe\Photoshop\10.0
Software\Adobe\Photoshop\11.0
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Software\Adobe\MediaBrowser\MRU\Dreamweaver
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Software\Microsoft\MSN Apps\SearchBox
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Software\KMPlayer
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Software\RealNetworks\RealPlayer\6.0
Software\RealNetworks\RealPlayer\12.0
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Software\Altova\XML Spy
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Software\Jasc\Paint Shop Pro 8
Software\Jasc\Paint Shop Pro 9
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Software\Corel\Paint Shop Pro\11
Software\Corel\Paint Shop Pro\12
Software\Corel\Paint Shop Pro\12.5
Software\Corel\Paint Shop Pro\13
Software\Corel\PaintShop Pro\X4
Software\Corel\PaintShop Pro\X5
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Software\Microsoft\Office\8.0\Common
Software\Microsoft\Office\10.0\Common
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Software\InstallShield\Developer\7.0
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Software\Macromedia\Flash 5
Software\Macromedia\Flash 6
Software\Macromedia\Flash 7
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Software\Macromedia\Firework 6
Software\Macromedia\Dreamweaver MX 2004
Software\Macromedia\Shockwave 10
Software\Adobe\Shockwave 11
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Software\Ulead Systems\Ulead SmartSaver Pro\3.0
SOFTWARE\Symantec\Norton AntiVirus NT\Install\7.50
SOFTWARE\Symantec\Symantec AntiVirus\Install\7.50
Software\Microsoft\Snapshot Viewer
Software\Microsoft\Terminal Server Client
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Software\Microsoft\Windows\CurrentVersion\Applets\Wordpad
Software\Microsoft\Windows\CurrentVersion\Applets\Paint
Software\Microsoft\Photo Editor\3.0\Microsoft Photo Editor
Software\ahead\Nero - Burning Rom
Software\Nero\Nero 9
Software\Nero\Nero 10
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Software\Webroot\SpySweeper
Software\Kazaa
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Software\eMule
Software\WinISO
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Software\Gabest\Media Player Classic
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Software\Musicmatch\Musicmatch Jukebox
Software\Sonic Foundry\Sound Forge\6.0\Metrics
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Software\MySpace\IM
Software\Acronis\TrueImage
Software\Acronis\TrueImageHome
Software\Acronis\ True Image Home
Software\Nico Mak Computing\WinZip
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Software\Bitberry\BitZipper
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Software\Mijenix\ZipMagic
Software\PicoZip
Software\PKWARE\PKZIP70
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Software\2VG\Internet Download Accelerator
Software\Internet Download Manager
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Software\Morpheus
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Software\RealVNC\VNCviewer4
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Software\Raxco\PerfectDisk\9.0
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SOFTWARE\ACD Systems\ACDSee\140
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Software\Freemake\FreemakeAudioConverter
Software\Freemake\FreemakeVideoConverter
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Software\Ulead Systems\Corel VideoStudio Pro\15.0
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Software\CheckMeApp
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Software\AppDataLow\Software\SpeeditUp
Software\AppDataLow\Software\BlockAndSurf
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\ASPackage
Software\AppDataLow\Software\Safer-Surf
Software\Wow6432Node\DtsEncodeTools
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\WeatherTool
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\YSPackage
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\Eppink
SOFTWARE\Wow6432Node\istartsurfSOFTWARE\Wow6432Node\istartsurfhp
SOFTWARE\Wow6432Node\key-findSOFTWARE\Wow6432Node\key-findhp
SOFTWARE\Wow6432Node\mystartsearchSOFTWARE\Wow6432Node\mystartsearchhp
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\VOPackage
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\ASPackage
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Eppink
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\YSPackage
SOFTWARE\SearchProtect
Software\Nosibay\Bubble Dock Tag
Software\AVG
Software\McAfee
Software\Nosibay\Bubble Dock
SOFTWARE\Microsoft\Internet Explorer\MAIN
FEATURE_IEDDE_REGISTER_PROTOCOL
PROTOCOLS\Name-Space Handler\
PROTOCOLS\Name-Space Handler\res\
PROTOCOLS\Name-Space Handler\*\
FEATURE_GPU_RENDERING
FEATURE_CSS_DATA_RESPECTS_XSS_ZONE_SETTING_KB912120
FEATURE_ARIA_SUPPORT
FEATURE_LEGACY_DISPPARAMS
FEATURE_PRIVATE_FONT_SETTING
FEATURE_CSS_SHOW_HIDE_EVENTS
FEATURE_DISPLAY_NODE_ADVISE_KB833311
FEATURE_ALLOW_EXPANDURI_BYPASS
FEATURE_BODY_SIZE_IN_EDITABLE_IFRAME_KB943245
FEATURE_DATABINDING_SUPPORT
FEATURE_ENFORCE_BSTR
FEATURE_ENABLE_DYNAMIC_OBJECT_CACHING
FEATURE_OBJECT_CACHING
FEATURE_LEGACY_TOSTRING_IN_COMPATVIEW
FEATURE_RESTRICT_CRASH_RECOVERY_SAVE_KB978454
FEATURE_DOWNLOAD_INITIATOR_HTTP_HEADER
FEATURE_MOBILE_CUSTOMIZATIONS
FEATURE_HIGH_RESOLUTION_AWARE
FEATURE_FORCE_DISABLE_UNTRUSTEDPROTOCOL
FEATURE_USE_WEBOC_OMNAVIGATOR_IMPLEMENTATION
FEATURE_USE_SECURITY_THUNKS
FEATURE_DISABLE_DEFERRED_IMAGE_DOWNLOAD
FEATURE_LAZY_IMAGE_DECODING
FEATURE_LAZIER_IMAGE_DECODING
FEATURE_ALLOW_INTRANET_CSS_MIME_MISMATCH
FEATURE_ENABLE_CLIPCHILDREN_OPTIMIZATION
FEATURE_ENABLE_LARGER_HIT_TEST
FEATURE_USE_LEGACY_JSCRIPT
FEATURE_MOBILE_VIEWPORT_WIDTH_RESTRICTIONS
FEATURE_PASTE_IMAGE_DATAURI
FEATURE_NEW_TREE_VERIFICATION
FEATURE_MOBILE_DISPOSABLE_RESOURCE_CACHE_THRESHOLD_BYTES
FEATURE_DOCUMENT_COMPATIBLE_MODE
FEATURE_ENABLE_WEB_CONTROL_VISUALS
FEATURE_XDOMAINREQUEST
FEATURE_WEBSOCKET
FEATURE_USE_UNISCRIBE
FEATURE_PAINT_INSIDE_WMPAINT
FEATURE_SOFTWARE_FILTER_RENDERING



FEATURE_SPELLCHECKING
FEATURE_FORCE_NATURAL_TEXT_METRICS
FEATURE_ENABLE_PERFWIDGET_EXTRA_INFO
FEATURE_DISABLE_FORMAT_REUSE
FEATURE_ALLOW_WINDOW_PUTNAME_CROSS_DOMAIN
FEATURE_REDUCE_RENDER_AHEAD_CACHE
FEATURE_CLEANUP_AT_FLS
Software\Microsoft\Windows\CurrentVersion\App Paths\OUTLOOK.EXE
Software\Microsoft\Internet Explorer\Application Compatibility
Software\Policies\Microsoft\Internet Explorer\DOMStorage
Software\Microsoft\Internet Explorer\DOMStorage
Software\Microsoft\Internet Explorer\MediaTypeClass
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Accepted Documents
FEATURE_BROWSER_COMPATDATA
FEATURE_SHOW_FAILED_CONNECT_CONTENT_KB942615
Microsoft\Windows\CurrentVersion\Internet Settings
FEATURE_DISABLE_INTERNAL_SECURITY_MANAGER
PROTOCOLS\Name-Space Handler\C\
FEATURE_MEMPROTECT_MODE
FEATURE_OLEALIAS_GWND
FEATURE_TOPMOST_GWND
FEATURE_RESTRICT_RES_TO_LMZ
FEATURE_LOAD_SHDOCLC_RESOURCES
SOFTWARE\Classes\PROTOCOLS\Filter\text/html
FEATURE_MIME_SNIFFING
FEATURE_MANAGE_SCRIPT_CIRCULAR_REFS
Security\Floppy Access
Security\Adv AddrBar Spoof Detection
PROTOCOLS\Name-Space Handler\about\
Software\Policies\Microsoft\Internet Explorer\Zoom
Zoom
FEATURE_WEBOC_DOCUMENT_ZOOM
FEATURE_NINPUT_LEGACYMODE
FEATURE_ALIGNED_TIMERS
FEATURE_VSYNC_WATCHDOG
FEATURE_ALLOW_HIGHFREQ_TIMERS
Main
FEATURE_SAFE_BINDTOOBJECT
International
Software\Policies\Microsoft\Internet Explorer\International\Scripts
Scripts
International\Scripts
Software\Policies\Microsoft\Internet Explorer\Settings
Settings
Styles
Text Scaling
Viewport
Larger Hit Test
Script
AdvancedOptions\DISAMBIGUATION
Software\Microsoft\Windows\CurrentVersion\Policies\ActiveDesktop
Software\Microsoft\Windows\CurrentVersion\Policies
Software\Microsoft\Internet Explorer\PageSetup
MenuExt
SYSTEM\CurrentControlSet\Control\Nls\CodePage
FEATURE_96DPI_PIXEL
FEATURE_RESTRICT_FILEDOWNLOAD
Software\Microsoft\Windows\CurrentVersion\Explorer\TravelLog
Version Vector
FEATURE_ZONE_ELEVATION
FEATURE_DISABLE_NAVIGATION_SOUNDS
Software\Policies\Microsoft\Internet Explorer\IEDevTools\Options
IEDevTools\Options
.pml
MIME\Database\Content Type
application/atom+xml
application/fractals
application/hta
application/mac-binhex40
application/opensearchdescription+xml
application/pkcs10
application/pkcs7-mime
application/pkcs7-signature
application/pkix-cert
application/pkix-crl
application/postscript
application/rss+xml
application/vnd.ms-pki.certstore



application/vnd.ms-pki.pko
application/vnd.ms-pki.seccat
application/vnd.ms-pki.stl
application/vnd.ms-xpsdocument
application/x-complus
application/x-compress
application/x-compressed
application/x-gzip
application/x-informationCard
application/x-jtx+xps
application/x-latex
application/x-mix-transfer
application/x-ms-application
application/x-ms-license
application/x-ms-xbap
application/x-mswebsite
application/x-pkcs12
application/x-pkcs7-certificates
application/x-pkcs7-certreqresp
application/x-stuffit
application/x-tar
application/x-troff-man
application/x-x509-ca-cert
application/x-zip-compressed
application/xaml+xml
application/xhtml+xml
application/xml
audio/mp3
audio/x-ms-wma
image/bmp
image/gif
image/jpeg
image/pjpeg
image/png
image/svg+xml
image/tiff
image/vnd.ms-dds
image/vnd.ms-photo
image/x-emf
image/x-icon
image/x-jg
image/x-png
image/x-wmf
message/rfc822
model/vnd.dwfx+xps
model/vnd.easmx+xps
model/vnd.edrwx+xps
model/vnd.eprtx+xps
pkcs10
pkcs7-mime
pkcs7-signature
pkix-cert
pkix-crl
text/css
text/html
text/plain
text/scriptlet
text/x-component
text/x-ms-contact
text/x-scriptlet
text/x-vcard
text/xml
video/mpeg
video/x-mpeg
video/x-ms-asf
video/x-msvideo
vnd.ms-pki.certstore
vnd.ms-pki.pko
vnd.ms-pki.seccat
vnd.ms-pki.stl
x-pkcs12
x-pkcs7-certificates
x-pkcs7-certreqresp
x-x509-ca-cert
Software\DownloadManager\
SpecialKeys
{bdd1eed2-cb3a-4308-ae94-cc92cea53ac5}
SOFTWARE\OpenVPN



SOFTWARE\Baidu WiFiHotspot
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\Descriptions
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{0D252192-084F-4C37-8DED-14986BA82F63}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{0D252192-084F-4C37-8DED-14986BA82F63}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{1409CD30-B4F5-4078-86AA-9B8C995C7D0C}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{1409CD30-B4F5-4078-86AA-9B8C995C7D0C}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{360A33D7-AC4E-4F80-8799-45E95D991A99}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{360A33D7-AC4E-4F80-8799-45E95D991A99}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{50CD5E3E-0F08-4519-A9EF-B9802ED12701}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{50CD5E3E-0F08-4519-A9EF-B9802ED12701}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{5D403E7A-7554-4DD5-A8CF-7099B00A9E2D}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{5D403E7A-7554-4DD5-A8CF-7099B00A9E2D}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{B1422D78-82BA-4FD0-B38A-6203899A1A72}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{B1422D78-82BA-4FD0-B38A-6203899A1A72}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{B22E8C55-CC74-4FBE-B907-F46D25953BEC}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{B22E8C55-CC74-4FBE-B907-F46D25953BEC}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CACEFAA3-95D9-4B5B-B275-FF35DF23713E}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CACEFAA3-95D9-4B5B-B275-FF35DF23713E}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CFCD29B3-A836-426F-8329-8362EC941293}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CFCD29B3-A836-426F-8329-8362EC941293}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CFE68B1E-656A-488B-8077-738CA67BA3A5}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{CFE68B1E-656A-488B-8077-738CA67BA3A5}\Connection
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{D720734D-0C14-4C25-829D-F6B4814978B3}
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{D720734D-0C14-4C25-829D-F6B4814978B3}\Connection
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0000
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0001
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0002
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0003
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0004
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0005
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0006
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0007
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0008
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0009
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\0010
SYSTEM\CurrentControlSet\Control\Class\{4D36E972-E325-11CE-BFC1-08002BE10318}\Properties
SOFTWARE\Baidu Security\PC Faster
Software\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook
Software\Microsoft\Windows\CurrentVersion\Uninstall\Connection Manager
Software\Microsoft\Windows\CurrentVersion\Uninstall\DirectDrawEx
Software\Microsoft\Windows\CurrentVersion\Uninstall\Fontcore
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE40
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE4Data
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE5BAKEX
Software\Microsoft\Windows\CurrentVersion\Uninstall\IEData
Software\Microsoft\Windows\CurrentVersion\Uninstall\MobileOptionPack
Software\Microsoft\Windows\CurrentVersion\Uninstall\SchedulingAgent
Software\Microsoft\Windows\CurrentVersion\Uninstall\WIC
Software\Microsoft\Windows\CurrentVersion\Uninstall\{050d4fc8-5d48-4b8f-8972-47c82c46020f}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{f65db027-aff3-4070-886a-0d87064aabb1}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{F8CFEB22-A2E7-3971-9EDA-4B11EDEFC185}
{bb311e82-638e-4689-b39a-beafc11e3575}
NI\7db7e6b5\6a043c64
policy.3.0.PresentationFramework__31bf3856ad364e35
NI\46b91004\77ccecdd
NI\46b91004\77ccecdd\7
IL\68fb5015\1b89bb32\52
IL\528efda8\3dbff305\53
IL\2d485ce4\49f52278\4b
IL\43fd4348\4eab5f0e\4c
IL\6b2ef2ae\1964a88c\4d
IL\5b43ba09\32355fde\4e
IL\77ccecdd\79679de4\4f
NI\3d67735\6e35940e\11
IL\6e35940e\c92739a\59
NI\55d78379\2ffb0c52\10
IL\3d590c3f\59f3b67b\5d
IL\7f3aad1e\165f8aa0\55
IL\2ffb0c52\49d8870\57
policy.3.0.PresentationCore__31bf3856ad364e35
policy.3.0.WindowsBase__31bf3856ad364e35
policy.3.0.PresentationCFFRasterizer__31bf3856ad364e35
policy.8.0.Microsoft.VisualC__b03f5f7f11d50a3a
policy.3.0.UIAutomationTypes__31bf3856ad364e35
policy.3.0.UIAutomationProvider__31bf3856ad364e35



policy.2.0.System.Data__b77a5c561934e089
policy.3.0.System.Printing__31bf3856ad364e35
policy.3.0.PresentationUI__31bf3856ad364e35
policy.3.0.ReachFramework__31bf3856ad364e35
Software\Tencent\TodayDo
Software\Tencent\QQBrowser
SOFTWARE\Tencent\BackupDownloader
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fallout New Vegas - Ultimate Edition_R.G. Mechanics_is1
Software\Microsoft\Windows\CurrentVersion\Uninstall\Fallout New Vegas - Ultimate Edition_R.G. Mechanics_is1
Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\
Software\SSScan\
Software\Google\Update\ClientStateMedium\
Software\Google\Update
Software\Microsoft\Office\16.0\common\filespaths
Software\Policies\Microsoft\Office
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\00006109F60000000000000000F01FEC
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\00006109F60000000000000000F01FEC
Software\Classes\Installer\Products\00006109F60000000000000000F01FEC
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\00006109F60000000000000000F01FEC\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-21-3979321414-2393373014-2172761192-
1000\Components\A725889A5DF965C4E84A0253A39A5952
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Components\A725889A5DF965C4E84A0253A39A5952
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-1000\Installer\Products
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products
Software\Classes\Installer\Products
Software\Microsoft\Office\16.0\Common\Logging
Software\Microsoft\Office\Common
ClientTelemetry
Software\Microsoft\Office\16.0\Common\ClientTelemetry\RulesLastModified
Software\Licenses
SOFTWARE\PopCap\PlantsVsZombies
{e745ce26-593d-400b-a02e-f9bda91946f0}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{4CA20D9A-98AC-4DD6-9C16-7449F29AC08A}_is1
Software\Blizzard Entertainment\Blizzard Downloader
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\UpgradeCodes\7ECC0DC46B73BFD4EB070F57B896A635
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\UpgradeCodes\7ECC0DC46B73BFD4EB070F57B896A635
Software\Classes\Installer\UpgradeCodes\7ECC0DC46B73BFD4EB070F57B896A635
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\5C1EBCD49ACDB5A45BC3A3FD24A32540
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\5C1EBCD49ACDB5A45BC3A3FD24A32540
Software\Classes\Installer\Products\5C1EBCD49ACDB5A45BC3A3FD24A32540
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\5C1EBCD49ACDB5A45BC3A3FD24A32540\InstallProperties
Software\Citrix\GoToMeeting xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
SYSTEM\CurrentControlSet\Services\SPP\Debug\Tracing
CLSID\{4B966436-6781-4906-8035-9AF94B32C3F7}
shell\open\command
Software\Microsoft\Wbem\Scripting
Software\JRockit\Java Runtime Environment
CLSID\{00000100-0000-0010-8000-00AA006D2EA4}
SOFTWARE\Microsoft\Jet\4.0\Engines
ODBC
SOFTWARE\Microsoft\Jet\4.0\Engines\Jet 4.0
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION
SOFTWARE\InstallShield\17.0\Professional
Software\Microsoft\Windows\CurrentVersion\App Paths\DriverFusion.exe
Software\Microsoft\Windows\CurrentVersion\Uninstall\Driver Fusion

CreateMutex

Local\RstrMgr3887CAB8-533F-4C85-B0DC-3E5639F8D511
Local\RstrMgr-3887CAB8-533F-4C85-B0DC-3E5639F8D511-Session0000
<NULL>
Local\MidiMapper_modLongMessage_RefCnt
__QTTaskMutex__
QTMLInitTermMutexb78
Local\Opera/Installer/UI_lock
RasPbFile
Global\saLogMutex
sample
Global\MiddleRush
Global/Rufus_CmdLine
Global/Rufus
{0BB25CA4-59F4-4cf4-B8D2-CD935D8520DB}
Local\ZonesCacheCounterMutex



Local\ZonesLockedCacheCounterMutex
Global\SearchWebKnow
{B9E73408-2416-4437-A927-18CB9267BD7D}
Global\SearchTooKnow
MyApp1.0
madExceptSettingsMtx$160
madToolsMsgHandlerMutex$39c$416d84
{8CD302A0-B6AA-486C-9667-19FAAF77AA0C}
SetupIntlMutex
Global\IIF-{65153EA5-8B6E-43b6-857B-C6E4FC25798A}
SpoolerMutex
pwp_mutex
crchromeinstaller
_ALUpdateMutex
ChineseHacker-2
{757B2EF0-9F70-4901-A3A7-DE0B4BEA9C26}
SetupLauncher
FlashGuardMutexObject
Uninstall
ipTIME_Upgrade_Notification_{90ED2D31-4A28-46ff-8548-E0716A846118}
t "ClamWinPortable"
ClamWinPortable
Global\InnovateDirect
.NET CLR Data_Perf_Library_Lock_PID_848
.NET CLR Networking_Perf_Library_Lock_PID_848
.NET Data Provider for Oracle_Perf_Library_Lock_PID_848
.NET Data Provider for SqlServer_Perf_Library_Lock_PID_848
.NETFramework_Perf_Library_Lock_PID_848
BITS_Perf_Library_Lock_PID_848
ESENT_Perf_Library_Lock_PID_848
Lsa_Perf_Library_Lock_PID_848
MSDTC_Perf_Library_Lock_PID_848
MSDTC Bridge 3.0.0.0_Perf_Library_Lock_PID_848
MSSCNTRS_Perf_Library_Lock_PID_848
uxJLpe1m
{DOMODC-AEE8350A-B49A-4753-AB4B-E55479A48351}
Global\AmInst__Runing_1
t "{0A9D831E-773D-4252-920A-7D814C420166}"
{0A9D831E-773D-4252-920A-7D814C420166}
t "{DE231F9B-44FF-4875-BD7B-E98F75653C1D}"
{DE231F9B-44FF-4875-BD7B-E98F75653C1D}
t 'EAAccessAirComponents::Installer'
EAAccessAirComponents::Installer
__CANON_DRIVER_INSTALLER__
FL17f1099da51499a48da00b7f0a0b1795318ab7fa025b798ed35e921078c1a374
__CANON_DRIVER_UNINSTALLER__
Global\IIF-{F0E3AD40-2BBD-4360-9C76-B9AC9A5886EA}
Nateia Quamebik
ECC3713C-08A4-40E3-95F1-7D0704F1CE5E
Global\9YCyVf9yWZCHScrviDp4h7qcDsyadIDb188CzA==
Global\McciLogger::Logger::Mutex::3.0
unwind_sjlj_use_fc_key
unwind_sjlj_once
unwind_sjlj_fc_key
zoom.us Installer Mutex 1.0.0.0
BrMfcStsWnd
1z2z3reas34534543233245x6
Global\IIF-
{A7332D94-E8FE-40B2-937F-8515FC0FF52F}
Global\{A7332D94-E8FE-40B2-937F-8515FC0FF52F}_Global
Local\SkypeSetupMutex
{042B0D65-EF5B-4E3F-ADFF-86C726E4F053}
TP-LINK-NIC-UTILITY
Global\GenerousDeal
Global\StudySearchWindow
Global\WdsSetupLogInit
Global\SetupLog
WdsPartialMessageMutex
Global\SearchKnow
Global\AvastBugReport-F44FD5F2-ED43-485f-8A66-041B81E21AC2
WinRAR_Busy
{302ECBF1-76BB-4321-BC3F-67A0708351E2}
ScreenPOP.exe
t "Global\myMutex_4game_installer"
G
ADC::DA743BFD81
DILLOCREATE
DILLOOEP



Piriform_CCleaner_PreventSecondInstance
Piriform_CCleaner_SystemTrayIconActive
_SHuassist.mtx
Global\PassandPlay
AutoDetectUtility
sample[1728]RegValuesLock
sample[1728]ExtMonitorLock
Tonec_Internet_Download_Manager_MTX
{DC46BC6E-A0F7-4756-912F-F8E55DDF7D4B}
EOSLauncherRunning
Global\Baidu_IS_Mini_Mutex
Global\Mutex_BIDUI18NGUID_conf.db
_TX~QQSetupEx~0503~A1C22B84-CE8D-437A-AA60-6D3ABCB18ACF
ScanToPC
nppInstance
.NET CLR Data_Perf_Library_Lock_PID_7e4
.NET CLR Networking_Perf_Library_Lock_PID_7e4
.NET Data Provider for Oracle_Perf_Library_Lock_PID_7e4
.NET Data Provider for SqlServer_Perf_Library_Lock_PID_7e4
.NETFramework_Perf_Library_Lock_PID_7e4
BITS_Perf_Library_Lock_PID_7e4
ESENT_Perf_Library_Lock_PID_7e4
Lsa_Perf_Library_Lock_PID_7e4
MSDTC_Perf_Library_Lock_PID_7e4
MSDTC Bridge 3.0.0.0_Perf_Library_Lock_PID_7e4
MSSCNTRS_Perf_Library_Lock_PID_7e4
PerfDisk_Perf_Library_Lock_PID_7e4
PerfNet_Perf_Library_Lock_PID_7e4
PerfOS_Perf_Library_Lock_PID_7e4
PerfProc_Perf_Library_Lock_PID_7e4
rdyboost_Perf_Library_Lock_PID_7e4
RemoteAccess_Perf_Library_Lock_PID_7e4
ServiceModelEndpoint 3.0.0.0_Perf_Library_Lock_PID_7e4
ServiceModelOperation 3.0.0.0_Perf_Library_Lock_PID_7e4
ServiceModelService 3.0.0.0_Perf_Library_Lock_PID_7e4
SMSvcHost 3.0.0.0_Perf_Library_Lock_PID_7e4
Spooler_Perf_Library_Lock_PID_7e4
TapiSrv_Perf_Library_Lock_PID_7e4
Tcpip_Perf_Library_Lock_PID_7e4
TermService_Perf_Library_Lock_PID_7e4
UGatherer_Perf_Library_Lock_PID_7e4
UGTHRSVC_Perf_Library_Lock_PID_7e4
usbhub_Perf_Library_Lock_PID_7e4
Windows Workflow Foundation 3.0.0.0_Perf_Library_Lock_PID_7e4
WmiApRpl_Perf_Library_Lock_PID_7e4
WSearchIdxPi_Perf_Library_Lock_PID_7e4
Global\LOADPERF_MUTEX
Global\9db73645-b7b5-47c4-beed-abae4174c791_xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx
BJ Raster Driver CD-ROM Master Setup
ControlCenter4_Launcher_Mutex
Global\LRIO-F4AA4975-8F8C-4B2D-9687-D1E250337B09

OpenMutex

DefaultTabtip-MainUI
Local\MSCTF.Asm.MutexDefault1
RasPbFile
Global\MiddleRush
Global\SearchWebKnow
Global\SearchTooKnow
MyApp1.0
_ALUpdateMutex
Global\CLR_CASOFF_MUTEX
Global\InnovateDirect
Global\9YCyVf9yWZCHScrviDp4h7qcDsyadIDb188CzA==
zoom.us Installer Mutex 1.0.0.0
Global\GenerousDeal
Global\StudySearchWindow
Global\SearchKnow
A08::DA743BFD81
Global\PassandPlay
{DC46BC6E-A0F7-4756-912F-F8E55DDF7D4B}
A00::DAA50A89A7
dotz_softwares__svg_explorer_extension



QueryFilePath

C:\Users\win7\AppData\Local\Temp\is-IUNCU.tmp\sample.tmp
C:\sample
C:\Windows\system32\RICHED20.DLL
C:\Users\win7\AppData\Local\Temp\dup2patcher.dll
C:\Windows\syswow64\MSCTF.dll
C:\Windows\syswow64\USER32.dll
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Windows\system32\RichEd20.DLL
C:\Windows\SYSTEM32\MSCOREE.DLL
C:\Windows\system32\dsound.dll
C:\Windows\WinSxS\x86_microsoft.vc90.crt_1fc8b3b9a1e18e3b_9.0.30729.4940_none_50916076bcb9a742\MSVCR90.dll
C:\Users\win7\AppData\Local\Temp\Opera Installer\sample
C:\Windows\syswow64\KERNELBASE.dll
C:\Windows\syswow64\kernel32.dll
C:\Windows\SysWOW64\ntdll.dll
C:\Windows\syswow64\msvcrt.dll
C:\DLL_Loader.exe
C:\Windows\WinSxS\x86_microsoft.vc80.crt_1fc8b3b9a1e18e3b_8.0.50727.4940_none_d08cc06a442b34fc\MSVCR80.dll
C:\Windows\SysWOW64\rundll32.exe
C:\Users\win7\AppData\Local\Temp\is-2P3IJ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-JTA5D.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\IXP000.TMP\BBSetup.exe
C:\Users\win7\AppData\Local\Tem
C:\Windows\System32\msxml3.dll
C:\Windows\syswow64\CRYPT32.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Windows\system32\Riched20.dll
C:\Windows\system32\Riched20.DLL
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp\Park.exe
C:\Windows\system32\propsys.dll
C:\Windows\SysWOW64\ieframe.dll
C:\Users\win7\AppData\Local\Temp\is-9C7IG.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\~13setup\source\RunSetup.exe
C:\Windows\system32\PROPSYS.dll
C:\Windows\system32\wtsapi32.dll
C:\Windows\system32\winspool.drv
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.18837_none_41e855142bd5705d\comctl32.dll
C:\Windows\system32\msimg32.dll
C:\Windows\system32\DNSAPI.dll
C:\Windows\system32\version.DLL
C:\CFVS_HookDll.dll
C:\Windows\system32\wsock32.dll
C:\Windows\syswow64\CRYPTBASE.dll
C:\Windows\syswow64\SspiCli.dll
C:\Windows\syswow64\api-ms-win-downlevel-advapi32-l1-1-0.dll
C:\Windows\syswow64\iertutil.dll
C:\Windows\syswow64\comdlg32.dll
C:\Windows\syswow64\urlmon.dll
C:\Windows\syswow64\api-ms-win-downlevel-user32-l1-1-0.dll
C:\Windows\syswow64\WININET.dll
C:\Windows\syswow64\NSI.dll
C:\Windows\syswow64\WS2_32.dll
C:\Windows\SysWOW64\sechost.dll
C:\Windows\syswow64\oleaut32.dll
C:\Windows\syswow64\api-ms-win-downlevel-version-l1-1-0.dll
C:\Windows\syswow64\ole32.DLL
C:\Windows\syswow64\ADVAPI32.dll
C:\Windows\system32\IMM32.DLL
C:\Windows\syswow64\api-ms-win-downlevel-shlwapi-l1-1-0.dll
C:\Windows\syswow64\RPCRT4.dll
C:\Windows\syswow64\normaliz.DLL
C:\Windows\syswow64\GDI32.dll
C:\Windows\syswow64\USP10.dll
C:\Windows\syswow64\LPK.dll
C:\Windows\syswow64\shlwapi.DLL
C:\Windows\syswow64\shell32.dll
C:\Windows\syswow64\USERENV.dll
C:\Windows\syswow64\api-ms-win-downlevel-ole32-l1-1-0.dll
C:\Windows\syswow64\profapi.dll
C:\Windows\syswow64\api-ms-win-downlevel-normaliz-l1-1-0.dll
C:\Windows\system32\uxtheme.dll
C:\Windows\system32\ODBC32.dll
C:\Windows\system32\MSVBVM60.DLL
C:\Windows\SysWOW64\msiexec.exe



C:\Users\win7\AppData\Local\Temp\is-S3ASE.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-0C5LM.tmp\sample.tmp
C:\Windows\system32\RICHED20.dll
C:\Windows\WinSxS\x86_microsoft.vc90.crt_1fc8b3b9a1e18e3b_9.0.30729.4940_none_50916076bcb9a742\msvcm90.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\Windows\system32\ACLUI.dll
C:\Users\win7\AppData\Local\Temp\is-CJGFD.tmp\sample.tmp
C:\Windows\system32\riched20.dll
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp\nsRandom_1.dll
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp\g\gtapi_signed.DLL
c:\Win\lsass.exe
C:\Windows\SysWOW64\explorer.exe
C:\Windows\system32\CRTDLL.dll
C:\Users\win7\AppData\Local\Temp\is-2MTIP.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-NOIOO.tmp\sample.tmp
C:\271de7b4-239a-4a58-82bb-6e43f7dde9e6.exe
C:\Users\win7\AppData\Local\Temp\is-9HUES.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-MCUAC.tmp\sample.tmp
C:\Windows\system32\odbcint.dll
C:\Windows\system32\MSIMG32.dll
C:\Windows\system32\WINMM.dll
C:\Windows\system32\MSVFW32.dll
C:\Windows\system32\wkscli.dll
C:\Windows\system32\srvcli.dll
C:\Windows\system32\netutils.dll
C:\Windows\system32\NETAPI32.dll
C:\Windows\system32\OLEACC.dll
C:\Windows\system32\OLEPRO32.DLL
C:\Windows\system32\oledlg.dll
C:\Windows\system32\WINSPOOL.DRV
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.7601.18837_none_41e855142bd5705d\COMCTL32.dll
C:\Windows\system32\WSOCK32.dll
C:\Windows\syswow64\OLEAUT32.dll
C:\Windows\syswow64\IMM32.dll
C:\Windows\syswow64\SHELL32.dll
C:\Windows\winhlp32.exe
C:\Windows\system32\ieframe.dll
C:\Windows\system32\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\is-0SL3A.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\{CEE53124-0D86-4EBA-9915-98CB1D873BA3}\.cr\sample
C:\Users\win7\AppData\Local\Temp\{DCA72F56-C4D3-479E-ABF4-1ADBD28AEE9C}\.ba\wixstdba.dll
C:\Users\win7\AppData\Local\Temp\GLC95A4.tmp
C:\Windows\system32\DSOUND.dll
C:\Windows\SysWOW64\schannel.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\GDIPLUS.DLL
C:\Users\win7\AppData\Local\Temp\is-QCP7V.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\b2p.dll
C:\Users\win7\AppData\Local\Temp\is-CKGD7.tmp\botva2.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\GDIPlus.DLL
C:\Windows\system32\RichEd20.dll
C:\Windows\system32\IEFRAME.dll
C:\Windows\system32\DUser.dll
C:\Users\win7\AppData\Local\Temp\is-1HO31.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\03425887.a
C:\Users\win7\AppData\Local\Temp\is-SDU2V.tmp\sample.tmp
C:\Windows\system32\Connect.dll
C:\Users\win7\AppData\Local\Temp\is-GH346.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-RQ8V6.tmp\botva2.dll
C:\Users\win7\AppData\Local\Temp\nstA83E.tmp\NSISExtInstallerTools.dll
C:\Users\win7\AppData\Local\Temp\is-GE2PD.tmp\sample.tmp
C:\Windows\system32\EhStorShell.dll
C:\Users\win7\AppData\Local\Temp\is-GOMN6.tmp\sample.tmp
C:\Windows\SysWOW64\taskkill.exe
C:\Windows\system32\STI.dll

DeleteFile

C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Bu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Cu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Du_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Eu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Fu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Gu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Hu_.exe



C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Iu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ju_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ku_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Lu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Mu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Nu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ou_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Pu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Qu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ru_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Su_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Tu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Uu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Vu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Wu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Xu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Yu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Zu_.exe
C:\Users\win7\AppData\Local\Temp\nsgED96.tmp
C:\Users\win7\AppData\Local\Temp\nsoF3D1.tmp
C:\Users\win7\AppData\Local\Temp\nsaE1F2.tmp
C:\Users\win7\AppData\Local\Temp\nsrE474.tmp
C:\Users\win7\AppData\Local\Temp\nse9EA0.tmp
C:\Users\win7\AppData\Local\Temp\nsz9F1E.tmp
C:\Users\win7\AppData\Local\Temp\nsz9F1E.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160326220636.log
C:\Users\win7\AppData\Local\Temp\Opera Installer\sample
C:\Users\win7\AppData\Local\Temp\nsdF36F.tmp
C:\Users\win7\AppData\Local\Temp\nsb2A69.tmp
C:\Users\win7\AppData\Local\Temp\_MSI5166._IS
C:\Users\win7\AppData\Local\Temp\~323.tmp
C:\Users\win7\AppData\Local\Temp\~334.tmp
C:\Users\win7\AppData\Local\Temp\~15C3.tmp
C:\Users\win7\AppData\Local\Temp\nsfD8F3.tmp
C:\Users\win7\AppData\Local\Temp\nsgD943.tmp
C:\Users\win7\AppData\Local\Temp\nsr7A43.tmp
C:\Users\win7\AppData\Local\Temp\nsw7A63.tmp
C:\Windows\system32\rufus.ini~
C:\Users\win7\AppData\Local\Temp\nskA640.tmp
Setup Log File.log
C:\Users\win7\AppData\Local\Temp\nso2330.tmp
C:\Users\win7\AppData\Local\Temp\nsr35B0.tmp
C:\Users\win7\AppData\Local\Temp\nsy67F8.tmp
C:\Users\win7\AppData\Local\Temp\nsb6E13.tmp
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp\Park.exe
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp\sample.exe
C:\Users\win7\AppData\Local\Temp\nsg6ED0.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsc7A8C.tmp
C:\Users\win7\AppData\Local\Temp\nsi404C.tmp
C:\Users\win7\AppData\Local\Temp\nsd407C.tmp
C:\Users\win7\AppData\Local\Temp\nsd407C.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsz7F01.tmp
C:\Users\win7\AppData\Local\Temp\nsf800C.tmp
C:\Users\win7\AppData\Local\Temp\nsf800C.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\ocrE74D.tmp
C:\Users\win7\AppData\Local\Temp\sample.madExcept\.
C:\Users\win7\AppData\Local\Temp\sample.madExcept\..
C:\Users\win7\AppData\Local\Temp\~TMDD4E.tmp
C:\Users\win7\AppData\Local\Temp\~TMDF91.tmp
C:\Users\win7\AppData\Local\Temp\7zSE164.tmp
C:\Users\win7\AppData\Local\Temp\3462.tmp
C:\Users\win7\AppData\Local\Temp\nso6F5C.tmp
C:\Users\win7\AppData\Local\Temp\nse6FBB.tmp
C:\Users\win7\AppData\Local\Temp\nse6FBB.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsgADAC.tmp
C:\Users\win7\AppData\Local\Temp\nsiBBFA.tmp
C:\Users\win7\AppData\Local\Temp\nsf6D3D.tmp
C:\Users\win7\AppData\Local\Temp\nsp6D7D.tmp
C:\Users\win7\AppData\Local\Temp\nsr2471.tmp
C:\gcapi_14591950152460.dll
C:\gtapi_14591950152460.dll
C:\gdapi_14591950152460.dll
C:\chrome_setup_14591950152460.exe
C:\gtoolbar_setup_14591950152460.exe
C:\gdrive_setup_14591950152460.exe
C:\vSkySol_14591950152460.exe
C:\Users\win7\AppData\Local\Temp\nsv81A1.tmp



C:\Users\win7\AppData\Local\Temp\nsy22F4.tmp
C:\Users\win7\AppData\Local\Temp\nsp243F.tmp
C:\Users\win7\AppData\Local\Temp\nseBC8.tmp
C:\Users\win7\AppData\Local\Temp\nsjC36.tmp
C:\Users\win7\AppData\Local\Temp\aut9F78.tmp
C:\Users\win7\AppData\Local\Temp\nsh64DB.tmp
C:\Users\win7\AppData\Local\Temp\nsx64ED.tmp
C:\Users\win7\AppData\Local\Temp\nsx64ED.tmp\System.dll
C:\Settings\FlylinkDC_log.sqlite-wal
C:\Settings\FlylinkDC_log.sqlite-journal
C:\Settings\FlylinkDC.sqlite-wal
C:\Settings\FlylinkDC.sqlite-journal
C:\Users\win7\AppData\Local\Temp\nst1601.tmp
C:\Users\win7\AppData\Local\Temp\nsu1873.tmp
C:\Users\win7\AppData\Local\Temp\nso358E.tmp
C:\Users\win7\AppData\Local\Temp\nst35FC.tmp
C:\Users\win7\AppData\Local\Temp\nsj365B.tmp
C:\Users\win7\AppData\Local\Temp\nsw1B8A.tmp
C:\Users\win7\AppData\Local\Temp\nsa3117.tmp
C:\Users\win7\AppData\Local\Temp\nsxBEB3.tmp
C:\Users\win7\AppData\Local\Temp\nspC443.tmp
C:\Users\win7\AppData\Local\Temp\nsk33FE.tmp
C:\Users\win7\AppData\Local\Temp\nsf34CB.tmp
C:\Users\win7\AppData\Local\Temp\nsbC92B.tmp
C:\Users\win7\AppData\Local\Temp\nsgC999.tmp
C:\Users\win7\AppData\Local\Temp\nsgC999.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nslD4C1.tmp
C:\Users\win7\AppData\Local\Temp\nswD6D6.tmp
C:\Windows\TEMP\IE98C3.tmp
C:\Users\win7\AppData\Local\Temp\nsx59D7.tmp
C:\Users\win7\AppData\Local\Temp\nsl78EB.tmp
C:\Users\win7\AppData\Local\Temp\nsr79A8.tmp
C:\Users\win7\AppData\Local\Temp\nsr79A8.tmp\System.dll
C:\temp.tmp
C:\Users\win7\AppData\Local\Temp\nsv936D.tmp
C:\Users\win7\AppData\Local\Temp\nsl937E.tmp
C:\Users\win7\AppData\Local\Temp\nsr69FD.tmp
C:\Users\win7\AppData\Local\Temp\nss6C22.tmp
C:\Windows\TEMP\IEC2FF.tmp
C:\Users\win7\AppData\Local\Temp\nsn6251.tmp
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\nsExec.dll
C:\Users\win7\AppData\Local\Temp\nsy6291.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nshEA39.tmp
C:\Users\win7\AppData\Local\Temp\_is32BF.tmp
C:\Users\win7\AppData\Local\Temp\_is32D0.tmp
C:\Users\win7\AppData\Local\Temp\_is3429.tmp
C:\Users\win7\AppData\Local\Temp\_is3487.tmp
C:\Users\win7\AppData\Local\Temp\_is34B7.tmp
C:\Users\win7\AppData\Local\Temp\_is34C8.tmp
C:\Users\win7\AppData\Local\Temp\_is34E8.tmp
C:\Users\win7\AppData\Local\Temp\_is3508.tmp
C:\Users\win7\AppData\Local\Temp\_is3529.tmp
C:\Users\win7\AppData\Local\Temp\_is3558.tmp
C:\Users\win7\AppData\Local\Temp\_is3634.tmp
C:\Users\win7\AppData\Local\Temp\_is3664.tmp
C:\Users\win7\AppData\Local\Temp\_is380B.tmp
C:\Users\win7\AppData\Local\Temp\_is3899.tmp
C:\Users\win7\AppData\Local\Temp\_is38A9.tmp
C:\Users\win7\AppData\Local\Temp\_is38C9.tmp
C:\Users\win7\AppData\Local\Temp\_is4BA8.tmp
C:\Users\win7\AppData\Local\Temp\~4B78.tmp
C:\Users\win7\AppData\Local\Temp\_is4C83.tmp
C:\Users\win7\AppData\Local\Temp\PDFCreator\Spool\BB8C.tmp
C:\Users\win7\AppData\Local\Temp\dca72f56-c4d3-479e-abf4-1adbd28aee9c.ini
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
install.log
C:\Users\win7\AppData\Local\Temp\nsd239.tmp
pbgame.new
C:\Users\win7\AppData\Local\Temp\GLB9A49.tmp
C:\Users\win7\AppData\Local\Temp\nsb18A7.tmp
C:\Users\win7\AppData\Local\Temp\nsu9A80.tmp
C:\Users\win7\AppData\Local\Temp\nsk9C66.tmp
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\PHRF4YAV\localhost\SSF2_V9B.sol
C:\Users\win7\AppData\Local\Temp\mvuBFB6.tmp
C:\Users\win7\AppData\Local\Temp\VSDF1EB.tmp



Precise Detectors Analysis Results

Advance Heuristics

Human Expert Analysis Results

Additional File Information

C:\Windows\winzip32.ini
C:\Users\win7\AppData\Local\Temp\nsw24EC.tmp
C:\Users\win7\AppData\Local\Temp\nsh25A5.tmp
C:\Users\win7\AppData\Local\Temp\nsh25A6.tmp
C:\Users\win7\AppData\Local\Temp\nsh25A6.tmp\CityHash.dll
C:\Users\win7\AppData\Local\Temp\nsh25A6.tmp\System.dll
C:\Users\win7\Documents\DonationCoder\DesktopCoral\\testing_configdir_writability.dat
C:\Users\win7\AppData\Local\Temp\nsl4F37.tmp
C:\Users\win7\AppData\Local\Temp\nsw50FE.tmp
C:\Users\win7\AppData\Local\Temp\_ir_sf_temp_0\irsetup.exe
C:\Users\win7\AppData\Local\Temp\_ir_sf_temp_0\lua5.1.dll
C:\Users\win7\AppData\Local\Temp\nsdD757.tmp
C:\Users\win7\AppData\Local\Temp\nsuE776.tmp
C:\Users\win7\AppData\Local\Temp\nsu9E40.tmp
C:\Users\win7\AppData\Local\Temp\nsjE349.tmp
C:\Users\win7\AppData\Local\Temp\nsoE405.tmp
C:\Users\win7\AppData\Local\Temp\nsh3D1D.tmp
C:\Users\win7\AppData\Local\Temp\pcf616E.tmp
C:\Users\win7\AppData\Local\Temp\nsoAAA6.tmp
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160401125107.log
C:\Users\win7\AppData\Local\Temp\nsjA763.tmp
C:\Users\win7\AppData\Local\Temp\nstA83E.tmp
C:\Users\win7\AppData\Local\Temp\nstA83E.tmp\NSISExtInstallerTools.dll
C:\Users\win7\AppData\Local\Temp\g2m9E7E.tmp
C:\Users\win7\AppData\Roaming\YSearcher\searcher
C:\Users\win7\AppData\Roaming\YSearcher\searcher_T
C:\Users\win7\AppData\Roaming\YSearcher\yandex.crx
C:\Users\win7\AppData\Roaming\YSearcher\yandex_preferences.json
C:\Users\win7\AppData\Roaming\YSearcher\brar.dll
C:\Users\win7\AppData\Local\Temp\nsy47FE.tmp
a.out
C:\Users\win7\AppData\Local\Temp\nsm8FA6.tmp
C:\Users\win7\AppData\Local\Temp\nsuA42A.tmp

No Detector Result Received

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2017-03-24 23:40:14 UTC

Analysis End Date:  2017-04-12 15:24:54 UTC

File Upload Date:  2017-03-24 21:35:59 UTC

Human Expert Analyst Feedback:  

Verdict:   PUA

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  

 PE Headers



PROPERTY VALUE

Compilation Time Stamp 0x51E30588 [Sun Jul 14 20:09:44 2013 UTC]

Entry Point 0x40324d (.text)

File Size 5777391

Machine Type Intel 386 or later - 32Bit

Legal Copyright Copyright ï¿½ Treexy 2013

File Version 2.9

Company Name Treexy

Product Name Driver Fusion

Product Version 2.9

File Description Driver Fusion Setup

Translation 0x0409 0x0000

Mime Type application/x-dosexec

Number Of Sections 5

Sha256 d61f9e2c9f2dc5dbb5e4c91c9463fd06803c6eeee3872b281d5714c61987677e

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

D:\\Driver Fusion v2.9.0.0 (64-bit)\\driverfusionsetup.exe 1

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x5bf6 0x5c00 6.479931 -

.rdata 0x7000 0x11ce 0x1200 5.235977 -

.data 0x9000 0x1afd8 0x400 4.928658 -

.ndata 0x24000 0x1e000 0x0 0.000000[SUSPICIOUS] -

.rsrc 0x42000 0xbf68 0xc000 6.540228 -
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