
Analysis Summary

Static Analysis

Dynamic Analysis

MALWARE
Valkyrie Final Verdict

File Name:   stealer.exe
File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
SHA1:   bea1bfaa0192020c9f12a720072b5cacac9fbd11
MD5:   604bf451df3e73c36ce073a0550d6673
First Seen Date:  2015-09-19 09:47:04 UTC
Number of Clients Seen:   5
Last Analysis Date:  2016-04-08 14:42:23 UTC
Human Expert Analysis Date:  2016-04-08 19:35:03 UTC
Human Expert Analysis Result:   Malware
Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-04-08 14:42:23 UTC Malware 

Static Analysis Overall Verdict 2016-04-08 14:42:23 UTC No Threat Found 

Dynamic Analysis Overall Verdict 2016-04-08 14:42:23 UTC Highly Suspicious 

Human Expert Analysis Overall Verdict 2016-04-08 19:35:03 UTC Malware 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Suspicious 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Clean 

Timestamp value suspicious Suspicious 

Header Checksum is zero! Suspicious 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Suspicious 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean 

TLS callback functions array detected Suspicious 

https://valkyrie.comodo.com:443




DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Creates a child process 

Writes to address space of another process 

Reads memory of another process 

Creates manual DNS entries 

Executes another application 

Opens a file in a system directory 

Has no visible windows 

Behavioral Information

CreateFile

C:\sample
C:\Users\win7\AppData\Local\Temp\is-AFQM3.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-AFQM3.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-AFQM3.tmp\_isetup\_shfoldr.dll
C:\Windows\Fonts\staticcache.dat
http://go.microsoft.com/fwlink/?linkid=182804
C:\Program Files\Internet Explorer\iexplore.exe
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\trl.txt
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\tvl.txt
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Fonts\segoeui.ttf
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Fonts\segoeuil.ttf
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Fonts\seguisb.ttf
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\APTAT.Application.exe.config
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\APTAT.Application.exe
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\APTAT.Bootstrapper.exe
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\cmdapt64.exe
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\cmdapt86.exe
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\APTAT.Core.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\FluentValidation.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Microsoft.ReportViewer.Common.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Microsoft.ReportViewer.DataVisualization.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Microsoft.ReportViewer.ProcessingObjectModel.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Microsoft.ReportViewer.WinForms.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Newtonsoft.Json.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\System.Windows.Interactivity.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Controls.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Controls.FixedDocumentViewers.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Controls.GridView.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Controls.Input.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Controls.Navigation.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Data.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Documents.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Documents.Fixed.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Themes.Windows8.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Telerik.Windows.Zip.dll
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\Valkyrie.WebApiProvider.dll
\??\C:\Windows\SysWOW64\ieframe.dll
C:\
C:\Users\win7\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
C:\Users\win7\AppData\Local\Microsoft\Windows\Caches\{AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000008.db
C:\Users\desktop.ini
C:\Users
C:\Users\win7
C:\Users\win7\AppData
C:\Users\win7\AppData\Local
C:\Users\win7\AppData\Local\Temp
C:\Users\win7\AppData\Local\Temp\7ZipSfx.000
C:\Users\win7\Searches\desktop.ini
C:\Users\win7\Videos\desktop.ini
C:\Users\win7\Contacts\desktop.ini



C:\Users\win7\Favorites\desktop.ini
C:\Users\win7\Downloads\desktop.ini
C:\Users\win7\Links\desktop.ini
C:\Users\win7\Saved Games\desktop.ini
\??\C:\Windows\System32\shdocvw.dll
1.217.399.0_TO_1.217.565.0_MPASDLTA.VDM._P
1.217.399.0_TO_1.217.565.0_MPAVDLTA.VDM._P
C:\Windows\system32\LogFiles\PunkBuster\pbsvc.log
C:\//conf//locale.conf
C:\lang\\ServerControl_.properties
wdmaud.drv
\??\C:\Windows\system32\EhStorShell.dll
\??\C:\Windows\system32\ntshrui.dll
\\.\PIPE\srvsvc
C:\Windows
C:\DesktopOK.ini
__tmp_rar_sfx_access_check_757656
babel.exe
Crypted.exe
C:\Windows\system32\Crypted.exe
C:\Windows\syswow64\kernel32.dll
C:\Windows\syswow64\KERNELBASE.dll
C:\Windows\SysWOW64\ntdll.dll
C:\Users\win7\AppData\Local\Temp\wrapped.sandboxed\cis_temp_a16e2.exe
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\counters.dat
\\.\Nsi
C:\Windows\system32\rsaenh.dll
C:\Users\win7\AppData\Local\Temp\wrapped.sandboxed\cis_temp_a5a54.exe
C:\\libxml2.dll
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\wixextba.dll
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\thm.xml
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\thm.wxl
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\Logo.png
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\LogoSide2.png
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.ba1\BootstrapperApplicationData.xml
C:\Users\win7\AppData\Local\Temp\MorphVOX_Pro_20160404201433.log
C:\Windows\WindowsUpdate.log
C:\Users\win7\AppData\Local\Temp\{4bfc0d50-0417-46a0-ab1e-475fb1a90916}\.be\setup.exe
C:\Users\win7\AppData\Local\Temp\VSD9634.tmp\install.log
C:\Users\win7\AppData\Local\Temp\lui8EE1.tmp\setup.exe
NUL
C:\sample.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\machine.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch
C:\Windows\assembly\NativeImages_v2.0.50727_32\index1c2.dat
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\57C8EDB95DF3F0AD4EE2DC2B8CFD4157
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\57C8EDB95DF3F0AD4EE2DC2B8CFD4157
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\140B4CDED8ED877CDC65B54BA965BD39
C:\Users\win7\AppData\Local\Temp\gentee00.tmp
C:\Users\win7\AppData\Local\Temp\gentee00\gentee.dll
C:\Users\win7\AppData\Local\Temp\gentee00\guig.dll
C:\Users\Public
C:\Users\win7\AppData\Roaming
C:\Users\win7\AppData\Roaming\Microsoft\desktop.ini
C:\Users\win7\AppData\Roaming\Microsoft
C:\Users\win7\AppData\Roaming\Microsoft\Windows
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Start Menu
C:\ProgramData
C:\ProgramData\Microsoft\desktop.ini
C:\ProgramData\Microsoft
C:\ProgramData\Microsoft\Windows
C:\ProgramData\Microsoft\Windows\Start Menu
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Start Menu\Programs
C:\ProgramData\Microsoft\Windows\Start Menu\Programs
C:\Windows\Fonts\desktop.ini
C:\Users\win7\AppData\Local\Temp\gentee00\setup_temp.gea
C:\Users\win7\AppData\Local\Temp\gentee00\Default.bmp
C:\Windows\SysWOW64\ieframe.dll
C:\FN.xml
C:\Download\Free Video Converter.exe
C:\ProgramData\IObit\ASCDownloader\Downloader.log
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\H0G27RVV\thumbnail-100x100[1].png
C:\Download\Free Video Converter.png.dat



C:\Download\Free Video Converter.png
C:\Download\Free Video Converter.jpg
\\.\{CFE68B1E-656A-488B-8077-738CA67BA3A5}
\\.\pipe\GoogleCrashServices\S-1-5-21-3979321414-2393373014-2172761192-1000
C:\ProgramData\d8986107-dff3-4565-a17b-637d7c3968d3\temp
\\.\pipe\OperaCrashReporter2480
C:\installer_prefs.json
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160404230406.log
\\.\C:
\\.\D:
C:\Users\win7\AppData\Local\Temp\Opera Installer\installer.lck
http://www.opera.com/download/get/?partner=www&opsys=Windows
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\EDC238BFF48A31D55A97E1E93892934B_C20E0DA2D0F89FE526E1490F4A2EE5AB
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\EDC238BFF48A31D55A97E1E93892934B_A7467B47637944C1E4B4025C763E391F
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\0270780F846F08BEFE0DD8112D932FEF
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\EDC238BFF48A31D55A97E1E93892934B_C20E0DA2D0F89FE526E1490F4A2EE5AB
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E4F76C0C82655FD6506668127FA0ACD1_F6AB1C86FB0C74897AC7F2CB403CFB96
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E4F76C0C82655FD6506668127FA0ACD1_CDD1BCAFC964EE6D17D60D9802FE2583
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\2D0EAFE99DD0474CD3DF1720DC4B3759
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\C911EABD82D65947049C32F9037AA0E0
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E4F76C0C82655FD6506668127FA0ACD1_F6AB1C86FB0C74897AC7F2CB403CFB96
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160404230405.exe
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\H0G27RVV\Opera_36.0.2130.59_Setup[1].exe
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\8890A77645B73478F5B1DED18ACBF795_C090A8C88B266C6FF99A97210E92B44D
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\8890A77645B73478F5B1DED18ACBF795_3F584A3392BB586FC541F0F81FC9D443
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\2659C1A560AB92C9C29D4B2B25815AE8
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\8890A77645B73478F5B1DED18ACBF795_C090A8C88B266C6FF99A97210E92B44D
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\DA3B6E45325D5FFF28CF6BAD6065C907_EDB66B901A72087123FA294684FE200A
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\DA3B6E45325D5FFF28CF6BAD6065C907_82ECB2AA2A64A56FD6DF03971CF2DA6B
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\782AC1F7D5B160B0F71F6F92B0912799
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\6E47DC54834F661FE77B461D2DF73D9D
CONIN$
1.217.500.0_TO_1.217.576.0_MPASDLTA.VDM._P
1.217.500.0_TO_1.217.576.0_MPAVDLTA.VDM._P
C:\Users\win7\AppData\Local\Temp\\PDApp.log
1.217.523.0_TO_1.217.576.0_MPASDLTA.VDM._P
1.217.523.0_TO_1.217.576.0_MPAVDLTA.VDM._P
C:\ProgramData\78a595fd-df95-40de-93ec-d80a00f25811\temp
C:\Users\win7\AppData\Local\Temp\GLK3967.tmp
C:\Users\win7\AppData\Local\Temp\~GLH0000.TMP
C:\Users\win7\AppData\Local\Temp\GLF3DC~1.EXE
\\?\C:\Windows\system32\Macromed\Flash\ss.sgn
\\?\C:\Windows\system32\Macromed\Flash\ss.cfg
\\?\C:\Windows\system32\Macromed\Flash\mms.cfg
\\?\C:\Windows\system32\mms.cfg
\\?\C:\Windows\system32\Macromed\Flash\oem.cfg
\\?\C:\Windows\system32\oem.cfg
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache\HZ5CA82N
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player
\\?\C:\Users\win7\AppData\Roaming\Macromedia
\\?\C:\Users\win7\AppData\Roaming
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\localhost\sample\Ram.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\localhost\sample\Ram.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\macromedia.com\support\flashplayer\sys\#local\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\#local\settings.sxx
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\macromedia.com\support\flashplayer\sys\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\settings.sol
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\macromedia.com\support\flashplayer\sys\settings.sxx
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\localhost\sample
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\localhost
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\ANNE248V\localhost\sample\Ram.sxx
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\options.ini
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\shortcuts.ini
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\components.ini
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\summary.ini
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\ioSpecial.ini



C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nsn3B7E.tmp\InstallOptions.dll
C:\Windows\system32\wbem\XSL-Mappings.xml
C:\Windows\system32\wbem\textvaluelist.xsl
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\ButtonEvent.dll
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\nsDialogs.dll
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nssB12F.tmp\nsExec.dll
C:\Users\win7\AppData\Local\Temp\nsw913F.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\CACE_Banner.htm
C:\Users\win7\AppData\Local\Temp\CACE_Logo.gif
C:\Users\win7\AppData\Local\Temp\NetSol.jpg
C:\Users\win7\AppData\Local\Temp\nsw913F.tmp\ioSpecial.ini
C:\Users\win7\AppData\Local\Temp\nsw913F.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsw913F.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nsw913F.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\aiw751453.bmp
C:\Users\win7\AppData\Local\Temp\aaiw751454.bmp
C:\Users\win7\AppData\Local\Temp\aaiw751455.bmp
C:\Users\win7\AppData\Local\Temp\aaiw751456.bmp
C:\Windows\Cat Karat Packet Builder Uninstaller.exe
C:\Users\win7\AppData\Roaming\MICROS~1\Windows\STARTM~1\Programs\Cat Karat Packet Builder\Cat Karat Packet Builder Uninstaller.lnk
C:\Users\win7\Desktop\Karat.lnk
C:\Users\win7\AppData\Roaming\MICROS~1\Windows\STARTM~1\Programs\Cat Karat Packet Builder\Karat.lnk
C:\Users\win7\AppData\Roaming\MICROS~1\Windows\STARTM~1\Programs\Cat Karat Packet Builder\scr.txt.lnk
C:\Users\win7\AppData\Roaming\MICROS~1\Windows\STARTM~1\Programs\Cat Karat Packet Builder\License Agreement.doc.lnk
C:\Users\win7\AppData\Local\Temp\aaiw751457.bmp
1.217.515.0_TO_1.217.599.0_MPASDLTA.VDM._P
1.217.515.0_TO_1.217.599.0_MPAVDLTA.VDM._P
C:\Users\win7\AppData\Local\Temp\wbxtra_04052016_005917.wbt
C:\Users\win7\AppData\Local\Temp\\Fonts\Roboto_Light.ttf
C:\Users\win7\AppData\Local\Temp\\Fonts\Roboto_Regular.ttf
C:\Users\win7\AppData\Local\Temp\\Fonts\Roboto_Thin.ttf
C:\ProgramData\IObit\ASCDownloader\ASCInstaller_Downloader.log
C:\Users\win7\AppData\Local\Temp\_MSI5166._IS
C:\Setup.INI
C:\0x0000.ini
MPASDLTA.VDM
MPAVDLTA.VDM
C:\Users\win7\AppData\Local\Temp\fraps\setup.exe
C:\Users\win7\AppData\Local\Temp\nsh1B64.tmp
C:\Users\win7\AppData\Local\Temp\beepa.bmp
C:\Users\win7\AppData\Local\Temp\nsx1B75.tmp\AdvSplash.dll
C:\Users\win7\AppData\Local\Temp\beepa.wav.WAV
C:\Users\win7\AppData\Local\Temp\nsx1B75.tmp\StartMenu.dll
CONOUT$
C:\Windows\system32\wbem\wbemdisp.TLB
C:\Windows\SysWOW64\stdole2.tlb
\\.\PhysicalDrive0
C:\Users\win7\Downloads
C:\Users\win7\Desktop
C:\Users\Public\Desktop
C:\Users\win7\Links
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Libraries
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Libraries\Music.library-ms
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Libraries\Videos.library-ms
C:\Users\Public\Videos\desktop.ini
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Libraries\Documents.library-ms
\??\C:\Windows\system32\NetworkExplorer.dll
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Libraries\Pictures.library-ms
\\.\PIPE\samr
C:\Users\win7\Links\Desktop.lnk
C:\Users\win7\Links\Downloads.lnk
C:\Users\win7\Links\RecentPlaces.lnk
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Recent\desktop.ini
\\.\VBoxGuest
\\.\VBoxMiniRdrDN
\\.\PIPE\wkssvc
\\.\PIPE\DAV RPC SERVICE
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Network Shortcuts\desktop.ini
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Network Shortcuts
C:\\.install4j\pref_jre.cfg
C:\\.install4j\inst_jre.cfg
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\7D266D9E1E69FA1EEFB9699B009B34C8_0A9BFDD75B598C2110CBF610C078E6E6
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\7D266D9E1E69FA1EEFB9699B009B34C8_0A9BFDD75B598C2110CBF610C078E6E6



C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\7D266D9E1E69FA1EEFB9699B009B34C8_E9915110418DBDEA47BB3BFCDB24CFF1
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\8DFDF057024880D7A081AFBF6D26B92F
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C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\0Q58CC5A\domaincids[1].js
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\89Q863BS\web_referer[1].js
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\H0G27RVV\refer[1].js
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Cookies\98R98IOZ.txt
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\0Q58CC5A\jquery[1].js
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\0Q58CC5A\cs[1].gif
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\89Q863BS\check[1].png
C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\H0G27RVV\action[1].js
C:\Users\win7\AppData\Local\Temp\is-0AC83.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-S7GN3.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-S7GN3.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-S7GN3.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-S7GN3.tmp\_isetup\_iscrypt.dll
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\dtsetup.ini
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\DTProX64Hlp.exe
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\ioSpecial.ini
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\setuphlp.dll
C:\Users\win7\AppData\Local\Temp\SPTDinst.exe
C:\Users\win7\AppData\Local\Temp\nst1417.tmp\System.dll
C:\ProgramData\ClassicShellSetup64_4_1_0.msi
1.217.680.0_TO_1.217.869.0_MPASDLTA.VDM._P
1.217.680.0_TO_1.217.869.0_MPAVDLTA.VDM._P
C:\Windows\DPINST.LOG
C:\Users\win7\AppData\Local\Temp\is-QQL3U.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\Setup Log 2016-04-07 #001.txt
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\_isetup\_iscrypt.dll
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\ffSpkCfg.dll
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\WinCPUID.dll
C:\Users\win7\AppData\Local\Temp\is-5U1MP.tmp\psvince.dll
C:\Users\win7\AppData\Local\Temp\{419280CA-C520-425D-AC0A-E5BC4EFBF810}\fpb.tmp
C:\Users\win7\AppData\Local\Temp\{751F51AF-F47E-49A8-B05E-0D0463F62F92}\fpb.tmp
C:\Windows\SysWOW64\Macromed\Flash\mms.cfg
C:\Windows\SysWOW64\mms.cfg
.\images\background.jpg
C:\Windows\Temp\EZInst.log
C:\properties.ini
C:\ProgramData\1a0254e4-d458-47fa-82a0-6940ee729f6c\temp
C:\Users\win7\AppData\Local\Temp\7zS2D17\DPInst.xml
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpxpg400.cat
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpxpg400.inf
C:\Users\win7\AppData\Local\Temp\7zS2D17\dpinst32.exe
C:\Users\win7\AppData\Local\Temp\7zS2D17\dpinst64.exe
C:\Users\win7\AppData\Local\Temp\7zS2D17\DPInstLaunch.exe
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpG400co.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\x64\hpG400co.dll



C:\Users\win7\AppData\Local\Temp\7zS2D17\hpgtg400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\x64\hpgtg400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpscg400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\x64\hpscg400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpstG400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpxpG400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\x64\hpxpG400.dll
C:\Users\win7\AppData\Local\Temp\7zS2D17\hpusbscn.sys
C:\Users\win7\AppData\Local\Temp\is-OB16F.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-OB16F.tmp\_isetup\_shfoldr.dll
1.217.686.0_TO_1.217.882.0_MPASDLTA.VDM._P
1.217.686.0_TO_1.217.882.0_MPAVDLTA.VDM._P
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\registry.dll
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\TorchInstaller.dll
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Uninstall.exe
C:\Users\win7\AppData\Local\Torch\log.log
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner0.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner1.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner2.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner3.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner4.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\Banner5.jpg
C:\Users\win7\AppData\Local\Temp\nsyEF9B.tmp\nsDialogs.dll
C:\Users\win7\AppData\Local\Temp\RarSFX0\OpaTool.bat
OpaTool.bat
Certificates\ACER-NEW.xrm-ms
Certificates\ACER.xrm-ms
Certificates\ALIENWARE.xrm-ms
Certificates\ASUS-NEW.xrm-ms
Certificates\ASUS.xrm-ms
Certificates\BENQ.xrm-ms
Certificates\DELL.xrm-ms
Certificates\DSGLTD.xrm-ms
Certificates\FOUNDER.xrm-ms
Certificates\FUJITSU-FSC-NEW.xrm-ms
Certificates\FUJITSU-FSC.xrm-ms
Certificates\FUJITSU.xrm-ms
Certificates\GATEWAY-EMACHINE.xrm-ms
Certificates\GIGABYTE.xrm-ms
Certificates\HAIER.xrm-ms
Certificates\HASEE.xrm-ms
Certificates\HEDY.xrm-ms
Certificates\HP-COMPAQ.xrm-ms
Certificates\IBM-LENOVO.xrm-ms
Certificates\LG.xrm-ms
Certificates\MEDION.xrm-ms
Certificates\MSI.xrm-ms
Certificates\NEC.xrm-ms
Certificates\PACBEL.xrm-ms
Certificates\SAMSUNG.xrm-ms
Certificates\SHARP.xrm-ms
Certificates\SONY-NEW.xrm-ms
Certificates\SONY.xrm-ms
Certificates\TCL.xrm-ms
Certificates\TOSHIBA-TOSCPL.xrm-ms
Certificates\TOSHIBA-TOSINV.xrm-ms
Certificates\TOSHIBA-TOSQCI.xrm-ms
Certificates\TOSHIBA.xrm-ms
Certificates\TSINGHUA-TONGFANG.xrm-ms
Certificates
C:\Users\win7\AppData\Roaming\AntDM\exclude_addrs.txt
exclude_addrs_def.txt
C:\Users\win7\AppData\Roaming\AntDM\exclude_addrs_cnds.txt
C:\Users\win7\AppData\Local\Temp\is-T9AG3.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\Setup Log 2016-04-08 #001.txt
C:\Users\win7\AppData\Local\Temp\is-PU2NA.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-PU2NA.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-PU2NA.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\HFI72A.tmp.html
C:\Users\win7\AppData\Local\Temp\HFI72C.tmp.txt
C:\Users\win7\AppData\Local\Temp\nswB5D9.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-HJABC.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-HJABC.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-ABT1U.tmp\_isetup\_setup64.tmp



C:\Users\win7\AppData\Local\Temp\is-ABT1U.tmp\_isetup\_shfoldr.dll
C:\Windows\system32\sppcomapi.dll
C:\Windows\System32\slui.exe
https://www.mql5.com/?utm_campaign=WebInstaller&utm_medium=special&utm_source=installer
\\.\pipe\OperaCrashReporter748
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160408101521.log
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160408101520.exe
C:\48bbb65d7533d851a4\secondaryinstaller.exe.config
C:\48bbb65d7533d851a4\secondaryinstaller.exe
C:\Users\win7\AppData\Local\Temp\7zSDF8D.tmp\setup-stub.exe
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\UAC.dll
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\bgintro.bmp
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\appname.bmp
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\clock.bmp
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\particles.bmp
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\pencil.bmp
C:\Users\win7\AppData\Local\Temp\nsxE162.tmp\nsDialogs.dll
1.217.882.0_TO_1.217.915.0_MPASDLTA.VDM._P
1.217.882.0_TO_1.217.915.0_MPAVDLTA.VDM._P
C:\Users\win7\AppData\Local\Temp\nsr8B04.tmp
C:\Users\win7\AppData\Local\Temp\nsg8B14.tmp\registry.dll
C:\Users\win7\AppData\Local\Temp\nsg8B14.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsoB0CD.tmp
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\ComodoDragon\RBSkin.skf
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\NSIS_SkinCrafter_Plugin.dll
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\SkinNsis.skf
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\SkinCrafter.dll
C:\Windows\system32\gdiplus.dll
C:\Windows\system32\msvcr71.dll
C:\Windows\system32\mfc71.dll
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\SecureDNSPlugin.dll
C:\Users\win7\AppData\Local\Temp\ComodoDragon\DragonPlugin.dll
C:\Users\win7\AppData\Local\Temp\ComodoLogsFolder\sample.log
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\ComodoDragon\bottom.bmp
C:\Users\win7\AppData\Local\Temp\ComodoDragon\content.bmp
C:\Users\win7\AppData\Local\Temp\ComodoDragon\license.bmp
C:\Users\win7\AppData\Local\Temp\ComodoDragon\browse.ini
C:\Users\win7\AppData\Local\Temp\ComodoDragon\dir.bmp
C:\Users\win7\AppData\Local\Temp\nsdB0DD.tmp\InstallOptions.dll
C:\Windows\system32\Macromed\Flash\mms.cfg
\??\C:\Users\win7\AppData\Local\Temp\acro_rd_dir
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IMJP12
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IME12
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IMJP8_1
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IMJP9_0
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IMJP?_?
\??\C:\Users\win7\AppData\LocalLow\Microsoft
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IME??
\??\C:\Users\win7\AppData\LocalLow\Microsoft\IMJP??
\??\C:\Users\win7\AppData\Roaming\Microsoft\Speech
\??\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache
\??\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AFCache
\??\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\Icon Cache
\??\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\APSPrivateData2
\??\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\NativeCache
\??\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player
\??\C:\Users\win7\AppData\Local\Macromedia\Flash Player
\??\C:\Users\win7\AppData\Roaming\Justsystem
\??\C:\Users\win7\AppData\Roaming
C:\Users\win7\AppData\Local\Temp\SafeReg.ini.log
C:\Users\win7\AppData\Local\Temp\is-MGELV.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-MGELV.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-MGELV.tmp\_isetup\_isdecmp.dll
C:\Users\win7\AppData\Local\Temp\is-MGELV.tmp\isskin.dll
C:\Windows\bcdedit.exe
C:\Windows\Synaptics.log
C:\Users\win7\AppData\Local\Temp\nsd9BA8.tmp\System.dll
C:\Windows\System32\desktop.ini
\\localhost\C$\Windows\System32
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Debut Video Capture Software.lnk
C:\Users\Public\Desktop\Debut Video Capture Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\Video File Format Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\Video Capture Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\Video Streaming Server.lnk



C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\Video Tape to DVD Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\Slideshow Creator Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Video Related Programs\VideoPad Video Editor.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Classic FTP Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Video Capture Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Doxillion Document Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Express Dictate Recorder.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Accounting Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Invoicing Software.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Express Rip CD Ripper.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Express Talk Softphone.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Golden Records LP Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\MixPad MultiTrack Mixer.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Graphics File Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Prism Video File Format Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\RecordPad Sound Recorder.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\SoundTap Streaming Recorder.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\Switch Sound File Converter.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\WavePad Sound Editor.lnk
C:\ProgramData\Microsoft\Windows\Start Menu\Programs\NCH Software Suite\VideoPad Video Editor.lnk
C:\Users\win7\Favorites\NCH Software Download Site.lnk
C:\Users\win7\AppData\Local\Temp\is-PO0NI.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-J5PDV.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-J5PDV.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-J5PDV.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\~TMAD5B.tmp
C:\Users\win7\AppData\Local\Temp\~TMAFFC.tmp
C:\Users\win7\AppData\Local\Temp\mdmD5E6.tmp
\\?\hid#vid_80ee&pid_0021#6&e993e07&0&0000#{4d1e55b2-f16f-11cf-88cb-001111000030}
\\?\C:\Users\win7\AppData\Roaming\Adobe\Flash Player\AssetCache\WVW9FBZN
\\?\C:\Users\win7\.telemetry.cfg
\\?\C:\Users\win7\telemetry.cfg
C:\Users\win7\AppData\Local\Temp\FAPD79D.tmp
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\G6FJ6N5A
\\?\C:\Users\win7\AppData\Roaming\Macromedia\Flash Player\#SharedObjects\G6FJ6N5A\macromedia.com\support\flashplayer\sys\settings.sol
C:\Users\win7\AppData\Local\Temp\MDSD7CD.tmp
C:\Users\win7\AppData\Local\Temp\is-ABJK3.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-ABJK3.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsq6451.tmp
C:\Windows\System32\Drivers\etc\hosts
C:\Users\win7\AppData\Roaming\1F866980-42E9-295E-F965-A482A2715E84\{12bb73b5-eaa8-9f96-b663-805edb785006}.xpi

CreateProcess

"C:\Program Files\Internet Explorer\iexplore.exe" http://go.microsoft.com/fwlink/?linkid=182804
"C:\Users\win7\AppData\Local\Temp\7ZipSfx.000\APTAT.Bootstrapper.exe"
MpSigStub.exe /program "C:\sample"
"C:\Users\win7\AppData\Local\Temp\lui8EE1.tmp\setup.exe"
"C:\Users\win7\AppData\Local\Temp\Opera Installer\sample" --version
"C:\Program Files\Internet Explorer\iexplore.exe" http://www.opera.com/download/get/?partner=www&opsys=Windows
C:\Windows\system32\cmd.exe /c pause
MotoCast.exe
"C:\Windows\system32\cmd.exe" /C wmic computersystem get model /format:list
setup.exe
"C:\sample"
"C:\soffice.exe" --quickstart
C:\Users\win7\AppData\Local\Temp\SETUP_19714\Engine.exe /TH_ID=_2160 /OriginExe="C:\sample"
/s "C:\Windows\Downloaded Program Files\npenkIEInstall5x64.dll"
regsvr32.exe /s "C:\Windows\Downloaded Program Files\npenkIEInstall5x64.dll"
"C:\Users\win7\AppData\Local\Temp\GLJ17F8.tmp" C:\Windows\System32\ChSuite.ocx
"C:\Program Files\Common Files\logishrd\DriverStore\LDPInst.exe" /L /U
App/vidalia.exe --datadir .\Data\Vidalia\
"C:\Program Files\Internet Explorer\iexplore.exe" http://windjview.sourceforge.net/
"MOM"
"Setup.exe"
"C:\Windows\system32\regsvr32.exe" corpol.dll /s
"C:\Windows\system32\regsvr32.exe" crswpp.dll /s
"C:\Windows\system32\regsvr32.exe" cryptdlg.dll /s
"C:\Windows\system32\regsvr32.exe" cryptext.dll /s
"C:\Windows\system32\regsvr32.exe" csseqchk.dll /s
"C:\Windows\system32\regsvr32.exe" danim.dll /s
"C:\Windows\system32\regsvr32.exe" datime.dll /s
"C:\Windows\system32\regsvr32.exe" daxctle.ocx /s
"C:\Windows\system32\regsvr32.exe" dispex.dll /s
"C:\Windows\system32\regsvr32.exe" dssenh.dll /s



"C:\Windows\system32\regsvr32.exe" dxmasf.dll /s
"C:\Windows\system32\regsvr32.exe" dxtmsft.dll /s
"C:\Windows\system32\regsvr32.exe" dxtrans.dll /s
"C:\Windows\system32\regsvr32.exe" Es.dll /s
"C:\Windows\system32\regsvr32.exe" fpwpp.dll /s
"C:\Windows\system32\regsvr32.exe" ftpwpp.dll /s
"C:\Windows\system32\regsvr32.exe" gpkcsp.dll /s
"C:\Windows\system32\regsvr32.exe" hhctrl.ocx /s
"C:\Windows\system32\regsvr32.exe" hlink.dll /s
"C:\Windows\system32\regsvr32.exe" icmfilter.dll /s
"C:\Windows\system32\regsvr32.exe" iedkcs32.dll /s
"C:\Windows\system32\regsvr32.exe" iepeers.dll /s
"C:\Windows\system32\regsvr32.exe" xenroll.dll /s
"C:\Windows\system32\regsvr32.exe" ils.dll /s
C:\hndclient.exe
"C:\Program Files\UltraDefrag\lua5.1a_gui.exe" "C:\Program Files\UltraDefrag\scripts\upgrade-options.lua" "C:\Program Files\UltraDefrag"
"C:\Program Files\UltraDefrag\ultradefrag.exe" --setup
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{5728603A-3FCB-4E6C-9E10-CC28D551EDDC}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{A54BEB11-7580-47D3-A88E-FDA33F6D1B38}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{0F488853-BB39-4F34-99DA-97A6C7C7F3EF}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{A409DC24-7574-4AB0-BF83-45CDB0DB1C48}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{5ADC58D4-9F48-4405-855C-92689F2C0D4B}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{AB138E76-8C41-4221-83F6-DFB12CD36481}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{4534286E-A18A-4048-8418-1C704F6AD0A8}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{43D76218-2C5B-4FC4-B838-0706FA167285}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{65F089CA-545C-4827-92F6-C22CA8B24A93}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{9DD74F05-BB6D-4F10-B807-70B6CA1D16E4}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{DC3C51F1-7A22-4523-BEA6-9F6A04CC56C1}
C:\Users\win7\AppData\Local\Temp\{D7840700-AB5E-44A0-8E3F-E9C3DC215D62}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{D116A2E3-1FB9-43C3-92FE-A7199DE99823}
timeout 3
cmd.exe /C timeout 3 > Nul & Del "C:\sample"
MSIEXEC.EXE /i "C:\Users\win7\AppData\Local\Temp\{39439C73-7F64-4AEF-93C1-CCA89078D9E9}\iobitappsToolbar.msi"
TRANSFORMS="C:\Users\win7\AppData\Local\Temp\{39439C73-7F64-4AEF-93C1-CCA89078D9E9}\1033.MST" SETUPEXEDIR="C:"
SETUPEXENAME="sample"
C:\install\InstallGui.exe
"C:\Program Files\Internet Explorer\iexplore.exe" http://www.eveofjustice.com/files/WL2.2.2-link.zip
attrib +H C:\minecraft\.mc.exe
C:\\minecraft\.mc.exe --workDir .
C:\\minecraft\.mc.exe --workDir . --workDir .
C:\\minecraft\.mc.exe --workDir . --workDir . --workDir .
C:\\minecraft\.mc.exe --workDir . --workDir . --workDir . --workDir .
"C:\Users\win7\AppData\Local\Temp\nss331B.tmp\download.exe" /INI=C:\Users\win7\AppData\Local\Temp\nss331B.tmp\config.ini
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{A54BEB11-8438-47D3-825C-CEB1979D1B38}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{0F488853-8519-4F34-B308-A4B4E7F9F3EF}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{A409DC24-4B54-4AB0-9551-76DF90E51C48}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{AB138E76-B051-4221-A924-ECA31CEF6481}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{3EE1097E-99C7-4E6E-A3D0-2C16E319E86C}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{CEE6A59E-E409-40E7-9F19-C25652F4729D}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{43D76218-DCF3-4FC4-92EA-341462E67285}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{65F089CA-6A7C-4827-B824-F13E88804A93}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{9DD74F05-854D-4F10-92D5-43A4EA2F16E4}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{DC3C51F1-4402-4523-9474-AC7824FE56C1}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{D116A2E3-2389-43C3-B82C-940BADD59823}
C:\Users\win7\AppData\Local\Temp\{DBEA6ADC-3E7D-4157-A2D5-4A7366E9A8C8}\ISBEW64.exe {EFB7539B-24F3-46B6-AF6E-3B021B51EFEF}:
{E0B52307-E7B2-4174-ACA1-5A448DB3CC39}
C:\..\
C:\Users\win7\AppData\Local\Temp\psiphon-tunnel-core.exe --config "C:\Users\win7\AppData\Roaming\Psiphon3\psiphon.config" --serverList
"C:\Users\win7\AppData\Roaming\Psiphon3\server_list.dat"
"C:\Users\win7\AppData\Local\Temp\VSDD4DE.tmp\dotnetfx\dotnetchk.exe"



Precise Detectors Analysis Results

Advance Heuristics

Human Expert Analysis Results

Additional File Information

"C:\Users\win7\AppData\Local\Temp\nso8B06.tmp\install_flash_player_plugin.exe"
cmd /k taskkill /IM "sample" /f
C:\\CFVS_Injector.exe
cmd /c Install.exe
cmd /c install.bat
"C:\Program Files\Internet Explorer\iexplore.exe" http://java.com/download
"C:\Users\win7\AppData\Local\Temp\NXPProximityInstaller\binutils\x64\CertMgr.exe" -add
"C:\Users\win7\AppData\Local\Temp\NXPProximityInstaller\driver\x64\NxpNfpProvider.cer" -c -s -r localMachine TrustedPublisher
"C:\IntegrityCheck.exe"
"C:\Users\win7\AppData\Local\Temp\setup.exe"
C:\Windows\splwow64.exe 12288
"C:\Windows\system32\regsvr32.exe" /s "C:\Windows\Downloaded Program Files\JuniperSetupClient64.ocx"
"C:\Users\win7\AppData\Roaming\Juniper Networks\Setup Client\JuniperSetupClientOCX64.exe"
"C:\Users\win7\AppData\Local\Temp\is-R4JTE.tmp\CNCBGuardReg.exe" /VERYSILENT /norestart
"C:\Users\win7\AppData\Local\Temp\pft7A9B.tmp\LocalInstall.exe"
"C:\sample" /_ShowProgress
"c:\sample"war3.exe"
C:\Users\win7\AppData\Roaming\MusaLLaT.exe
C:\Users\win7\AppData\Local\Temp\IXP000.TMP\Install.exe
C:\\BattleFleetGothic\Binaries\Win64\BattleFleetGothic-Win64-Shipping.exe
"C:\Users\win7\AppData\Local\Temp\SPTDinst.exe" add /q
Please enter LauncherInstallExecutable in ini
C:\EasyInst64.exe EZU
.\DPInstLaunch.exe HPG4000
MODE CON COLS=75 LINES=17
"C:\Users\win7\AppData\Local\Temp\RarSFX0\OpaTool.bat"
"C:\Program Files\Internet Explorer\iexplore.exe" https://www.mql5.com/?utm_campaign=WebInstaller&utm_medium=special&utm_source=installer
"C:\sample" --channel=2084.0023F414.2025234015 --type=renderer
tear
"C:\Users\win7\AppData\Roaming\Genieo\Application\Partner\uninstall\genuninstallui.exe"
taskkill /F /IM "firefox.exe"

No Detector Result Received

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2016-04-08 14:44:32 UTC

Analysis End Date:  2016-04-08 19:35:03 UTC

File Upload Date:  2016-04-08 14:42:23 UTC

Human Expert Analyst Feedback:  

Verdict:   Malware

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  

 PE Headers



PROPERTY VALUE

Compilation Time Stamp 0xD45D8BFF [Thu Nov 26 06:34:39 2082 UTC] [SUSPICIOUS]

Entry Point 0x401590 (.text)

File Size 2097094

Machine Type Intel 386 or later - 32Bit

Legal Copyright

Internal Name

File Version 1.0.0.0

Company Name

Product Name

Product Version 1.0.0.0

File Description

Original Filename

Translation 0x0409 0x04e4

Mime Type application/x-dosexec

Number Of Sections 16

Sha256 171b1d67e38632a6badfc0c8e40284fe46ff94d0d0d3d5b101439a14df1a0890

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

stealer.exe 1

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x839e4 0x83a00 6.283173 -

.data 0x85000 0x2c77c 0x2c800 7.427829[SUSPICIOUS] -

.rdata 0xb2000 0xc690 0xc800 6.075475 -

/4 0xbf000 0x2fbac 0x2fc00 4.690242 -

.bss 0xef000 0xba0 0x0 0.000000[SUSPICIOUS] -

.idata 0xf0000 0xcc8 0xe00 4.259606 -

.CRT 0xf1000 0x18 0x200 0.114463[SUSPICIOUS] -

.tls 0xf2000 0x20 0x200 0.231158[SUSPICIOUS] -

.rsrc 0xf3000 0x10e40 0x11000 5.022898 -

/14 0x104000 0x458 0x600 1.898058 -

/29 0x105000 0xdef0 0xe000 5.855767 -

/41 0x113000 0x324c 0x3400 4.601732 -

/55 0x117000 0x3a8f 0x3c00 5.965104 -

/67 0x11b000 0x109 0x200 3.023245 -

/78 0x11c000 0x9ba4 0x9c00 4.383325 -

/89 0x126000 0x848 0xa00 2.735682 -


	File Name:   stealer.exe
	File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
	SHA1:   bea1bfaa0192020c9f12a720072b5cacac9fbd11
	MD5:   604bf451df3e73c36ce073a0550d6673
	First Seen Date:  2015-09-19 09:47:04 UTC
	Number of Clients Seen:   5
	Last Analysis Date:  2016-04-08 14:42:23 UTC
	Valkyrie Final Verdict
	Human Expert Analysis Result:   Malware
	Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict
	Analysis Summary
	Static Analysis
	Dynamic Analysis
	Behavioral Information
	CreateFile
	CreateProcess


	Precise Detectors Analysis Results
	No Detector Result Received

	Advance Heuristics
	No Advanced Heuristic Analysis Result Received

	Human Expert Analysis Results
	Analysis Start Date:  2016-04-08 14:44:32 UTC
	Analysis End Date:  2016-04-08 19:35:03 UTC
	File Upload Date:  2016-04-08 14:42:23 UTC
	Human Expert Analyst Feedback:
	Verdict:   Malware

	Additional File Information
	Vendor Validation  -  Vendor Validation is not Applicable
	Certificate Validation  -  Certificate Validation is not Applicable
	PE Headers
	File Paths
	PE Sections


