VALKYRIE

File Name: 6df071963b8025beeblbbac9b57ef0d7c7f7bf2a
File Type: PE32 executable (GUI) Intel 80386, for MS Windows
SHA1l: 6df071963b8025beeblbbac9b57ef0d7c7f7bf2a
MD5: 4996fe396abf69522dba0efad2d622a6
First Seen Date: 2015-09-28 19:10:17 UTC
MALWARE Number of Clients Seen: 12

Valkyrie Final Verdict Last Analysis Date: 2016-04-13 12:45:04 UTC

Human Expert Analysis Result: No human expert analysis verdict given to this sample yet.

Verdict Source: Signature Based Detection

Analysis Summary

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-04-13 12:45:04 UTC Malware o
Static Analysis Overall Verdict 2016-04-13 12:45:04 UTC No Threat Found

Dynamic Analysis Overall Verdict 2016-04-13 12:45:04 UTC Highly Suspicious o
File Certificate Validation Not Applicable

Static Analysis

STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean o
Non-ascii or empty section names detected Clean o
lllegal size of optional Header Clean o
Optional Header NumberOfRvaAndSizes field is valued illegal Clean o
Based on the sections entropy check! file is possibly packed Clean o
Timestamp value suspicious Clean o
Header Checksum is zero! Clean o
Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean o
Packer detection on signature database Unknown

Anti-vm present Clean o
The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean o
TLS callback functions array detected Clean o

v Anti-debug calls
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Dynamic Analysis

DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Has no visible windows 0

Behavioral Information
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CreateFontIndirectA
LsaEnumerateAccountsWithUserRight
SetDIBColorTable
IsCharUpperA
CM_Get_Resource_Conflict_Count
CheckTokenMembership
GetTextExtentExPointW
GetNextDIgGroupltem
OleUninitialize
WNetOpenEnumW
CM_Get_Depth

IsValidLocale
WSACancelBlockingCall
GlobalMemoryStatus
GetVersionEx
RpcBindingFromStringBindingW
IstrcmpiA

WriteConsoleA
GetTextExtentExPointA
GetUserNameA
@Forms@TApplication@HandleException$qqrpl4System@TObject
GdipSetClipRegion

download
EtwUnregisterTraceGuids
CreateFileA

CompareStringEx
OlelconToCursor

LoadTypelLib

PathCombineW
DeleteUrlCacheEntry
SetupFindFirstLineA
D3DKMTCheckMonitorPowerState
GdipCreatePath
ATMGetPostScriptNameA
RegDeleteKeyW
GdipSetPenCustomStartCap
GdipGetFontHeightGivenDPI
CryptFindOIDInfo
RegisterWindowMessage
GetUserObjectInformation
WriteFile

GetProcessHeap
SetForegroundWindow
StrCmpNW

GdipAddPathStringl
IsUserAnAdmin
CM_Detect_Resource_Conflict_Ex
MonitorFromPoint
EnumcCalendarinfow
SetTextColor
TextToWbemObject
WritePrivateProfileStringW
IstrcmpiW

IsRectEmpty

GetlfTable

IsAccelerator
HidP_GetUsagesEx
GetLastError
SetupRemoveFromSourceListA
GdiplmageSelectActiveFrame
SetSysColors
ZwQuerylnformationProcess
_llseek
SetupCommitFileQueueW
NetApiBufferReallocate

Pie

FindFirstFileExW



GetWinMetaFileBits
GdipMultiplyPathGradientTransform
ReadConsolelnputA
PSPropertyBag_Delete
WriteConsoleW

InflateRect

SetupCloselog
CompatFlagsFromClsid
GdipSetCompositingQuality
ContinueDebugEvent
AVISaveOptionsFree
GdipFillClosedCurve
IsBadStringPtrA
PathCleanupSpec
SetuplnstallServicesFromInfSectionA
FillRgn

NtCreateFile
CreateFontIndirectW
CheckRadioButton
RpcAsyncCompleteCall
DeleteAtomW
IsClipboardFormatAvailable
GdiplsVisibleRegionPointl
ShouldShowlIntranetWarningSecband
WritePrivateProfileStringA
SetupDiChangeState
GdipTransformPoints
SetupCommitFileQueueA
GdipGetCustomLineCapStrokeCaps
GdipResetTextureTransform
GdipFlattenPath
UpdateWindow

NtSaveKey

IsBadStringPtrw

SetDlgltemInt
SetupDiSetDevicelnterfaceDefault
SetConsoleTextAttribute
SetCommBreak
GetUserObjectInformationW
RpcBindingFromStringBindingA
GdipGetPenDashArray
GetEnvironmentStrings
CoDisconnectObject
SetupOpenlnfFileA

InstallA

GdipSetLineTransform
ATMAddFontA

FreeAddrinfow
EnumDeviceDrivers
DragQueryFileA

CreateFile

EnumCalendarinfoA
HidD_GetProductString
GetCPInfo
GdiplmageGetFrameCount
ADsOpenObject
GdiplsVisibleRegionPoint
glTexImage2D
GdipSetPathGradientWrapMode
WakeConditionVariable
GetlLocalTime

SetupOpenLog

SamConnect
GetSystemDefaultLCIDW
HidP_UnsetUsages
CharLowerBuffw
CopyAcceleratorTableA
GdipGetlmageVerticalResolution
GetEnvironmentStringsA
PostQuitMessage
VerifyVersionIinfoA
SysAllocString
NetScheduleJobAdd
IsDialogMessageW
CM_Query_Arbitrator_Free_Size
GdipCreateTexture
wvnsprintfW

WSACloseEvent



SetupQueueCopySectionW
VarBoolFromStr

glMatrixMode
GdipSetStringFormatTabStops
ExitProcess
CM_Register_Device_Interface_ExA
GdipGetLineGammaCorrection
GetDefaultPrinterA
CopyAcceleratorTableW
DrawlconEx
NtQueryInformationFile
CreatePen
GetDOSEnvironment
glClearDepth
RegEnumValueA
UrlUnescapeW
CMIsProfileValid
EnumServicesStatusExW
HTTPSFinalProv

BeginPath

CharLowerBuffA
ReleaseSRWLockShared
DialogBoxParamW
Process32FirstW

CloseHandle
GetWindowThreadProcessldW
SetupGetSourceFileLocationW
RmGetList

LocaleNameToLCID
wavelnClose

StrCmpNIW

UrlUnescapeA
CM_Create_DevNodeW

fprintf

SetupQueryFileLogW
SetupOpenAppendInfFileW
DialogBoxParamA
GdipCreateAdjustableArrowCap
GdipGetPathGradientCenterPoint
RpcBindingFree
SymSetOptions

ShowCaret
SetupDiDrawMinilcon
VarR8FromStr
EndPanningFeedback
WintrustCertificateTrust
_DlIBidCtIProc@24
IsCharAlphaW
CreateDialoglIndirectParam
CreateDCA
UnlockServiceDatabase
GdipGetPathData
SetViewportExtEx
GdipSetAdjustableArrowCapWidth
IsWow64Process
GetComputerNameExA
VerLanguageNameA
GdipGetPathGradientSurroundColorCount
OleLoadFromStream
NtOpenFile

GdipEndContainer
SetupEnumInfSectionsW
DdeClientTransaction
GetWindowRgn
?Initialize@Base@@YGXXZ
GetDlgltemInt
ChoosePixelFormat
PeekNamedPipe

RoundRect
SetupEnumInfSectionsA
CombineRgn

wvnsprintfA

GetCatalogObject
SetupQueryFileLogA
GdipSetPenUnit
SetupQueueCopySectionA
OleSetMenuDescriptor
CreateThread



CM_Create_DevNodeA
UnlockFileEx

CreateFileW
RmRegisterResources
GetModuleHandle
GdipCreateMetafileFromEmf
CM_Create_DevNode_ExW
IsWindow

tolower
SetupOpenAppendInfFileA
InternetGetLastResponselnfoA
VarAnd

NetUseAdd
GeoEmbedWatermark_Bmp_LoadLib
CreateDCW
CryptEnumProviderTypesA
RegRestoreKeyW
SetupDiGetClassDescriptionExW
GetErrorinfo
SetHandleInformation
SetEndOfFile

ChooseFontA
HidD_GetFeature
ReleaseActCtx
DeleteTimerQueueTimer
GetKeyState
RegReplaceKeyW
GetConsoleMode
GlobalFindAtomW
RemoveMenu

CreateCursor
RpcStringFreeA
WaitForMultipleObjects
GetCommModemStatus
GdipNewlnstalledFontCollection
GdipGetlmageDecoders
GetModuleBaseName
CM_Create_DevNode_ExA
RtlGetNtVersionNumbers
ZeroMemory
WcsGetUsePerUserProfiles
LocalLock

SaferldentifyLevel
SafeArrayGetlID
GdipPrivateAddFontFile
OleSetContainedObject
CM_Add_Empty_Log_Conf
CryptCATAdminCalcHashFromFileHandle
IsDIgButtonChecked

IstrlenA
CM_Free_Log_Conf_Handle
SetFilePointerEx

I1sChild
GdipPathlterEnumerate
GdipCombineRegionPath
EnumResourceTypesA
BCryptCloseAlgorithmProvider
LocalAllocW
RpcStringFreeW
ATMGetFontBBox
CompareSecuritylds
ATMXYShowTextA
SHGetSpecialFolderLocation
SetupDiGetSelectedDevice
_c_exit

GlobalFindAtomA
?7?1type_info@ @UAE@XZ
IsCharAlphaA
NtWaitForMultipleObjects
QueryServiceConfig2W
_lopen

ShowScrollBar
NtQueryOpenSubKeysEx
GetTextAlign
GetClipboardData

IstrlenW
NtEnumerateValueKey
SetupGetSourceFileLocationA



GdipSetimageAttributesNoOp
CreateURLMoniker
GetWindowPlacement
FindAtom
OpenProcessTokenW
CM_Get_Class_Name_ExW
GlobalReAlloc

wavelnStart
AVIFileRelease
?7?7_V@YAXPAX@Z
PropVariantCompareEx
GdipTransformPointsl
SetupDilnstallDevicelnterfaces
GetDCOrgEx
InternetSetOptionW
GetEnvironmentStringsW
DebugActiveProcess
GdipTranslateMatrix
SetupCopyOEMInfA
ImpersonateSelf
GdipGetStringFormatMeasurableCharacterRangeCount
InternetSetOptionA
ExtractlconA
CM_Get_Class_Name_ExA
WaitForDebugEvent
ExitWindowsEx
ShellExecuteEx
ImagelList_DrawlIndirect
VirtualAlloc
CM_Get_Next_Log_Conf_Ex
GetSystemTimeAsFileTime
Loadlcon

VariantClear
GetWindowDC
InternetWriteFile
NtSaveMergedKeys
SetupComm
RemoveFontResourceExW
_itow

NtLoadKey

CryptGenKey
GetExitCodeThread
CreatelconFromResource
CopyBindInfo
EnumResourceTypesW
IsDialogMessageA
TlsGetValue
GdipTranslateTextureTransform
DwmGetColorizationColor
CM_Delete_Class_Key
SetupGetBinaryField
GetCurrentProcessExplicitAppUserModellD

QueryFilePath

C:\Users\win7\AppData\Local\Temp\nsj726D.tmp\SimpleSC.dll
C:\Windows\system32\IMM32.DLL
C:\Windows\system32\UXTHEME.DLL
C:\Users\win7\AppData\Local\Temp\nss31EE.tmp\SimpleSC.dll
C:\Windows\syswow64\WININET.dII
C:\Users\win7\AppData\Local\Temp\is-LJK8F.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\Ksicfg.dIl
C:\Users\win7\AppData\Local\Temp\is-N9LB8.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nsmC422.tmp\SimpleSC.dll
C:\Windows\system32\DUser.dll
C:\Users\win7\AppData\Local\Temp\nsy247C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsv7607.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Tempfolder\FonbOmacd\NijosoBeelta.exe
C:\Users\win7\AppData\Local\Temp\nsfB523.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsq1EDE.tmp\SimpleSC.dll
C:\Windows\system32\CRTDLL.dII
C:\Windows\syswow64\DEVOB].dlIl
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\Ksicfg.dIl
C:\Windows\syswow64\GDI32.dll
C:\Users\win7\AppData\Local\Temp\nsi190A.tmp\SimpleSC.dll



C:\Users\win7\AppData\Local\Temp\nsj8371.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw9718.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\ImageGUI.dlI
C:\Users\win7\AppData\Local\Tempfolder\UlynWioaa\NyjgitAcuifz.exe
C:\Users\win7\AppData\Local\Tempfolder\VekaWem\YghaPigdi.exe
C:\Users\win7\AppData\Local\Temp\nst1AFB.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\LiveX_8320.0cx
C:\Users\win7\AppData\Local\Temp\nsa7AC6.tmp\SimpleSC.dll
C:\Windows\system32\olepro32.dil
C:\Windows\GeoOCX\WebCam\20090916\Setup.exe
C:\Users\win7\AppData\Local\Temp\nsh223F.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\IXPO0O0.TMP\M.exe
C:\Users\win7\AppData\Local\Temp\7zS77D6.tmp\515f52bb88450.exe
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\SimpleSC.dll
C:\Windows\system32\DNSAPI.dII
C:\Users\win7\AppData\Local\Temp\7zSB2EF.tmp\515f05cb479e3.exe
C:\Users\win7\AppData\Local\Temp\nsalD48.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Tempfolder\PunepyRiyaqi\KyvtokDug.exe
C:\Users\win7\AppData\Local\Temp\nsz58CB.tmp\SimpleSC.dll
C:\Windows\syswow64\LPK.dll
C:\Users\win7\AppData\Local\Temp\nsp8601.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss7ACA.tmp\SimpleSC.dll
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccfldf 6.0.7601.18837_none_41e855142bd5705d\comcti32.dll
C:\Users\win7\AppData\Local\Temp\Set7B32.tmp
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf _1.1.7601.18834_none_72d38c5186679d48\GDIPLUS.DLL
C:\Users\win7\AppData\Local\Tempfolder\VoivvTieci\RevhGaa.exe
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\Ksicfg.dll
C:\Users\win7\AppData\Local\Temp\ns|7B53.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\GVMegaPixelViewer.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\orion.exe
C:\Windows\SysWOW&64\svchost.exe
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\setup.exe
C:\Users\win7\AppData\Local\Temp\is-A86TG.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nsm7EFC.tmp\SimpleSC.dll
C:\Windows\SysWOW64\cmd.execf

C:\Windows\syswow64\USER32.dll
C:\Users\win7\AppData\Local\Temp\nss95B4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Tempfolder\VeicfBubhoxn\AruundNulnio.exe
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\botva2.dll
C:\Users\win7\AppData\Local\Temp\nsm7EAE.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\nsRandom.dl|
C:\Users\win7\AppData\Local\Temp\nsc20F2.tmp\SimpleSC.dlIl
C:\Users\win7\AppData\Local\Temp\nsy92DC.tmp\SimpleSC.dlI
C:\Windows\GeoOCX\WebCam\20090916\PtzStick_Parser.dll
C:\Windows\SysWOW64\ntdll.dll
C:\Users\win7\AppData\Local\Temp\7zS55DB.tmp\515f05c5b9ea2.exe
C:\Users\win7\AppData\Local\Temp\nsc30F4.tmp\SimpleSC.dIl
C:\Windows\syswow64\MSCTF.dll

C:\Windows\syswow64\RPCRT4.dlI

C:\Windows\syswow64\oleaut32.dll
C:\Windows\GeoOCX\WebCam\20090916\GeoDDrawV2.dll
C:\Windows\syswow64\shlwapi.DLL
C:\Users\win7\AppData\Local\Temp\nshC833.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-U0O98A.tmp\sample.tmp
C:\Users\win7\AppData\Local\Tempfolder\LiurloUwodmue\WaugJokvud.exe
C:\Users\win7\AppData\Local\Temp\is-7OHN6.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\Creative_ALchemy_AL6_Cleanup.0001.dir.0000\~df394b.tmp
C:\Windows\system32\opengl32.dll
C:\Windows\syswow64\CFGMGR32.dll
C:\Users\win7\AppData\Local\Temp\nskA7A6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\botva2.dll
C:\Windows\syswow64\ADVAPI32.dll
C:\Users\win7\AppData\Local\Temp\is-I1FLQ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nsa73CO0.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsi3082.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsa330E.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsi2F54.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsy4046.tmp\SimpleSC.dll
C:\Windows\syswow64\api-ms-win-downlevel-shlwapi-11-1-0.dll
C:\Windows\syswow64\SHELL32.dll
C:\Users\win7\AppData\Local\Temp\nsz7EE1.tmp\SimpleSC.dll
C:\Windows\syswow64\api-ms-win-downlevel-version-11-1-0.dll
C:\Windows\syswow64\USP10.dll

C:\Windows\syswow64\normaliz.DLL
C:\Users\win7\AppData\Local\Temp\nsrD5FC.tmp\cpSetup.exe
C:\Windows\system32\DDRAW.dI|



C:\Windows\GeoOCX\WebCam\20090916\GeoWatermark.dll
C:\Users\win7\AppData\Local\Temp\nsp78B3.tmp\setup_31011.exe
C:\Users\win7\AppData\Local\Temp\nsh4855.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\botva2.dll
C:\Users\win7\AppData\Local\Temp\is-JKHB7.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nsaE650.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsp1D4D.tmp\SimpleSC.dll
C:\Windows\syswow64\api-ms-win-downlevel-ole32-11-1-0.dll
C:\Users\win7\AppData\Local\Temp\is-OTV7R.tmp\is-NQO4R.tmp
C:\Users\win7\AppData\Local\Tempfolder\EosolfHovha\Zicnaljav.exe
C:\Users\win7\AppData\Local\Temp\nsjA6FF.tmp\SimpleSC.dll
C:\Windows\syswow64\SspiCli.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\beepdl.dll
C:\Users\win7\AppData\Local\Tempfolder\ShraHas\FakboMumvu.exe
C:\Users\win7\Documents\MSDCSC\msdcsc.exe
C:\Users\win7\AppData\Local\Temp\nss1926.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsfC49.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-HHG9D.tmp\is-PS2RH.tmp
C:\Users\win7\AppData\Local\Temp\nso26A4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\ithttp.dll
C:\Users\win7\AppData\Local\Temp\is-CQAB]J.tmp\is-HOUQD.tmp
C:\Users\win7\AppData\Local\Temp\nsa753C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsz761B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsj1BF5.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\gert0.dll
C:\Users\win7\AppData\Local\Temp\nsh2027.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsa85A4.tmp\SimpleSC.dll
C:\Windows\system32\msimg32.dll
C:\Users\win7\AppData\Local\Tempfolder\MihkoObinza\lbolrFirbeti.exe
C:\Users\win7\AppData\Local\Temp\nsc6EA4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsh21AD.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss6E66.tmp\SimpleSC.dll
C:\Windows\system32\LZ32.DLL
C:\Users\win7\AppData\Local\Temp\nsz8333.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-JR7C5.tmp\sample.tmp
C:\Users\win7\AppData\Local\Tempfolder\imyubaWob\ReojatGegaiv.exe
C:\Windows\system32\mpr.dll
C:\Users\win7\AppData\Local\Temp\nsg6C03.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc2358.tmp\SimpleSC.dllI
C:\Users\win7\AppData\Local\Temp\is-1M7DH.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\sfx1\_bbg.exe
C:\Users\win7\AppData\Local\Temp\nsg84CC.tmp\SimpleSC.dll
C:\Windows\system32\crtdll.dll

C:\Windows\SysWOW64\MSIEXEC.EXE
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Windows\syswow64\api-ms-win-downlevel-normaliz-11-1-0.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\Ksicfg.dll
C:\Users\win7\AppData\Local\Temp\nsoE348.tmp\setup_31011.exe
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\SimpleSC.dll
C:\Windows\system32\winmm.dlI|
C:\Users\win7\AppData\Local\Temp\nse73D4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\ginst0.dll
C:\Users\win7\AppData\Local\Temp\nsoE348.tmp\V8._85296_20150814221218.exe
C:\Users\win7\AppData\Local\Temp\nsw7C2E.tmp\SimpleSC.dll
C:\Windows\system32\oleacc.dll
c:\2bbba39a5fce003b322b2010\update\update.exe
C:\Users\win7\AppData\Local\Temp\nsf795F.tmp\SimpleSC.dll
C:\Windows\system32\ODBC32.DLL
C:\Users\win7\AppData\Local\Tempfolder\QiiorAsikv\RoubFedeseu.exe
C:\Users\win7\AppData\Local\Temp\nsx2FEB.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Tempfolder\QegmaNudp\HuiagbFoopro.exe
C:\Users\win7\AppData\Local\Temp\nspA63F.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg2E54.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\7z57336.tmp\515f52b8125c4.exe
C:\Users\win7\AppData\Local\Temp\is-N1BG4.tmp\sample.tmp
C:\Windows\syswow64\urlmon.dll
C:\Users\win7\AppData\Local\Temp\nsx250D.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\IML32.dll
C:\Users\win7\AppData\Local\Temp\nsy25F8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsi324C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\FsmSetup\Install.exe
C:\Users\win7\AppData\Local\Temp\nsq76D2.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg1FD8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\cetrainers\CETEAD5.tmp\extracted\sample
C:\Users\win7\AppData\Local\Temp\nst703B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm16E4.tmp\7za.exe
C:\Users\win7\AppData\Local\Temp\9c2704c22ceab0ebc352c74d631e8669\downloaderOFFER1.exe
C:\CFVS_HookDIl.dll



C:\Users\win7\AppData\Local\Temp\nshFO5B.tmp\2c373164-efdd-4a23-bcae-d359¢c2f35578.dll
C:\Windows\system32\wsock32.dll
C:\Windows\GeoOCX\WebCam\20090916\DMPTZControlDLL.dlI
C:\Windows\syswow64\USERENV.dII
C:\Users\win7\AppData\Local\Temp\is-VLHR2.tmp\sample.tmp
C:\Windows\GeoOCX\WebCam\20090916\LiveClient_8200.dll
C:\Windows\system32\DCIMAN32.dll
C:\Windows\syswow64\shell32.dll
C:\Users\win7\AppData\Local\Temp\nsw9592.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss559E.tmp\SimpleSC.dll
C:\Windows\syswow64\comdlg32.dll
C:\Windows\SysWOW64\DUser.dll
C:\Windows\syswow64\msvcrt.dll

C:\Windows\syswow64\iertutil.dll
C:\Users\win7\AppData\Local\Temp\nsj1BA7.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Tempfolder\DoltuJonisep\MufjCucgi.exe
C:\Windows\svchost.exe
C:\Users\win7\AppData\Local\Temp\nsg2DB8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\~zs227B.tmp\ZapSpot.exe
C:\Users\win7\AppData\Local\Temp\is-J8BHU.tmp\sample.tmp
C:\Windows\system32\ODBC32.dll

C:\sample
C:\Users\win7\AppData\Local\Temp\nsmC906.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\pftB084.tmp\Disk1\Setup.exe
C:\Windows\syswow64\SETUPAPI.dII
C:\Users\win7\AppData\Local\Temp\is-FD9AA.tmp\sample.tmp
C:\Windows\system32\version.DLL
c:\da8df086ca54f7fdd325c4\update\update.exe
C:\Users\win7\AppData\Local\Temp\nsr2F7D.tmp\SimpleSC.dlIl
C:\Users\win7\AppData\Local\Temp\tsldrl6660\setup.exe
C:\Users\win7\AppData\Local\Temp\nsv37BB.tmp\a97db507-fa53-474b-870e-0e4ef6b2e105.dll
C:\Users\win7\AppData\Local\Temp\is-B8GN7.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nsq829A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc7BA4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsp2883.tmp\SimpleSC.dll
C:\Windows\syswow64\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nse1C72.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsj350B.tmp\4f6ea680-bfc5-40ae-80ef-f992aa74653f.dll
C:\Users\win7\AppData\Local\Temp\nszE55B.tmp\SimpleSC.dll
C:\Windows\syswow64\ole32.DLL
C:\Users\win7\AppData\Local\Temp\nsc2FBC.tmp\SimpleSC.dlIl
C:\Windows\GeoOCX\WebCam\20090916\IA_VIDEO.dII
C:\Users\win7\AppData\Local\Temp\Creative_ALchemy_AL6_Cleanup.0001
C:\Windows\syswow64\NSlI.dll
C:\Users\win7\AppData\Local\Temp\nso5FD6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc3142.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsa7674.tmp\SimpleSC.dl|
C:\Users\win7\AppData\Local\Temp\nsd8219.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc13AE.tmp\SimpleSC.dll
C:\Windows\system32\SXS.DLL
C:\Users\win7\AppData\Local\Temp\nsi70E6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsb1ECF.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsx2EBD.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-HD)SO0.tmp\is-9FF4K.tmp
C:\Users\win7\AppData\Local\Temp\nsw892E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn8BFD.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsb4835.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsgBB49.tmp\checktbexist.exe
C:\Windows\syswow64\KERNELBASE.dI|
C:\Users\win7\AppData\Local\Temp\nsjB723.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\IDM_Setup_Temp\IDM1.tmp
C:\32788R22FWJFW\swreg.exe
C:\Users\win7\AppData\Local\Temp\nsz32B5.tmp\SimpleSC.dll
C:\Windows\SysWOW64\DDRAW.dI|
C:\Users\win7\AppData\Local\Temp\nsI1D39.tmp\SimpleSC.dll
C:\Windows\system32\MSVBVM60.DLL
C:\Users\win7\AppData\Local\Temp\nsm2FF9.tmp\GetPrivatelnstaller_woautorun.exe
C:\Users\win7\AppData\Local\Tempfolder\ZicicHhli\MexosiShmoc.exe
C:\Users\win7\AppData\Local\Temp\nsy90EA.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg206A.tmp\SkinH.DLL
C:\Windows\syswow64\CRYPTBASE.dII
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\cpSetup.exe
C:\Users\win7\AppData\Local\Temp\nsd3015.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm7E60.tmp\SimpleSC.dll
C:\Windows\syswow64\profapi.dll
C:\Windows\SysWOW#64\sechost.dll
C:\Users\win7\AppData\Local\Temp\nse724E.tmp\SimpleSC.dll



C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsz9033.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsv1EA5.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\7zS7BFD.tmp\515f05ca0c035.exe
C:\Users\win7\AppData\Local\Temp\nsy1A30.tmp\SimpleSC.dll
C:\Windows\system32\ebkp.dll
C:\Users\win7\AppData\Local\Temp\nsl4DF3.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw852A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn31CF.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw2164.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nstF103.tmp\SimpleSC.dll
C:\Windows\system32\dwmapi.dll

C:\Windows\syswow64\WS2_32.dll
C:\Users\win7\AppData\Local\Temp\nse8250.tmp\SimpleSC.dll
C:\Windows\system32\winspool.drv

C:\Windows\system32\hhctrl.ocx
C:\Users\win7\AppData\Local\Temp\nsb2ED1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\PB7DC5.tmp
C:\Users\win7\AppData\Local\Temp\VSD492D.tmp\DotNetFX\dotnetchk.exe
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\ithttp.dll
C:\Windows\GeoOCX\WebCam\20090916\GvCrypto.dll
C:\Users\win7\AppData\Local\Temp\nss8054.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-0SC4M.tmp\is-FTU3B.tmp
C:\Users\win7\AppData\Local\Temp\nsrACF5.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm2FAC.tmp\SimpleSC.dlIl
C:\Users\win7\AppData\Local\Temp\nsr3019.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw20D2.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsyB022.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsIAE1B.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsu717E.tmp\SimpleSC.dll
C:\sxel9DB.tmp
C:\Users\win7\AppData\Local\Tempfolder\ZoidpOsi\FaopxuWhhagpa.exe
C:\Users\win7\AppData\Local\Temp\nswC408.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\POSLiveViewX_8198.0cx
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf _1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\beepd|.dll
C:\Users\win7\AppData\Local\Temp\nsp78B3.tmp\V8._85296_20150814221218.exe
C:\Windows\syswow64\crypt32.dll

C:\Windows\system32\GLU32.dll
C:\Users\win7\AppData\Local\Temp\nsw399A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nso34DC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm2F5E.tmp\SimpleSC.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf_1.1.7601.18834_none_72d38c5186679d48\GDIPlus.DLL
C:\Windows\syswow64\api-ms-win-downlevel-advapi32-11-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsv2B09.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\botva2.dll
C:\Users\win7\AppData\Local\Temp\nsh2EF1.tmp\SimpleSC.dll
C:\Windows\system32\CRTDLL.DLL
C:\Users\win7\AppData\Local\Temp\pftD7AF~tmp\Disk1\Setup.exe
C:\Users\win7\AppData\Local\Temp\nsa41D8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsh7DA5.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\7zS2C7E.tmp\515f5b4a5a32e.exe
C:\Users\win7\AppData\Local\Temp\nsuA912.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nskCCD2.tmp\SimpleSC.dlIl
C:\Users\win7\AppData\Local\Temp\nsb21D1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr4717.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\SimpleSC.dll
C:\Windows\syswow64\OLEAUT32.dll
C:\Users\win7\AppData\Local\Temp\nse7338.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-4KG8T.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\nss17EE.tmp\SimpleSC.dll
C:\Windows\system32\WINMM.dII
C:\Users\win7\AppData\Local\Tempfolder\WikaaPavnu\OdapGhy.exe
C:\Users\win7\AppData\Local\Tempfolder\MycoVifazo\LanfVydnau.exe
C:\Users\win7\AppData\Local\Temp\nsu8F4C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc230A.tmp\cpSetup.exe
C:\Users\win7\AppData\Local\Temp\nsz78A3.tmp\SimpleSC.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe
C:\Windows\syswow64\api-ms-win-downlevel-user32-11-1-0.dll
C:\Users\win7\AppData\Local\Temp\is-KJ4HI.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\71d8cec149ec9115178e8020d4510ae0\downloaderOFFER1.exe
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\GeoEditAVIDIIV2.dll
C:\Users\win7\AppData\Local\Temp\ginstall.dll
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\nsRandom.dll
C:\Users\win7\AppData\Local\Temp\pft3E71.tmp\setup.exe
C:\Users\win7\AppData\Local\Temp\71d8cec149ec9115178e8020d4510ae0\downloaderDDLR.exe



C:\DLL_Loader.exe

LoadLibrary

C:\Windows\system32\shell32.dll
c:\windows\system32\msvcrt.dll
C:\Users\win7\AppData\Local\Temp\nsh4855.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsh7DA5.tmp\SimpleSC.dll
c:\windows\syswow64\msyuv.dl|
C:\Users\win7\AppData\Local\Temp\nsnADCO.tmp\NSISdl.dll
C:\Windows\SysWOW®64\SHLWAPI.DLL
C:\Users\win7\AppData\Local\Temp\nsv82B9.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsIAE1B.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\is-OBDME.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsw2DA6.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsb1F1C.tmp\NSISdl.dll
msimg32.dll
C:\Users\win7\AppData\Local\Temp\12aubfff5\QBInstaller.dll
C:\Users\win7\AppData\Local\Temp\nst703B.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsc30F4.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsi2FE6.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\is-97GVD.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsz73B5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsj2942.tmp\NSISdl.dll
c:\windows\syswow64\msvcrt.dll
C:\Users\win7\AppData\Local\Temp\nsj32A5.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\SimpleSC.EN
imagehlp.dll
C:\Users\win7\AppData\Local\Temp\nskCCD2.tmp\SimpleSC.EN
Msimg32.dll

cfgmgr32.dll
C:\Users\win7\AppData\Local\Temp\nsi246C.tmp\nsArray.dll|
C:\Users\win7\AppData\Local\Temp\Creative_ALchemy_AL6_Cleanup.0001.dir.0000\~de2314.tmp
c:\windows\system32\Ipk.dll
C:\Users\win7\AppData\Local\Temp\nsy7192.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsh21AD.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\Ksicfg.dll
C:\Users\win7\AppData\Local\Temp\nsp1D4D.tmp\SimpleSC.dll
netutils.dll

Ntdll.dll
C:\Users\win7\AppData\Local\Temp\nsuA912.tmp\SimpleSC.EN
imm32.dll

C:\Users\win7\AppData\Local\Temp\Donate.ico
C:\Users\win7\AppData\Local\Temp\nsq370A.tmp\Processes.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\culture.dll
C:\Windows\system32\advapi32.dll
C:\Users\win7\AppData\Local\Temp\nsz761B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsb2ED1.tmp\SimpleSC.EN
C:\Windows\SysWOW®64\SHELL32.DLL
C:\Users\win7\AppData\Local\Temp\nsz7681.tmp\NSISdl.dll
activeds.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\DEU\ChipsetDEU.dII
C:\Users\win7\AppData\Local\Temp\nsx250D.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsh86A0.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse7338.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nso8AB8.tmp\NSISdl.dll
wdmaud.drv

profapi.dll
C:\Users\win7\AppData\Local\Temp\nsbAB5F.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nst41CF.tmp\NSISdlI.dIl
C:\Users\win7\AppData\Local\Temp\nse29C0.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsf8574.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsy25F8.tmp\SimpleSC.dll
RASAPI32.dll

libmpg123-0.dll
C:\Users\win7\AppData\Local\Temp\nsw892E.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\SimpleSC.dll
C:\Windows\system32\Oleaut32.dll
C:\Users\win7\AppData\Local\Temp\nsm6C24.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\\Creative_ALchemy_AL6_Cleanup.0001.dir.0000\~df394b.tmp
C:\Users\win7\AppData\Local\Temp\nsuB310.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsm2F5E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsv7607.tmp\SimpleSC.ENU
C:\Windows\system32\CRTDLL.DLL
C:\Windows\System32\cmd.exe



c:\windows\syswow64\usp10.dll
C:\Users\win7\AppData\Local\Temp\nss559E.tmp\SimpleSC.EN
c:\windows\system32\certcredprovider.dll
C:\Users\win7\AppData\Local\Temp\nsfD7E9.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsk86CC.tmp\nsArray.dll
c:\windows\system32\imagehlp.dll

gdi32.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\nsRandom.dl|
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\System.dIl
RICHED20.DLL
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\nsRandom.ENU
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\Users\win7\AppData\Local\Temp\nsz32B5.tmp\System.dll
STARBURN.DLL
C:\Users\win7\AppData\Local\Temp\nsz4E31.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nswF984.tmp\nsWeb.dlI|
C:\Users\win7\AppData\Local\Temp\nsi3C49.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse1C72.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\nsRandom.EN
C:\Users\win7\AppData\Local\Temp\nse2542.tmp\Processes.dl|
C:\Users\win7\AppData\Local\Temp\is-CRKNN.tmp\_isetup\_shfoldr.dll
C:\Windows\System32\davcInt.dll
C:\Users\win7\AppData\Local\Temp\nsj9023.tmp\Processes.dll
MSHTML.dII
C:\Users\win7\AppData\Local\Temp\nsy8713.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc9F98.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsp1D4D.tmp\System.dll
COMDLG32.DLL

C:\Windows\System32\autochk.exe

AUDIOSES.DLL

C:\Windows\system32\DSound.dll
C:\Users\win7\AppData\Local\Temp\nsjA6FF.tmp\System.dl|
wsock32.dll
C:\Users\win7\AppData\Local\Temp\nsuB310.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsx2EBD.tmp\System.dl|
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorjit.dll
PSAPI.DLL

C:\Users\win7\AppData\Local\Temp\mss863E.tmp
C:\Users\win7\AppData\Local\Temp\nsf1C2F.tmp\nsArray.dll|
C:\Users\win7\AppData\Local\Temp\nse28D5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsf865E.tmp\NSISdl.dll
URLMON.DLL
C:\Windows\GeoOCX\WebCam\20090916\LiveX_8320.0cx
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\System.Windows.Forms.dll
C:\ntdll.dll

WINMM.dII
C:\Users\win7\AppData\Local\Temp\nsx2EBD.tmp\SimpleSC.dll
c:\windows\syswow64\setupapi.dll
C:\Windows\System32\actskin4.ocx
C:\Windows\system32\DSOUND.dI|
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\NSISdl.dIl
C:\Users\win7\AppData\Local\Temp\nswC408.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\rd7CD8.tmp\____mmfp.ocx
c:\windows\syswow64\shell32.dll
C:\Users\win7\AppData\Local\Temp\nsv511F.tmp\Processes.dll
C:\Windows\system32\MSCOREE.DLL

DUI70.dll
C:\Users\win7\AppData\Local\Temp\nsgDDF8.tmp\nsArray.dll
wininet.dll
C:\Users\win7\AppData\Local\Temp\nse73D4.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsv1C3F.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsz8067.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsgC3AA.tmp\nsArray.dll
MSVFW32.dll

advapi32.dll

UXTHEME.DLL
C:\Users\win7\AppData\Local\Temp\nsfB523.tmp\SimpleSC.EN
WINSTA.dII
C:\Users\win7\AppData\Local\Temp\nsfC49.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsa7589.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsi3082.tmp\SimpleSC.ENU
SHFolder.dll
C:\Users\win7\AppData\Local\Temp\nsrD5FC.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsy92DC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\PB7DC5.ENU

USER32

C:\pftpns.dll
C:\Users\win7\AppData\Local\Temp\nsr2F7D.tmp\SimpleSC.EN



C:\Users\win7\AppData\Local\Temp\nsk1EB4.tmp\nsArray.dll
MSVCRT.dII

user32.dll

Advapi32.dll

C:\sampleENU.dII

API-MS-WIN-Service-winsvc-L1-1-0.dll

IPHLPAPL.dII

gdiplus.dll
C:\Users\win7\AppData\Local\Temp\nsv1EA5.tmp\System.dll|
C:\Users\win7\AppData\Local\Temp\nsmC422.tmp\System.dl|
mscoree.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc13AE.tmp\SimpleSC.dll
api-ms-win-downlevel-ole32-11-1-0.dll

C:\Windows Update\update.bat
C:\Users\win7\AppData\Local\Temp\nsi70E6.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsb2ED1.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsx2FEB.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsm6C72.tmp\Processes.dll
C:\Windows\SysWOW64\OLE32.DLL

winspool.drv
C:\Users\win7\AppData\Local\Temp\nstESEE.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nso27DC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\gert0.dll

MSHTML.DLL
C:\Users\win7\AppData\Local\Temp\nsf8F5B.tmp\Processes.dll
c:\windows\system32\mswsock.dl|
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsk9246.tmp\NSISdl.dll
propsys.dll

SkinH

C:\Windows\system32\riched20.dll
C:\Users\win7\AppData\Local\Temp\nsfF539.tmp\nsisdl.dll
C:\Users\win7\AppData\Local\Temp\is-JVQI).tmp\sample.ENU
C:\Windows\Microsoft.NET\Framework\v2.0.50727\ole32.dll
C:\Users\win7\AppData\Local\Temp\nsc94BA.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nstC967.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr1493.tmp\nsArray.dll
c:\windows\system32\drivers\acpipmi.sys

OLEACC.dII
C:\Users\win7\AppData\Local\Temp\nsx250D.tmp\SimpleSC.dl|
C:\Users\win7\AppData\Local\Temp\nsi70E6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsv94A7.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\nsjB723.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nst2711.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsn326B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\JPN\ChipsetJPN.dll
C:\Users\win7\AppData\Local\Temp\nsl4DF3.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc7BA4.tmp\SimpleSC.ENU
C:\Windows\GeoOCX\WebCam\20090916\PtzStick_ParserLOC.dll
C:\Users\win7\AppData\Local\Temp\nsb1CB7.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsi26D2.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsbAB5F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsI1D39.tmp\SimpleSC.ENU
VERSION.dII
C:\Users\win7\AppData\Local\Temp\nsalD48.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm217D.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsp8601.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nso26A4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsy247C.tmp\SimpleSC.dll
c:\Users\win7\AppData\Local\Temp\sfx1\gdipacc.dll
C:\Users\win7\AppData\Local\Temp\nsoB080.tmp\Processes.dll
hhctrl.ocx
C:\Users\win7\AppData\Local\Temp\nsq1EDE.tmp\System.dl|
WS2_32.dll
C:\Users\win7\AppData\Local\Temp\nsm7E60.tmp\SimpleSC.dll
USER32.dll
C:\Users\win7\AppData\Local\Temp\nsi190A.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsj726D.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsy4046.tmp\System.dll
CRTDLL.DLL

msacm32.dll
C:\Users\win7\AppData\Local\Temp\nsa73CO0.tmp\SimpleSC.dll
c:\windows\syswow64\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nsm2F5E.tmp\SimpleSC.EN
C:\Windows\system32\spool\DRIVERS\x64\3\STDNAMES.GPD
C:\Users\win7\AppData\Local\Temp\nsx7139.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsm86C0.tmp\nsWeb.dll



anote.dll

Ole32.dll

riched32.dll
C:\Users\win7\AppData\Local\Temp\nsc79CF.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc2358.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsx16D5.tmp\nsJSON.dII
urlmon.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nss7ACA.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nssD71A.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsg94E6.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\ginstall.dll

OLEAUT32
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\psapi.dll
cryptnet.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\FIN\ChipsetFIN.dII
C:\Users\win7\AppData\Local\Temp\nsy90EA.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg2E54.tmp\SimpleSC.ENU
rasapi32.dll
C:\Users\win7\AppData\Local\Temp\nsv1EA5.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm56AC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsw852A.tmp\SimpleSC.ENU
C:\Windows\system32\ole32.dll
C:\Users\win7\AppData\Local\Temp\nss17EE.tmp\SimpleSC.dll
bcrypt.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\ntdll.dll
C:\Users\win7\AppData\Local\Temp\nsu8F4C.tmp\System.dl|
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\uxtheme.dll
C:\Windows\assembly\GAC_32\System.Data\2.0.0.0__b77a5c561934e089\System.Data.dll
C:\Users\win7\AppData\Local\Temp\nsr2DF7.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\nsw2DA6.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr44D.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsg1FD8.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-EU83C.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsn9631.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\Ksicfg.ENU

std.ndll
C:\Users\win7\AppData\Local\Temp\nsx2EBD.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nswC408.tmp\System.dlI
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsw852A.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsv2B09.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nse73D4.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nss3DB5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsiB060.tmp\nsArray.dll
C:\Windows\system32\wshtcpip.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\HUN\ChipsetHUN.dII
C:\Users\win7\AppData\Local\Temp\nso5FD6.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-KJ4HI.tmp\sample.EN
wpcap.dll

J/nme.ndll
C:\Users\win7\AppData\Local\Temp\nsg84CC.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsw7C2E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsfD7E9.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsw7D18.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsp1D4D.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsh2027.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn7A19.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsv6907.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsjFCDB.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\ENU\ChipsetENU.dII
C:\Users\win7\AppData\Local\Temp\nsq7BCO.tmp\nsArray.dll
c:\windows\system32\msvidc32.dll

KerNel32
C:\Users\win7\AppData\Local\Temp\nsg7C6C.tmp\nsArray.dll
GDI32.DLL
C:\Users\win7\AppData\Local\Temp\nst703B.tmp\SimpleSC.dlI
SetupResources.dll
C:\Users\win7\AppData\Local\Temp\nsn8BFD.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsrACF5.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\ginst0.dl|
C:\Users\win7\AppData\Local\Temp\nsh7D56.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsd8219.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw852A.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-JVQI).tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsr9390.tmp\NSISdl.dll



shfolder.dll
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\SimpleSC.EN
OLE32.DLL
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr1619.tmp\NSISdl.dll
shlwapi.dll

BugReport.dll

mscms.dll

C:\Procmon.exe

C:\Windows\System32\wshqos.dll
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nse724E.tmp\SimpleSC.EN
C:\sample.en_US

DMDskRes2.dll
C:\Users\win7\AppData\Local\Temp\nsc230A.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsy4046.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsh223F.tmp\SimpleSC.dll
C:\Windows\system32\user32.dll
C:\Users\win7\AppData\Local\Temp\nskB8OE.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nseB5CC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\004cf069.a

kernel32
C:\Users\win7\AppData\Local\Temp\nsy71E0.tmp\nsWeb.dIl
c:\windows\syswow64\imm32.dll
c:\windows\system32\autochk.exe
C:\Users\win7\AppData\Local\Temp\nspA63F.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsa41D8.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc30F4.tmp\SimpleSC.dll
msvcrt.dll
C:\Users\win7\AppData\Local\Temp\is-PTDNB.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsy7596.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr3019.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsv37BB.tmp\a97db507-fa53-474b-870e-0e4ef6b2e105.dll
C:\Users\win7\AppData\Local\Temp\000a3a58.a
C:\Users\win7\AppData\Local\Temp\nsm8B56.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsI1D39.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsz4E31.tmp\NSISdl.dll
c:\windows\system32\scecli.dll

C:\32788R22FWJFW\swreg.ENU
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\xtras\Font Xtra.x32
c:\windows\system32\ntlanman.dll
C:\Users\win7\AppData\Local\Temp\nsaE650.tmp\SimpleSC.ENU
std.dll
C:\Users\win7\AppData\Local\Temp\nsg206A.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsm7EFC.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsm7E60.tmp\SimpleSC.EN
c:\windows\syswow64\comdlg32.dll

HHCTRL.OCX

cryptsp.dll
C:\Users\win7\AppData\Local\Temp\nsb4835.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc3142.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsb7C4D.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\is-40HMF.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nss95B4.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsr2F7D.tmp\System.dll
KERNEL32.DLL
C:\Users\win7\AppData\Local\Temp\is-NAM86.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsz7EE1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn8BFD.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsg5F03.tmp\NSISdl.dll
DCIMAN32.DLL

uccl2.dll
C:\Users\win7\AppData\Local\Temp\nsh21AD.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsi3C4A.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsw2164.tmp\SimpleSC.ENU
WindowsCodecs.dll
C:\Users\win7\AppData\Local\Temp\nsm7E60.tmp\SimpleSC.ENU
C:\sample

C:\Users\win7\AppData\Local\Temp\000a40cl.a
C:\Windows\system32\nlasvc.dll
C:\Users\win7\AppData\Local\Temp\nsf78C3.tmp\nsWeb.dlIl
Msftedit.DLL
C:\Users\win7\AppData\Local\Temp\nsh2DC2.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsm2FAC.tmp\SimpleSC.ENU
pythondll
C:\Users\win7\AppData\Local\Temp\nsz8067.tmp\NSISdl.dll
COMCTL32.DLL



winmm.dll
C:\Users\win7\AppData\Local\Temp\nsrACF5.tmp\SimpleSC.EN
C:\Windows\System32\imageres.dll
C:\Users\win7\AppData\Local\Temp\nsm6C24.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsg84CC.tmp\SimpleSC.EN
SHELL32.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsc13AE.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsm7EAE.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsqlEDE.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss80A2.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nst1B49.tmp\NSISdl.dll
COMDLG32.dll

nssutil3.dll
C:\Users\win7\AppData\Local\Temp\nsv1C3F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-VLONM.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nss8CB8.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\SimpleSC.dll
c:\program files\uselesscreations\uc3d\modules\none
C:\Krnimodule.dll
C:\Users\win7\AppData\Local\Temp\nsw9718.tmp\SimpleSC.ENU
C:\Windows\GeoOCX\WebCam\20090916\GvCryptoENU.dII
C:\Users\win7\AppData\Local\Temp\nss6FEC.tmp\nsArray.dll
uspl0.dll

d2d1.dll

c:\windows\explorer.exe
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\System.dl|
c:\windows\system32\quartz.dll
C:\Users\win7\AppData\Local\Temp\nsq7720.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nst2675.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsd8BOA.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\GLF804B.tmp

User32.dll
C:\Users\win7\AppData\Local\Temp\nsh21FA.tmp\NSISdl.dll
OLEAUT32.dll

kernel32.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\Inetc.dll
C:\Users\win7\AppData\Local\Temp\PB7DC5.EN
C:\Users\win7\AppData\Local\Temp\nsz2952.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsh223F.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsaE650.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\Uninst.bat
C:\Users\win7\AppData\Local\Temp\nsp842D.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsb1ECF.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn6FCD.tmp\nsArray.dll
setupapi.dll
C:\Users\win7\AppData\Local\Temp\nsa7AC6.tmp\SimpleSC.EN
c:\windows\syswow64\Ipk.dll

<NULL>

C:\PROGRA~2\WMACON~1\wma.hlp
c:\windows\system32\kerberos.dll
C:\Users\win7\AppData\Local\Temp\nsmC422.tmp\SimpleSC.ENU
c:\windows\system32\mpg2splt.ax
C:\Users\win7\AppData\Local\Temp\nsy1A30.tmp\SimpleSC.EN
CFGMGR32.dll
C:\Users\win7\AppData\Local\Temp\nsb4533.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsz8333.tmp\SimpleSC.dll
C:\Windows\system32\crtdll.dll
C:\Users\win7\AppData\Local\Temp\nsj8371.tmp\System.dll
GdiPlus.dll

C:\Windows\system32\shlwapi.dll
C:\Users\win7\AppData\Local\Temp\nsu2A1E.tmp\System.dll
comctl32.dll
C:\Users\win7\AppData\Local\Temp\nsz761B.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\SimpleSC.dll
ADVAPI32.dll
C:\Users\win7\AppData\Local\Temp\nsw20D2.tmp\SimpleSC.ENU
SHELL32.DLL
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\nsisdt.dll
C:\Users\win7\AppData\Local\Temp\is-2PQ60.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nss95B4.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsd8A78.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsg397F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc20F2.tmp\System.dll
RPCRT4.dll

SHLWAPI.dII

ddraw.dll
C:\Windows\GeoOCX\WebCam\20090916\ImageGUILOC.dII



C:\Users\win7\AppData\Local\Temp\nsu7799.tmp\NSISdl.dll
GDI32.dll

MMDEVAPI.DLL
C:\Users\win7\AppData\Local\Temp\nse8B64.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-MEJF8.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nst76AF.tmp\NSISdlI.dll
C:\Users\win7\AppData\Local\Temp\nsd2314.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\ns|7701.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nss6E66.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsf825A.tmp\NSISdl.dll
ATMLIB
C:\Users\win7\AppData\Local\Temp\nsw7C2E.tmp\System.dll
KeRnEI32
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsjFCDB.tmp\NSISdl.dll
C:\Windows\system32\wbem\xm\wmi2xml.dll
C:\Users\win7\AppData\Local\Temp\nsu717E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\ActSys\SSL\import.bat
c:\windows\system32\msmpeg2vdec.dll

dbghelp.dll
C:\Users\win7\AppData\Local\Temp\nsjA6FF.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsoE348.tmp\ZipDLL.dII
C:\Users\win7\AppData\Local\Temp\nsgD1D8.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nse2946.tmp\nsWeb.dlI|
SPINF.dII
C:\Users\win7\AppData\Local\Temp\nsz1AD7.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nss8901.tmp\NSISdl.dll
DSound.dll
C:\Users\win7\AppData\Local\Temp\ns|7B53.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsa85A4.tmp\nsExec.dll
C:\Users\win7\AppData\Local\Temp\nsdB20B.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsp78B3.tmp\ZipDLL.dIl
C:\Windows\system32\spool\DRIVERS\x64\3\mxdwdui.dll
C:\Users\win7\AppData\Local\Temp\nsaC56C.tmp\Processes.dl|
C:\Users\win7\AppData\Local\Temp\nsa73C0.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nss8D53.tmp\NSISdl.dll
C:\Windows\syswow64\KERNELBASE.dI
C:\Windows\system32\spool\DRIVERS\x64\3\UNIRES.DLL
C:\Users\win7\AppData\Local\Temp\nsz2869.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsxAE9B.tmp\nsArray.dll
C:\Windows\system32\Stdole2.tlb
c:\windows\system32\normaliz.dll
C:\Users\win7\AppData\Local\Temp\nsq829A.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsb1F1C.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsm8B56.tmp\System.dl|
MSVBVM60.DLL
C:\Users\win7\AppData\Local\Temp\nsxA014.tmp\NSISdl.dll
./std.ndll
C:\Users\win7\AppData\Local\Temp\nss8D54.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsy2694.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsi2599.tmp\NSISdl.dll
Kernel32.dll

snmpapi.dll
C:\Users\win7\AppData\Local\Temp\nsj1BA7.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsx23D5.tmp\NSISdl.dll
C:\PROGRA~2\WMACON~1\unwise.exe

9953ec
C:\Users\win7\AppData\Local\Temp\nsw7C7C.tmp\nsArray.dll
C:\Windows\system32\acppage.dll
C:\Windows\system32\urimon.dll
C:\Users\win7\AppData\Local\Temp\nsn8BFD.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsx16D5.tmp\NSISdl.dll
c:\windows\system32\wdmaud.drv
C:\Users\win7\AppData\Local\Temp\nsi2F54.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsi324C.tmp\SimpleSC.ENU
c:\windows\system32\vbicodec.ax
C:\Users\win7\AppData\Local\Temp\nsf34A9.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsr2E93.tmp\nsArray.dll
netapi32.dll

Msi.DLL
C:\Users\win7\AppData\Local\Temp\nskCCD2.tmp\SimpleSC.dlIl
C:\Users\win7\AppData\Local\Temp\nsu8F4C.tmp\SimpleSC.ENU
c:\windows\syswow64\wdmaud.drv
C:\Users\win7\AppData\Local\Temp\nss1752.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsf795F.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsa330E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsj1BF5.tmp\SimpleSC.EN



c:\windows\syswow64\iertutil.dll
C:\Users\win7\AppData\Local\Temp\nsj8371.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nss8054.tmp\SimpleSC.ENU
J/nme.dll
C:\Users\win7\AppData\Local\Temp\nsjA6FF.tmp\SimpleSC.EN
Shell32

Msi.dll

c:\windows\system32\midimap.dll
C:\Users\win7\AppData\Local\Temp\nsf785C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsq6A1F.tmp\NSISdl.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Configuratio#\30280e5e7d89ffe702df50de4d339fc7\System.Configuration.Install.ni.dll
user32
C:\Users\win7\AppData\Local\Temp\nsb5F81.tmp\Processes.dll
c:\windows\system32\fxsmon.dl|
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Management\99cdfef98595ed91f14936cf52a49c54\System.Management.ni.dll
C:\Windows\system32\wer.dll
C:\Users\win7\AppData\Local\Temp\nsi70E6.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsfC49.tmp\SimpleSC.EN
MPR.DLL
C:\Users\win7\AppData\Local\Temp\nsz8333.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\FsmSetup\Install.ENU
C:\Users\win7\AppData\Local\Temp\nsw2EB2.tmp\System.dl|
api-ms-win-core-winrt-11-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsp1CFF.tmp\nsArray.dll
Shell32.DIl
C:\Users\win7\AppData\Local\Temp\nsx9767.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsm7CD9.tmp\nsJSON.dII
version.dll
C:\Users\win7\AppData\Local\Temp\nsuA912.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsg6866.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nsg1FD8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsz761B.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nstC967.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsgEBAB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsgDDF8.tmp\NSISdl.dll
c:\windows\system32\tspkg.dll
C:\Users\win7\AppData\Local\Temp\nsq76D2.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsz761B.tmp\SimpleSC.EN
c:\windows\system32\wininet.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\TRK\ChipsetTRK.dII
wintrust.dll

ntmarta.dll
C:\Users\win7\AppData\Local\Temp\nsa7626.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\System.dl|
dwmapi.dll
C:\Users\win7\AppData\Local\Temp\nspB8C8.tmp\NSISdI.dll
C:\Windows\System32\shdocvw.dll
C:\Windows\system32\spool\DRIVERS\x64\3\mxdwdui.ini
C:\Users\win7\AppData\Local\Temp\nsg2E54.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\beepd|.ENU
C:\Users\win7\AppData\Local\Temp\nsyB022.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsb2ED1.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsa73C0.tmp\System.dll
C:\Windows\GeoOCX\WebCam\20090916\GeoWatermark.dll
MSFTEDIT.DLL

xmllite.dll
C:\Users\win7\AppData\Local\Temp\nsc16F4.tmp\nsArray.dll
C:\Windows\system32\CRTDLL.dII
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\THA\ChipsetTHA.dII
C:\Windows\system32\spool\DRIVERS\x64\3\UNIDRV.DLL
C:\Users\win7\AppData\Local\Temp\nsw2F00.tmp\nsWeb.dlI|
C:\rarlng.dll
C:\Users\win7\AppData\Local\Temp\nsb21D1.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nse724E.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsb21D1.tmp\SimpleSC.EN
C:\Windows\GeoOCX\WebCam\20090916\GeoEditAVIDIIV2ENU.dII
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf_1.1.7601.18834_none_72d38c5186679d48\GDIPlus.DLL
C:\Users\win7\AppData\Local\Temp\nsg6C03.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsh7DA5.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsq9488.tmp\StdUtils.dll
c:\windows\system32\oleaut32.dll
C:\Windows\system32\symsrv.dll
C:\Windows\System32\WMAUDI~1.EXE
C:\Windows\SysWOW®64\jscript9.dll
C:\Users\win7\AppData\Local\Temp\nsj8D9B.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsz2953.tmp\Processes.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.ServiceProce#\716eel4dc9aafde2b5f7f387d842661d\System.ServiceProcess.ni.dll
C:\Users\win7\AppData\Local\Temp\nsg2E54.tmp\SimpleSC.dll



C:\Users\win7\AppData\Local\Temp\nse7338.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsp8CDB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsh8605.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsd257B.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsd88F2.tmp\NSISd|.dll
C:\Users\win7\AppData\Local\Temp\nsv516D.tmp\nsArray.dll
MMDevAPI.DLL
C:\Users\win7\AppData\Local\Temp\nsd6F41.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsfB523.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsp8CDB.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsj8371.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsz2869.tmp\nsArray.dll
peAccess.dll

c:\windows\syswow64\psapi.dll
C:\Users\win7\AppData\Local\Temp\nsv2B57.tmp\Processes.dll
C:\Windows\GeoOCX\WebCam\20090916\GvClient_8200.0cx
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsjB723.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsw399A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsrd717.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsv1EA5.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw399A.tmp\System.dl|
C:\Windows\system32\odbcint.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\908ba9e296e92b4el4bdc2437edac603\System.ni.dll
C:\Users\win7\AppData\Local\Temp\nsp8601.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsfB926.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsm2FF9.tmp\nsResize.dll|
Jstd.dll
C:\Users\win7\AppData\Local\Temp\nsd8D93.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsg2DB8.tmp\SimpleSC.ENU
KeRNEL32

C:\Windows\system32\ntshrui.dll

c:\windows\system32\pku2u.dll
C:\Windows\GeoOCX\WebCam\20090916\GeoEditAVIDIIV2LOC.dll
C:\Users\win7\AppData\Local\Temp\nsa2A47.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nso26A4.tmp\SimpleSC.ENU
c:\windows\system32\drivers\adpu320.sys
C:\Users\win7\AppData\Local\Temp\nsm7EFC.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\PTB\ChipsetPTB.dll
C:\Users\win7\AppData\Local\Temp\nslI4DF3.tmp\SimpleSC.dll
SXS.DLL

MSVCRT.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorsec.dll
C:\Users\win7\AppData\Local\Temp\nsw892E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsmE3A2.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsm2F5E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsb7B63.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsn5530.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\SVE\ChipsetSVE.dIl
C:\Users\win7\AppData\Local\Temp\nsb2AE4.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsq7BCO.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nsfB523.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsb2DE7.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\beepd|.EN
C:\Users\win7\AppData\Local\Temp\nsz58CB.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsoE5CF.tmp\NSISdl.dll
OLEAUT32.DLL
C:\Users\win7\AppData\Local\Temp\nsr152F.tmp\nsArray.dll
C:\Windows\system32\xmllite.dll
c:\windows\system32\clbcatq.dll
C:\Users\win7\AppData\Local\Temp\nsv3915.tmp\NSISdl.dll
C:\PROGRA~2\WMACON~I\UNWISE.EXE
C:\Windows\system32\VB6ES.DLL
C:\Users\win7\AppData\Local\Temp\nsz73B5.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\VSD492D.tmp\DotNetFX\dotnetchk.exe
c:\windows\system32\authui.dll
C:\Users\win7\AppData\Local\Temp\nskD36.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\nsRandom.ENU
WS2_32.DLL
C:\Users\win7\AppData\Local\Temp\nsw92C5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsw9592.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsn326B.tmp\nsArray.dll
mshtml.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\ithttp.EN
C:\Users\win7\AppData\Local\Temp\nsh6D3D.tmp\NSISdl.dll
c:\windows\syswow64\iyuv_32.dll
C:\Users\win7\AppData\Local\Temp\nsb7C4D.tmp\NSISdlI.dll
C:\Users\win7\AppData\Local\Temp\nsv82B9.tmp\StdUtils.dll



C:\Users\win7\AppData\Local\Temp\nse8C9C.tmp\Processes.dl|
C:\Users\win7\AppData\Local\Temp\nst7172.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsgBB49.tmp\NSISdl.dll
C:\PYTHON27.DLL
C:\Users\win7\AppData\Local\Temp\nsi190A.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc20F2.tmp\SimpleSC.dll
sfc.dll
C:\Users\win7\AppData\Local\Temp\nsh8605.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nss7ACA.tmp\SimpleSC.EN
C:\Windows\GeoOCX\WebCam\20090916\GVMegaPixelViewerENU.dII
C:\Users\win7\AppData\Local\Temp\nsy25F8.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsa29F9.tmp\NSISdl.dlI
c:\windows\system32\msctf.dll
C:\Users\win7\AppData\Local\Temp\nsx2FEB.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsr6C43.tmp\nsArray.dll
ole32.dll

c:\windows\system32\scext.dll

slc.dll
C:\Users\win7\AppData\Local\Temp\nsu8F4C.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsz66B4.tmp\NSISd|.dll
USER32.DLL
C:\Users\win7\AppData\Local\Temp\nsc2358.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nslAE1B.tmp\SimpleSC.EN
DWMAPI.DLL

VERSION.DLL
C:\Users\win7\AppData\Local\Temp\nsm56AC.tmp\nsArray.dll|
C:\Users\win7\AppData\Local\Temp\nsn6FCD.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nss559E.tmp\SimpleSC.dll
c:\windows\system32\tcpmon.dl|
C:\Users\win7\AppData\Local\Temp\nstDAFD.tmp\nsArray.dll
C:\Windows\system32\RichEd20.DLL
C:\Users\win7\AppData\Local\Temp\nsh7DA5.tmp\SimpleSC.ENU
c:\windows\system32\cca.dll
C:\Users\win7\AppData\Local\Temp\nsg84CC.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsj3EBB.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nso5FD6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsx2EBD.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsz78A3.tmp\SimpleSC.ENU
c:\windows\system32\usbmon.dll
C:\Users\win7\AppData\Local\Temp\nsa77EF.tmp\NSISdl.dll
C:\PROGRA~2\WMACON~1\readme.txt
C:\Users\win7\AppData\Local\Temp\nsh6CEF.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\SimpleSC.ENU
comdlg32.dll

Atl.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\12auf94d4\QBInstaller.dll
C:\Users\win7\AppData\Local\Temp\nsaE650.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsa7674.tmp\System.dl|
atl.dll

c:\windows\system32\imageres.dll|

uxtheme.dll

c:\windows\system32\imaadp32.acm
C:\Windows\system32\spool\DRIVERS\x64\3\FXSWZRD.DLL
Advapi32.DLL

Uberlcon.dll
C:\Users\win7\AppData\Local\Temp\nsI2C9F.tmp\NSISdlI.dll
C:\ProgramData\BrouwsEe2save\515f5b4a5a364.dll
C:\Users\win7\AppData\Local\Temp\ciO-temp\install.bmp
C:\Users\win7\AppData\Local\Temp\nsa85A4.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\SimpleSC.ENU
c:\windows\syswow64\ole32.dll
C:\Users\win7\AppData\Local\Temp\nsz9033.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsh2EF1.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsh2EF1.tmp\System.dll
c:\windows\system32\drivers\adpahci.sys
C:\Users\win7\AppData\Local\Temp\nsy8F48.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsg2C80.tmp\nsArray.dll
C:\DLL_Loader.exe
C:\Users\win7\AppData\Local\Temp\nsc2FBC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsp799D.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsq76D2.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm7E60.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\000a37d8.a
C:\Users\win7\AppData\Local\Temp\nsvB61D.tmp\NSISdl.dll
c:\windows\system32\aelupsvc.dll
C:\Users\win7\AppData\Local\Temp\nst58AB.tmp\nsArray.dll
C:\Windows\system32\WINMM.dII



C:\Users\win7\AppData\Local\Temp\nsz7681.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsmE3A2.tmp\NSISdl.dll
AFFLIB.DLL

C:\Windows\System32\userinit.exe
C:\Users\win7\AppData\Local\Temp\nsr152F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsk377C.tmp\NSISdl.dll
jscript9.dll
C:\Users\win7\AppData\Local\Temp\nsb2DE7.tmp\NSISdl.dll
HID.dll

UlAutomationCore.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\botva2.dll
werui.dll
C:\Users\win7\AppData\Local\Temp\nsr6C43.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nss559E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsz1AD7.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsi3D34.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\RarSFX0\mchpplc.exe
shell32.dll
C:\Users\win7\AppData\Local\Temp\nsj1BA7.tmp\SimpleSC.dll
orcmn.dll

c:\windows\system32\wldap32.dll
C:\Users\win7\AppData\Local\Temp\nsc7BA4.tmp\SimpleSC.EN
c:\windows\syswow64\msg711.acm

WSLib.dll

C:\Users\win7\AppData\Local\Temp\Report.ico
C:\Users\win7\AppData\Local\Temp\nsyA321.tmp\NSISdl.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Windows.Forms\6949c4470a81970ec3de0a575d93babc\System.Windows.Forms.ni.dll
C:\Users\win7\AppData\Local\Temp\nsqlEDE.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc3142.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsrACF5.tmp\SimpleSC.dll
WINTRUST.dII

AdvApi32.dll
C:\Users\win7\AppData\Local\Temp\nsr90DC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsh2027.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsjC29C.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\RUS\ChipsetRUS.dII
c:\windows\syswow64\wininet.dll
C:\Users\win7\AppData\Local\Temp\nsw20D2.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsvB61D.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nso71A2.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr4717.tmp\SimpleSC.dll
c:\windows\syswow64\midimap.dll
C:\Users\win7\AppData\Local\Temp\is-J8BHU.tmp\sample.ENU
c:\users\win7\appdata\roaming\microsoft\windows\start menu\programs\startup\desktop.ini
C:\Users\win7\AppData\Local\Temp\nsc3142.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nssAD44.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nszE55B.tmp\SimpleSC.ENU
dxgi.dll

c:\windows\system32\ieframe.dll
C:\Users\win7\AppData\Local\Temp\nsr3019.tmp\SimpleSC.EN
c:\windows\system32\sbe.dll
C:\Users\win7\AppData\Local\Temp\nst703B.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsp9949.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsf79FB.tmp\nsArray.dll
C:\ProgramData\Soearcho--NewTeAb\515f05c5b9edb.dll
C:\Users\win7\AppData\Local\Temp\nsh4855.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nss6E66.tmp\SimpleSC.EN
DDraw.dll

msls31.dll

oleaut32.dll

c:\windows\syswow64\difxapi.dll
C:\Users\win7\AppData\Local\Temp\nsx7FD6.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nsf1C2F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsz58CB.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr5EA6.tmp\NSISdl.dll
c:\windows\system32\ole32.dll
C:\Users\win7\AppData\Local\Temp\nsaF4CC.tmp\nsWeb.dll
CRYPTBASE.dII

API-MS-WIN-Service-Management-L2-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsgBB49.tmp\nsDialogs.dll
C:\DXGIDebug.dll

Clusapi.DLL
C:\Users\win7\AppData\Local\Temp\nse8250.tmp\SimpleSC.EN
iphlpapi.dll

gdi32
C:\Users\win7\AppData\Local\Temp\nszA5E1.tmp\NSISdl.dll
ntshrui.dll
C:\Users\win7\AppData\Local\Temp\nsy25F8.tmp\SimpleSC.EN



pl_rsrc_english.dll
C:\Users\win7\AppData\Local\Temp\nst1AFB.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsw892E.tmp\SimpleSC.ENU
c:\windows\system32\advapi32.dll
C:\Users\win7\AppData\Local\Temp\nsc13AE.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsi190A.tmp\SimpleSC.dllI
C:\Users\win7\AppData\Local\Temp\nsu25A0.tmp\NSISdl.dll
api-ms-win-downlevel-shlwapi-12-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsz8FE5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsf795F.tmp\SimpleSC.ENU
C:\Windows\system32\DXGIDebug.dll

rpcrt4.dll
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsk86CB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\SimpleSC.EN
c:\windows\system32\msg711l.acm
C:\Users\win7\AppData\Local\Temp\nsu717E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsn3133.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsjA6FF.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsy247C.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsh4855.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\botva2.dll
C:\Users\win7\AppData\Local\Temp\nswAEF6.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsh20C2.tmp\NSISdl.dll
c:\windows\system32\rasplap.dll
C:\Users\win7\AppData\Local\Temp\nsr2E93.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsh7DA5.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg2DB8.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsp842D.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\ns|7B53.tmp\SimpleSC.dllI
C:\sampleLOC.dll
C:\Users\win7\AppData\Local\Temp\nsb4835.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsm2FAC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsqDF2.tmp\nsArray.dll
Psapi.dll
C:\Users\win7\AppData\Local\Temp\nsr1619.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsc6EA4.tmp\SimpleSC.ENU
MsiMsg.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\Ksicfg.dll
C:\Users\win7\AppData\Local\Temp\nsg7ACE.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsq76D2.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc2FBC.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm16E4.tmp\nsExec.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\Ksicfg.dll
C:\Users\win7\AppData\Local\Temp\nsw6B78.tmp\NSISdl.dll
c:\windows\system32\drivers\afd.sys
c:\windows\system32\napinsp.dIl
C:\Users\win7\AppData\Local\Temp\nsg6E82.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsI1E23.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsv2B09.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq5CD1.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\004cf347.a
c:\windows\system32\gasf.dll
C:\Users\win7\AppData\Local\Temp\nsf7910.tmp\nsJSON.dII
C:\Users\win7\AppData\Local\Temp\nsz78A3.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nstC9B5.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsv7A59.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsk7894.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\000a397e.a
C:\Users\win7\AppData\Local\Temp\nso723E.tmp\nsWeb.dll
IPHLPAPI.DLL
C:\ProgramData\BBroowsee2save\515f52bb88489.dll
c:\windows\system32\vboxtray.exe
C:\Users\win7\AppData\Local\Temp\nsa2BC4.tmp\NSISdl.dll
WININET.dII

c:\windows\syswow64\clbcatq.dll
C:\Users\win7\AppData\Local\Temp\nsy25F8.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsI1D39.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsy8F48.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsm1732.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsi26D2.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsh223F.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsw9592.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg206A.tmp\ButtonLinker.dll
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nse29C0.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\CHT\ChipsetCHT.dIl



C:\Windows\SysWOW&64\ieframe.dll
C:\Users\win7\AppData\Local\Temp\nsc6DB9.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsrD5FC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\ESP\ChipsetESP.dlI
aida_icons2k.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorrc.dll
C:\Users\win7\AppData\Local\Temp\nsx7139.tmp\NSISdl.dll
winhttp.dll
C:\Windows\GeoOCX\WebCam\20090916\RPBAudio.ocx
C:\Windows\system32\MSVBVM60.DLL
C:\Users\win7\AppData\Local\Temp\nsb2ED1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsq829A.tmp\SimpleSC.EN
C:\Windows\system32\D3D10Warp.dll
c:\windows\system32\drivers\agp440.sys
C:\Users\win7\AppData\Local\Temp\nsyCAD5.tmp\NSISdl.dll
C:\Windows\system32\lconCodecService.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\_isetup\_shfoldr.dll
c:\windows\system32\winrnr.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\ithttp.EN
C:\Users\win7\AppData\Local\Temp\nsh2027.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsi1lA20.tmp\NSISdl.dll
C:\Windows\System32\wship6.dll
C:\Users\win7\AppData\Local\Temp\nsz2A5F.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsuA912.tmp\SimpleSC.dll
C:\Windows\system32\iphlpapi.dll
C:\Users\win7\AppData\Local\Temp\nse2888.tmp\NSISdl.dll
C:\Windows\GeoOCX\WebCam\20090916\IA_VIDEOLOC.dII
C:\Users\win7\AppData\Local\Temp\nspA63F.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsa41D8.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nso5FD6.tmp\SimpleSC.ENU
kernel256
C:\Users\win7\AppData\Local\Temp\nsl4DF3.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsa7626.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr2F7D.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsg7ACE.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsa7AC6.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsh21AD.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nso28C6.tmp\nsArray.dll
C:\Windows\SysWOWG64\NETAPI32.DLL
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\ITA\ChipsetITA.dlI
C:\Users\win7\AppData\Local\Temp\nsu8F4C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsfF539.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\System.dIl
wmvcore.dll

C:\Users\win7\Documents\MSDCSC\msdcsc.ENU
C:\Users\win7\AppData\Local\Temp\nsd3015.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw2EB2.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsh21AD.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsb204B.tmp\NSISdl.dll
OLEPRO32.DLL

RichEd20.DLL
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\PLK\ChipsetPLK.dII
C:\Users\win7\AppData\Local\Temp\nsy7596.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsa2C60.tmp\nsArray.dll
MsVfw32.dll
C:\Users\win7\AppData\Local\Temp\nsy92DC.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nscA033.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsi2F54.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr2FCB.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsx16D5.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\nsw2EB2.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsw4FAE.tmp\NSISdl.dll
c:\windows\syswow64\imagehlp.dll
C:\Users\win7\AppData\Local\Temp\nsq1EDE.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg84CC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw9718.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss1926.tmp\System.dll
HHCtrl.OCX
C:\Users\win7\AppData\Local\Temp\nsk1BB2.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsn3133.tmp\System.dll
IDAPI32.DLL

c:\windows\syswow64\wldap32.dll
C:\Users\win7\AppData\Local\Temp\nsfEA73.tmp\nsArray.dll
c:\windows\system32\psapi.dll
C:\Users\win7\AppData\Local\Temp\GLK76A3.tmp
c:\windows\system32\mscoree.dll

kernel32



C:\Windows\system32\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\nsm23E4.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsz7EE1.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\Ksicfg.EN
C:\Windows\system32\kernel32.dll

gdiplus
C:\Users\win7\AppData\Local\Temp\nsb4835.tmp\SimpleSC.dll
ADVAPI32.DLL

C:\Windows\SysWOW64\DDRAW.dI|
C:\Users\win7\AppData\Local\Temp\nsi3EBO.tmp\AdvSplash.dll
C:\Users\win7\AppData\Local\Temp\nss95B4.tmp\SimpleSC.dll
c:\windows\system32\cmd.exe

secur32.dll

c:\windows\system32\drivers\acpi.sys
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\NSISdl.dIl
C:\Users\win7\AppData\Local\Temp\nse7338.tmp\System.dll
c:\windows\system32\drivers\adp94xx.sys
C:\Users\win7\AppData\Local\Temp\nsy90EA.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\Ksicfg.ENU
C:\Users\win7\AppData\Local\Temp\nss7ACA.tmp\System.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\\wminet_utils.dll
JJ./nme.ndll
C:\Users\win7\AppData\Local\Temp\nst58AB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nss559E.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nst1AFB.tmp\SimpleSC.ENU
c:\windows\system32\setupapi.dll
C:\Users\win7\AppData\Local\Temp\is-VLONM.tmp\_isetup\_isdecmp.dll
C:\Users\win7\AppData\Local\Temp\nss6E66.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsi190A.tmp\System.dl|
iertutil.dll
C:\Users\win7\AppData\Local\Temp\nsc2FBC.tmp\SimpleSC.EN
C:\Windows\SysWOW®64\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\nsb2D4B.tmp\nsWeb.dIl
C:\Windows\system32\spool\DRIVERS\x64\3\unidrv.hlp
C:\Users\win7\AppData\Local\Temp\nsalD48.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\nsRandom.EN
DL

C:\Windows\System32\msxml3r.dll

C:\KRenameShell.dll
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\xtras\Text Asset.x32
C:\Users\win7\AppData\Local\Temp\nsb21D1.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\Scan.ico

shlwapi
C:\Users\win7\AppData\Local\Temp\nss1926.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsk4343.tmp\KillProcDLL.dll
C:\Users\win7\AppData\Local\Temp\nsj1BF5.tmp\System.dll
c:\windows\system32\msacm32.drv
c:\windows\syswow64\sechost.dll
c:\windows\syswow64\msadp32.acm
c:\windows\system32\msvidctl.dll
C:\Users\win7\AppData\Local\Temp\nsh7DF3.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nst2711.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nspB38C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsz8333.tmp\System.dll
c:\windows\system32\tsbyuv.dll
c:\windows\system32\msrle32.dll

Wtsapi32.dll

c:\windows\system32\userinit.exe
C:\Users\win7\AppData\Local\Temp\nskA7A6.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nszE55B.tmp\System.dl|
SensApi.dll

C:\Windows\System32\rdpclip.exe
C:\Users\win7\AppData\Local\Temp\nsr1493.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsa7AC6.tmp\System.dl|
c:\windows\syswow64\tsbyuv.dll
c:\windows\system32\imm32.dll
C:\Windows\System32\MsAudio.ocx
C:\Users\win7\AppData\Local\Temp\nss55EB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsmC422.tmp\SimpleSC.dll
Secur32.dll
C:\Users\win7\AppData\Local\Temp\nsa85A4.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsq1DA6.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\beepd|.EN
C:\Users\win7\AppData\Local\Temp\nsalD48.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsp1CFF.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\ithttp.ENU
C:\Windows\system32\spool\DRIVERS\x64\3\unidrvui.dll



C:\Users\win7\AppData\Local\Temp\nsjFO8F.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\ithttp.ENU
C:\Users\win7\AppData\Local\Temp\nsg1FD8.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\CTOSChk.exe
C:\Users\win7\AppData\Local\Temp\nsz78A3.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\ciO-temp\AlexaBooster.set
C:\Users\win7\AppData\Local\Temp\nsw6B78.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsc218E.tmp\StdUtils.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf 1.1.7601.18834_none_72d38c5186679d48\GDIPLUS.DLL
C:\Windows\system32\spool\DRIVERS\x64\3\FXSTIFF.DLL
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Data\4b335bfaa07fc54f2d72213d33f53e97\System.Data.ni.dll
MSWSOCK.dII

Wintrust.dll

KERNEL32.dll
C:\Users\win7\AppData\Local\Temp\nsk8D58.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsmA023.tmp\NSISdl.dll
c:\programdata\microsoft\windows\start menu\programs\startup\desktop.ini
C:\Windows\system32\EhStorShell.dll
C:\Users\win7\AppData\Local\Temp\nskCCD2.tmp\SimpleSC.ENU
wtsapi32.dll
C:\Users\win7\AppData\Local\Temp\nsr2F2F.tmp\NSISdI.dll
ntdll.dll
C:\Users\win7\AppData\Local\Temp\nso282A.tmp\nsArray.dll
C:\Windows\system32\VB6DE.DLL
C:\Users\win7\AppData\Local\Temp\nsa330E.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsx9767.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsg6E82.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nsg2DB8.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsh86A0.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsi324C.tmp\SimpleSC.dll
AVICAP32.DLL
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Transactions\f45bc0251cceb599622f55cclc7f4aba\System.Transactions.ni.dll
C:\Users\win7\AppData\Local\Temp\nsc2229.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsw9592.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm39A9.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsb1ECF.tmp\SimpleSC.EN
srvcli.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\beepdl.dll
C:\Users\win7\AppData\Local\Temp\nskA7A6.tmp\SimpleSC.dll
PSAPI.DLL

C:\Windows\SysWOW64\bcryptprimitives.dll
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\Base64.dll
C:\Users\win7\AppData\Local\Temp\nsy92DC.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsk5A41.tmp\NSISdI.dll
kernel32

Rstrtmgr.dll
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\nsArray.dll
c:\windows\system32\difxapi.dll
C:\Users\win7\AppData\Local\Temp\nsg6C03.tmp\SimpleSC.dll
C:\UNZDLL.DLL
C:\Users\win7\AppData\Local\Temp\is-NAM86.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\nsj17C4.tmp\NSISdl.dll
Sage.DLL
C:\Users\win7\AppData\Local\Temp\nsz9033.tmp\SimpleSC.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\OLEAUT32.dll
C:\Users\win7\AppData\Local\Temp\nsw9718.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsf7422.tmp\nsJSON.dII
C:\Users\win7\AppData\Local\Temp\nsd18C9.tmp\NSISdl.dll
RTUTILS.DLL
C:\Users\win7\AppData\Local\Temp\nsa8374.tmp\nsWeb.dlI|
CABINET
C:\Users\win7\AppData\Local\Temp\nsm2FAC.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsi5697.tmp\Userinfo.dll
c:\windows\system32\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nskB31F.tmp\nsArray.dll
CRYPT32.dll
C:\Users\win7\AppData\Local\Temp\nsmC906.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsv7607.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nss6E66.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nst76AF.tmp\nsArray.dll
Cabinet.dll
C:\Users\win7\AppData\Local\Temp\ns|1D39.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nseBF64.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsb1ECF.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq784D.tmp\NSISdl.dll
C:\CFVS_HookDIl.dll

D3D10Warp.dll



C:\Users\win7\AppData\Local\Temp\nsz8333.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsw399A.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsm2FAC.tmp\System.dl|
psapi.dll

SETUPAPI.DLL

C:\Windows\SysWOW64\DUser.dll
C:\Windows\GeoOCX\WebCam\20090916\GVMegaPixelViewerLOC.dl|
C:\Users\win7\AppData\Local\Temp\nsc1790.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsk1BB2.tmp\NSISdl.dll
C:\multisearchbar.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.EnterpriseSe#\abecd46ce0b212dad31a9e8f9adf073f\System.EnterpriseServices.ni.dll
C:\Users\win7\AppData\Local\Temp\nsc2FBC.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsalF60.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsw229C.tmp\nsWeb.dlIl
C:\Users\win7\AppData\Local\Temp\nswC408.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\HEB\ChipsetHEB.dII
C:\Users\win7\AppData\Local\Temp\nsgD1D8.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\SimpleSC.ENU
C:\Windows\system32\sfc.dll

NTDLL

mpr.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\DAN\ChipsetDAN.dII
C:\Windows\system32\vb6chs.dll
C:\Users\win7\AppData\Local\Temp\nsb1ECF.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsv516D.tmp\NSISdl.dll
c:\python27\dlls\py.ico
C:\Users\win7\AppData\Local\Temp\nsk86CB.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nso34DC.tmp\SimpleSC.EN
c:\windows\system32\drivers\1394ohci.sys
C:\Users\win7\AppData\Local\Temp\nsw20D2.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsmA33E.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nskB7C0.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr9E6E.tmp\NSISdl.dll
c:\windows\system32\vboxmrxnp.dll

Wship6.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\FRA\ChipsetFRA.dII
C:\Users\win7\AppData\Local\Temp\GLKFD8.tmp
C:\Users\win7\AppData\Local\Temp\nsv4429.tmp\nsArray.dll
C:\sa.dll

C:\CFVS_Injector.exe
C:\Users\win7\AppData\Local\Temp\nsm7EAE.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsw7C2E.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\SimpleSC.ENU
NTDLL.dII
C:\Users\win7\AppData\Local\Temp\nsy90EA.tmp\System.dll
API-MS-Win-Core-LocalRegistry-L1-1-0.dll
C:\PROGRA~2\WMACON~1\settings.ini
C:\Users\win7\AppData\Local\Temp\nsm2EC2.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\nsalFFC.tmp\StdUtils.dll
WSOCK32.dll
C:\Users\win7\AppData\Local\Temp\nsi70E6.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsw2E15.tmp\ns)SON.dI|
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nse73D4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\RarSFX0\VjxjVBc.exe
C:\Users\win7\AppData\Local\Temp\nsrACF5.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsu8CFA.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsiB060.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsk1EB4.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsm7CD9.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsm7EAE.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\CallbackCtrl.dll
C:\Users\win7\AppData\Local\Temp\nsg1E51.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nshC833.tmp\SimpleSC.EN
fnsSkinx.dll

SHFOLDER
C:\Users\win7\AppData\Local\Temp\nsp794E.tmp\nsArray.dll
WS2_32
C:\Users\win7\AppData\Local\Temp\nsbC511.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\xtras\TextXtra.x32
C:\Users\win7\AppData\Local\Temp\nsg6C03.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsnB3E7.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-KJ4HI.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\nsq7COE.tmp\SimpleSC.EN
C:\Windows\system32\ebkp.dll

UxTheme.dll

SetupApi.DLL
C:\Users\win7\AppData\Local\Temp\nsg2DB8.tmp\SimpleSC.dll



C:\Users\win7\AppData\Local\Temp\nsy8AF5.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse2972.tmp\nsArray.dll
libnspr4.dll
C:\Users\win7\AppData\Local\Temp\nsy1A30.tmp\SimpleSC.ENU
C:\Windows\SysWOW64\msi.dll

oleacc.dll
C:\Users\win7\AppData\Local\Temp\nso5FD6.tmp\SimpleSC.EN
C:\Windows\system32\Comcat.dll
C:\Users\win7\AppData\Local\Temp\is-A86TG.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsj8371.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsw399A.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\proj.dil
C:\Users\win7\AppData\Local\Temp\nspl1E37.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\is-1M7DH.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsm7EFC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsn31CF.tmp\System.dll
kernel32.DLL
C:\Users\win7\AppData\Local\Temp\nsd6F41.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsd8219.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\System.dIl
C:\Windows\system32\napinsp.dll
C:\32788R22FWJFW\swreg.EN
C:\Users\win7\AppData\Local\Temp\nsx6F21.tmp\nsArray.dll
smime3.dll
C:\Users\win7\AppData\Local\Temp\nsalD48.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\ciO-temp\logo.bmp
C:\Users\win7\AppData\Local\Temp\nsf44AB.tmp\Processes.dll
Kernel32.DLL
C:\Users\win7\AppData\Local\Temp\nsc20F2.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc878.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsz32B5.tmp\SimpleSC.EN
c:\windows\system32\msadp32.acm
C:\Users\win7\AppData\Local\Temp\nsj7ED1.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsy7C6F.tmp\NSISdl.dll
C:\Windows\winhlp32.exe

C:\sample.
C:\Users\win7\AppData\Local\Temp\nsk86CC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsv1EA5.tmp\SimpleSC.EN
DUser.dll

mdmins32.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\NOR\ChipsetNOR.dll
c:\windows\syswow64\msvidc32.dll
C:\Users\win7\AppData\Local\Temp\nss95B4.tmp\SimpleSC.EN
API-MS-Win-Security-LSALookup-L1-1-0.dll
c:\windows\system32\comdIg32.dll

OPENGL32
C:\Users\win7\AppData\Local\Temp\nsn8BFD.tmp\SimpleSC.dll
api-ms-win-downlevel-advapi32-12-1-0.dll

ntdll

d3d11.dll

c:\windows\system32\usp10.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\shell32.dll
GDIPlus
C:\Users\win7\AppData\Local\Temp\nsa41D8.tmp\System.dl|
c:\windows\syswow64\msctf.dll
C:\Users\win7\AppData\Local\Temp\nsf795F.tmp\SimpleSC.EN
C:\Windows\SysWOW64\SCHTASKS.exe
C:\Users\win7\AppData\Local\Temp\nso26A4.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\ithttp.dll
c:\windows\system32\ws2_32.dll
c:\windows\system32\drivers\aliide.sys
C:\Users\win7\AppData\Local\Temp\nsa753C.tmp\System.dll
c:\windows\syswow64\iccvid.dll

oledlg.dll
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\nsArray.dll
opengl32.dll

c:\windows\syswow64\ws2_32.dll
C:\Users\win7\AppData\Local\Temp\nsrEE5B.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nszE55B.tmp\SimpleSC.dll
VBoxOGL.dll

c:\windows\syswow64\nsi.dll

avifil32.dll

C:\Windows\system32\imageres.dll
C:\Users\win7\AppData\Local\Temp\nsa41D8.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-JR7C5.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nszA5E1.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\Cleaning.ico
C:\Users\win7\AppData\Local\Temp\nsiA311.tmp\NSISdl.dll



C:\Users\win7\AppData\Local\Temp\nsv4429.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\nsArray.dll
C:\Windows\syswow64\CRYPT32.dll
C:\Users\win7\AppData\Local\Temp\nsv2B09.tmp\SimpleSC.EN
msvcrt

DMDskRes.dll
C:\Users\win7\AppData\Local\Temp\nsa7AC6.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsr4717.tmp\SimpleSC.ENU
C:\Windows\system32\spoo\DRIVERS\x64\3\FXSUI.DLL
C:\Users\win7\AppData\Local\Temp\nso26A4.tmp\SimpleSC.EN
C:\Windows\system32\Oleacc.dll

NETAPI32.dll
C:\Users\win7\AppData\Local\Temp\nsn9595.tmp\Processes.dl|
Atl71.dll

c:\windows\syswow64\msrle32.dll
C:\Users\win7\AppData\Local\Temp\ns|7B53.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nse8250.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsI5ED4.tmp\NSISdl.dll
C:\Windows\system32\spoo\DRIVERS\x64\3\FXSAPI.DLL
c:\windows\system32\iyuv_32.dll
C:\Users\win7\AppData\Local\Temp\is-J8BHU.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsa7674.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsc94BA.tmp\NSISdl.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorlib.dll

F

C:\Users\win7\AppData\Local\Temp\nss8054.tmp\StdUtils.dll
USER32

c:\windows\system32\nlaapi.dll
C:\Users\win7\AppData\Local\Temp\nsi3082.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsj1BA7.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nse1C71.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-S45LH.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\ELL\ChipsetELL.dll
C:\Users\win7\AppData\Local\Temp\is-36CJS.tmp\_isetup\_shfoldr.dll
c:\windows\system32\sechost.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\botva2.dll
WINHTTP.dII

Ole32
C:\Users\win7\AppData\Local\Temp\nsw2E15.tmp\Userinfo.dll
C:\Windows\GeoOCX\WebCam\20090916\GeoDDrawV2ENU.dII
C:\Users\win7\AppData\Local\Temp\nsa2BC4.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsg1FD8.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsh7D56.tmp\nsArray.dll
C:\Windows\System32\drprov.dll
C:\Users\win7\AppData\Local\Temp\nsp8601.tmp\SimpleSC.ENU
Medialnfo.dll
C:\Users\win7\AppData\Local\Temp\is-Q8QEV.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsfC49.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\LangDLL.dll
C:\Users\win7\AppData\Local\Temp\nss3104.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nss1926.tmp\SimpleSC.dll
tmplugin.dll

c:\windows\system32\wsdmon.dll
C:\Users\win7\AppData\Local\Temp\nsrd717.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsj1BF5.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\is-C85U7.tmp\_isetup\_shfoldr.dll
C:\Windows\system32\twext.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\CSY\ChipsetCSY.dll
C:\Users\win7\AppData\Local\Temp\nsd3015.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg1DB6.tmp\nsArray.dll
c:\windows\system32\msv1_0.dll
C:\Users\win7\AppData\Local\Temp\nso71A2.tmp\NSISdl.dll
user32
C:\Users\win7\AppData\Local\Temp\nswD479.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc3058.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nshC833.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsb21D1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\CallbackCtrl.dll
C:\Users\win7\AppData\Local\Temp\nsf1CCB.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsv2C41.tmp\NSISdl.dll
msdmo.dll

C:\Windows\system32\ExplorerFrame.dll
C:\Users\win7\AppData\Local\Temp\nsIAE1B.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsv7A59.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse1C72.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsf795F.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsfB523.tmp\SimpleSC.dll



C:\Users\win7\AppData\Local\Temp\nsd3015.tmp\SimpleSC.ENU
C:\Windows\system32\asycfilt.dll
C:\Users\win7\AppData\Local\Temp\nsc7BA4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\PB7DC5.tmp
C:\Users\win7\AppData\Local\Temp\nsp1E37.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsx23D5.tmp\nsArray.dll
gdi32.DLL
C:\Users\win7\AppData\Local\Temp\nse8250.tmp\SimpleSC.ENU
riched20.dll
C:\Users\win7\AppData\Local\Temp\nsb4533.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nso8AB8.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsgC3AA.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsg2C80.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nss31EE.tmp\SimpleSC.dll
C:\Windows\GeoOCX\WebCam\20090916\IA_VIDEOENU.dII
C:\Windows\system32\networkexplorer.dll
C:\Users\win7\AppData\Local\Temp\nsv7607.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsm7EFC.tmp\SimpleSC.EN
C:\Windows\system32\spool\DRIVERS\x64\3\FXSDRV.DLL
C:\Windows\GeoOCX\WebCam\20090916\eMapView.ocx
C:\Users\win7\AppData\Local\Temp\nsq1DOA.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nst89EC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr2F7D.tmp\SimpleSC.dIl
C:\Users\win7\AppData\Local\Temp\nsw7C7C.tmp\NSISdl.dll
DWrite.dll

c:\windows\syswow64\normaliz.dll
C:\Users\win7\AppData\Local\Temp\nsc3142.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsn31CF.tmp\SimpleSC.EN
MSIMG32.dll
C:\Users\win7\AppData\Local\Temp\nse6637.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsz32B5.tmp\SimpleSC.dll
A\bin\InstallerDlg.dll

C:\Windows\System32\wshtcpip.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\beepd|.ENU
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Drawing\5a401fd2a7689ff13fb54182953f9c40\System.Drawing.ni.dll
C:\Users\win7\AppData\Local\Temp\nse8C9B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsb7B63.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsI1E23.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nso282A.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nskB31F.tmp\NSISdl.dll
security.dll
C:\Users\win7\AppData\Local\Temp\nsk377C.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nso27DC.tmp\nsArray.dll
WINSPOOL.DRV
C:\Users\win7\AppData\Local\Temp\nsaCE68.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsc7B08.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsg2E54.tmp\SimpleSC.EN
c:\windows\system32\credssp.dll

ieframe.dll
C:\Users\win7\AppData\Local\Temp\nsmC906.tmp\SimpleSC.EN
icm32.dll

USERENV.dII

user32
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\CallbackCtrl.dll
C:\Users\win7\AppData\Local\Temp\nstF103.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\Uninstall.ico
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\CallbackCtrl.dll
midimap.dll

C:\CnCerT.Net.SKiller.exe
C:\Users\win7\AppData\Local\Temp\nsb4835.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsw9718.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsm7EAE.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nss4B52.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsd257B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nss8054.tmp\SimpleSC.dll
olepro32.dll
C:\Users\win7\AppData\Local\Temp\nsg11A0.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsn1711.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsg206A.tmp\AdvSplash.dll
C:\multisearchbarside.dll
C:\Users\win7\AppData\Local\Temp\nsc6EA4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsf9226.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nsyB022.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsI29EA.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse724E.tmp\SimpleSC.dll
J./nme.dll



c:\windows\system32\shlwapi.dll
C:\Users\win7\AppData\Local\Temp\scratch.bat
C:\Windows\system32\Msimtf.dll
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nst8DF1.tmp\nsArray.dll
userenv.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\NLD\ChipsetNLD.dll
SETUPAPL.AII
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Configuration\007fc007edc388d9806dff94ee04f129\System.Configuration.ni.dll
c:\windows\system32\msdrm.dll
C:\Users\win7\AppData\Local\Temp\nsy2694.tmp\NSISdl.dll
crypt32.dll

C:\Users\win7\Documents\MSDCSC\msdcsc.EN
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.VisualBas#\12dc10e5c0e8d176cf21lal6a6fc5fc3b\Microsoft.VisualBasic.ni.dll
C:\Users\win7\AppData\Local\Temp\nsy247C.tmp\SimpleSC.ENU
c:\windows\system32\iertutil.dll
C:\Users\win7\AppData\Local\Temp\nsjB723.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsu8CFA.tmp\nsArray.dll
mscorsec.dll

c:\windows\system32\mshtml.dll
C:\Users\win7\AppData\Local\Temp\nsc7B08.tmp\NSISdl.dll
c:\windows\system32\localspl.dll
C:\Users\win7\AppData\Local\Temp\nsc20F2.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsi3D34.tmp\NSISdl.dll
C:\Windows\System32\perfos.dll
C:\Users\win7\AppData\Local\Temp\nsz2A5F.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\xtras\Font Asset.x32
C:\Users\win7\AppData\Local\Temp\nsu7799.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsh223F.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsdB20B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsa2C60.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsi2F54.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\000a3d85.a

DSOUND.dII

C:\Windows\System32\appidpolicyconverter.exe
C:\Users\win7\AppData\Local\Temp\nsc230A.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nse2888.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsj71D1.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\nsc16F4.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nspA63F.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nss31EE.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nst899E.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nskCCD2.tmp\System.dl|
shell32
C:\Users\win7\AppData\Local\Temp\nsI2C9F.tmp\nsArray.dll
GUILib.dll

COMCTL32.dll
C:\Users\win7\AppData\Local\Temp\nsx2FEB.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsp1D4D.tmp\SimpleSC.ENU
shdocvw.dll

c:\windows\system32\appidpolicyconverter.exe
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\Ksicfg.EN
ws2_32.dll

c:\windows\system32\pnrpnsp.dll

pstorec.dll

C:\Windows\SysWOW®64\schtasks.exe
C:\Users\win7\AppData\Local\Temp\nsc2358.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsr20B2.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsmC906.tmp\SimpleSC.ENU
C:\Windows\system32\Olepro32.dll
c:\windows\syswow64\urlmon.dl|
C:\Users\win7\AppData\Local\Temp\nsp794E.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr1F7B.tmp\StdUtils.dll
dhcpcsve.DLL

c:\windows\system32\urimon.dll
c:\windows\system32\vaultcredprovider.dil
C:\Users\win7\AppData\Local\Temp\nsg6866.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsc8COC.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nss7FB7.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsn2607.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsy1A30.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsk7894.tmp\NSISdl.dIl
BubbleBound.gam
C:\Users\win7\AppData\Local\Temp\nse7338.tmp\SimpleSC.dll
C:\Windows\system32\spool\DRIVERS\x64\3\XPSSVCS.DLL
C:\Users\win7\AppData\Local\Temp\004cf942.a
C:\Users\win7\AppData\Local\Temp\nsf1CCB.tmp\NSISdl.dll



C:\Users\win7\AppData\Local\Temp\nsh6D3D.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nst1AFB.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nstDAFD.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsa330E.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsa330E.tmp\System.dll
DEVRTL.dII
C:\Users\win7\AppData\Local\Temp\nsn7A19.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsjB723.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nss31EE.tmp\SimpleSC.EN
PSAPILdII
C:\Windows\Microsoft.NET\Framework\v2.0.50727\en-US\mscorrc.dll
COMCTL32
C:\Users\win7\AppData\Local\Temp\nsq76D2.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsa73C0.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\TempFolder.aaa\xtras\BUDAPI.X32
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\nsArray.dll|
C:\Windows\System32\msxml6r.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\Ksicfg.ENU
imageres.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\CHS\ChipsetCHS.dlII
C:\Users\win7\AppData\Local\Temp\nsj726D.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc2358.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\botva2.dll
API-MS-Win-Security-SDDL-L1-1-0.dll
C:\Users\win7\AppData\Local\Temp\nss6FEC.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nsi3082.tmp\System.dIl
KERNEL32
C:\Users\win7\AppData\Local\Temp\nsv751C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsy4046.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsz9033.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\ns02273.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsy7192.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsiCBAF.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsy90EA.tmp\SimpleSC.ENU
Riched32.dll
C:\Users\win7\AppData\Local\Temp\nss8054.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nst41CF.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\is-BOPSL.tmp\beepdl.dll
C:\Users\win7\AppData\Local\Temp\nsw852A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nstF103.tmp\System.dl|
C:\BZIP2.DLL
C:\Windows\GeoOCX\WebCam\20090916\POSLiveViewX_8198.0cx
C:\Users\win7\AppData\Local\Temp\nso4E8D.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\nsb2D07.tmp\Processes.dll
IEFRAME.dII
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\KOR\ChipsetKOR.dlIl
C:\Users\win7\AppData\Local\Temp\nss7ACA.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nstE5A0.tmp\NSISdl.dll
c:\windows\system32\user32.dll
C:\Windows\assembly\GAC_MSIL\System.Drawing\2.0.0.0__b03f5f7f11d50a3a\System.Drawing.dll
C:\Users\win7\AppData\Local\Temp\is-310Q3.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsa36FA.tmp\StdUtils.dll
LZ32.DLL
C:\Users\win7\AppData\Local\Temp\nse1lC72.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsd8219.tmp\SimpleSC.ENU
c:\windows\syswow64\user32.dll
C:\Users\win7\AppData\Local\Temp\nsp2883.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsa395F.tmp\NSISdl.dlI
C:\Windows\GeoOCX\WebCam\20090916\PtzStick_ParserENU.dII
MPR.dIl
C:\Users\win7\AppData\Local\Temp\nss17EE.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsalC10.tmp\nsWeb.dll
USeR32
C:\Users\win7\AppData\Local\Temp\nsc13AE.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsh3BAC.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr3019.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsc9F98.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsw7D18.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\is-779AA.tmp\Ksicfg.EN
OLEACC.DLL

MFC42.DLL
C:\Windows\assembly\GAC_32\mscorlib\2.0.0.0__b77a5c561934e089\oleaut32.dll
C:\Users\win7\AppData\Local\Temp\nsb204B.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nst8DF1.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsp81FD.tmp\nsArray.dll
KeRnEI32
C:\Users\win7\AppData\Local\Temp\nsu83FE.tmp\nsArray.dll
CRYPTSP.dII



C:\Users\win7\AppData\Local\Temp\nss8054.tmp\System.dl|
c:\windows\system32\smartcardcredentialprovider.dll
C:\Users\win7\AppData\Local\Temp\nspB916.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\Creative_ALchemy_AL6_Cleanup.0001.dir.0000\~df394b.tmp
C:\Windows\assembly\GAC_32\mscorlib\2.0.0.0__b77a5c561934e089\bcrypt.dll
C:\Users\win7\AppData\Local\Temp\nsa753C.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nseBF64.tmp\NSISdl.dll
DINPUT.DLL
C:\Users\win7\AppData\Local\Temp\nsi246C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsw2164.tmp\System.dl|
c:\windows\system32\gdi32.dll
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nse2972.tmp\NSISdl.dll
C:\Windows\system32\Asycfilt.dll
C:\Users\win7\AppData\Local\Temp\nsa85A4.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nst1B49.tmp\nsArray.dll
ncrypt.dll
C:\Users\win7\AppData\Local\Temp\ns|7B53.tmp\SimpleSC.EN
C:\Windows\System32\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\NSISdl.dll
newdev.dll
C:\Users\win7\AppData\Local\Temp\nss80A2.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsqDF2.tmp\NSISdl.dll
SetupApi.dll
C:\Users\win7\AppData\Local\Temp\nsi3082.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr397B.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsz9033.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq7720.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nswC408.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nse73D4.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg201B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc30F4.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\is-JR7C5.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\nsIAE1B.tmp\SimpleSC.dIl
C:\1033\\ImageGenRes.dll
C:\Users\win7\AppData\Local\Temp\nsIB62D.tmp\Processes.dll
C:\Windows\system32\spool\DRIVERS\x64\3\FXSRES.DLL
C:\Users\win7\AppData\Local\Temp\GLCE8F.tmp
C:\Users\win7\AppData\Local\Temp\nsz8FE5.tmp\nsArray.dll
KerNel32

W\\C:\sample
C:\Users\win7\AppData\Local\Temp\nst1AFB.tmp\SimpleSC.dll
C:\ProgramData\Barowasse2saave\515f05ca0c06e.dll
C:\Users\win7\AppData\Local\Temp\nsj726D.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsd18C9.tmp\nsArray.dll
c:\windows\syswow64\imaadp32.acm
C:\Users\win7\AppData\Local\Temp\ns028C6.tmp\NSISdl.dll
C:\Windows\system32\pnrpnsp.dll
C:\Users\win7\AppData\Local\Temp\nsx16D5.tmp\Ixdl.dll
C:\Users\win7\AppData\Local\Temp\nsh2EF1.tmp\SimpleSC.ENU
FoxSDKU32w.dll

PROPSYS.dII
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\Ksicfg.EN
C:\Users\win7\AppData\Local\Temp\nsa7674.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsz58CB.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsd70C7.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\FsmSetup\Install.EN
C:\Users\win7\AppData\Local\Temp\nsc6DB9.tmp\nsArray.dll
NTDLL.DLL
C:\Users\win7\AppData\Local\Temp\nsi2F54.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsg6C03.tmp\SimpleSC.ENU
c:\windows\syswow64\shlwapi.dll
C:\Users\win7\AppData\Local\Temp\nse8B64.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsf7910.tmp\Userinfo.dll
c:\windows\system32\davcint.dll
C:\Users\win7\AppData\Local\Temp\nstF103.tmp\SimpleSC.EN
NSI.dll
C:\Users\win7\AppData\Local\Temp\nst3E5D.tmp\Processes.dll
C:\Users\win7\AppData\Local\Temp\nsy92DC.tmp\SimpleSC.ENU
MSISIP.DLL
C:\Users\win7\AppData\Local\Temp\nsa7A29.tmp\nsRandom.dll
C:\Users\win7\AppData\Local\Temp\nsp2883.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsa7674.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsmC422.tmp\SimpleSC.EN
c:\windows\syswow64\rpcrt4.dll
C:\Users\win7\AppData\Local\Temp\nsx6F21.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nso34DC.tmp\SimpleSC.ENU
GLU32.dll



C:\Users\win7\AppData\Local\Temp\nsa753C.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsxAE9B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsv7607.tmp\SimpleSC.dll

c:\windows\system32\rpcrt4.dll
C:\Users\win7\AppData\Local\Temp\nsh4855.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsu717E.tmp\SimpleSC.EN
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\shell32.dll
C:\Windows\SysWOW64\USER32.DLL

C:\Windows\system32\spool\DRIVERS\x64\3\mxdwdrv.dll
C:\Users\win7\AppData\Local\Temp\nsn31CF.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr7990.tmp\NSISdl.dll

MLANG.dIl

C:\Users\win7\AppData\Local\Temp\nss17EE.tmp\System.dIl
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Core\63e9d5c341d64a753cde97f5a3d65c71\System.Core.ni.dll
C:\Users\win7\AppData\Local\Temp\nsp1CFE.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsI2B70.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsg11A0.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsyB022.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\SimpleSC.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Web\21f876e85bfaa433a999a410eda373bc\System.Web.ni.dll
C:\Users\win7\AppData\Local\Temp\nsh8C2A.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nsj1BF5.tmp\SimpleSC.dll
c:\windows\syswow64\msacm32.drv
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\SimpleSC.EN
C:\Windows\system32\spool\DRIVERS\x64\3\STDDTYPE.GDL
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Runtime.Remo#\0967cf5c31691f38d013263304d2dacb\System.Runtime.Remoting.ni.dll
C:\Users\win7\AppData\Local\Temp\nsy4046.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nss1926.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsm6DOE.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsq1DA6.tmp\NSISdl.dIl
C:\Users\win7\AppData\Local\Temp\nsx2FEB.tmp\SimpleSC.EN
C:\Windows\system32\spool\DRIVERS\x64\3\mxdwdui.gpd

MAPI32.DLL

C:\Users\win7\AppData\Local\Temp\nsw20D2.tmp\SimpleSC.dll

C:\Windows\explorer.exe

C:\Users\win7\AppData\Local\Temp\000a3528.a

msacm32.drv

C:\Users\win7\AppData\Local\Temp\nsz32B5.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nspA63F.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nshFO5B.tmp\2c373164-efdd-4a23-bcae-d359c2f35578.dll
C:\Users\win7\AppData\Local\Temp\nsw7C2E.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsc30F4.tmp\SimpleSC.ENU
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.XmI\d49908aa93a23c84847b1f8b1b667860\System.Xml.ni.dll
C:\Users\win7\AppData\Local\Temp\nsfEA73.tmp\NSISdl.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\mscorlib\38bf604432e1a30c954b2ee40d6a2d1c\mscorlib.ni.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\en\mscorrc.dll
C:\Users\win7\AppData\Local\Temp\nst703B.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsw892E.tmp\System.dIl

advapi32

Shell32.dll

C:\Users\win7\AppData\Local\Temp\nsx250D.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsj350B.tmp\4f6ea680-bfc5-40ae-80ef-f992aa74653f.dll
API-MS-WIN-DOWNLEVEL-SHLWAPI-L1-1-0.DLL

dwrite.dll

C:\PROGRA~2\WMACON~1\wma.cnt
C:\Users\win7\AppData\Local\Temp\nsyB022.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nszE55B.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsy8921.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsh2EF1.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsr2E93.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Temp\nsg7C6C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsc8COC.tmp\nsisdl.dll
C:\Users\win7\AppData\Local\Temp\nsi5697.tmp\ns)SON.dII

c:\windows\system32\qdv.dll

C:\Users\win7\AppData\Local\Temp\nsj726D.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsw2164.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nst2675.tmp\NSISdl.dll

WSOCK32

C:\Windows\syswow64\MSCTF.dll

OLEACCRC.DLL

C:\Users\win7\AppData\Local\Temp\is-A86TG.tmp\sample.ENU

c:\windows\syswow64\gdi32.dll

C:\Users\win7\AppData\Local\Temp\nsu96A9.tmp\NSISdl.dll
C:\Windows\system32\RICHED20.DLL

User32.DLL

C:\Users\win7\AppData\Local\Temp\nsw4FAE.tmp\nsArray.dll



C:\Windows\SysWOW®64\TSAPPCMP.DLL
c:\windows\system32\shell32.dll
C:\Users\win7\AppData\Local\Temp\nss1752.tmp\NSISdl.dll
NETAPI32.DLL
C:\Users\win7\AppData\Local\Temp\nsw2164.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsy8713.tmp\nsArray.dll
c:\windows\system32\rdpclip.exe
C:\Users\win7\AppData\Local\Temp\nsd1917.tmp\north.exe
C:\Users\win7\AppData\Local\Temp\nsg206A.tmp\InstallOptions.dll
rsaenh.dll

uSeR32

API-MS-WIN-Service-Management-L1-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsu717E.tmp\System.dll
c:\windows\syswow64\advapi32.dll
C:\Users\win7\AppData\Local\Temp\nsg201B.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsj1BA7.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsuB3F9.tmp\UserInfo.dll
nss3.dll
C:\Users\win7\AppData\Local\Temp\nsalF60.tmp\nsArray.dll
C:\Windows\assembly\GAC_32\System.Transactions\2.0.0.0__b77a5c561934e089\System.Transactions.dll
C:\Windows\System32\VBoxTray.exe
c:\windows\system32\msgsm32.acm
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\Ksicfg.dll
C:\Windows\System32\ntlanman.dll
C:\Users\win7\AppData\Local\Temp\nsv2B09.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsp2883.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\GLC744F.tmp
C:\Users\win7\AppData\Local\Temp\nsi324C.tmp\SimpleSC.EN
C:\Windows\system32\VBoxMRXNP.dIl
C:\Windows\system32\spool\DRIVERS\x64\3\STDSCHMX.GDL
C:\Users\win7\AppData\Local\Temp\nso34DC.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsf1D5C.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsr2EE1.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsq829A.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsilA20.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsu83FE.tmp\NSISdl.dll
cscapi.dll
C:\Users\win7\AppData\Local\Temp\nse724E.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nss22D5.tmp\NSISdl.dll
c:\windows\system32\schannel.dll
C:\Users\win7\AppData\Local\Temp\nsv2C41.tmp\nsArray.dll
Comctl32.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\PTG\ChipsetPTG.dII
C:\Users\win7\AppData\Local\Temp\nsfC49.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsn31CF.tmp\SimpleSC.ENU
divxdec.ax
C:\Users\win7\AppData\Local\Temp\nsc6EA4.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsd3015.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsw9592.tmp\System.dl|
C:\Windows\system32\DUser.dll
C:\Users\win7\AppData\Local\Temp\nsI2C03.tmp\StdUtils.dll
oleaut32

sxs.dll
C:\Users\win7\AppData\Local\Temp\nstF103.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsd8D93.tmp\NSISdl.dlI
C:\Users\win7\AppData\Local\Temp\is-UILRL.tmp\Ksicfg.ENU
C:\PROGRA~2\WMACON~1\WMA-SH~1.EXE
C:\Users\win7\AppData\Local\Temp\nsf79FB.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsz7EE1.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsu25A0.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nss3104.tmp\NSISdl.dll

/"
C:\Users\win7\AppData\Local\Temp\nsh2027.tmp\System.dl|
RichEd20.dll
C:\Users\win7\AppData\Local\Temp\nsz18BE.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nskB7C0.tmp\nsArray.dll
DNSAPI.dII

C:\Windows\SysWOWG64\KERNEL32.DLL
C:\Users\win7\AppData\Local\Temp\nsuB3F9.tmp\nsJSON.dII
C:\Users\win7\AppData\Local\Temp\is-1M7DH.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\nsx250D.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsc3058.tmp\nsArray.dll
c:\windows\system32\msyuv.dll
C:\Users\win7\AppData\Local\Temp\nsb8410.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nswAEF6.tmp\NSISdl.dll
C:\Windows\GeoOCX\WebCam\20090916\RPB_8300.0cx
C:\Users\win7\AppData\Local\Temp\nsk1DCA.tmp\DXGIDebug.dll
C:\Users\win7\AppData\Local\Temp\nsl4DF3.tmp\SimpleSC.EN



commonlib.dll
C:\Users\win7\AppData\Local\Temp\nskA7A6.tmp\SimpleSC.ENU
HID.DLL
C:\Windows\GeoOCX\WebCam\20090916\GeoDDrawV2LOC.dll
C:\Users\win7\AppData\Local\Temp\nsz417F.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\nsh54C2.tmp\NSISdl.dll
inetmibl.dll
C:\Users\win7\AppData\Local\Temp\nsa753C.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\is-BKLMT.tmp\ithttp.dll
C:\Users\win7\AppData\Local\Temp\nskA7A6.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsp81FD.tmp\NSISdI.dll
C:\Users\win7\AppData\Local\Temp\nse8250.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsq829A.tmp\System.dll
SspiCli.dll
C:\Users\win7\AppData\Local\Temp\nsv1D77.tmp\nsWeb.dll
C:\Users\win7\AppData\Local\Temp\is-280BG.tmp\_isetup\_shfoldr.dll
c:\windows\syswow64\msgsm32.acm
C:\Windows\system32\spool\DRIVERS\x64\3\STDSCHEM.GDL
C:\Windows\assembly\GAC_MSIL\Microsoft.VisualBasic\8.0.0.0__b03f5f7f11d50a3a\Microsoft.VisualBasic.dll
C:\ProgramData\Barowasse2saave\515f05cb47alc.dll
C:\Windows\system32\security.dll
C:\Windows\GeoOCX\WebCam\20090916\GvCryptoLOC.dll
C:\Windows\system32\syncui.dll

WINTRUST.DLL
C:\Users\win7\AppData\Local\Temp\nsm225E.tmp\System.dlI|
C:\Users\win7\AppData\Local\Temp\nsaE650.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nss4B52.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsy247C.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nsjFO8F.tmp\NSISdl.dll
aida_icons7.dll
C:\Users\win7\AppData\Local\Temp\nsm6DOE.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nskB80OE.tmp\nsArray.dll
c:\windows\syswow64\oleaut32.dll
C:\Users\win7\AppData\Local\Temp\nsh6CEF.tmp\NSISdl.dllI
Kernel32
C:\Users\win7\AppData\Local\Temp\nss17EE.tmp\SimpleSC.ENU
C:\Users\win7\AppData\Local\Temp\nsq4F84.tmp\nsExec.dll
IMM32.dll

C:\ekrnLang.dll

RICHED32.DLL

C:\Windows\system32\gdi32.dll
C:\Windows\assembly\GAC_MSIL\System.Windows.Forms\2.0.0.0__b77a5c561934e089\comct|32.dll
c:\windows\system32\drprov.dll
C:\Users\win7\AppData\Local\Temp\nsi324C.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nseB5CC.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsnBEC5.tmp\nsWeb.dll
c:\windows\system32\biocredprov.dll
C:\Users\win7\AppData\Local\Temp\nsk9246.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsr2F2F.tmp\nsArray.dll
vmX.dll

c:\windows\system32\nsi.dll
C:\Users\win7\AppData\Local\Temp\nsp799D.tmp\NSISdl.dlI
propsys
C:\Users\win7\AppData\Local\Temp\nsv3915.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nsnB3E7.tmp\nsArray.dll
C:\Users\win7\AppData\Local\Temp\nselC72.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsk3479.tmp\NSISdl.dll
quartz.dll
C:\Users\win7\AppData\Local\Temp\nssAD44.tmp\NSISdl.dll
C:\Users\win7\AppData\Local\Temp\nsx255B.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nss31EE.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsf7422.tmp\Userinfo.dll
C:\ProgramData\BBroowsee2save\515f52b8125e4.dll
C:\Windows\system32\ntdll.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\Gdiplus.dll
CABINET.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\diasymreader.dll
C:\Users\win7\AppData\Local\Temp\nsp2883.tmp\SimpleSC.EN
C:\Users\win7\AppData\Local\Temp\nshC833.tmp\SimpleSC.dll
C:\Users\win7\AppData\Local\Temp\nsb1CB7.tmp\NSISdl.dll
OPENGL32.dll
C:\Users\win7\AppData\Local\Temp\IPMx2\Lang\CHIP\ARA\ChipsetARA.dII
c:\windows\system32\wdigest.dll

RichEd20
C:\Windows\GeoOCX\WebCam\20090916\ImageGUIENU.dII
C:\Windows\SysWOW®64\ADVAPI32.DLL
C:\Users\win7\AppData\Local\Temp\nso34DC.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsp8601.tmp\SimpleSC.dll



C:\Windows\system32\ws2_32

C:\Users\win7\AppData\Local\Temp\nsbC511.tmp\nsArray.dll

Gdiplus.dil

Precise Detectors Analysis Results

No Detector Result Received

Advance Heuristics

No Advanced Heuristic Analysis Result Received

Additional File Information

@ Vendor Validation - Vendor Validation is not Applicable ?

Ws Certificate Validation - Certificate Validation is not Applicable ?

& PE Headers

PROPERTY
Compilation Time Stamp
Entry Point

File Size

Machine Type

Mime Type

Number Of Sections

Sha256

« PE Sections

NAME VIRTUAL ADDRESS
text 0x1000

.data 0x20000

.rsrc 0x23000

.reloc 0x24000

VALUE

0x560574C7 [Fri Sep 25 16:22:31 2015 UTC]
0x414d61 (.text)

185658

Intel 386 or later - 32Bit
application/x-dosexec

4

d69e70071d631ecc5269f064db0as4fe091e31d5f32f75f339175177bd2b411c0

VIRTUAL SIZE RAW SIZE ENTROPY
O0x1le9fa 0x1ea00 6.748426
0x2460 0x1400 4.649987
0x1c8 0x200 2.692508

0x3ad8 0x3c00 6.181328

MD5
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