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MALWARE
Valkyrie Final Verdict

File Name:   198d375732070d44e8218a7a581cb889bec1cca8cf8730443129d3f82f13cab7.bin
File Type:  PE32 executable (console) Intel 80386, for MS Windows
SHA1:   6615d0b10fb8e721d94c9a9409600c202a17219b
MD5:   9a2885c98704e77a27060e6c1641d5b5
First Seen Date:  2015-11-20 16:44:59 UTC
Number of Clients Seen:   5
Last Analysis Date:  2015-11-20 16:44:59 UTC
Human Expert Analysis Date:  2015-11-21 10:39:39 UTC
Human Expert Analysis Result:   Malware
Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2015-11-20 16:44:59 UTC Malware 

Static Analysis Overall Verdict 2015-11-20 16:44:59 UTC No Threat Found 

Dynamic Analysis Overall Verdict 2015-11-20 16:44:59 UTC Highly Suspicious 

Human Expert Analysis Overall Verdict 2015-11-21 10:39:39 UTC Malware 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Clean 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Clean 

Timestamp value suspicious Clean 

Header Checksum is zero! Clean 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Clean 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean 

TLS callback functions array detected Clean 

https://valkyrie.comodo.com:443




DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Has no visible windows 

Behavioral Information
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GdipGetLineGammaCorrection
GetDefaultPrinterA
CopyAcceleratorTableW
DrawIconEx
NtQueryInformationFile
CreatePen
GetDOSEnvironment
glClearDepth
RegEnumValueA
UrlUnescapeW
CMIsProfileValid
EnumServicesStatusExW
HTTPSFinalProv
BeginPath
CharLowerBuffA
ReleaseSRWLockShared
DialogBoxParamW
Process32FirstW
CloseHandle
GetWindowThreadProcessIdW
SetupGetSourceFileLocationW
LocaleNameToLCID
waveInClose
StrCmpNIW
UrlUnescapeA
itd_loadstrings
CM_Create_DevNodeW
fprintf
SetupQueryFileLogW
SetupOpenAppendInfFileW
SpFileQueueOpen
DialogBoxParamA
GdipCreateAdjustableArrowCap
GdipGetPathGradientCenterPoint
RpcBindingFree
RasEnumConnectionsW
SymSetOptions
ShowCaret



SetupDiDrawMiniIcon
VarR8FromStr
EndPanningFeedback
WintrustCertificateTrust
_DllBidCtlProc@24
IsCharAlphaW
CreateDialogIndirectParam
CreateDCA
UnlockServiceDatabase
GdipGetPathData
SetViewportExtEx
GdipSetAdjustableArrowCapWidth
IsWow64Process
GetComputerNameExA
VerLanguageNameA
UnloadSkin
GdipGetPathGradientSurroundColorCount
OleLoadFromStream
NtOpenFile
GdipEndContainer
SetupEnumInfSectionsW
itd_initui
DdeClientTransaction
GetWindowRgn
?Initialize@Base@@YGXXZ
GetDlgItemInt
ChoosePixelFormat
PeekNamedPipe
RoundRect
SetupEnumInfSectionsA
CombineRgn
wvnsprintfA
GetCatalogObject
SetupQueryFileLogA
GdipSetPenUnit
SetupQueueCopySectionA
OleSetMenuDescriptor
CreateThread
CM_Create_DevNodeA
UnlockFileEx
CreateFileW
GetModuleHandle
GdipCreateMetafileFromEmf
CM_Create_DevNode_ExW
IsWindow
tolower
SetupOpenAppendInfFileA
CryptAcquireContext
InternetGetLastResponseInfoA
VarAnd
NetUseAdd
GeoEmbedWatermark_Bmp_LoadLib
CreateDCW
CryptEnumProviderTypesA
RegRestoreKeyW
SetupDiGetClassDescriptionExW
GetErrorInfo
SetHandleInformation
SetEndOfFile
ChooseFontA
HidD_GetFeature
ReleaseActCtx
DeleteTimerQueueTimer
GetKeyState
RegReplaceKeyW
GetConsoleMode
GlobalFindAtomW
RemoveMenu
CreateCursor
RpcStringFreeA
WaitForMultipleObjects
GetCommModemStatus
GdipNewInstalledFontCollection
GdipGetImageDecoders
GetModuleBaseName
CM_Create_DevNode_ExA
RtlGetNtVersionNumbers
ZeroMemory



WcsGetUsePerUserProfiles
LocalLock
SaferIdentifyLevel
SafeArrayGetIID
GdipPrivateAddFontFile
OleSetContainedObject
CM_Add_Empty_Log_Conf
CryptCATAdminCalcHashFromFileHandle
IsDlgButtonChecked
lstrlenA
CM_Free_Log_Conf_Handle
SetFilePointerEx
IsChild
GdipPathIterEnumerate
GdipCombineRegionPath
EnumResourceTypesA
LocalAllocW
RpcStringFreeW
ATMGetFontBBox
CompareSecurityIds
ATMXYShowTextA
SHGetSpecialFolderLocation
SetupDiGetSelectedDevice
_c_exit
GlobalFindAtomA
??1type_info@@UAE@XZ
IsCharAlphaA
NtWaitForMultipleObjects
QueryServiceConfig2W
_lopen
ShowScrollBar
NtQueryOpenSubKeysEx
GetTextAlign
GetClipboardData
lstrlenW
NtEnumerateValueKey
SetupGetSourceFileLocationA
GdipSetImageAttributesNoOp
CreateURLMoniker
GetWindowPlacement
FindAtom
OpenProcessTokenW
CM_Get_Class_Name_ExW
GlobalReAlloc
waveInStart
AVIFileRelease
??_V@YAXPAX@Z
PropVariantCompareEx
GdipTransformPointsI
SetupDiInstallDeviceInterfaces
GetDCOrgEx
InternetSetOptionW
GetEnvironmentStringsW
DebugActiveProcess
GdipTranslateMatrix
SetupCopyOEMInfA
ImpersonateSelf
GdipGetStringFormatMeasurableCharacterRangeCount
InternetSetOptionA
ExtractIconA
CM_Get_Class_Name_ExA
WaitForDebugEvent
ExitWindowsEx
ShellExecuteEx
ImageList_DrawIndirect
VirtualAlloc
CM_Get_Next_Log_Conf_Ex
GetSystemTimeAsFileTime
LoadIcon
VariantClear
GetWindowDC
InternetWriteFile
NtSaveMergedKeys
SetupComm
RemoveFontResourceExW
_itow
NtLoadKey
GetConsoleOutputCPW



Precise Detectors Analysis Results

Advance Heuristics

Human Expert Analysis Results

Additional File Information

CryptGenKey
GetExitCodeThread
CreateIconFromResource
CopyBindInfo
EnumResourceTypesW
IsDialogMessageA
TlsGetValue
GdipTranslateTextureTransform
DwmGetColorizationColor
CM_Delete_Class_Key
SetupGetBinaryField
GetCurrentProcessExplicitAppUserModelID

No Detector Result Received

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2015-11-21 07:19:09 UTC

Analysis End Date:  2015-11-21 10:39:39 UTC

File Upload Date:  2015-11-20 16:47:06 UTC

Human Expert Analyst Feedback:   Malware

Verdict:   Malware

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  

 PE Headers

PROPERTY VALUE

Compilation Time Stamp 0x40A22E7B [Wed May 12 14:02:35 2004 UTC]

Entry Point 0x406370 (.text)

File Size 290816

Machine Type Intel 386 or later - 32Bit

Legal Copyright Rulers (C) 2011

Internal Name Rewording

File Description Sarcoma

Original Filename Rinks.exe

Company Name Omega Software

Mime Type application/x-dosexec

Number Of Sections 4

Sha256 198d375732070d44e8218a7a581cb889bec1cca8cf8730443129d3f82f13cab7

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

198d375732070d44e8218a7a581cb889bec1cca8cf8730443129d3f82f13cab7.bin 1



 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0xba1c 0xc000 6.690202 -

.rdata 0xd000 0x147c 0x2000 3.903991 -

.data 0xf000 0x2a15a8 0x1000 1.271635 -

.rsrc 0x2b1000 0x366a8 0x37000 6.118537 -
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