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File Name: 5

File Type: PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows

SHA1l: 4ecd7a498bla40560efa7d5b6bde04d4cf5e0535

MD5: 2ba0244bd44c009845284118597c01c6
First Seen Date: 2015-08-14 15:35:59 UTC
Number of Clients Seen: 6

Last Analysis Date: 2016-04-08 22:23:44 UTC

MALWARE
Valkyrie Final Verdict

Human Expert Analysis Date: 2015-09-04 09:51:01 UTC

Human Expert Analysis Result: Malware

Verdict Source: Valkyrie Human Expert Analysis Overall Verdict

Analysis Summary

ANALYSIS TYPE DATE

Signature Based Detection 2016-04-08 22:23:44 UTC

Static Analysis Overall Verdict 2016-04-08 22:23:44 UTC
Dynamic Analysis Overall Verdict 2016-04-08 22:23:44 UTC
Human Expert Analysis Overall Verdict 2015-09-04 09:51:01 UTC

File Certificate Validation

Static Analysis

STATIC ANALYSIS OVERALL VERDICT

Highly Suspicious

DETECTOR

Optional Header LoaderFlags field is valued illegal

Non-ascii or empty section names detected

lllegal size of optional Header

Packer detection on signature database

Based on the sections entropy check! file is possibly packed
Timestamp value suspicious

Header Checksum is zero!

Enrty point is outside the 1st(.code) section! Binary is possibly packed
Optional Header NumberOfRvaAndSizes field is valued illegal

Anti-vm present

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger

TLS callback functions array detected

Dynamic Analysis

VERDICT

Malware

Highly Suspicious

Highly Suspicious

Malware

Not Applicable

RESULT

RESULT

Clean

Clean

Clean
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DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Injects code to another process

Modifies Windows policies

Uses a function clandestinely

Copies itself to startup

Opens a file in a system directory

Has no visible windows

Behavioral Information

LoadLibrary

C:\sample

imm32.dll
C:\Windows\system32\uxtheme.dll
dwmapi.dll

ADVAPI32.dll

comctl32

UxTheme.dll
C:\Windows\system32\ole32.dll
C:\Windows\syswow64\MSCTF.dll
OLEAUT32.DLL

SHELL32.dll

wmp.dll

C:\CFVS_I~1.EXE

C:\DLL_LO~1.EXE

C:\Procmon.exe
C:\PROGRA~2\COMMON~1\MICROS~1\ink\mip.exe
C:\PROGRA~2\COMMON~1\MICROS~1\MSInfo\msinfo32.exe
KERNEL32.DLL

advapi32.dll

comctl32.dll

crypt32.dll

gdi32.dll

msimg32.dll

ole32.dll

oleaut32.dll

shell32.dll

shlwapi.dll

user32.dll

version.dll

wininet.dll

winspool.drv

wintrust.dll

cryptui.dll

IMM32.dll

uxtheme.dll

msi.dll
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
API-MS-Win-Security-SDDL-L1-1-0.dll
API-MS-Win-Core-LocalRegistry-L1-1-0.dll
C:\sampleENU.dII

C:\sampleLOC.dll

RPCRT4.dlI
C:\Windows\system32\English\strings.dll
SHFOLDER

propsys.dll

ntmarta.dll
C:\Windows\system32\urimon.dll
C:\Windows\system32\riched20.dll
COMCTL32.dll
C:\Windows\system32\kernel32.dll
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\System.dIl
RichEd20



wsock32.dll

NTDLL.DLL

ADVAPI32.DLL

KERNEL32.dll

USER32.dll

GDI32.dll

comdlg32.dll

WINSPOOL.DRV

OLEAUT32.dll
C:\Windows\System32\shdocvw.dll
PROPSYS.dII

OLEACCRC.DLL

SHLWAPI.dII
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
mscoree.dll

ntdll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\mscorlib\38bf604432e1a30c954b2ee40d6a2d1c\mscorlib.ni.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\ole32.dll
API-MS-Win-Security-LSALookup-L1-1-0.dll
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\Userinfo.dll
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\installOptions.dll
C:\msfte.dll

C:\msTracer.dll

Msidle.dll

CRYPTBASE.dII

CRYPTSP.dII

winhttp.dll

WS2_32.dll

kernel32.dll

SspiCli.dll

imageres.dll
C:\Windows\system32\version.dll
C:\Windows\system32\DXGIDebug.dll
C:\Windows\system32\sfc_os.dll
C:\Windows\system32\SSPICLI.DLL
C:\Windows\system32\rsaenh.dll
C:\Windows\system32\UXTheme.dll
C:\Windows\system32\dwmapi.dll
C:\Windows\system32\cryptbase.dll
C:\Windows\system32\shell32.dll
ntdll.dll

WINSTA.dII

Kernel32.dll

wiatrace.dll
C:\Windows\system32\DSOUND.dI|
PSAPI.DLL

d3dx9_41.dll

d3dx9_40.dll

d3dx9_39.dll

d3dx9_38.dll

d3dx9_37.dll

d3dx9_36.dll

d3dx9_35.dll

d3dx9_34.dll

d3dx9_32.dll

d3dx9_31.dll

d3dx9_30.dll

d3dx9_29.dll

d3dx9_28.dll

d3dx9_27.dll

d3dx9_26.dll

d3dx9_25.dll

d3dx9_24.dll

FarCryConfigEng.dll

wtsapi32.dll

C:\CheckPidVid.DLL

COMDLG32.DLL

msvcrt.dll

SHELL32.DLL

CRYPT32.dll

gdiplus.dll

MSIMG32.dll

Secur32.dll

USERENV.dII

WININET.dII

WINMM.dII

WINTRUST.dII



Kernel32

kernel32

mpr.dll

URLMON.DLL

olepro32.dll

C:\Program Files\Internet Explorer\|EXPLORE.EXE

IPHLPAPI.DLL

powrprof.dll

Wtsapi32.dll

api-ms-win-downlevel-shlwapi-12-1-0.dll

psapi.dll

api-ms-win-downlevel-advapi32-12-1-0.dll
api-ms-win-downlevel-ole32-11-1-0.dll

urlmon.dll

SXS.DLL

NTDLL.dII

winmm.dll
C:\Users\win7\AppData\Local\Temp\nsn4CDO.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nszBC38.tmp\LangDLL.dll
api-ms-win-core-synch-11-2-0

api-ms-win-core-fibers-11-1-1

advapi32

api-ms-win-core-localization-11-2-1
api-ms-win-appmodel-runtime-|1-1-1
ext-ms-win-kernel32-package-current-11-1-0

USER32.DLL
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf _1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\\MCBCL.dIl

api-ms-win-core-sysinfo-11-2-1

C:\rarlng.dll
C:\Users\win7\AppData\Local\Temp\is-8UQOL.tmp\_isetup\_shfoldr.dll
shfolder.dll

C:\Windows\system32\imageres.dll
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\UAC.dI|
AdVAPI32

SECUR32
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\InstallOptions.dll
mscms.dll
C:\Users\win7\AppData\Local\Temp\is-IDU4E.tmp\_isetup\_shfoldr.dll
Rstrtmgr.dll

C:\Windows\SysWOW64\bcryptprimitives.dll

bcrypt.dll

credui.dll

WINHTTP.dII

WINTRUST.DLL

C:\Windows\syswow64\CRYPT32.dll

imagehlp.dll

ncrypt.dll

MSVCRT.dII
C:\Users\win7\AppData\Local\Temp\is-M92D4.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-M92D4.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nscC4C3.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\LangDLL.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\Aero.dll
Dwmapi.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\BrandingURL.dII
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\nsDialogs.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\System.dIl
libpg81.dll

libpg.dll
C:\Users\win7\AppData\Local\Temp\nsiD8F4.tmp\LangDLL.dll
C:\Users\win7\AppData\Local\Temp\nstE553.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nstE553.tmp\nsDialogs.dll
ref_soft.dll

Setupapi.dll

RICHED20.DLL

Riched20.dll

C:\Windows\SysWOW64\msls31.dll
C:\Users\win7\AppData\Local\Temp\is-DELB6.tmp\_isetup\_shfoldr.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorsec.dll
RichEd20.dll

mscorsec.dll

cryptnet.dll

C:\Windows\system32\cryptnet.dll

profapi.dll

SensApi.dll
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\System.dIl



C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\CityHash.dll
Advapi32.dll

Crypt32.dll
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\ISSetup.dll
VERSION.dII
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\is-G8KHR.tmp\_isetup\_shfoldr.dll
C:\Windows\system32\mscoree.dll
API-MS-WIN-DOWNLEVEL-SHLWAPI-L1-1-0.DLL
C:\Windows\system32\sfc.dll
C:\Users\win7\AppData\Local\Temp\is-T4K3Q.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-T4K3Q.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-N9LCK.tmp\_isetup\_shfoldr.dll
Msftedit.dll

WindowsCodecs.dll

ws2_32.dll

DWMAPI.DLL
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\4gameSkin.dll
DNSAPI.dII

dhcpcsve.DLL

Comctl32.dll

C:\Windows\system32\ws2_32

secur32.dll

COMCTL32.DLL

GDI32.DLL

OLE32.DLL

riched32.dll

riched20.dll

MSACM32.dlI

oledlg.dll

OLEPRO32.DLL

DDRAW.DLL

Shell32.dll

C:\Users\win7\AppData\Local\Temp\A5B4.tmp
C:\Users\win7\AppData\Local\Temp\A546.tmp

Msimg32.dll

atl.dll

MSOBMAIN.DLL

OOBE_MAIN_DLL

C:\Windows\system32\SHCore.dIl
C:\Windows\system32\oleacc.dll
C:\Windows\system32\apphelp.dll
C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\ISDone.dl|
Gdi32.dll
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\UAC.dII
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\InstallOptions.dll
C:\QuickTime.qts

C:\Windows\system32\QuickTime.qts

Msctf.dll
C:\Users\win7\AppData\Local\Temp\nsm8471.tmp\execDos.dll
HCAppRes.dll
C:\Users\win7\AppData\Local\Temp\is-38JHV.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-38JHV.tmp\sample.EN
API-MS-WIN-Service-Management-L1-1-0.dll
API-MS-WIN-Service-winsvc-L1-1-0.dll
C:\Users\win7\AppData\Local\Temp\GUMA196.tmp\goopdate.dll
cscapi.dll

dbghelp.dll

rpcrt4.dll
C:\Users\win7\AppData\Local\Temp\GUMA196.tmp\goopdateres_en.dll
C:\Windows\System32\msxml3r.dll

user32

AdvApi32.dll

cfgmgr32.dll

Psapi.dll

netapi32.dll

setupapi.dll

User32.dll

WinTrust

WTSApi32.dll

pdh.dll

RICHED32.DLL

C:\Windows\system32\appwiz.cpl
C:\Windows\system32\user32.dll
C:\Windows\system32\inetcpl.cpl



C:\Windows\system32\eventvwr.exe
C:\Windows\system32\notepad.exe
C:\Windows\system32\regedit.exe
C:\Windows\system32\EhStorShell.dll
C:\Windows\system32\odbcint.dll

MSVCRT.DLL
C:\Users\win7\AppData\Local\Temp\is-T3G38.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-T3G38.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nig5688.tmp

NSI.dll

CFGMGR32.dll
C:\Users\win7\AppData\Local\Temp\is-UPNBC.tmp\_isetup\_shfoldr.dll
cxCrypto.dll

cXLOCAL.DLL

C:\Windows\system32\MFC120ENU.DLL
C:\Users\win7\AppData\Local\Temp\is-76R3Q.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-76R3Q.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\itdownload.dll
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\itdownload.ENU
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\itdownload.EN
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\GCountry.dll
C:\Windows\system32\UXTHEME.dII
C:\Windows\system32\USERENV.dII
C:\Windows\system32\SETUPAPI.dII
C:\Windows\system32\SHFOLDER.dI|
C:\Users\win7\AppData\Local\Temp\nss64CD.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\PBCB36.tmp
C:\Users\win7\AppData\Local\Temp\PBCB36.ENU
C:\Users\win7\AppData\Local\Temp\PBCB36.EN

hhctrl.ocx

C:\Windows\System32\hhctrl.ocx
C:\Windows\system32\Shdocvw.dll

TAPI32

rtutils.dll

C:\Windows\system32\advapi32.dll

feclient.dll

C:\Windows\system32\advpack.dll
C:\Users\win7\AppData\Local\Temp\is-KVOV0.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-KVOVO0.tmp\sample.EN
WS2_32.DLL

MSVFW32.dll

WS_Log.dll
C:\Users\win7\AppData\Local\Temp\nsiBEA6.tmp\LangDLL.dll
SHFolder.dll

C:\Windows\SysWOWe64\ieframe.dll

shell32

RASAPI32

iphlpapi.dll

NTDLL

VERSION.DLL

PROPSYS.DLL

IMM32.DLL

WTSAPI32.DLL

WINDOWSCODECS.DLL

UXTHEME.DLL

MSIMG32.DLL

security.dll

Fwpucint.dll

IdnDL.dII

Normaliz.dll

NETAPI32.DLL

Crash.dll

d3ds.dll

VBoxDisp.dll
C:\Users\win7\AppData\Local\Temp\is-GGF1U.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-GGF1U.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-4QFOC.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-4QFOC.tmp\isskinU.dll
C:\Users\win7\AppData\Local\Temp\is-GGF1U.tmp\sample.tmp
MMDevAPI.DLL

wdmaud.drv

MMDEVAPI.DLL

SETUPAPL.AII

AUDIOSES.DLL

msacm32.drv

midimap.dll
C:\Users\win7\AppData\Local\Temp\is-4QFOC.tmp\skin.cjstyles



C:\Users\win7\AppData\Local\Temp\is-DOOOT.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-DOOOT.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-9B8K2.tmp\_isetup\_shfoldr.dll
C:\Windows\system32\shlwapi.dll
C:\Users\win7\AppData\Local\Temp\is-DR67C.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\{B30345D8-EBB0-4571-9CCF-FF2AB5F258F2 }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{B30345D8-EBB0-4571-9CCF-FF2AB5F258F2}\ Setup.dll
iertutil.dll

C:\Users\win7\AppData\Local\Temp\nss25A2.tmp\INetC.dll

WININET

MSVCR90.dll

C:\zlib.pyd

C:\Users\win7\AppData\Local\Temp\nsf39.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nsf39.tmp\nsExec.dll

MPR.dIl

Ole32.dll

C:\Windows\SysWOWe64\quartz.dll

COMDLG32.dll

C:\gcapi_14599644883100.dll

C:\gtapi_14599644883100.dll
API-MS-WIN-Service-Management-L2-1-0.dll
C:\Users\win7\AppData\Local\Temp\nsmFDA2.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsmFDA2.tmp\UserInfo.dll
C:\Users\win7\AppData\Local\Temp\nsmFDA2.tmp\LangDLL.dll
C:\Users\win7\AppData\Local\Temp\is-JOQRE.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-GT6FU.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-HV6PH.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-HV6PH.tmp\ISDone.dl|
C:\Users\win7\AppData\Local\Temp\is-HV6PH.tmp\isskin.dll
C:\Users\win7\AppData\Local\Temp\is-LDVA2.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-HV6PH.tmp\skin.cjstyles
C:\Windows\system32\SOFTPUB.DLL

SETUPENU.DLL

SetupENU
C:\Users\win7\AppData\Local\Temp\is-6UEVN.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsp5187.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsp5187.tmp\installOptions.dll
C:\Windows\system32\RichEd20.dll

sfc.dll

C:\Users\win7\AppData\Local\Temp\27G1EDFD\unpack.dll
C:\Windows\system32\CRTDLL.DLL
C:\Users\win7\AppData\Local\Temp\27G1EDFD\sample\plugins\O\CustomUl.dll
C:\Users\win7\AppData\Local\Temp\27G1EDFD\sample\plugins\O\CustomUI.ENU
C:\Users\win7\AppData\Local\Temp\27G1EDFD\sample\plugins\O\CustomUI.EN
MSVCP120.DLL

MSVCR120.DLL

MSVCP140.DLL

XINPUT1_3.DLL
C:\Users\win7\AppData\Local\Temp\is-4KQSE.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-4KQSE.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-SVPMN.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-SVPMN.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-HK3MH.tmp\_isetup\_shfoldr.dll
BrDbgOut.dll
C:\Users\win7\AppData\Local\Temp\nsh1C19.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\is-3ADL4.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-3ADL4.tmp\sample.EN
lang\setupENU.dII

setup.dll

C:\Users\win7\AppData\Local\Temp\nsID474.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsID474.tmp\UAC.dII

COMCTL32

KERNEL32

shlwapi

C:\Users\win7\AppData\Local\Temp\03459ab2.a
C:\\win764\setup.exe

C:\Windows\system32\ntshrui.dll

DUser.dll

C:\Windows\system32\DUser.dll

C:\Windows\system32\xmllite.dll
C:\Users\win7\AppData\Local\Temp\nstE934.tmp\Processes.dll
C:\Windows\system32\ntmarta.dll

C:\Windows\system32\MPR.DLL

C:\Windows\system32\psapi.dll

C:\Windows\system32\secur32.dll

C:\Windows\system32\msasn1.dil

C:\Windows\system32\Usp10.DLL

C:\Windows\system32\msls31.dll



C:\Windows\system32\SETUPAPI.DLL

C:\Windows\system32\SHLWAPI.DLL

C:\Windows\system32\userenv.dll

C:\Windows\system32\WINSCARD.DLL

C:\Windows\system32\COMCTL32.DLL

C:\Windows\system32\Riched20.dll
C:\Users\win7\AppData\Local\Temp\nsb3CF4.tmp\System.dll

Shlwapi.dll

Wininet.dll

uxtheme

C:\Users\win7\AppData\Local\Temp\nsvA1EA.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsvA1lEA.tmp\UAC.dII
C:\Users\win7\AppData\Local\Temp\nsvA1EA.tmp\InstallOptions.dll

WSOCK32.dll

snmpapi.dll

C:\Users\win7\AppData\Local\Temp\nss8B80.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\{B35B88DE-1F1B-4569-B894-FF2AB5F258F2}\ Setup.dll
C:\Users\win7\AppData\Local\Temp\{B35B88DE-1F1B-4569-B894-FF2AB5F258F2 }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E \ISRT.AII
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\_isres.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\ isuser.dll
C:\Users\win7\AppData\Local\Temp\is-DS5TP.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-DS5TP.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nso5E59.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\nsj1DE1l.tmp\nsExec.dll
C:\Users\win7\AppData\Local\Temp\is-OFFI3.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-OFFI3.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-VGVC5.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-5DVQQ.tmp\_isetup\_shfoldr.dll

oleacc.dll

C:\Users\win7\AppData\Local\Temp\is-TNQPK.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\\dup2patcher.dll
C:\Users\win7\AppData\Local\Temp\is-KVOFQ.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-KVOFQ.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\nsu286B.tmp\TvGetVersion.dll

filesystem_stdio.dll

filesystem_stdio.dll.dll

C:\Users\win7\AppData\Local\Temp\is-O6MLE.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-O6MLE.tmp\sample.EN

C:\gcapi_14601091192800.dll

C:\gtapi_14601091192800.dll

C:\Users\win7\AppData\Local\Temp\IXPO00.TMP\advpack.dll

SETUPAPI.DLL

DEVRTL.dII

SPINF.dII

SPFILEQ.dII

C:\Users\win7\AppData\Local\Temp\0342c4ed.a
C:\Users\win7\AppData\Local\Temp\0342d3el.a

Imagehlp.dll

CRYPTULAII

MFC42.dll

C:\Windows\system32\QuickTime\QuickTime.qts
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorjit.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System\908ba9e296e92b4el4bdc2437edac603\System.ni.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\Microsoft.VisualBas#\12dc10e5c0e8d176cf21lal6a6fc5fc3b\Microsoft.VisualBasic.ni.dll
oleaut32

C:\Windows\Microsoft.NET\Framework\v2.0.50727\OLEAUT32.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\ntdll.dll
C:\Windows\assembly\GAC_MSIL\System\2.0.0.0__b77a5c561934e089\shell32.dll
C:\Users\win7\AppData\Local\Temp\nsgDCC7.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp\UAC.dII
C:\Users\win7\AppData\Local\Temp\is-LNN6K.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-LNN6K.tmp\sample.EN

C:\PYTHON26.DLL

C:\Users\win7\AppData\Local\Temp\nselF3D.tmp\aminsis.dll
C:\Users\win7\AppData\Local\Temp\nsq2D24.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq2D24.tmp\StdUtils.dll

C:\Program Files\Internet Explorer\iexplore.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdate.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ar.dll

MPR.DLL
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Drawing\5a401fd2a7689ff13fb54182953f9c40\System.Drawing.ni.dll
C:\Users\win7\AppData\Local\Temp\nsu53EA.tmp\inetc.dll

IDAPI32.DLL

C:\Users\win7\AppData\Local\Temp\is-NMG1U.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-NMG1U.tmp\sample.EN

SSPICLI

C:\Users\win7\AppData\Local\Temp\TsuEO5ADD63.dll



sxs.dll

C:\Windows\system32\sxs.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\fusion.dll
rstrtmgr.dll

userenv.dll
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\Custom.dll
msftedit.dll
C:\Windows\assembly\Nativelmages_v2.0.50727_32\System.Windows.Forms\6949c4470a81970ec3de0a575d93babc\System.Windows.Forms.ni.dll
C:\Windows\system32\AdvApi32.dil
C:\Windows\system32\Msi.dll
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp\UAC.dII
ShIWAPI

USER32

OCSetupHIlp

jsproxy.dll

C:\Windows\SysWOW®64\TSAPPCMP.DLL

Ntdll.dll

C:\Windows\SysWOW®64\SHLWAPI.DLL
C:\Windows\SysWOW64\OLE32.DLL
C:\Windows\SysWOWG64\KERNEL32.DLL

MsiMsg.dll

C:\Windows\SysWOW64\SHELL32.DLL
C:\Windows\SysWOWG64\NETAPI32.DLL
C:\Windows\SysWOWG64\ADVAPI32.DLL

MSISIP.DLL

DBGHELP.DLL

SHLWAPI.DLL

WINMM.DLL

C:\idmvs.dll

Connect.dll

Iphlpapi.dll
C:\Users\win7\AppData\Local\Google\Chrome\Application\chrome.exe
C:\Program Files\Microsoft Silverlight\sllauncher.exe
C:\Users\win7\AppData\Local\Temp\nsbEF21.tmp\System.dll
C:\Windows\system32\wbem\xm\wmi2xml.dll
C:\Windows\system32\lconCodecService.dll

printui.dll
C:\Users\win7\AppData\Local\Temp\nso5DBD.tmp\AdvSplash.dll
C:\Windows\system32\WINMM.dII

opengl32.dll

<NULL>

kernel32.DLL

C:\Windows\system32\clusapi.dll

RASAPI32.dll

WTSAPI32.dlI

Kernel32.DLL

MSVBVM60.DLL
C:\Users\win7\AppData\Local\Temp\nsdDC69.tmp\nsWeb.dIl
MSHTML.DLL

s

comsvcs.dll

api-ms-win-security-systemfunctions-11-1-0
C:\Users\win7\AppData\Local\Temp\duuXqiUw7K.tmp\htmlayout.dll
OLEACC.dII

HTMLayout.dll
C:\Users\win7\AppData\Local\Temp\is-AD17V.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-AD17V.tmp\sample.EN
MSWSOCK.dII

wpcap.dll

pstorec.dll

ReadRegisteryKey

Disable
DataFilePath
Planel
Plane2
Plane3
Plane4
Plane5
Plane6
Plane7
Plane8



Plane9

Planel0

Planell

Planel2

Planel3

Planel4

Planel5

Planel6

MS Shell Dig 2
Win31FileSystem
PendingFileRenameOperations
Version
DefaultScope

URL

<NULL>

Skype

NoRun

NoDrives
RestrictRun
NoNetConnectDisconnect
NoRecentDocsHistory
NoClose
ProgramFilesDir
InstallRoot
CLRLoadlLogDir
OnlyUselatestCLR
GCStressStart
GCStressStartAt)it
DisableConfigCache
Cachelocation
DownloadCacheQuotalnKB
EnableLog
LoggingLevel
ForcelLog

LogFailures
VersioningLog
LogResourceBinds
UselegacyldentityFormat
DisableMSIPeek
NoClientChecks
DevOverrideEnable
Latestindex
NlUsageMask
ILUsageMask
DisplayName
ConfigMask
ConfigString

MVID

EvalationData

Status
ILDependencies
NIDependencies
MissingDependencies
Modules

SIG

LastModTime
mscorlib

ProcessID
EnablePrivateObjectHeap
ContextLimit
ObjectLimit
IdentifierLimit
AppData
InterfaceLanguage
HideCaptionMenu
ControlState
DefaultVideoFrame
KeepAspectRatio
CompMonDeskARDiff
Volume

Balance

Mute

LoopNum

Loop

Rewind

Zoom

DSVidRen

RMVidRen



QTVidRen
APSurfaceUsage
DX9Resizer
VMR9MixerMode
VMRMixerYUV
VMRAIlternateVSync
VMRVSyncOffset
VMRVSyncAccurate2
VMRFullscreenGUISupport
EVRHighColorRes
EVREnableFrameTimeCorrection
VMRVSync
VMRDisableDesktopComposition
EVROutputRange
VMRFlushGPUBeforeVSync
VMRFlushGPUAfterPresent
VMRFlushGPUWait
ResetDevice
AudioRendererType
AutoloadAudio
AutoloadSubtitles
BlockVSFilter
EnableWorkerThreadForOpening
ReportFailedPins
AllowMultipleInstances
TitleBarTextStyle
TitleBarTextTitle

OnTop

Traylcon

AutoZoom
FullScreenCtrls
FullScreenCtrlsTimeOut
FullScreenMonitor
PreventMinimize
AssociatedWithicon
LastOpenDir
FullscreenRes
ExitFullscreenAtTheEnd
RememberWindowPos
RememberWindowsSize
SnapToDesktopEdges
AspectRatioX
AspectRatioY
KeepHistory
LastWindowRect
LastWindowType
DVDPath

UseDVDPath

MenulLang

AudiolLang
SubtitlesLang
AutoSpeakerConf
SPDefaultStyle
SPOverridePlacement
SPHorPos

SPVerPos

SPCSize

SPCMaxRes
SubDelaylnterval
SPCPow2Tex
SPCDisabeAnim
EnableSubtitles
EnableAudioSwitcher
EnableAudioTimeShift
AudioTimeShift
DownSampleTo441
CustomChannelMapping
SpeakerToChannelMapping
AudioNormalize
AudioNormalizeRecover
AudioBoost

Enabled

SourceType
IntRealMedia
RealMediaFPS

PresetO

CommandMod0
WinLircAddr



UseWinLirc
UICEAddr

UseUICE
UseGlobalMedia
DisableXPToolbars
UseWMASFReader
JumpDistS
JumpDistM
JumpDistL
FreeWindowResizing
NotifyMSN2
NotifyGTSdll
RtspHandler
RtspFileExtFirst
Windows Media file
Windows Media Audio file
Video file

Audio file

MPEG Media file
MPEG Audio file

DVD file

DVD Audio file

MP3 Format Sound
MIDI file

Indeo Video file

AIFF Format Sound
AU Format Sound
0Ogg Media file

0Ogg Vorbis Audio file
CD Audio Track

FLIC file

DVD2AVI Project file
MPEG4 file

MPEG4 Audio file
Matroska Media file
Matroska Audio file
Smacker/Bink Media file
ratdvd file

RoQ Media file

Real Media file

Real Audio file

Real Script file

Dirac Video file
DirectShow Media file
Musepack file

FLAC Audio file
WavPack Audio file
ALAC Audio file
OptimFrog Audio file
Monkey's Audio file
True Audio file

AMR Audio file

Flash Video file
Shockwave Flash file
Quicktime file
Playlist file

Other

SrcFilters

TraFilters
DXVAFilters
FFmpegFilters
LogoFile

LogolD2

LogoExt
HideCDROMsSubMenu
Priority
LaunchFullScreen
EnableWebServer
WebServerPort
WebServerPrintDebuglfo
WebServerUseCompression
WebServerLocalhostOnly
WebRoot
WebDeflndex
WebServerCGl

My Pictures
SnapShotPath
SnapShotExt



ThumbRows
ThumbCols
ThumbWidth
ISDb

0
D3DFullScreen
MonitorAutoRefreshRate
Color Brightness
Color Contrast
Color Hue

Color Saturation
Shaders List
ShaderListScreenSpace
ToggleShader
ToggleShaderScreenSpace
EVRBuffers
Show OSD
EnableEDLEditor
Remember DVD Pos
DVD Position 0
DVD Position 1
DVD Position 2
DVD Position 3
DVD Position 4
DVD Position 5
DVD Position 6
DVD Position 7
DVD Position 8
DVD Position 9
DVD Position 10
DVD Position 11
DVD Position 12
DVD Position 13
DVD Position 14
DVD Position 15
DVD Position 16
DVD Position 17
DVD Position 18
DVD Position 19
Remember File Pos
File Name 0

File Position 0
File Name 1

File Position 1
File Name 2

File Position 2
File Name 3

File Position 3
File Name 4

File Position 4
File Name 5

File Position 5
File Name 6

File Position 6
File Name 7

File Position 7
File Name 8

File Position 8
File Name 9

File Position 9
File Name 10
File Position 10
File Name 11
File Position 11
File Name 12
File Position 12
File Name 13
File Position 13
File Name 14
File Position 14
File Name 15
File Position 15
File Name 16
File Position 16
File Name 17
File Position 17
File Name 18
File Position 18



File Name 19

File Position 19
LastFullScreen

Combine
CombineScreenSpace

Last Stable Install Path

Last install path
FrameTabWindow
FrameMerging
SessionMerging
AdminTabProcs
TabProcGrowth

sample

MachineGuid

EnableLUA

ProductName

ProxyEnable
SystemBiosVersion
SystemManufacturer
SystemProductName
ProcessorNameString
Productld

SyncMode5
FEATURE_CLIENTAUTHCERTFILTER
FromCacheTimeout
SecureProtocols
DisableKeepAlive
IdnEnabled
PreConnectLimit
PreResolveLimit
SgmHttpStreamRandomUploadPoolSize
CacheMode

EnableHttpl_1
ProxyHttpl.1
EnableNegotiate
DisableBasicOverClearChannel
ClientAuthBuiltinUl
DisableReadRange
SocketSendBufferLength
SocketReceiveBufferLength
KeepAliveTimeout
MaxHttpRedirects
MaxConnectionsPerServer
MaxConnectionsPerl_0Server
MaxConnectionsPerProxy
ServerinfoTimeout
ConnectTimeOut
ConnectRetries
SendTimeOut
ReceiveTimeOut
DisableNTLMPreAuth
ScavengeCachelLowerBound
CertCacheNoValidate
ScavengeCacheFileLifeTime
ScavengeCacheFileLimit
HttpDefaultExpiryTimeSecs
FtpDefaultExpiryTimeSecs
LeashLegacyCookies
SendExtraCRLF
WpadSearchAllDomains
DontUseDNSLoadBalancing
ShareCredsWithWinHttp
DnsCacheEnabled
DnsCacheEntries
DnsCacheTimeout
WarnOnPost
WarnAlwaysOnPost
WarnOnZoneCrossing
WarnOnBadCertRecving
WarnOnPostRedirect
AlwaysDrainOnRedirect
WarnOnHTTPSToHTTPRedirect
TcpAutotuning
BadProxyExpiresTime
DisableSecuritySettingsCheck
SystemSetuplnProgress
AutoProxyDetectType
WpadOverride



DisableBranchCache
UseFirstAvailable
CombineFalseStartData
DisableFalseStartBlocklist
EnforceP3PValidity
DuoProtocols
EnableSpdyDebugAsserts
DefaultConnectionSettings
CreateUriCacheSize
EnablePunycode
NavigationDelay
CurrentVersion
CSDVersion
DisplayVersion
SmoothScroll

Segoe Ul
CommonFilesDir
RegisteredOwner
RegisteredOrganization
MAINDIR
INSTALLTOALL
EXTENSIONS

LAUNCH

LastRunVer

RegCode
WaitToKillServiceTimeout
Common AppData

Arial
PerSessionTempDir
Vkmusicdownloader
apphide

Install

InstallSuccess
ProductGuid

MachinelD
MachinelDEx

FirstPID

FirstBID
SpecialFoldersCacheSize
Language

Compatible

Platform

ProxyServer
ProxyOverride
AutoConfigURL
AutoDetect
SavedLegacySettings
WpadDecision
WpadDecisionTime
WpadExpirationDays
UserContextLockCount
UserContextListCount
TotalLimit

DomainLimit
RootDomainLimit
MaxSubDomains
UrlEncoding
No3DBorder
IsTextPlainHonored
DropLocation

MS Sans Serif
\DosDevices\D:
\DosDevices\A:
\DosDevices\B:
\DosDevices\C:

Free Studio

Path

PATHEXT

UserUUID
NoGuiFromShim
TasksFolder
NotifyOnTaskMiss
ViewHiddenTasks

PINF

InstallationID
AdvpackLogFile
Tapi32MaxNumRequestRetries
Tapi32RequestRetryTimeout



EnableDebuggerTracing
EnableConsoleTracing
EnableFileTracing
ConsoleTracingMask
.HLP
wextract_cleanup0
Content Type

Extension
MaxConnectionsNumber
isUseWinDialUp
mAttempts
mRedialTime
DisableMMX
LoadDebugRuntime
ForceDriverFlagsOff
InstalledDisplayDrivers
SoftwareOnly
DisableDM

DisableST
ShowFrameRate
FlipNoVsync
ForceRefreshRate
ShortcutBehavior

Seed
GlitchInstrumentation
MID

SusClientld
AppUserldleTimerinterval
AppUserldleResetInterval
RulesXmIDir
AllowConsecutiveSlashesInUrlPathComponent
uiD

SendCustomerData
VersionToReport
CDNBaseUTrl
ClientVersionToReport
ClientFolder
recoverydata
CurrentBuildNumber

LN

eulaaccepted

BootDir

ClientSign

gta_mp_exe

ExePath

Install Dir
WpadDecisionReason
WpadDhcp

WpadDns
WpadDetectedUrl
PrivacyAdvanced
Logging

Logging Directory

Log File Max Size
SwapMouseButtons
CrashlnitializingVideoMode
VersionNumber
NumRibbons
RibbonWidth
CameraFOV
SpanMultiMon

Blur

AllScreensSame

Count

InstallLanguage

Latest

index1
LegacyPolicyTimeStamp
Microsoft.VisualBasic
System

System.Xml
System.Configuration
System.Web
System.Management
System.Runtime.Remoting
System.Deployment
System.Drawing
System.Windows.Forms



URL Protocol
BaseBoardManufacturer
Default Impersonation Level
TSAppCompat
System.Runtime.Serialization.Formatters.Soap
Accessibility
System.Security

OCN

PackageCode
InstanceType

bUseAltKey
bUseControlKey

SP

MachineGUID
DigitalProductld
DigitalProductld4
PnplnstancelD
ServerName

EnableUTF8
ZoomDisabled
MinimumSystemTimerResolution
RenderingLoopMaxTime
RtfConverterFlags
Use_DIgBox_Colors
Anchor Underline
CSS_Compat

Expand Alt Text

Display Inline Images
Display Inline Videos
Play_Background_Sounds
Play_Animations
Print_Background
XMLHTTP

Show image placeholders
Disable Script Debugger
DisableScriptDebuggerlE
Disable Diagnostics Mode
Move System Caret
Enable AutolmageResize
UseHR

Q300829

Cleanup HTCs
XDomainRequest
DOMStorage
JScriptProfileCacheEventDelay
Default_CodePage
Default_IEFontSizePrivate
Anchor Color

Anchor Color Visited
Anchor Color Hover
Always Use My Colors
Always Use My Font Size
Always Use My Font Face
Disable Visited Hyperlinks
Use Anchor Hover Color
MiscFlags

Allow Programmatic Cut_Copy_Paste
DisableCachingOfSSLPages
950

|IEFontSize
|IEFontSizePrivate
IEPropFontName
IEFixedFontName
IESerifFontName
IESansSerifFontName
IEUIFontName

VML

IE

WindowsEdition
PersistentLocalizedName
LineLoadedQuick
RecordEnabledCheck
PlatformCompressedValid
DBSavedUse
ActiveModifiedTheme
SizeCompletedValid
StyleModifiedPrev
InfoPlayedCurrent



ItemModifiedUse
DefaultCompressedRecord
RecordModifiedMax
UrlEnabledUse
FlagsModifiedValid
ThemeLoadedValid
NetworkVerifyer
DebuglLogPath
DebuglLogLevel
EnableDebuglLog

CreateRegisteryKey

SOFTWARE\Skype\Phone\Ul

SOFTWARE\Skype\Phone\UN\General

SOFTWARE\Skype\lnstaller
Software\Microsoft\Fusion\GACChangeNotification\Default

Gabest

Media Player Classic

Settings

Filters\0000

Settings\PnSPresets

Commands2

FileFormats

Internal Filters

Shaders

Software\Gabest\Media Player Classic
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Connections
Software\Atlantis Word Processor\Install

Software\Atlantis Word Processor\Internal

Software\Atlantis Word Processor\RegInfo
Software\Microsoft\RestartManager\Session0000
Software\Microsoft\Windows\CurrentVersion\WinTrust\Trust Providers\Software Publishing
Software\Microsoft\SystemCertificates\My
Software\Microsoft\SystemCertificates\CA

Certificates

CRLs

CTLs

Software\Policies\Microsoft\SystemCertificates\CA
Software\Microsoft\EnterpriseCertificates\CA
Software\Microsoft\SystemCertificates\Disallowed
Software\Policies\Microsoft\SystemCertificates\Disallowed
Software\Microsoft\EnterpriseCertificates\Disallowed
Software\Microsoft\SystemCertificates\Root
Software\Microsoft\SystemCertificates\AuthRoot
Software\Policies\Microsoft\SystemCertificates\Root
Software\Microsoft\EnterpriseCertificates\Root
Software\Microsoft\SystemCertificates\SmartCardRoot
Software\Microsoft\SystemCertificates\TrustedPeople
Software\Policies\Microsoft\SystemCertificates\TrustedPeople
Software\Microsoft\EnterpriseCertificates\TrustedPeople
Software\Microsoft\SystemCertificates\trust
Software\Policies\Microsoft\SystemCertificates\trust
Software\Microsoft\EnterpriseCertificates\trust
Software\Mozilla\Thunderbird\TaskBarIDs
SOFTWARE\UCBrowserPID

Software\L2j Community Network\LameUpdater\{69AF6D48-49AC74CC-9C022599-0BFF75EA-3FB746C5}
SOFTWARE\Innova Systems\4game
Software\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
System\CurrentControlSet\Control\SecurityProviders\Schannel
Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
SOFTWARE\Microsoft\MpSigStub
Software\Microsoft\Keyboard\Native Media Players

QuickTime Player

SOFTWARE\DVDVideoSoft\UninstallPaths
Software\DropboxUpdate\Update\network

secure

Software\Blizzard Entertainment\Blizzard Error
SOFTWARE\SlimWare Utilities Inc

DriverUpdate\Registration

SYSTEM\Software\Comodo\CLPS 4\Component\notification_monitor\Components
SYSTEM\Software\Comodo\CLPS 4\Component\notification_monitor
SOFTWARE\TurboPower\APRO\TAPI



Software\Microsoft\Windows\CurrentVersion\RunOnce
Software\DownloadManager\

Software\DownloadManager\MCN

Software\DownloadManager\IDMBI

IEXPLORE

Firefox

OPERA

chrome

Safari

NETSCP

Mozilla

Software\Fenomen Games\Ashley Jones - The Heart Of Egypt
Software\Opera Software

Software\Microsoft\Office\Common
Software\Microsoft\Office\16.0\Common\ClientTelemetry\RulesMetadata
SOFTWARE\Microsoft\Office\Common
SOFTWARE\Wow6432Node\Microsoft\Office\Common
Software\Microsoft\Office\16.0\Registration\WIN7-PC
Software\Microsoft\Office\ClickToRun\Configuration
Software\TotalSystemCare
CLSID\{9869EFB4-18E9-11D3-A837-00104B9E30B5 }\InprocServer32
Software\Google\Update\ClientState\{8A69D345-D564-463C-AFF1-A69D9E530F96}
Software\Microsoft\Windows\CurrentVersion\Uninstal\341d1e6508c31e7b
Software\iSkysoft\iSkysoft Helper Compact\
Software\Microsoft\Windows\CurrentVersion\Run

Software\Mozilla

SOFTWARE\MP\CR

Software\Microsoft\Windows\CurrentVersion\App Paths\redApp.exe
Software\Microsoft\Windows\CurrentVersion\Uninstall\RedApp
{69DC4768-446B-4F82-A6B0-63966A243064 }

52-54-00-12-35-02
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\P3P\History
BITARTSTESTWRITETOREGISTRY

Software\Valve\Half-Life\Settings\

SYSTEM\Setup\SetupapiLogStatus

SOFTWARE\Classes\ApplD\setup.exe
SOFTWARE\Classes\AppID\{E3600F8F-17EE-4ECF-950F-C1419555BE1B}
Software\Apple Computer

MIME\Database\Content Type\video/quicktime

MIME\Database\Content Type\image/x-quicktime
MIME\Database\Content Type\image/x-macpaint

CLSID\

pokerstarsuk

Defaulticon

shell

open

command

Software\Google\Update\network

Software\Google\

Software\Google\Update\

Software\Google\Update\ClientState\

Software\Google\Update\Clients\
Software\Google\Update\Clients\{430FD4D0-B729-4F61-AA34-91526481799D}
Software\Google\Update\ClientState\{430FD4D0-B729-4F61-AA34-91526481799D}
SpecialKeys

farness.suets.1

CLSID

farness.suets

CurVer

{094643c0-3723-445f-bb86-8d957b3e201f}

ProglD

VersionindependentProgID

Programmable

LocalServer32

TypelLib

Version
Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\CIDSizeMRU\
Browser Helper Objects

{3ec4a39f-b473-4fab-b2cf-a8753c2da2e9}

InprocServer32

{5EC32DC3-59C3-421B-A6CF-A22E800DAC60}

1.1

FLAGS

0

win32

HELPDIR

{F2E55F0D-FCAA-458D-8224-0ABF3ACDC37E}

ProxyStubClsid32



SOFTWARE\MediaViewV1alpha8205\Components
SOFTWARE\Google\Chrome\Extensions\pnpmeallblihkeihapkmlcgggojdicik
SOFTWARE\Mozilla\Firefox\Extensions

SOFTWARE\MediaViewV1\Media View

SOFTWARE\MediaViewV1alpha8205
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\MediaViewV1alpha8205
Software\Microsoft\Internet Explorer\Approved Extensions
CLSID\{3ec4a39f-b473-4fab-b2cf-a8753c2da2e9}
SOFTWARE\Microsoft\Windows\CurrentVersion\ime\IMTC70
SOFTWARE\Microsoft\IMEJP\10.0\MSIME\AutoCharWidth
SOFTWARE\Microsoft\Internet Explorer\Main
SOFTWARE\Microsoft\Windows\CurrentVersion\Run

CreateFile

C:\Users\win7\AppData\Local\Temp\CR_00A4C.tmp\CHROME_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_00A4C.tmp\SETUP_PATCH.PACKED.7Z
C:\Windows\Fonts\staticcache.dat

C:\sample

C:\Windows\svchost.com
C:\Users\win7\AppData\Local\Temp\tmp5023.tmp
C:\CFVS_I~1.EXE

C:\DLL_LO~1.EXE

C:\Procmon.exe
C:\PROGRA~2\COMMON~1\MICROS~1\ink\mip.exe
C:\PROGRA~2\COMMON~1\MICROS~1\MSInfo\msinfo32.exe
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll

C:\

C:\Windows
C:\Users\win7\AppData\Local\Microsoft\Windows\Caches\cversions.1.db
C:\Users\win7\AppData\Local\Microsoft\Windows\Caches\{ AFBF9F1A-8EE8-4C77-AF34-C647E37CA0D9}.1.ver0x0000000000000007.db
C:\Users\win7\Desktop\desktop.ini
C:\Users\win7\AppData\Local\Temp\VSD8FC4.tmp\install.log
C:\Users\win7\AppData\Local\Temp\nsz2FD4.tmp
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_r.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_i.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_0.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_1.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_2.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_3.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_4.dat
C:\Users\win7\AppData\Local\Temp\nst3003.tmp\s_5.dat
\\.\ScsiO:

\\.\Scsil:

\\.\Scsi2:

\\.\Scsi3:

\\.\Scsi4:

\\.\Scsi5:

\\.\Scsi6:

\.\Scsi7:

\\.\Scsi8:

\\.\Scsi9:

\\.\Scsil0:

\\.\Scsill:

\\.\Scsil2:

\\.\Scsil3:

\\.\Scsil4:

\\.\Scsil5:

\\.\PhysicalDrive0

C:\Users\desktop.ini

C:\Users

C:\Users\win7

C:\Users\win7\Searches\desktop.ini
C:\Users\win7\Videos\desktop.ini
C:\Users\win7\Pictures\desktop.ini
C:\Users\win7\Contacts\desktop.ini
C:\Users\win7\Favorites\desktop.ini
C:\Users\win7\Music\desktop.ini
C:\Users\win7\Downloads\desktop.ini
C:\Users\win7\Documents\desktop.ini
C:\Users\win7\Links\desktop.ini

C:\Users\win7\Saved Games\desktop.ini
\??\C:\Windows\System32\shdocvw.dll
C:\Users\win7\AppData\Local\Temp\LxProxy.log



C:\sample.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\machine.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\security.config.cch
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config
C:\Windows\Microsoft.NET\Framework\v2.0.50727\config\enterprisesec.config.cch
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config
C:\Users\win7\AppData\Roaming\Microsoft\CLR Security Config\v2.0.50727.312\security.config.cch
C:\Windows\assembly\Nativelmages_v2.0.50727_32\index1c2.dat
C:\setup.ini

0x0000.ini

C:\Users\win7\AppData\Local\Temp\nso3541.tmp\Userinfo.dll
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\ioSpecial.ini
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nso3541.tmp\installOptions.dll
C:\Users\win7\AppData\Local\Temp\Setup Log 2016-04-04 #001.txt
C:\ProgramData\48ed1695-d484-472b-bd42-582714ef1368\temp
C:\Windows\system32\rsaenh.dll
C:\ProgramData\9a4b8b26-f4e0-4529-a5b4-93ec828f7e42\temp
c:\sample.exe

C:\Users\win7\AppData

c:\windows\system32\explorer.exe

C:\Windows\Debug\WIA\wiatrace.log

system.cfg

C:\Users\win7\AppData\Local\Temp\opera_crashreporter.log
C:\installer_prefs.json

C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160405003625.log
\.\C:

\.\D:

C:\ProgramData\8f23bb0e-d21d-43d3-bd7b-a0fbal5a3b5e\temp
\\.\pipe\ON1F1C1T1B1B1L1P

\\.\pipe\ON1F1C1T1B1B1L1P_TEST
C:\Users\win7\AppData\Local\Temp\03429E1C.log
C:\Users\win7\AppData\Local\Temp\in616D0122\02357173.tmp
C:\Users\win7\AppData\Local\Temp\03429E3B.log

\\.\Nsi

C:\Users\win7\AppData\Local\Microsoft\Windows\Temporary Internet Files\counters.dat
C:\Windows\SysWOWe64\ieframe.dll
C:\Users\win7\AppData\Local\Temp\inH546970629750\bootstrap_47244.html
C:\Users\win7\AppData\Local

C:\Users\win7\AppData\Local\Temp
C:\Users\win7\AppData\Local\Temp\inH546970629750

brief.log

C:\Users\win7\AppData\Local\Temp\nsn4CDO.tmp\System.dll
C:\ProgramData\219d5106-5a99-41fd-b942-db6b503b0178\temp
C:\Users\win7\AppData\Local\Temp\nszBC38.tmp\LangDLL.dll
C:\\Logs\mcdetection.txt
C:\ProgramData\NVIDIA\Updatus\UMDShim\nvcoproc.bin
C:\Users\win7\AppData\Local\Temp\Scan Manager Installer.log
C:\uninstall.Ing

W?\C:\uninstall.Ing

Uninstall.lst
C:\Users\win7\AppData\Local\Temp\is-8UQOL.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-8UQOL.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-8UQOL.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\UAC.dI|
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\options.ini
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\shortcuts.ini
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\components.ini
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\summary.ini
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\ioSpecial.ini
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\InstallOptions.dll
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp\modern-header.omp

\\.\c:

C:\Windows\system32\spool\drivers\color\sRGB Color Space Profile.icm
C:\Users\win7\AppData\Local\Temp\is-IDU4E.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-IDU4E.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-80JRQ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\Autodesk-Weblnstall3StubGUI-execution.log
C:\Users\win7\AppData\Local\Temp\nsp24B8.tmp
C:\ProgramData\31f7a620-acbd-4f84-82db-5e231b8ad5de\temp
C:\Users\win7\AppData\Local\Temp\nscC4C3.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsnAECC.tmp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\LangDLL.dll



C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\nsis-r.omp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\orange-r.bomp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\Aero.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\BrandingURL.dIl
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\nsDialogs.dll
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp\System.dIl
C:\ProgramData\F-Secure\logs\Freedome\uninstall.log
C:\Users\win7\AppData\Local\Temp\nsvDC4A.tmp

C:\Users\win7\AppData\Local\Temp\nsnD8C4.tmp
C:\Users\win7\AppData\Local\Temp\nsiD8F4.tmp\LangDLL.dll
C:\Users\win7\AppData\Local\Temp\nsjE4C6.tmp
C:\Users\win7\AppData\Local\Temp\nstE553.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nstE553.tmp\nsDialogs.dll

./base/pak0.pak

./base/pakl.pak

./base/pak2.pak

./base/pak3.pak

./base/pak4.pak

./base/pak5.pak

./base/pak6.pak

./base/pak7.pak

./base/pak8.pak

./base/pak9.pak

./base/default.cfg

./base/players/blade/config.cfg

C:\Users\win7\AppData\Local\Temp\sample.log

C:\Users\win7\AppData\Local\Temp\SSinstaller.log

C:\install.cfg

C:\Intel\Logs\IntelGFX.log

C:\Users\win7\AppData\Local\Temp\is-9591N.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-DELB6.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-DELB6.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-DELB6.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Roaming

C:\Users\win7\AppData\Roaming\Microsoft\desktop.ini

C:\Users\win7\AppData\Roaming\Microsoft

C:\Users\win7\AppData\Roaming\Microsoft\Windows
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Start Menu\desktop.ini
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Start Menu
C:\Users\win7\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\desktop.ini
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\140B4CDED8ED877CDC65B54BA965BD39
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Users\win7\AppData\Local\Temp\nsk6A5B.tmp
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\CityHash.dll
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\datal.cab
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\datal.hdr
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\layout.bin
C:\Users\win7\AppData\Local\Temp\{ ELAO90BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\setup.exe
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\setup.ini
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\setup.inx
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\_Setup.dll

C:\Users\win7\AppData\Roaming\Microsoft\Crypto\RSA\S-1-5-21-3979321414-2393373014-2172761192-
1000\ca9abf40733b95bb39f378c521eff4a0_c4b6765a-c53d-4b48-b576-0eldb4e9f3bc

C:\Users\win7\AppData\Local\Temp\{ ELA090BB-6EE3-4384-AD88-ADDD4CFFD36F }\setup.ini
C:\Users\win7\AppData\Local\Temp\{ ELA090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\setupdir\0009\setup.gif
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\setup.gif
C:\Windows\Fonts\desktop.ini

C:\Users\win7\AppData\Local\Temp\4d1d.rra
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\{E6B43401-E818-4961-AFED-118DD8E87642 }\setu502a.rra
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\{E6B43401-E818-4961-AFED-118DD8E87642}\lice503a.rra
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\core50f6.rra
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\dotn51ff.rra
C:\ProgramData\d8986107-dff3-4565-a17b-637d7c3968d3\temp
C:\Users\win7\AppData\Local\Temp\is-G8KHR.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-G8KHR.tmp\_isetup\_shfoldr.dll

C:\ucsvc.log

\\.\PhysicalDrivel

\\.\PhysicalDrive2

\\.\PhysicalDrive3

\\.\PhysicalDrive4

\\.\PhysicalDrive5

\\.\PhysicalDrive6

\\.\PhysicalDrive7

\\.\PhysicalDrive8



\\.\PhysicalDrive9

\\.\PhysicalDrivel0

\\.\PhysicalDrivell

\\.\PhysicalDrivel2

\\.\PhysicalDrivel3

\\.\PhysicalDrivel4

\\.\PhysicalDrivel5

C:\Windows\system32\rundll32.exe
C:\Users\win7\AppData\Local\Temp\is-N9LCK.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-N9LCK.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160405182423.log
C:\Users\win7\AppData\Local\Temp\Opera Installer\installer.Ilck
C:\Users\win7\AppData\Local\Temp\nsj3E40.tmp
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\System.dIl
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\listud.bat
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\listUsedFiles.cfg
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\listUsedFiles.exe
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\config.xml
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\msvcp120.dll
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\msvcr120.dll
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\ascent.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\bg.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\check.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\check_def.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\combo_def.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\dropdown_arrow.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\flag_english.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\flag_german.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\flag_russian.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\gray_def.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\gray_over.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\gray_pressed.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_def.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_disabled_def.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_disabled_over.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_disabled_pressed.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_over.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\green_pressed.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\link2.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\progress_bkgl.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\progress_bkgr.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\progress_fgl.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\progress_fgr.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\ready.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\ready2.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\warning.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\ui_elements\warning3.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\4game.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\aion.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\apb.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\atlantica.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\bns.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\devilsthirdonline.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\dragonsprophet.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\drakensang.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\halo.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\kartrider.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\lineage2.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\lineage2classic.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\lineage2classiceu.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\lineage2eu.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\ofcbr.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\planetside2.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\pointblank.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\r2.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\logos\rf.png
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp\4gameSkin.dll
C:\Users\win7\AppData\Local\Temp\4game_install.log
C:\Users\win7\AppData\Local\Temp\A546.tmp
C:\Users\win7\AppData\Local\Temp\A5B4.tmp
C:\Windows\SysWOW64\Macromed\Flash\mms.cfg
C:\Windows\SysWOW64\mms.cfg
1.217.537.0_TO_1.217.680.0_MPASDLTA.VDM._P
1.217.537.0_TO_1.217.680.0_MPAVDLTA.VDM._P

\\.\patincouffin0

.log

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\precomplete
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\removed-files



C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\dictionaries\en-US.aff
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\freebl3.chk
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\nssdbm3.chk
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\softokn3.chk
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\all\dynamic.css
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\content\overlay.css
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\pinstripe\overlay.css
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\gnomestripe\overlay.css
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\all\overlay.css
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\{3ff46564-d77c-491c-bfc5-fc555c87dbc4 }\chrome\content\overlay.css
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\winstripe\overlay.css
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\content\prefs.css
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\gnomestripe\prefs.css
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\pinstripe\prefs.css
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\all\prefs.css
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\skin\winstripe\prefs.css
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\dictionaries\en-US.dic
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\browser\components\browsercomps.dIl
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\D3DCompiler_43.dll
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\freebl3.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\gkmedias.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\libEGL.dII

C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\libGLESv2.dll
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\mozalloc.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\mozglue.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\mozjs.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\msvcp110.dll
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\msvcr110.dll

C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\nss3.dll

C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\nssckbi.dll

C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\nssdbm3.dll

C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\softokn3.dll

C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\xul.dll
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\cs\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\de\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\en-GB\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\en-US\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\es-AR\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\de-ade\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\es-ES\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\fi\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\hu-HU\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\fr\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\es-MX\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\gr\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\ko-KR\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\nl\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\pt-PT\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\pl\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\it\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7z51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\kn-IN\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS1277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\ro-RO\overlay.dtd
C:\Users\win7\AppData\Local\Temp\7zS51277.tmp\core\distribution\bundles\statusbar@palemoon.org\chrome\locale\tr\overlay.dtd
C:\Intel\Logs\IntelAMT.log

C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\_isetup\_shfoldr.dll

C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\ISDone.dll

C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\b2p.dllI

C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\botva2.dll

C:\Users\win7\AppData\Local\Temp\is-1HG32.tmp\CallbackCtrl.dll

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\System.dll

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\UAC.dII

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\options.ini

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\shortcuts.ini

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\components.ini

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\summary.ini

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\ioSpecial.ini

C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\modern-wizard.bmp
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\modern-header.bmp
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp\InstallOptions.dll

C:\data

C:\Users\win7\AppData\Local\Temp\ccsetup511pro.exe

C:\Users\win7\AppData\Local\Temp\7za.exe

C:\Users\win7\AppData\Local\Temp\a.7z

C:\Users\win7\AppData\Local\Temp\nsm8471.tmp\execDos.dll

C:\Users\win7\AppData\Local\Temp\GUMA196.tmp\goopdate.dll
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\C86BD7751D53F10F65AAAD66BBDF33C7



C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\EE44ECA143B76F2B9F2A5AA75B5D1EC6_847118BE2683F0C241D1D702F3A3F5F9
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\EE44ECA143B76F2B9F2A5AA75B5D1EC6_48BC6893316669491F73A0AFA6B78DC9
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\616AD1AB067CFD351D6COEF6F3E12F40
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\782D7E2BFB036A849A99FFA65C652D39
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\CA4458E7366E94A3C3A9C1FE548B6D21_03701DFFBBODB68C6FEF44A923FC306A
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\CA4458E7366E94A3C3A9C1FE548B6D21_11890B83A662A94DAA54032730C974C0
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\7BD5521448F9309F5CEBOC75890FFABC
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\76A6104AD5D7661815E18299392B9F65
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\BAEBE581FCB73249406FC21094EA252E_BCOCE803EF41A748738619ED7838EEFC
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\BAEBE581FCB73249406FC21094EA252E_FD361CE5A85478C5EE18C8A08F5CE82E
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUriCache\MetaData\C3E814D1CB223AFCD58214D14C3B7EAB
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\D84E548583BE1EE7DB5A935821009D26_5B98B6CD6E69202676965CF5BOE2A7A7
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\D84E548583BE1EE7DB5A935821009D26_1070D8A1DE1737B040B2F83EAGFAG69EL
C:\Users\win7\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\8BD11C4A2318EC8E5A82462092971DEA
C:\ProgramData\Dropbox\Update\Log\DropboxUpdate.log-2016-04-05-21-24-31-712-4048

\\.\PIPE\wkssvc

C:\ProgramData\Battle.net\Setup\battle.net\Logs\battle.net-setup-20160405T7222938.104453.log

1.217.599.0_TO_1.217.686.0_MPASDLTA.VDM._P

1.217.599.0_TO_1.217.686.0_MPAVDLTA.VDM._P

\\.\SICE

\\SIWVID

\.\NTICE

C:\Users\win7\AppData\Local\Temp\nig5688.tmp

C:\Users\win7\AppData\Local\Temp\swu38CF.tmp

C:\Users\win7\AppData\Local\Temp\swu38CF.tmp.msi

C:\Users\win7\AppData\Local\Temp\is-UPNBC.tmp\_isetup\_setup64.tmp

C:\Users\win7\AppData\Local\Temp\is-UPNBC.tmp\_isetup\_shfoldr.dll

C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\_isetup\_setup64.tmp

C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\_isetup\_shfoldr.dll

C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\itdownload.dll

C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\GCountry.dll

\components\core\component-31\export.dll

\components\core\component-31\component.cfg

C:\Users\win7\AppData\Local\Temp\nss64CD.tmp\System.dll

\components\core\component-31\uninstall.exe

C:\Users\win7\AppData\Local\Temp\PBCB36.tmp

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\setupMup.exe

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1C6532.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1C6532.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1C6532.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1C6532.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1Cmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1D6532.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1D6532.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1D6532.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1D6532.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1Dmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1R6532.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1R6532.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\E1R6532.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1R6532.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\e1Rmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\NetInst.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\Nicco4.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\NicInE1R.dIl

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\NicInstC.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\NicInstD.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\PROUnstl.exe

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\SetBDRes.dl|

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\SetupBD.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\SetupBD.exe

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win1032\SetupBD.ini

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1C65x64.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1C65x64.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\E1C65x64.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1C65x64.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1Cmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1D65x64.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1D65x64.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\E1D65x64.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1D65x64.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1Dmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1R65x64.cat

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1R65x64.din

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\E1R65x64.inf

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1R65x64.sys

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\e1Rmsg.dll

C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\NetInst.dll



C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\NicCo4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\NicinE1R.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\NicinstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\NicinstD.dIl
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\SetBDRes.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win10x64\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1C6232.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1C6232.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1C6232.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1C6232.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1Cmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1D6232.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1D6232.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1D6232.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1D6232.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1Dmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1R6232.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1R6232.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\E1R6232.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1R6232.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\e1Rmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\NetInst.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\Nicco36.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\Nicco4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\NicInE1R.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\NicInstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\NicInstD.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\SetBDRes.dl|
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win732\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1C62x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1C62x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\E1C62x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1C62x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1Cmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1D62x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1D62x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\E1D62x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1D62x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1Dmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1R62x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1R62x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\E1R62x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1R62x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\e1Rmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NetInst.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NicCo36.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NicCo4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NicinE1R.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NicinstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\NicinstD.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\SetBDRes.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win7x64\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1C6432.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1C6432.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1C6432.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1C6432.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1lCmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1D6432.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1D6432.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1D6432.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1D6432.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1Dmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1R6432.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1R6432.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\E1R6432.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1R6432.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\e1Rmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\NetInst.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\Nicco36.dll



C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\Nicco4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\NicInE1R.dIl
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\NicInstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\NicInstD.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\SetBDRes.dl|
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8132\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1C64x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1C64x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\E1C64x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1C64x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1Cmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1D64x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1D64x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\E1D64x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1D64x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1Dmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1R64x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1R64x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\E1R64x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1R64x64.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\e1Rmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NetInst.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NicCo36.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NicCo4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NicinE1R.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NicinstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\NicinstD.dIl
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\SetBDRes.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win81x64\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1C6332.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1C6332.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1C6332.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1C6332.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1Cmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1D6332.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1D6332.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1D6332.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1D6332.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1Dmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1R6332.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1R6332.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\E1R6332.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1R6332.sys
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\e1Rmsg.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\NetInst.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\Nicco36.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\Nicco4.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\NicInE1R.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\NicInstC.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\NicInstD.dIl
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\PROUnstl.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\SetBDRes.dl|
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\SetupBD.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\SetupBD.exe
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win832\SetupBD.ini
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8x64\e1C63x64.cat
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8x64\e1C63x64.din
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8x64\E1C63x64.inf
C:\Users\win7\AppData\Local\Temp\pbCCBE\E1D\Win8x64\e1C63x64.sys
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C:\Users\win7\AppData\Local\Temp\scp339B.tmp
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C:\Users\win7\AppData\Local\Temp\is-JOQRE.tmp\_isetup\_setup64.tmp
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C:\ProgramData\Microsoft\Windows
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C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\Font7db3.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\DIFx7e7e.rra
C:\Users\win7\AppData\Local\Temp\{904E56CO0-E5FF-4341-9403-ACB083F2DF98}\ISBE7e9d.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\Stri7ead.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E }\isrt7ead.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\defa7eeb.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\_IsR7f2a.rra
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E }\setup.inx
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E \ISRT.AII
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\ _isres.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\ isuser.dll
C:\Users\win7\AppData\Local\Temp\nso5E59.tmp\inetc.dll

C:\Users\win7\AppData\Local\Temp\nso5E59.tmp\a.txt

C:\Users\win7\AppData\Local\Temp\is-4QTFQ.tmp\sample.tmp

C:\Users\win7\AppData\Local\Temp\nsj1DEOQ.tmp

C:\Users\win7\AppData\Local\Temp\nsj1DE1l.tmp\nsExec.dll

C:\Users\win7\AppData\Local\Temp\is-VGVC5.tmp\_isetup\_setup64.tmp

C:\Users\win7\AppData\Local\Temp\is-VGVC5.tmp\_isetup\_shfoldr.dll

C:\Users\win7\AppData\Local\Temp\is-5DVQQ.tmp\_isetup\_setup64.tmp
C:\Users\win7\AppData\Local\Temp\is-5DVQQ.tmp\_isetup\_shfoldr.dll

C:\Windows\system32\Macromed\Flash\mms.cfg

C:\Users\win7\AppData\Local\Temp\is-KRO60.tmp\sample.tmp

C:\Users\win7\AppData\Local\Temp\is-TNQPK.tmp\_isetup\_RegDLL.tmp
C:\Users\win7\AppData\Local\Temp\is-TNQPK.tmp\_isetup\_setup64.tmp

C:\Users\win7\AppData\Local\Temp\is-TNQPK.tmp\_isetup\_shfoldr.dll

C:\Users\win7\AppData\Local\Temp\\dup2patcher.dll

C:\Users\win7\AppData\Local\Temp\BS-InternetClient\BssetupLog\Bssetup.log
C:\Users\win7\AppData\Local\Temp\nsu286B.tmp\TvGetVersion.dll

C:\Users\win7\AppData\Local\Temp\TeamViewer\TeamViewer_.exe

C:\Users\win7\AppData\Local\Temp\is-1GH7M.tmp\sample.tmp

C:\Users\Public\Documents\desktop.ini

autorun\autorun.txt

autorun\autorun.dat

autorun\autorun.uni

autorun\autorun.unx

Aautorun.txt

N\autorun.dat



N\autorun.uni

A\autorun.unx

\\.\SIWDEBUG

c:\users\win7\appdata\local\temp\00000000
\\.\pipe\OperaCrashReporter3244
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160408121000.log
C:\aswOfferTool_14601091192800.log
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\~TMP4352.TMP
C:\Users\win7\AppData\Local\Temp\IXPO0OO.TMP\WexLxd60.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\IPA.act
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\AExLxd60.dl|
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Englxd60.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Enggnd60.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\msvcrt.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\msvcirt.dll
C:\Users\win7\AppData\Local\Temp\IXPO0O0.TMP\Regsvr32.exe
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Mfc42.dll
C:\Users\win7\AppData\Local\Temp\IXPO0OO.TMP\mfc42u.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Andmoipa.ttf
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ttsmgr32.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ttsdct32.dll
C:\Users\win7\AppData\Local\Temp\IXPO00.TMP\Lhsapi30.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\fontinst.inf
C:\Users\win7\AppData\Local\Temp\IXP0O00.TMP\fontinst.exe
C:\Users\win7\AppData\Local\Temp\IXPO00.TMP\ttsengwr.dll
C:\Users\win7\AppData\Local\Temp\IXPO0O.TMP\Lhttseng.inf
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\License.txt
C:\Users\win7\AppData\Local\Temp\IXP0O0OO.TMP\Engg2p60.dIl
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ENGCT160.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Engvm160.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Engvf160.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Engtxt60.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Engem|60.dll
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ENGLXd60.hlp
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\Englxd60.cnt
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ENGgnd60.hlp
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ADVPACK.DLL
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\W95INF32.DLL
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\W95INF16.DLL
C:\Windows\INF\setupapi.app.log
C:\Users\win7\AppData\Local\Temp\0342c4ed.a
C:\Users\win7\AppData\Local\Temp\0342d3el.a
C:\Users\win7\AppData\Local\Temp\nsj8FD4.tmp
C:\Users\win7\AppData\Local\Temp\is-VKJR4.tmp\sample.tmp
\\.\TRASPY

C:\Users\win7\AppData\Local\Temp\DMR\dmr_72.exe
C:\Users\win7\AppData\Local\Temp\ext5636.tmp
C:\Users\win7\AppData\Local\Temp\pft67DB~tmp\pftw1.pkg
C:\Users\win7\AppData\Local\Temp\pft6 7DB~tmp\Disk1\datal.cab
C:\Users\win7\AppData\Local\Temp\pft6 7DB~tmp\Disk1\datal.hdr
C:\Users\win7\AppData\Local\Temp\pft67DB~tmp\Disk1\data2.cab
C:\Users\win7\AppData\Local\Temp\pft67DB~tmp\Disk1\ikernel.ex_
C:\Users\win7\AppData\Local\Temp\pft67DB~tmp\Disk1\layout.bin
C:\Users\win7\AppData\Local\Temp\pft67DB~tmp\Disk1\setup.bmp
C:\Users\win7\AppData\Local\Temp\pft6 7DB~tmp\Disk1\Setup.exe
C:\Windows\system32\l_intl.nls

C:\Windows\assembly\pubpoll.dat

http://www.google.com/
C:\Users\win7\AppData\Local\Temp\nsgDCC7.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp\UAC.dII
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp\options.ini
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp\shortcuts.ini
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp\components.ini
C:\Users\win7\AppData\Local\Temp\nsgqDCC7.tmp\summary.ini
C:\AuxClient.ini

C:\AuxClient.log.0

C:\i18n.msg_cli.txt
C:\Users\win7\AppData\Local\Temp\nselF3D.tmp\aminsis.dll
C:\Users\win7\AppData\Local\Temp\aminsis.txt
C:\Users\win7\AppData\Local\Google\Chrome\User Data\Local State
C:\Windows\system32\drivers\etc\hosts
C:\Windows\system32\dupd\ous\fhce.dat
C:\Windows\System32\dnsapi.dll
C:\Users\win7\AppData\Local\Temp\nsa2D13.tmp
C:\Users\win7\AppData\Local\Temp\nsq2D24.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsq2D24.tmp\StdUtils.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\orion.exe
C:\Users\win7\AppData\Local\Tempfolder\ortmp\freebl3.dll



C:\Users\win7\AppData\Local\Tempfolder\ortmp\libnspr4.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\libplc4.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\libplds4.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\nss3.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\nssckbi.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\nssdbm3.dlI
C:\Users\win7\AppData\Local\Tempfolder\ortmp\nssutil3.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\smime3.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\softokn3.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\sqlite3.dll
C:\Users\win7\AppData\Local\Tempfolder\ortmp\ssI3.dll
C:\Users\win7\AppData\Roaming\ortmp\uninstaller.exe
C:\Windows\system32\wbem\wbemdisp.TLB
C:\Windows\SysWOW®64\stdole2.tlb
C:\Users\win7\AppData\Local\Temp\comodo_temp_setup\csb_installer_x86.msi
C:\Users\win7\AppData\Local\Temp\comodo_temp_setup
C:\Windows\System32\msiexec.exe

http://java.com/download
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleUpdate.exe
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleUpdate.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdate.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdate.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleCrashHandler.exe
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleCrashHandler.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleCrashHandler64.exe
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleCrashHandler64.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_am.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_am.dlI|
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ar.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ar.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_bg.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_bg.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_bn.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_bn.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ca.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ca.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_cs.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_cs.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_da.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_da.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_de.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_de.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_el.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_el.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_en.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_en.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_en-GB.dl|
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_en-GB.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_es.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_es.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_es-419.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_es-419.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_et.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_et.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_fa.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_fa.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_fi.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_fi.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_fil.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_fil.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_fr.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_fr.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_gu.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_gu.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_hi.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_hi.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_hr.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_hr.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_hu.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_hu.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_id.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_id.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_is.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_is.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_it.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_it.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_iw.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_iw.dll



C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ja.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ja.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_kn.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_kn.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ko.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ko.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_|t.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_lt.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_|v.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_|v.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ml.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ml.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_mr.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_mr.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ms.dl|
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ms.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_nl.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_nl.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_no.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_no.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_pl.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_pl.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_pt-BR.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_pt-BR.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_pt-PT.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_pt-PT.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ro.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ro.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ru.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ru.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_sk.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_sk.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_sl.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_sl.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_sr.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_sr.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_sv.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_sv.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_sw.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_sw.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ta.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ta.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_te.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_te.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_th.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_th.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_tr.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_tr.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_uk.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_uk.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_ur.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_ur.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_vi.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_vi.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_zh-CN.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_zh-CN.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdateres_zh-TW.dII
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\goopdateres_zh-TW.dlIl
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleUpdateHelper.msi
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleUpdateHelper.msi
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\psuser.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\psuser.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\psmachine.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\psmachine.dll
C:\Users\win7\AppData\Local\Google\Update\GoogleUpdate.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\npGoogleUpdate3.dll
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\npGoogleUpdate3.dll
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleUpdateBroker.exe
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleUpdateBroker.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleUpdateOnDemand.exe
C:\Users\win7\AppData\Local\Google\Update\1.3.21.99\GoogleUpdateOnDemand.exe
C:\Windows\Tasks\GoogleUpdateTaskUserS-1-5-21-3979321414-2393373014-2172761192-1000Core.job
C:\files_list

C:\clearkeycdm.dll.asm_patch

C:\clearkeycdmadapter.dll.asm_patch

C:\d3dcompiler_47.dll.asm_patch

C:\dbghelp.dll.asm_patch

C:\installer.exe.asm_patch



C:\libEGL.dIl.asm_patch
C:\libGLESv2.dll.asm_patch
C:\message_center_win8.dll.asm_patch
C:\msvcpl100.dll.asm_patch
C:\msvcrl00.dll.asm_patch
C:\opera.dll.asm_patch
C:\opera.exe.asm_patch
C:\opera_crashreporter.exe.asm_patch
C:\osmesa.dll.asm_patch
C:\widevinecdmadapter.dll.asm_patch
C:\win8_importing.dll.asm_patch
C:\wow_helper.exe.asm_patch
C:\localization\af.pak.patch
C:\localization\az.pak.patch
C:\localization\be.pak.patch
C:\localization\bg.pak.patch
C:\localization\bn.pak.patch
C:\localization\ca.pak.patch
C:\localization\cs.pak.patch
C:\localization\da.pak.patch
C:\localization\de.pak.patch
C:\resources\default_partner_content.json.patch
C:\localization\el.pak.patch
C:\localization\en-GB.pak.patch
C:\localization\en-US.pak.patch
C:\localization\es-419.pak.patch
C:\localization\es.pak.patch
C:\localization\fi.pak.patch
C:\localization\fil.pak.patch
C:\localization\fr-CA.pak.patch
C:\localization\fr.pak.patch
C:\localization\fy.pak.patch
C:\localization\gd.pak.patch
C:\localization\he.pak.patch
C:\localization\hi.pak.patch
C:\localization\hr.pak.patch
C:\localization\hu.pak.patch
C:\icudtl.dat.patch
C:\localization\id.pak.patch
C:\localization\it.pak.patch
C:\localization\ja.pak.patch
C:\localization\kk.pak.patch
C:\localization\ko.pak.patch
C:\localization\lt.pak.patch
C:\localization\lv.pak.patch
C:\localization\me.pak.patch
C:\localization\mk.pak.patch
C:\localization\ms.pak.patch
C:\natives_blob.bin.patch
C:\localization\nb.pak.patch
C:\localization\nl.pak.patch
C:\localization\nn.pak.patch
C:\opera.pak.patch
C:\opera_100_percent.pak.patch
C:\opera_125_percent.pak.patch
C:\opera_150_percent.pak.patch
C:\opera_200_percent.pak.patch
C:\opera_250_percent.pak.patch
C:\localization\pa.pak.patch
C:\localization\pl.pak.patch
C:\localization\pt-BR.pak.patch
C:\localization\pt-PT.pak.patch
C:\localization\ro.pak.patch
C:\localization\ru.pak.patch
C:\localization\sk.pak.patch
C:\snapshot_blob.bin.patch
C:\localization\sr.pak.patch
C:\localization\sv.pak.patch
C:\localization\sw.pak.patch
C:\localization\ta.pak.patch
C:\localization\te.pak.patch
C:\localization\th.pak.patch
C:\localization\tr.pak.patch
C:\localization\uk.pak.patch
C:\localization\uz.pak.patch
C:\localization\vi.pak.patch
C:\localization\zh-CN.pak.patch
C:\localization\zh-TW.pak.patch



C:\localization\zu.pak.patch

C:\opera_autoupdate.version

C:\launcher.exe

C:\opera_autoupdate.exe

C:\mojo_test_support.dll

C:\Users\win7\AppData\Local\Temp\nsk53AB.tmp
C:\Users\win7\AppData\Local\Temp\nsu53EA.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzylSyLnllIlUMOJTeMArYi5bzyISyLnllIUM\0JTeMArYi5bzy|SyLnlllUM_mb_1.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnlllUMOJTeMArYi5bzyISyLnllIUM\0JTeMArYi5bzy|SyLnlllUM_is.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIlUMOJTeMArYi5bzylSyLnlllUM\0JTeMArYi5bzyISyLnllIUMOQJTeMArYi5bzyISyLnllIIlUMOJTeMArYi5bzyI!
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIUMOJTeMArYi5bzylSyLnlllUM\0JTeMArYi5bzyISyLnllIUMOQJTeMArYi5bzyISyLnllIIlUMOJTeMArYi5bzyI!
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnlllUMOJTeMArYi5bzyISyLnllIUM\0JTeMArYi5bzyISyLnlllUM_cr.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIlUMOJTeMArYi5bzylSyLnllIlUM\0JTeMArYi5bzy|SyLnllIUM_sol.exe
http://myredir.net/ruiwS
C:\Users\win7\AppData\Local\Temp\CR_B1FBA.tmp\CHROME_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_B1FBA.tmp\SETUP_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\TsuEO5ADD63.dll
C:\Users\win7\AppData\Local\Temp\98D70F4D.dat
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\Setup.ico
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\Readme.txt
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\Custom.dll
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\Setup.exe
C:\Windows\gggggggggggg.exe

C:\Windows\sample

C:\Users\win7\AppData\Local\Temp\nsqED5B.tmp
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp\UAC.dII
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp\OCSetupHIp.dll
C:\ProgramData\ClassicShellSetup64_4_2_4.msi

C:\AdvUtils.ini

\\.\360SelfProtection

c:\sample

C:\lib\tcl8.5\encoding

C:\Windows\system32\InstallLog.txt
C:\ProgramData\8708eaaa-1c2b-4faa-8923-a6c9f88eebOe\temp

C:\sample:typelib

C:\Users\win7\AppData\Local\Temp\nsIEF10.tmp
C:\Users\win7\AppData\Local\Temp\nsbEF21.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsbEF21.tmp\Userinfo.dll
C:\Windows\system32\wbem\XSL-Mappings.xml
C:\Users\win7\AppData\Local\Temp\81460142362.txt
C:\Windows\system32\wbem\\texttable.xsl

C:\Windows\system32\wbem\texttable.xs|

C:\Windows\System32\msxmi3.dII\1

C:\Windows\System32\msxml3.dll

C:\Users\win7\AppData\Local\Temp\beebbebddf.exe
C:\Users\win7\AppData\Local\Temp\nsp153A.tmp
C:\Users\win7\AppData\Local\Temp\nsp153B.tmp\setup10.exe
C:\Users\win7\AppData\Local\Temp\nsp153B.tmp\Done.exe
C:\Users\win7\AppData\Local\Temp\beepa.bmp
C:\Users\win7\AppData\Local\Temp\nso5DBD.tmp\AdvSplash.dll
C:\Users\win7\AppData\Local\Temp\beepa.wav.WAV

C:\Windows\InstallDir\Server.exe
C:\Users\win7\AppData\Local\Temp\CR_D55A4.tmp\CHROME_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_D55A4.tmp\SETUP_PATCH.PACKED.7Z
__tmp_rar_sfx_access_check_ 54793078

32788R22FWJFW\License\Curl - license.txt

32788R22FWJFW\License\dumphive-license.txt

32788R22FWJFW\License\EXTRACT.TXT

32788R22FWJFW\License\Fl - license.txt

32788R22FWJFW\License\mtee.txt.txt

32788R22FWJFW\License\Zip - license.txt

32788R22FWJFW\License\UnxUtilsDist.html

32788R22FWJFW\Boot.bat

32788R22FWJFW\c.bat

32788R22FWJFW\Combobatch.bat

32788R22FWJFW\DelClsid.bat

32788R22FWJFW\FIND3M.bat

32788R22FWJFW\FIXLSP.bat

32788R22FWJFW\history.bat

32788R22FWJFW\Kollect.bat

32788R22FWJFW\Lang.bat

32788R22FWJFW\List-B.bat

32788R22FWJFW\List-C.bat

32788R22FWJFW\List-D.bat

32788R22FWJFW\List.bat

32788R22FWJFW\Movelt.bat



32788R22FWJFW\ND_.bat

32788R22FWJFW\SetEnvmt.bat

32788R22FWJFW\Assoc.cmd

32788R22FWJFW\Auto-RC.cmd

32788R22FWJFW\av.cmd

32788R22FWJFW\AWF.cmd

32788R22FWJFW\Boot-Rk.cmd

32788R22FWJFW\Catch-sub.cmd

32788R22FWJFW\CF-Script.cmd

32788R22FWJFW\Create.cmd

32788R22FWJFW\CregC.cmd

32788R22FWJFW\CSet.cmd

32788R22FWJFW\FD-SV.cmd

32788R22FWJFW\FKMGen.cmd

32788R22FW)FW\GetHive.cmd

32788R22FWJFW\Install-RC.cmd

C:\Users\win7\AppData\Local\Temp\nsc410D.tmp\aminsis.dll
C:\Users\win7\AppData\Local\Google\Chrome\User Data\Default\Preferences
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR Installer.exe
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/sentinel
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Adobe AIR Application Installer.exe
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Adobe AIR Application Installer.swf
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Adobe AIR.dII
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/Adobe AIR Updater.exe
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/Adobe Root Certificate.cer
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/AdobeCP.dll
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/airappinstaller.exe
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/digest.s
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/NPSWF32.dll
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/setup.swf
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AlIR/Versions/1.0/Resources/template.exe
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AlIR/Versions/1.0/Resources/template.msi
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/Thawte Root Certificate.cer
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\Adobe AIR/Versions/1.0/Resources/WebKit.dll
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\setup.msi
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp\setup.swf

MPASDLTA.VDM

MPAVDLTA.VDM
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59 }\Setup.INI
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\ ISMSIDEL.INI
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EO0D59}\0x0804.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0404.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0405.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0413.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EO0D59}\0x0409.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4E0D59 }\0x040c.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0407.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EO0D59}\0x0408.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0410.ini
C:\Users\win7\AppData\Local\Temp\{34C890E3-B7E4-41CB-9DF6-B8A10B4EOD59}\0x0816.ini
C:\Users\win7\AppData\Local\Temp\sfx1\BB40eng.dix
C:\Users\win7\AppData\Local\Temp\sfx1\0.wav

C:\Users\win7\AppData\Local\Temp\sfx1\pick.wav
C:\Users\win7\AppData\Local\Temp\sfx1\drop.wav
C:\Users\win7\AppData\Local\Temp\sfx1\link.wav
C:\Users\win7\AppData\Local\Temp\sfx1\turn.wav
C:\Users\win7\AppData\Local\Temp\sfx1\clash.wav
C:\Users\win7\AppData\Local\Temp\sfx1\zoom.wav
C:\Users\win7\AppData\Local\Temp\sfx1\tex_def.jpg
C:\Users\win7\AppData\Local\Temp\sfx1\bbgift.puz

C:\sample.exe

1.217.862.0_TO_1.217.970.0_MPASDLTA.VDM._P
1.217.862.0_TO_1.217.970.0_MPAVDLTA.VDM._P
C:\Users\win7\AppData\Local\Temp\nsxDC48.tmp
C:\Users\win7\AppData\Local\Temp\nsdDC69.tmp\nsWeb.dIl
C:\Users\win7\AppData\Local\Temp\befbcfdhdg.exe

C:\Windows\Temp\USBInstalllnfo.log
C:\Users\win7\AppData\Local\Temp\\~DF3C015C23DBFFAC8A.TMP
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.bal\wixstdba.dll
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.bal\thm.xml
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.bal\thm.wxl
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.bal\logo.png
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.balllicense.rtf
C:\Users\win7\AppData\Local\Temp\{6502eaff-6343-46f3-9c22-6cccabeelf86}\.bal\BootstrapperApplicationData.xml
\\.\pipe\BurnPipe.{C56D78AE-2FA2-4E29-A339-ACD7A3A9F486}
C:\Users\win7\AppData\Local\Temp\Setup_20160409010855_Failed.txt
C:\Users\win7\AppData\Local\Temp\duuXqiUw7K.tmp
C:\Users\win7\AppData\Local\Temp\duuXqiUw7K.tmp\htmlayout.dll



C:\Users\win7\AppData\Local\Temp\Setup Log 2016-04-09 #001.txt

C:\tmp.exe

/dev/urandom

C:\Users\All Users

C:\Users\Default User
c:\$Recycle.Bin\S-1-5-21-3979321414-2393373014-2172761192-1000\desktop.ini
c:\apilog.txt

c:\countdown.py

c:\monkey.py

c:\pagefile.sys

c:\Program Files\Common Files\Microsoft Shared\ink\Alphabet.xml

c:\Program Files\Common Files\Microsoft Shared\ink\ar-SA\tipresx.dll.mui

c:\Program Files\Common Files\Microsoft Shared\ink\bg-BG\tipresx.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\Content.xml

c:\Program Files\Common Files\Microsoft Shared\ink\cs-CZ\tipresx.dIl.mui

c:\Program Files\Common Files\Microsoft Shared\ink\da-DK\tipresx.dll.mui
c:\Program Files\Common Files\Microsoft Shared\ink\de-DE\tipresx.dll.mui
c:\Program Files\Common Files\Microsoft Shared\ink\el-GR\tipresx.dll.mui

c:\Program Files\Common Files\Microsoft Shared\ink\en-US\FlickLearningWizard.exe.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\InkObj.dIl.mui

c:\Program Files\Common Files\Microsoft Shared\ink\en-US\InkWatson.exe.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\InputPersonalization.exe.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\IPSEventLogMsg.dll.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\IpsMigrationPlugin.dll.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\micaut.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\mip.exe.mui

c:\Program Files\Common Files\Microsoft Shared\ink\en-US\mshwLatin.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\rtscom.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\ShapeCollector.exe.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\tabskb.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\TipBand.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\TipRes.dIl.mui

c:\Program Files\Common Files\Microsoft Shared\ink\en-US\tipresx.dIl.mui
c:\Program Files\Common Files\Microsoft Shared\ink\en-US\TipTsf.dIl.mui

c:\Program Files\Common Files\Microsoft Shared\ink\es-ES\tipresx.dIl.mui

c:\Program Files\Common Files\Microsoft Shared\ink\et-EE\tipresx.dll.mui

c:\Program Files\Common Files\Microsoft Shared\ink\fi-FI\tipresx.dll.mui

c:\Program Files\Common Files\Microsoft Shared\ink\fr-FR\tipresx.dll.mui

c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\auxpad\auxbase.xml
c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\auxpad.xml
c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\keypad\ea.xml
c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\keypad\keypadbase.xml
c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\keypad\kor-kor.xml
c:\Program Files\Common Files\Microsoft Shared\ink\fsdefinitions\keypad.xml

OpenRegisteryKey

Software\Google\Update\ClientState\{8A69D345-D564-463c-AFF1-A69D9E530F96}
Software\Microsoft\Windows\CurrentVersion\Uninstall\Google Chrome
Software\Borland\Locales

Software\Borland\Delphi\Locales

SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink
SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0
SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback
Segoe Ul

Software\Microsoft\MediaPlayer\Setup
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\wmplayer.exe
SOFTWARE\Microsoft\MediaPlayer\Preferences
SOFTWARE\Policies\Microsoft\WindowsMediaPlayer

exefile\shell\open\command

Software\CodeGear\Locales

SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes
SOFTWARE\Skype\Phone\UN\General

SOFTWARE\Skype\lnstaller

Tahoma

SYSTEM\CurrentControlSet\Control\FileSystem
Software\Policies\Microsoft\Windows\Installer

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\E7FF67E4ABEA78C47B88DC745E24B5D9

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\E7FF67E4ABEA78C47B88DC745E24B5D9
Software\Classes\Installer\Products\E7FF6 7E4ABEA78C47B88DC745E24B5D9
Software\Microsoft\Windows\CurrentVersion\Installer\UserData
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\E7FF6 7E4ABEA78C47B88DC745E24B5D9\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35



S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
Software\Classes\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CF4F71AEFBDF8FC45A92D28913230D35\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
Software\Classes\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
Software\Classes\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\54E7910D668D0D4409FA25F9821FA5AB\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\4AEDD95AA276B12640A61C442284059A7

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\4EDD95AA276B12640A61C442284059A7
Software\Classes\Installer\Products\4EDD95AA276B12640A61C442284059A7
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\4dEDD95AA276B12640A61C442284059A7\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
Software\Classes\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CC978F6D6D95B4D4EAB97D164ED852DE\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1
Software\Classes\Installer\Products\EBB1B6BFDEF152C4CA99F0D1A352C7D1
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\EBB1B6BFDEF152C4CA99F0D1A352C7D1\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\BDAD5335AB438EA45A9146D887948864

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\BDAD5335AB438EA45A9146D887948864
Software\Classes\Installer\Products\BDAD5335AB438EA45A9146D887948864
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\BDAD5335AB438EA45A9146D887948864\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E
Software\Classes\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\693D336E8815D9E4F8B6FB8BFB43768E\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
Software\Classes\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\91E52A84EA9DEBB44911F6C4D523B893\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\AB4C301D509FA7340894BD4267B3EB63

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
Software\Classes\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AB4C301D509FA7340894BD4267B3EB63\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3
Software\Classes\Installer\Products\AC357D429EA603E4F8F5FE9QCE380FBD3
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AC357D429EA603E4F8F5FE9CE380FBD3\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\SEAD28C50BE647342945EB3391ABE428

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\SEAD28C50BE647342945EB3391ABE428
Software\Classes\Installer\Products\SEAD28C50BE647342945EB3391ABE428
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\5EAD28C50BE647342945EB3391ABE428\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F
Software\Classes\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\50E7C3A773EE6D74991EE20BA5D33A7F\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\OAB19942EEOFDA44C98CE55CAOCE6F7B

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0AB19942EEOFDA44C98CE55CAOCE6F7B
Software\Classes\Installer\Products\OAB19942EEO0FDA44C98CE55CAOCE6GF7B
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\OAB19942EEOFDA44C98CE55CAOCE6F7B\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9A9450A669B1C894CACB933400F1BE91

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9A9450A669B1C894CACB933400F1BE91
Software\Classes\Installer\Products\9A9450A669B1C894CACB933400F1BE91
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9A9450A669B1C894CACB933400F1BE91\InstallProperties
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{4E76FF7E-AEBA-4C87-B788-CD47E5425B9D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\{ EA17F4FC-FDBF-4CF8-A529-2D983132D053}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\{ EE7257A2-39A2-4D2F-9DAC-FOF25B8AE1D8}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ D0197E45-D866-44D0-90AF-529F28F15ABA}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ AAS9DDE4-B672-4621-A016-4C248204957A}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ D6F879CC-59D6-4D4B-AE9B-D761E48D25ED}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ FB6B1B8E-1FED-4C25-AC99-0F1D3A257C1D}



SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 5335DADB-34BA-4AE8-A519-648D78498846}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{E633D396-5188-4E9D-8F6B-BFB8BF3467E8}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{48A25E19-D9AE-4BBE-9411-6F4C5D328B39}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ D103C4BA-F905-437A-8049-DB24763BBE36}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24D753CA-6AE9-4E30-8F5F-EFCO3E08BF3D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 5C82DAE5-6EB0-4374-9254-BE3319BA4E82}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 7A3C7E05-EE37-47D6-99E1-2EBO5A3DA3F7}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24991BA0-FOEE-44AD-9CC8-5EC50AECF6B7}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 6A0549A9-1B96-498C-ACBC-3943001FEB19}
SYSTEM\CurrentControlSet\Control\Session Manager

Arial

Software\Microsoft\Internet Explorer

Software\Microsoft\Internet Explorer\Main

Software\Mozilla\Mozilla Firefox

Software\Microsoft\Internet Explorer\SearchScopes

{0633EE93-D776-472f-AOFF-E1416B8B2E3A}

Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl

Software\Microsoft\Internet Explorer\Main\FeatureControl

FEATURE_HTTP_USERNAME_PASSWORD_DISABLE
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
Software\Classes\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\7692FC6BE18C0C0489510C7547EF1F02\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
Software\Classes\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\DF94592A3F56C0445A25B61841FC13D9\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
Software\Classes\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9D5146B6D3BDAA14495A5193B390BA69\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
Software\Classes\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\521D59DC299285843BFEF5F65BF2AB6D\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F4F223B2304F5794BA45354095741284
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Classes\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F4F223B2304F5794BA45354095741284\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\OE9201899CF73FC4BA93F631631229A1
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0E9201899CF73FC4BA93F631631229A1
Software\Classes\Installer\Products\0E9201899CF73FC4BA93F631631229A1
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\OE9201899CF73FC4BA93F631631229A1\InstallProperties
SOFTWARE\Mozilla\Mozilla Firefox

SOFTWARE\Microsoft\Internet Explorer

SOFTWARE\Microsoft\Windows\CurrentVersion\Run

SOFTWARE\Microsoft\OLEAUT

Software\Microsoft\Windows\CurrentVersion\Setup

Software\Microsoft\Windows\CurrentVersion

system\CurrentControlSet\control\NetworkProvider\HwOrder

Software\Microsoft\Rpc

Software\Policies\Microsoft\Windows NT\Rpc

SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce

MS Shell Dig 2

MS Shell Dig

SOFTWARE\Wow6432Node

key

Software\Microsoft\Windows\CurrentVersion\Explorer\KindMap

Software\Homer

Software\Microsoft\.NETFramework\Policy\

v2.0

Software\Microsoft\.NETFramework

Upgrades

Standards

AppPatch

Software\Microsoft\.NETFramework\Policy\Standards

v2.0.50727

Software\Microsoft\Fusion

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sample

Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
Software\Microsoft\.NETFramework\Security\Policy\Extensions\NamedPermissionSets

Internet

Locallntranet



Software\Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-3979321414-2393373014-2172761192-1000
Software\Microsoft\.NETFramework\v2.0.50727\Security\Policy
Software\Microsoft\Fusion\Nativelmagesindex\v2.0.50727_32

index1c2

NI\181938c6\7950e2c5

NN\181938c6\7950e2c5\16

IL\7950e2c5\4b5f28af\5f

ISlogit

MS Sans Serif

SOFTWARE\OpenVPN

Software\Microsoft\Windows Search

Gathering Manager

Software\JavaSoft\Java Runtime Environment
Software\Microsoft\Windows\CurrentVersion\Uninstall\Kurupira WebFilter_is1
Software\Microsoft\WBEM\CIMOM
SOFTWARE\Classes\CLSID\{F83D1872-D9FF-47F8-B5A0-49CC51E24EE8}
SOFTWARE\MiddleRush

SOFTWARE\SearchKnow

System\CurrentControlSet\Control\Keyboard Layouts\041F0409
System\CurrentControlSet\Control\Keyboard Layouts\04090409
Software\Policies\Microsoft\Windows\Explorer

Software\HP\NG\Logging
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
Software\Microsoft\Windows\CurrentVersion\Policies\Network
Software\Microsoft\Windows\CurrentVersion\Policies\ComdIg32
Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
SOFTWARE\Microsoft\DirectX

software

CLSID\{083863F1-70DE-11d0-BD40-00A0C911CE86 }\Instance\{9852A670-F845-491B-9BE6-EBD841B8A613}
Software\IBM\Java2 Runtime Environment

Software\JRockit\Java Runtime Environment

Software\JavaSoft\Java Development Kit

Software\JRockit\Java Development Kit

Software\IBM\Java Development Kit

Software\Opera Software

SOFTWARE\SearchWindowResults
Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice
http\shell\open\command
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\iexplore.exe
Software\Policies\Microsoft\Internet Explorer\Main
Software\Microsoft\Internet Explorer\Main\FeatureContro\FEATURE_BROWSER_EMULATION
Software\Microsoft\Cryptography

SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList
Software\Microsoft\Windows\CurrentVersion\Policies\System
Software\Microsoft\Windows NT\CurrentVersion
Software\Microsoft\Windows\CurrentVersion\Internet Settings
HARDWARE\DESCRIPTION\System
HARDWARE\DESCRIPTION\System\BIOS
HARDWARE\DESCRIPTION\System\CentralProcessor\O
HARDWARE\DESCRIPTION\System\CentralProcessor
SOFTWARE\Microsoft\Windows NT\CurrentVersion
Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
RETRY_HEADERONLYPOST_ONCONNECTIONRESET
FEATURE_MIME_HANDLING
FEATURE_BYPASS_CACHE_FOR_CREDPOLICY_KB936611
FEATURE_IGNORE_MAPPINGS_FOR_CREDPOLICY
FEATURE_INCLUDE_PORT_IN_SPN_KB908209
FEATURE_BUFFERBREAKING_818408
FEATURE_SKIP_POST_RETRY_ON_INTERNETWRITEFILE_KB895954
FEATURE_FIX_CHUNKED_PROXY_SCRIPT_DOWNLOAD_KB843289
FEATURE_USE_CNAME_FOR_SPN_KB911149
FEATURE_PERMIT_CACHE_FOR_AUTHENTICATED_FTP_KB910274
FEATURE_DISABLE_UNICODE_HANDLE_CLOSING_CALLBACK
FEATURE_DISALLOW_NULL_IN_RESPONSE_HEADERS
FEATURE_DIGEST_NO_EXTRAS_IN_URI
FEATURE_ENABLE_PASSPORT_SESSION_STORE_KB948608
FEATURE_EXCLUDE_INVALID_CLIENT_CERT_KB929477
FEATURE_USE_UTF8 FOR_BASIC_AUTH_KB967545
FEATURE_RETURN_FAILED_CONNECT_CONTENT_KB942615
FEATURE_PRESERVE_SPACES_IN_FILENAMES_KB952730
FEATURE_ENABLE_PROXY_CACHE_REFRESH_KB2983228
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Policies

Software

Software\Policies\Microsoft\Internet Explorer
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache



SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
FEATURE_DISABLE_NOTIFY_UNVERIFIED_SPN_KB2385266
FEATURE_COMPAT_USE_CONNECTION_BASED_NEGOTIATE_AUTH_KB2151543
FEATURE_SCH_SEND_AUX_RECORD_KB_2618444
FEATURE_IGNORE_POLICIES_ZONEMAP_IF_ESC_ENABLED_KB918915
FEATURE_ZONES_CHECK_ZONEMAP_POLICY_KB941001
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
Microsoft\Internet Explorer\Security

System\Setup

Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
Software\Policies\Microsoft\PeerDist\Service

Software\Microsoft\Windows NT\CurrentVersion\PeerDist\Service
SOFTWARE\Classes\CLSID\{3050f4e1-98b5-11cf-bb82-00aa00bdce0b}
SOFTWARE\Classes\CLSID\{3050f4f5-98B5-11CF-BB82-00AA00BDCEOB}
SOFTWARE\Classes\CLSID\{3050f819-98b5-11cf-bb82-00aa00bdce0b}
FEATURE_ALLOW_REVERSE_SOLIDUS_IN_USERINFO_KB932562

Content

Cookies

History

SOFTWARE\Microsoft\Internet Explorer\MAIN
System\CurrentControlSet\Control\Windows
Software\Microsoft\Windows\CurrentVersion\Uninstall
Software\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook
Software\Microsoft\Windows\CurrentVersion\Uninstall\Connection Manager
Software\Microsoft\Windows\CurrentVersion\Uninstall\DirectDrawEx
Software\Microsoft\Windows\CurrentVersion\Uninstall\Fontcore
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE40
Software\Microsoft\Windows\CurrentVersion\Uninstall\lE4Data
Software\Microsoft\Windows\CurrentVersion\Uninstall\IESBAKEX
Software\Microsoft\Windows\CurrentVersion\Uninstall\I[EData
Software\Microsoft\Windows\CurrentVersion\Uninstall\MobileOptionPack
Software\Microsoft\Windows\CurrentVersion\Uninstall\Oracle VM VirtualBox Guest Additions
Software\Microsoft\Windows\CurrentVersion\Uninstall\SchedulingAgent
Software\Microsoft\Windows\CurrentVersion\Uninstal\WIC
Software\Microsoft\Windows\CurrentVersion\Uninstall\{929FBD26-9020-399B-9A7A-751D61F0B942}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{ A749D8E6-B613-3BE3-8F5F-045C84EBA29B}
Software\Microsoft\Windows\CurrentVersion\Uninstal\{E2B51919-207A-43EB-AE78-733F9C6797C3}
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\sample
CLSID\{20D04FEO-3AEA-1069-A2D8-08002B30309D }\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{20D04FE0-3AEA-1069-A2D8-08002B30309D }\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume
{babe9b11-0f98-11e5-b301-806e6f6e6963}\

Drive\shellex\FolderExtensions
Drive\shellex\FolderExtensions\{fbeb8a05-beee-4442-804e-409d6c4515e9}
Software\Microsoft\Windows\CurrentVersion\Explorer

<NULL>

Advanced
Software\Microsoft\Windows\Shell\RegisteredApplications\UrlAssociations\Directory\OpenWithProgids
Software\Microsoft\Windows\Shell\Associations\UrlAssociations\Directory

Directory

CurVer

ShellEx\lconHandler

Folder

AllFilesystemObjects

DocObject

BrowselnPlace

Clsid

Software\Microsoft\Windows\CurrentVersion\Explorer\FolderDescriptions
{B4BFCC3A-DB2C-424C-B029-7FE99A87C641}

PropertyBag

SessionInfo\l

KnownFolders

Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
Software\Microsoft\COM3

CLSID\{1F486A52-3CB1-48FD-8F50-B8DC300D9F9D}

InprocServer32

{babe9b14-0f98-11e5-b301-806e6f6e6963}\
{babe9b10-0f98-11e5-b301-806e6f6e6963}\

Software\Microsoft\OLE

TreatAs

System\CurrentControlSet\Services\LDAP
{1B3EA5DC-B587-4786-B4EF-BD1DC332AEAE}
{3EB685DB-65F9-4CF6-A03A-E3EF65729F3D}
{5E6C858F-0E22-4760-9AFE-EA3317B67173}

SOFTWARE\BANDISOFT\BANDICAM
SOFTWARE\Microsoft\CTF\Compatibility\sample



Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0Ox00000000\{0001bea3-ed56-483d-a2e2-aeae25577436}
SOFTWARE\Microsoft\CTF\TIP\
{0000897b-83df-4b96-be07-0fb58b01c4a4d}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{03B5835F-F03C-411B-9CE2-AA23E1171E36}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{07EB03D6-B001-41DF-9192-BF9B841EE71F}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{3697C5FA-60DD-4B56-92D4-74A569205C16}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{531FDEBF-9B4C-4A43-A2AA-960E8FCDC732 }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{78CB5B0OE-26ED-4FCC-854C-77E8F3D1AA80}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{81D4E9C9-1D3B-41BC-9E6C-4B40BF79E35E}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{8613E14C-D0C0-4161-ACOF-1DD2563286BC}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{A028AE76-01B1-46C2-99C4-ACD9858AE02F }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{AE6BE008-07FB-400D-8BEB-337A64F7051F}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{C1EE01F2-B3B6-4A6A-9DDD-E988C088EC82}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{DCBD6FA8-032F-11D3-B5B1-00C04FC324A1}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{E429B25A-E5D3-4D1F-9BE3-0C608477E3Al }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{F25E9F57-2FC8-4EB3-A41A-CCE5F08541E6}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{F89E9E58-BD2F-4008-9AC2-0F816CO9F4EE }\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
Keyboard Layout\Toggle

Software\Microsoft\CTF\DirectSwitchHotkeys

SOFTWARE\Microsoft\CTF\

SOFTWARE\Microsoft\CTF\KnownClasses

Software\CybelSoft\DriversCloud.com

Control Panel\Desktop

Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced

Software\Microsoft\Windows NT\CurrentVersion\FontSubstitutes

SOFTWARE\SSScan\

Software\WinRAR\General

Verdana

Software\Microsoft\Windows\CurrentVersion\Uninstall\{ 593897BF-9356-41FB-8D84-2049F9090AAC} _is1
Software\Embarcadero\Locales

System\CurrentControlSet\Control

Software\Microsoft\RestartManager

SYSTEM\CurrentControlSet\services\CltMngSvc

Software\Microsoft\Cryptography\Wintrust\Config

SOFTWARE\JungleNet

ApplID

{ab25d3c2-9787-4788-99a1-32a4¢c1208c11}

SOFTWARE\F-Secure\CCF\Logging\Freedome\uninstall

SOFTWARE\F-Secure\CCF\Logging\Freedome

SOFTWARE\F-Secure\CCF\Logging

SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders

SOFTWARE\F-Secure\Freedome

SOFTWARE\F-Secure\Freedome\updates

SOFTWARE\F-Secure\Freedome\DAAS2

Software\DriverTurbo

System\CurrentControlSet\Control\Terminal Server

SOFTWARE\baidu\BaiduSd

SOFTWARE\Wow6432Node\baidu\BaiduSd

SOFTWARE\baidu\BaiduAn

SOFTWARE\Wow6432Node\baidu\BaiduAn
SOFTWARE\Google\Chrome\Extensions\ldhndahencefpagkkbaoaeigbjomkekj
SOFTWARE\Google\Chrome\Extensions\phnlpdnedfcdlIfghlilkbcbehmbmcagd
SOFTWARE\Google\Chrome\Extensions\dmcaebpppkgaeajegijmjgkkplgaljlc

SOFTWARE\Policies\Google\Chrome

SOFTWARE\Google\Chrome\Extensions\fkjoahemngfldcokkeofepfhpfphkpjp
SOFTWARE\Google\Chrome\Extensions\aliekcbgfjifobmdhalkinpphajmlhaei
SOFTWARE\Google\Chrome\Extensions\nmpjlchjijbdIflkpnglbepmhjaejkjl
SOFTWARE\Google\Chrome\Extensions\nphbmanpfjfdngbaamhajooihmjacmfe
SOFTWARE\Google\Chrome\Extensions\njppmddkfhcffdkkkeomojdheimcgkll
SOFTWARE\Google\Chrome\Extensions\hcnmeapiiphhmfhfnngadeoglcaknipi
Software\Google\Chrome\Extensions\ffbonecokbglbldgjefndidmdeegggek
SOFTWARE\Google\Chrome\Extensions\ffbonecokbglbldgjefndidmdeegggek
Software\Google\Chrome\Extensions\hiinilempllbgnaohlifdpnmeioogkng
SOFTWARE\Google\Chrome\Extensions\hiinilempllbgnaohllfdpnmeioogkng
SOFTWARE\Google\Chrome\Extensions\aonedlchkbicmhepimiahfalheedjgbh
SOFTWARE\Google\Chrome\Extensions\jgpcjehgklpfpaohmmmcbmccgbcfgmnk
SOFTWARE\Yandex\YandexBrowser\Extensions\aonedlchkbicmhepimiahfalheedjgbh
Software\Google\Chrome\Extensions\dghncoeocefmhkhiphdgikkamjeglbfh
Software\Google\Chrome\Extensions\dkmjljdbbgogihjcapfhgkonfmccbffp
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\wincheck
Software\Microsoft\Windows\CurrentVersion\Run

Software\IM

Software\Super Optimizer

SOFTWARE\Mozilla\Firefox\Extensions
SYSTEM\ControlSet001\services\{a3730592-7b31-4002-9366-8a726171fb7b}Gw64
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\ConvertAd

Software\Crossbrowse

Software\Google\Chrome\Extensions\kneggodalbcmgdkkfhbhbicbbahnacjb



SOFTWARE\Google\Chrome\Extensions\kneggodalbcmgdkkfhbhbicbbahnacjb
Software\Google\Chrome\Extensions\kfecnpmgnlnbmipaogfhoacoioifijgko
SOFTWARE\Google\Chrome\Extensions\kfecnpmgninbmipaogfhoacoioifjgko
Software\Google\Chrome\Extensions\kmafjceipgfaoldhhbkgdihfbjaioaen
Software\Google\Chrome\Extensions\jedpddonjeogeldhkkbpdachllhdfknk
Software\Google\Chrome\Extensions\oelpkepjlgmehajehfeicfbjdiobdkfj
Software\Google\Chrome\Extensions\aeembeejekghkopiabadonpmfpigojok
Software\Google\Chrome\Extensions\Ibjjfiihgfegniolckphpnfaokdkbmdm
Software\Google\Chrome\Extensions\fcimjkehglmijlhnpbmjbpoiamjiegod
Software\Google\Chrome\Extensions\mkndcbhcgphcfkkddanakjiepeknbgle
Software\Google\Chrome\Extensions\gfimgicdombnijnjgpckdjhnjmaapafj
Software\Google\Chrome\Extensions\gkbehdibccccaklbchjdjkpifikjiclo
Software\Google\Chrome\Extensions\pnooffjhclkocplopffdbcdghmiffhji
Software\Google\Chrome\Extensions\ofdgafmdegfkhfdfkmllfefmcmcjllec
Software\Google\Chrome\Extensions\ilamgbdaebkbpkkmfmmfbnaamkhijdek
SOFTWARE\Google\Chrome\Extensions\njabjmhinndphfnbjehdalkphpdmepli
SOFTWARE\Google\Chrome\Extensions\bgomnbpelpcdicbnicimghcecemjpbef
SOFTWARE\Google\Chrome\Extensions\kppacdmmddediahklmcgkgdhhoojemmd
SOFTWARE\Google\Chrome\Extensions\jaeahnnfohikjnejpokeaaiinijhpfop
SOFTWARE\Google\Chrome\Extensions\fopefgobkmblbipkdebgnnlclchlakom
SOFTWARE\Google\Chrome\Extensions\kjlpdpfmpoggibmjgmbaoidffidifakh
SOFTWARE\Google\Chrome\Extensions\jkagakiplhpgacmegfblcddbckenmiio
SOFTWARE\Google\Chrome\Extensions\fidibeiehaokohhbnkdjmkcapgnndfkc
SOFTWARE\Google\Chrome\Extensions\mfmjpfoggikolkfilofopgcnhdcgahib
SOFTWARE\Google\Chrome\Extensions\pgaidlfgjkmeendhknafahppllbniejm
SOFTWARE\Google\Chrome\Extensions\pfijgibhmcgncmjhdodpaolfbjpjjajal
Software\Google\Chrome\Extensions\aamfmnhcipnbjjnbfmaoooiohikifefk
Software\Google\Chrome\Extensions\ooebklgpfnbcnpokahmdidgbmlcdepkm
Software\Google\Chrome\Extensions\mdeldjolamfbcgnndjmjjiinnhbnbnla
Software\Google\Chrome\Extensions\mhoginfgkdilnncbigagbkpfccbokgib
Software\Google\Chrome\Extensions\fjbbjfdilbioabojmcplalojimdngbjl
Software\Google\Chrome\Extensions\flliiindjeohchalpbbcdekjklbdgfkk
Software\Google\Chrome\Extensions\bpgangmffjcofiknibcmfjionicohfgj
Software\Google\Chrome\Extensions\bgbgnhmfbcifpkjofoojfpImfkmaiadn
Software\Google\Chrome\Extensions\nbifdkmdojgmpmopdebnjcobekgdoncn
Software\Google\Chrome\Extensions\iflppbjnpneiigcbdfjpnkebidmkjmoi
Software\Google\Chrome\Extensions\ppoilmfkbpckodoifdlkmkepcajfjmhl
Software\Google\Chrome\Extensions\eioddfaepdoeifbhjphfefgipcjcdieo
SYSTEM\ControlSet001\services\UdvdPork

SYSTEM\ControlSet001\services\Service Mgr CommonDots

SYSTEM\ControlSet001\services\Update Mgr CommonDots

SYSTEM\ControlSet001\services\Service Mgr FilterResults

SYSTEM\ControlSet001\services\Update Mgr FilterResults

SYSTEM\ControlSet001\services\Service Mgr JungleNet

SYSTEM\ControlSet001\services\Update Mgr JungleNet

SYSTEM\ControlSet001\services\Service Mgr DigitalMore

SYSTEM\ControlSet001\services\Update Mgr DigitalMore

SYSTEM\ControlSet001\services\Service Mgr browsepulse

SYSTEM\ControlSet001\services\Update Mgr browsepulse
Software\Microsoft\Windows\CurrentVersion\Uninstal\Download Manager Packages
SYSTEM\ControlSet001\services\Service Mgr SaleCharger

SYSTEM\ControlSet001\services\Update Mgr SaleCharger

SYSTEM\ControlSet001\services\Service Mgr CrazyScore

SYSTEM\ControlSet001\services\Update Mgr CrazyScore

SYSTEM\ControlSet001\services\Service Mgr GlassBottle

SYSTEM\ControlSet001\services\Update Mgr GlassBottle

SYSTEM\ControlSet001\services\Service Mgr RecordPage

Installing\Model

SOFTWARE\Microsoft\.NETFramework\policy\v1.0

SOFTWARE\Microsoft\NET Framework Setup\NDP\v1.1.4322

SOFTWARE\Microsoft\NET Framework Setup\NDP\v2.0.50727

SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.0\Setup

SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.5

SOFTWARE\Microsoft\.NETFramework\policy\v4.0

Microsoft Sans Serif
Software\Microsoft\Windows\CurrentVersion\Uninstal\{ C8 748FFB-1713-4e95-B3DF-4F1622D96F93} _is1
SYSTEM\CurrentControlSet\Services\crypt32

SOFTWARE\Microsoft\Windows NT\CurrentVersion\msasnl
Software\Microsoft\Cryptography\Providers\Trust\Certificate\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\FinalPolicy\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\Initialization\{ 31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\Message\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\Signature\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\CertCheck\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\DiagnosticPolicy\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
Software\Microsoft\Cryptography\Providers\Trust\Cleanup\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced RSA and AES Cryptographic Provider
Software\Policies\Microsoft\Cryptography



Software\Microsoft\Cryptography\Offload
Software\Microsoft\Cryptography\DESHashSessionKeyBackward
S-1-5-21-3979321414-2393373014-2172761192-1000
Software\Microsoft\Internet Explorer\Security
Software\Policies\Microsoft\SystemCertificates\TrustedPublisher\Safer
Software\Microsoft\SystemCertificates\TrustedPublisher\Safer
Software\Microsoft\Cryptography\OID

EncodingType 0

CryptSIPDIIPutSignedDataMsg
{000C10F1-0000-0000-C000-000000000046}
{06C9E010-38CE-11D4-A2A3-00104BD35090}
{1629F04E-2799-4DB5-8FE5-ACE10F17EBAB}
{1A610570-38CE-11D4-A2A3-00104BD35090}
{603BCC1F-4B59-4E08-B724-D2C6297EF351}
{9BA61D3F-E73A-11D0-8CD2-00C04FC295EE}
{C689AAB8-8E78-11D0-8C47-00C04FC295EE}
{C689AAB9-8E78-11D0-8C47-00C04FC295EE}
{C689AABA-8E78-11D0-8C47-00C04FC295EE}
{DE351A42-8E59-11D0-8C47-00C04FC295EE}
{DE351A43-8E59-11D0-8C47-00C04FC295EE}
EncodingType 1

CryptSIPDIIGetSignedDataMsg

CryptDIIFindOIDInfo

1.3.6.1.4.1.311.44.3.4!7
Software\Microsoft\Cryptography\OID\EncodingType O\CryptDIIFindOIDInfo\1.3.6.1.4.1.311.44.3.4!7
1.3.6.1.4.1.311.47.1.1!7
Software\Microsoft\Cryptography\OID\EncodingType O\CryptDIIFindOIDInfo\1.3.6.1.4.1.311.47.1.1!7
1.3.6.1.4.1.311.64.1.1!7
Software\Microsoft\Cryptography\OID\EncodingType O\CryptDIIFindOIDInfo\1.3.6.1.4.1.311.64.1.1!7
CertDIIOpenStoreProv

#16

Ldap

CryptDIIDecodeObjectEx

1.2.840.113549.1.9.16.1.1

1.2.840.113549.1.9.16.2.1

1.2.840.113549.1.9.16.2.11

1.2.840.113549.1.9.16.2.12

1.2.840.113549.1.9.16.2.2

1.2.840.113549.1.9.16.2.3

1.2.840.113549.1.9.16.2.4

CryptDIIDecodeObject

#2000

#2001

#2002

#2003

#2004

#2005

#2006

#2007

#2008

#2009

#2130

#2221

#2222

#2223

1.3.6.1.4.1.311.12.2.1

1.3.6.1.4.1.311.12.2.2

1.3.6.1.4.1.311.12.2.3

1.3.6.1.4.1.311.16.1.1

1.3.6.1.4.1.311.16.4

1.3.6.1.4.1.311.2.1.10

1.3.6.1.4.1.311.2.1.11

1.3.6.1.4.1.311.2.1.12

1.3.6.1.4.1.311.2.1.15

1.3.6.1.4.1.311.2.1.20

1.3.6.1.4.1.311.2.1.25

1.3.6.1.4.1.311.2.1.26

1.3.6.1.4.1.311.2.1.27

1.3.6.1.4.1.311.2.1.28

1.3.6.1.4.1.311.2.1.30

1.3.6.1.4.1.311.2.1.4

CryptSIPDIIVerifylndirectData

CryptDIIEncodeObjectEx

CryptDIIEncodeObject

CryptDIlimportPublicKeylnfoEx
CryptDIIConvertPublicKeylnfo
Software\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots
Software\Policies\Microsoft\SystemCertificates\AuthRoot



Software\Microsoft\Cryptography\OID\EncodingType O\CertDIICreateCertificateChainEngine\Config
Software\Microsoft\SystemCertificates\AuthRoot\AutoUpdate
Software\Policies\Microsoft\SystemCertificates\ChainEngine\Config
Default
Software\Microsoft\SystemCertificates\My\PhysicalStores
Software\Microsoft\SystemCertificates\My

Certificates

CRLs

CTLs

Keys
Software\Microsoft\SystemCertificates\CA\PhysicalStores
109F1CAED645BB78B3EA2B94C0697C740733031C
D559A586669B08F46A30A133F8A9ED3D038E2EA8
FEE449EEOE3965A5246F000E87FDE2A065FD89D4
A377D1B1C0538833035211F4083D00FECC414DAB
Software\Microsoft\EnterpriseCertificates\CA\PhysicalStores
Software\Microsoft\SystemCertificates\Disallowed\PhysicalStores
1916A2AF346D399F50313C393200F14140456616
2A83E9020591A55FC6DDAD3FB102794C52B24E70
2B84BFBB34EE2EF949FE1CBE30AA026416EB2216
305F8BD17AA2CBC483A4C41B19A39A0C75DA39D6
367D4B3B4FCBBCOB767B2ECOCDB2A36EAB71A4EB
3A850044D8A195CD401A680C012CB0OA3B5F8DC08
40AA38731BD189F9CDB5B9DC35E2136F38777AF4
43D9BCB568E039D073A74A71D8511F7476089CC3
471C949A8143DB5AD5CDF1C972864A2504FA23C9
51C3247D60F356C7CA3BAF4C3F429DAC93EE7B74
S5DE83EE82AC5090AEA9D6ACAE7AGE213F946E179
61793FCBFA4F9008309BBA5FF12D2CB29CD4151A
637162CC59A3A1E25956FASFA8F60D2E1C52EACG
63FEAE960BAA91E343CE2BD8B71798C76BDB77D0
6431723036FD26DEA502792FA595922493030F97
7D7F4414CCEF168ADF6BF40753B5BECD78375931
80962AE4D6C5B442894E95A13E4A699E07D694CF
86E817C81A5CA672FEO00F36F878C19518D6F844
8E5BD50D6AE686D65252F843A9D4B96D197730AB
9845A431D51959CAF225322B4A4FEQF223CE6D15
B533345D06F64516403C00DA03187D3BFEF59156
B86E791620F759F17B8D25E38CA8BE32E7D5EAC2
CO060ED44CBD881BDOEF86COBA287DDCF8167478C
CEA586B2CE593EC7D939898337C57814708AB2BE
D018B62DC518907247DF50925BB09ACF4A5CB3AD
F8A54E03AADC5692B850496A4C4630FFEAA29D83
FA6660A94AB45F6A88C0D7874D89A863D74DEE97
Software\Microsoft\EnterpriseCertificates\Disallowed\PhysicalStores
Software\Microsoft\SystemCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\Root\ProtectedRoots
18F7C1FCC3090203FD5BAA2F861A754976C8DD25
245C97DF7514E7CF2DF8BE72AE957B9E04741E85
3B1lEFD3A66EA28B16697394703A72CA340A05BD5
7F88CD7223F3C813818C994614A89C99FA3B5247
8F43288AD272F3103B6FB1428485EA3014COBCFE
A43489159A520F0D93D032CCAF37E7FE20A8B419
BE36A4562FB2EE05DBB3D32323ADF445084ED656
CDD4EEAE6000AC7F40C3802C171E30148030C072
4EB6D578499B1CCF5F581EADS6BE3D9B6744A5E5
4F65566336DB6598581D584A596C87934D5F2AB4
S5FB7EE0633E259DBAD0C4C9AE6D38F1A61C7DC25
742C3192E607E424EB4549542BE1BBC53E6174E2
91C6D6EE3EBAC86384E548C299295C756C817B81
97817950D81C9670CC34D809CF794431367EF474
D23209AD23D314232174E40D7F9D62139786633A
D4DE20DO05E66FC53FE1A50882C78DB2852CAE474
Software\Microsoft\EnterpriseCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\EnterpriseCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\SystemCertificates\trust\PhysicalStores
Software\Microsoft\EnterpriseCertificates\trust\PhysicalStores
Software\Microsoft\Windows NT\CurrentVersion\Diagnostics
Software\Microsoft\Windows NT\CurrentVersion\Winlogon
Software\Policies\Microsoft\Windows\System
System\CurrentControlSet\Contro\SQMServiceList
Software\Policies\Microsoft\SystemCertificates
Software\Policies\Microsoft\SystemCertificates\Root
Software\Policies\Microsoft\SystemCertificates\trust
Software\Policies\Microsoft\SystemCertificates\CA
Software\Policies\Microsoft\SystemCertificates\Disallowed
Software\Policies\Microsoft\SystemCertificates\TrustedPeople



Software\Microsoft\Cryptography\TVO

UrIDIIGetObjectUrl

SchemeDlIRetrieveEncodedObjectW

ContextDlICreateObjectContext
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp\Tracing
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp
System\CurrentControlSet\Services\WinSock2\Parameters

Appld_Catalog

0FF82528

Protocol_Catalog9

00000005

Catalog_Entries

000000000001

000000000002

000000000003

000000000004

000000000005

000000000006

000000000007

000000000008

000000000009

000000000010

NameSpace_Catalog5

00000028

System\CurrentControlSet\Services\Winsock2\Parameters
System\CurrentControlSet\Control\LsaExtensionConfig\SspiCli
System\CurrentControlSet\Control\SecurityProviders
System\CurrentControlSet\Control\Lsa\SspiCache

credssp.dll

System\CurrentControlSet\Control\SecurityProviders\Sasl|Profiles
Software\Microsoft\windows\CurrentVersion\Internet Settings\Connections
SYSTEM\CurrentControlSet\Services\Winsock\Parameters
System\CurrentControlSet\Services\Tcpip6\Parameters\Winsock
System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
SYSTEM\CurrentControlSet\Services\Winsock\Setup Migration\Providers

Tcpip

Tcpip6

SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ E6EB43401-E818-4961-AFED-118DD8E87642}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Connection Manager
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\DirectDrawEx
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Fontcore
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\IlE40
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\lE4Data
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\[ESBAKEX
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\lEData
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\MobileOptionPack
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\SchedulingAgent
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\WIC
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{050d4fc8-5d48-4b8f-8972-47c82c46020f}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{f65db027-aff3-4070-886a-0d87064aabb1}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ FBCFEB22-A2E7-3971-9EDA-4B11EDEFC185}
Software\Microsoft\InetStp

Software\lnstallShieldPendingOperation

Software\TaoBrowserPID\MachinelD

SOFTWARE\UCBrowserPID
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System
SOFTWARE\Microsoft\Net Framework Setup\NDP\v4\Client
FEATURE_INITIALIZE_URLACTION_SHELLEXECUTE_TO_ALLOW_KB936610
FEATURE_LOCALMACHINE_LOCKDOWN
FEATURE_ZONES_DEFAULT_DRIVE_INTRANET_KB941000
FEATURE_PROTOCOL_LOCKDOWN

Software\L2j Community Network\LameUpdater\{69AF6D48-49AC74CC-9C022599-0BFF75EA-3FB746C5}
Software\Microsoft\CTF\Layoutlcon\0409\0000041f

SOFTWARE\Innova Systems\4game

FEATURE_BROWSER_EMULATION
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\User Agent
Microsoft\Windows\CurrentVersion\Internet Settings\User Agent

Pre Platform

Post Platform

{69DC4768-446B-4F82-A6B0-63966A243064 }
Microsoft\Windows\CurrentVersion\Explorer\AutoComplete
Software\Microsoft\Windows\CurrentVersion\Explorer\AutoComplete
Shell.Explorer

CLSID



CLSID\{8856F961-340A-11D0-A96B-00C04FD705A2}
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D }\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C5380-42A0-1069-A2EA-08002B30309D }\ShellFolder
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D }\InProcServer32
Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Blocked
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Objects\{871C5380-42A0-1069-A2EA-08002B30309D}
FEATURE_IEDDE_REGISTER_PROTOCOL

PROTOCOLS\Name-Space Handler\

PROTOCOLS\Name-Space Handler\about\

PROTOCOLS\Name-Space Handler\*\
SOFTWARE\Classes\PROTOCOLS\Handler\about
CLSID\{3050F406-98B5-11CF-BB82-00AA00BDCEOB}
FEATURE_GPU_RENDERING
FEATURE_CSS_DATA_RESPECTS_XSS_ZONE_SETTING_KB912120
FEATURE_ARIA_SUPPORT

FEATURE_LEGACY_DISPPARAMS

FEATURE_PRIVATE_FONT_SETTING

FEATURE_CSS_SHOW_HIDE_EVENTS
FEATURE_DISPLAY_NODE_ADVISE_KB833311
FEATURE_ALLOW_EXPANDURI_BYPASS
FEATURE_BODY_SIZE_IN_EDITABLE_IFRAME_KB943245
FEATURE_DATABINDING_SUPPORT

FEATURE_ENFORCE_BSTR
FEATURE_ENABLE_DYNAMIC_OBJECT_CACHING
FEATURE_OBJECT_CACHING
FEATURE_LEGACY_TOSTRING_IN_COMPATVIEW
FEATURE_RESTRICT_CRASH_RECOVERY_SAVE_KB978454
FEATURE_DOWNLOAD_INITIATOR_HTTP_HEADER
FEATURE_MOBILE_CUSTOMIZATIONS
FEATURE_HIGH_RESOLUTION_AWARE
FEATURE_FORCE_DISABLE_UNTRUSTEDPROTOCOL
FEATURE_USE_WEBOC_OMNAVIGATOR_IMPLEMENTATION
FEATURE_USE_SECURITY_THUNKS
FEATURE_DISABLE_DEFERRED_IMAGE_DOWNLOAD
FEATURE_LAZY_IMAGE_DECODING

FEATURE_LAZIER_IMAGE_DECODING
FEATURE_ALLOW_INTRANET_CSS_MIME_MISMATCH
FEATURE_ENABLE_CLIPCHILDREN_OPTIMIZATION
FEATURE_ENABLE_LARGER_HIT_TEST

FEATURE_USE_LEGACY_JSCRIPT
FEATURE_MOBILE_VIEWPORT_WIDTH_RESTRICTIONS
FEATURE_PASTE_IMAGE_DATAURI

FEATURE_NEW_TREE_VERIFICATION
FEATURE_MOBILE_DISPOSABLE_RESOURCE_CACHE_THRESHOLD_BYTES
FEATURE_DOCUMENT_COMPATIBLE_MODE
FEATURE_ENABLE_WEB_CONTROL_VISUALS
FEATURE_XDOMAINREQUEST

FEATURE_WEBSOCKET

FEATURE_USE_UNISCRIBE

FEATURE_PAINT_INSIDE_WMPAINT
FEATURE_SOFTWARE_FILTER_RENDERING

FEATURE_SPELLCHECKING

FEATURE_FORCE_NATURAL_TEXT_METRICS
FEATURE_ENABLE_PERFWIDGET_EXTRA_INFO
FEATURE_DISABLE_FORMAT_REUSE
FEATURE_ALLOW_WINDOW_PUTNAME_CROSS_DOMAIN
FEATURE_REDUCE_RENDER_AHEAD_CACHE

FEATURE_CLEANUP_AT _FLS
Software\Microsoft\Windows\CurrentVersion\App Paths\OUTLOOK.EXE
Software\Microsoft\Internet Explorer\Application Compatibility
Software\Policies\Microsoft\Internet Explorer\DOMStorage
Software\Microsoft\Internet Explorer\DOMStorage
Software\Policies\microsoft\Internet Explorer\Persistence
Software\Microsoft\Internet Explorer\MediaTypeClass
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Accepted Documents
Software\Microsoft\Windows\CurrentVersion\Policies\Ratings
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains\
ZoneMap\Ranges\

Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
FEATURE_BROWSER_COMPATDATA
FEATURE_SHOW_FAILED_CONNECT_CONTENT_KB942615
{352481E8-33BE-4251-BA85-6007CAEDCFID}

.DEFAULT

Software\Microsoft\Windows NT\CurrentVersion\ProfileList
SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings



Software\Microsoft\windows\CurrentVersion\Internet Settings
Microsoft\Windows\CurrentVersion\Internet Settings
FEATURE_DISABLE_INTERNAL_SECURITY_MANAGER
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
Domains\

Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains\
ProtocolDefaults\

FEATURE_MEMPROTECT_MODE

FEATURE_OLEALIAS_GWND

FEATURE_TOPMOST_GWND

Software\Microsoft\Ole

FEATURE_RESTRICT_ABOUT_PROTOCOL_IE7
SOFTWARE\Classes\PROTOCOLS\Filter\text/html

FEATURE_MIME_SNIFFING

FEATURE_FEEDS

FEATURE_ENABLE_COMPAT_LOGGING

MIME\Database\Content Type\text/html
CLSID\{25336920-03F9-11CF-8FD0-00AA00686F13}
Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
FEATURE_MANAGE_SCRIPT_CIRCULAR_REFS
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\Au_.exe
Software\Macromedia\FlashPlayerPlugin

SOFTWARE\Microsoft\MpSigStub

Software\VSO\Patin Couffin

SYSTEM\MountedDevices

Software\InteNAMT

Software\Intel\Setup$

SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Client

SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\Left 4 Dead 2_Sp1_is1l
Software\Apple Computer

Software\Microsoft\Internet Explorer\MenuExt\Free YouTube Download
Software\Microsoft\Internet Explorer\MenuExt\Free YouTube to Mp3 Converter
Software\Microsoft\Internet Explorer\MenuExt\Free YouTube to DVD Converter
Software\Microsoft\Internet Explorer\MenuExt\Free YouTube to iPhone Converter
Software\Microsoft\Internet Explorer\MenuExt\Free YouTube to iPod Converter
Software\DVDVideoSoft

Software\DVDVideoSoft\UninstallPaths

SOFTWARE\Microsoft\Windows NT\CurrentVersion\PDH

SimSun

Software\DropboxUpdate\UpdateDev\

Software\DropboxUpdate\Update\

Software\DropboxUpdate\Update\ClientState\
Software\DropboxUpdate\Update\network\secure
Software\DropboxUpdate\Update\Clients\{ D8968FF2-E0B1-4A13-A3E2-C9F2995F3BC6}
Software\Geek Squad\MRI

Software\Geek Squad\MRI\WinPE

Software\Geek Squad\MRI\MulePC

System\CurrentControlSet\Control\Session Manager\Environment

Software\Geek Squad\Customizer\EULA

SOFTWARE\Microsoft\BidInterface\Loader

SOFTWARE\ODBC\ODBC.INNODBC

Software\Blizzard Entertainment\Launcher

Software\Blizzard Entertainment\Battle.net

Software\Blizzard Entertainment\Blizzard Error

Blizzard



v4.0.30319

Software\Microsoft\.NETFramework\Policy\Upgrades
SOFTWARE\Microsoft\SchedulingAgent
System\CurrentControlSet\Control\Class\{4d36e972-e325-11ce-bfc1-08002bel10318}
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\MyPC Backup
SOFTWARE\SlIimWare Utilities

SOFTWARE\Slimware Utilities Inc\DriverUpdate
Software\Microsoft\Windows\CurrentVersion\Uninstall\{ BO23AAEF-C0D5-4949-95CE-86AF1603AD1F} _isl
SYSTEM\CurrentControlSet\Services\KMSServerService\Parameters
Software\Microsoft\Advanced INF Setup
CLSID\{adb880a6-d8ff-11cf-9377-00aa003b7all}\InprocServer32
Software\Microsoft\Windows\CurrentVersion\Telephony
Software\Microsoft\Tracing\tapi32

Software\Microsoft\Windows

HTML Help

Help

SOFTWARE\Microsoft\Internet Explorer\Setup\LANGPACKS
System\CurrentControlSet\Control\Session Manager
Software\Microsoft\Windows\CurrentVersion\RunOnce
Software\Microsoft\Windows NT\CurrentVersion\VFW
HARDWARE\DEVICEMAP\SERIALCOMM
SYSTEM\CurrentControlSet\Enum\USB\Vid_230d&Pid_0001&MI_01
SYSTEM\CurrentControlSet\Enum\USB\Vid_230d&Pid_0001&MI_03
{0139D44E-6AFE-49F2-8690-3DAFCAEGFFB8}
{C4AA340D-F20F-4863-AFEF-FB7EF2E6BA25}
{82A5EA35-D9CD-47C5-9629-E15D2F714E6E}
SOFTWARE\JavaSoft\Java Runtime Environment
SOFTWARE\JavaSoft\Java Development Kit

SOFTWARE\IBM\Java2 Runtime Environment

SOFTWARE\IBM\Java Development Kit

SOFTWARE\Classes

.386

.a

.ai

.aif

.aifc

.aiff

.ani

.ans

.application

.appref-ms

.aps

art

.asa

.asc

.ascx

.asf

.asm

.asmx

.asp

.aspx

.asx

.au

.avi

.bas

.bat

.bcp

.bin

.bkf

.blg

.bmp

.bsc

.cab
.camp
.cat
.cc
.cda
.cdmp
.cdx
.cer
.cgm
.chk
.chm
.cls
.cmd
.cod
.com



.compositefont
.contact
.cpl
-Cpp
.crd
.crds
.crl

.crt

.cs

.csa
.CSproj
.Css
.csv
.cur
.CXX
.dat

.db
.dbg
.dbs
.dct
.def
.der
.desklink
.diagcab
.diagcfg
.diagpkg
.dib
.dic
diz

dll

Jdl
.doc
.docx
.dos
.dot
.drv
.dsn
.dsp
.dsw
.dwfx
.easmx
.edrwx
.emf
.eprtx
.eps
.etp
.evt
.evtx
.exe
.exp
.ext
.ex_
.eyb
fag

fif

fky
.fnd

fnt

.fon
.gadget
.ghi

.gif
.gmmp
.group
.grp

.9z

H1C
.H1D
H1F
H1H
HIK
H1Q
.H1S
HIT
H1V
H1wW
.hdp



.hhc
.hip
-hpp
.hgx
.hta
.htc
.htm
.html
.htt
.htw
.htx
.hxx

.ibq
.icc
.icl
.icm
.ico
.ics
.idl
.idq
Jilk
.imc
.img
.inc
.inf
.ini
.inl
.inv
.inx

.iso
IVF
Jjav
.java
.jbf
Jfif
.jnt
.Job
.jod
.jpe
Jjpeg
Jpg

s

JSE
.jtp

Jjtx

Jxr
ki
label
Jatex
Ign
lib
Jlibrary-ms
.Ink
Jocal
.log
Ist
.m14
.mlv
.m3u
.m4a
.mak
.man
.manifest
.mapimail
.mht
.mhtml
.mid
.midi
.mig
.mk
.mlc
.mmf
.mov
.movie
.mp2
.mp2v



.mp3
.mpa
.mpe
.mpeg

.mpv2

.msp
.msrcincident
.msstyles
.msu
.mv
.mydocs
.ncb
.nfo
.nls
.nvr
.obj
.0CX
.0C_
.odc
.odh
.odl
.odt
.0sdx
.otf
.pl0
.pl2
.p7b
.p7c
.p7m
.p7r
.p7s
.partial
.pbk
.pch
.pdb
.pds
.perfmoncfg
.pfm
.pfx
.php3
.pic

.pif
.pko

.pl

.plg
.pma
.pmc
.pml
.pmr
.pnf
.png
.pot
.pps
.ppt
.prc
.prf
.printerExport
.ps

.psl
.pslxml
.pscl
.psd
.psdl
.psm1l
Py
.pyc
.pyo
.pyw
.qds
.rat

.rc

.rc2
.rct
.RDP



.reg
.res
.resmoncfg
.rgs

.rle

il

.rmi
.rpc
.rsp

rtf

.rul

.S

.sbr
.sc2
.scc
.scd
.scf
.sch
.scp
.scr
.sct
.search-ms
.searchConnector-ms
.sed
.sfcache
.shtm
.shtml
.sit
.slupkg-ms
.snd
.sol

.sor
.spc
.sql

.srf

.Sr_

.sst

.stl
.stm
.svg
swf
.sym
.Sys
SYy_
.tab
tar

tdl
text
.tgz
.theme
.themepack
tif

Liff

tib

.thh

i

.trg

tsp
.tsv

.ttc

ttf

txt
.udf
.UbDL
.udt
.URL
.user
.usr
.VBE
.vbproj
.vbs
.vbx
vcf
.vcproj
viw
.vspscc
.vsscc
.vssscc



.vxd
.wab
.wav
.wax
.wbcat
.WCX
.wdp
.webpnp
.website
will

wlit

.wm
.wma
.wmf
.wmp
wmv
.Wmx
.wmz
.wpl

.wix
JWVX

xaml

Xbap

xht

xhtml

.Xix

xlb

Xl

Xls

Xt

xml

.XpS

.Xrm-ms

.xsd

.xsl

.xslt

.z

.296

.zfsendtotarget

.zip

MIME\Database\Content Type
application/atom+xml
application/fractals
application/hta
application/mac-binhex40
application/opensearchdescription+xml
application/pkcs10
application/pkcs7-mime
application/pkcs7-signature
application/pkix-cert
application/pkix-crl
application/postscript
application/rss+xml
application/vnd.ms-pki.certstore
application/vnd.ms-pki.pko
application/vnd.ms-pki.seccat
application/vnd.ms-pki.stl
application/vnd.ms-xpsdocument
application/x-complus
application/x-compress
application/x-compressed
application/x-gzip
application/x-informationCard
application/x-jtx+xps
application/x-latex
application/x-mix-transfer
application/x-ms-application
application/x-ms-license
application/x-ms-xbap
application/x-mswebsite
application/x-pkcs12
application/x-pkcs7-certificates



application/x-pkcs7-certreqresp
application/x-stuffit

application/x-tar

application/x-troff-man

application/x-x509-ca-cert
application/x-zip-compressed
application/xaml+xml

application/xhtml+xml

application/xml

audio/mp3

audio/x-ms-wma

image/bmp

image/qgif

image/jpeg

image/pjpeg

image/png

image/svg+xml

imagel/tiff

image/vnd.ms-dds

image/vnd.ms-photo

image/x-emf

image/x-icon

image/x-jg

image/x-png

image/x-wmf

message/rfc822

model/vnd.dwfx+xps

model/vnd.easmx+xps

model/vnd.edrwx+xps

model/vnd.eprtx+xps

pkcs10

pkcs7-mime

pkcs7-signature

pkix-cert

pkix-crl

text/css

text/html

text/plain

text/scriptlet

text/x-component

text/x-ms-contact

text/x-scriptlet

text/x-vcard

text/xml

video/mpeg

video/x-mpeg

video/x-ms-asf

video/x-msvideo

vnd.ms-pki.certstore

vnd.ms-pki.pko

vnd.ms-pki.seccat

vnd.ms-pki.stl

x-pkcsl2

x-pkcs7-certificates

x-pkcs7-certreqresp

Xx-x509-ca-cert

Software\DownloadManager\
SoftWare\SwingBrowser\Extends\Develop
System\CurrentControlSet\Control\Video\{B285A319-4BD4-4785-A840-9BDC49C97EFA}\0000
Software\Microsoft\Windows\CurrentVersion\Uninstall\iProxyEver Proxy Chain_is1
{311dbba9-7614-4995-8a13-0f8327d869d0}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ 80A33C9A-FO0D-40A8-A384-AE3ED62BF80E}
Software\Policies\Microsoft\Internet Explorer\TabbedBrowsing
Software\Microsoft\Internet Explorer\TabbedBrowsing
SOFTWARE\FLEXIm License Manager
SOFTWARE\FLEXIm License Manager\Borrow
Software\Python\PythonCore\Dtella\PythonPath
SOFTWARE\Debug\quartz.dll
Software\Microsoft\Multimedia\ActiveMovie Filters\MPEG Decoder
Software\Microsoft\DirectShow\PushClock
{287b2c47-0d1d-4055-95b6-5d13b8c45410}
SOFTWARE\Classes\RegUpdate.Registry1\04RKINM
Software\Microsoft\Office\16.0\common\filespaths
Software\Microsoft\Office
Software\Policies\Microsoft\Office

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\00006109F60000000000000000F01FEC

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\00006109F60000000000000000F01FEC



Software\Classes\Installer\Products\00006109F60000000000000000F01FEC
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\00006109F60000000000000000F01FEC\InstallProperties

Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-21-3979321414-2393373014-2172761192-
1000\Components\A725889A5DF965C4E84A0253A39A5952

Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Components\A725889A5DF965C4E84A0253A39A5952
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-1000\Installer\Products
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products
Software\Classes\Installer\Products

Software\Microsoft\Office\16.0\Common\Logging

Software\Microsoft\Office\Common

ClientTelemetry
Software\Microsoft\Office\16.0\Common\ClientTelemetry\RulesLastModified
Software\Microsoft\Office\16.0\Common\ClientTelemetry\Debug
Software\Microsoft\Office\16.0\Common\ClientTelemetry
Software\Microsoft\ClickToRun\OverRide
SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate
Software\Microsoft\Office\16.0\Common\Debug

Software\Microsoft\Office\16.0\Common

RulesMetadata\sample

SOFTWARE\Microsoft\Office\16.0\Common\OEM
SOFTWARE\Wow6432Node\Microsoft\Office\16.0\Common\OEM
Software\Microsoft\Office\ClickToRun\Configuration
Software\Microsoft\Office\16.0\Registration\{6379F5C8-BAA4-482E-A5CC-38ADE1A57348}
Software\Wow6432Node\Microsoft\Office\16.0\Registration\{6379F5C8-BAA4-482E-A5CC-38ADE1A57348}
Software\Microsoft\Office\ClickToRun\propertyBag

Debug

Software\TotalSystemCare
CLSID\{F0407C3D-349C-42b9-B83E-821E31623DF9 }\InprocServer32
CLSID\{9869EFB4-18E9-11D3-A837-00104B9E30B5 }\InprocServer32
Software\Google\Update\

Software\Google\UpdateDev\

Software\Google\Update\ClientState\
Software\Google\Update\ClientStateMedium\{8A69D345-D564-463C-AFF1-A69D9E530F96}
Software\Google\Update\Clients\{430FD4D0-B729-4F61-AA34-91526481799D}
Software\Microsoft\Windows\CurrentVersion\Uninstal\341d1e6508c31e7b
Software\Microsoft\Windows\CurrentVersion\Uninstall\FileZilla Server
SOFTWARE\Microsoft\Windows\CurrentVersion\Setup
SOFTWARE\Microsoft\Windows\CurrentVersion
SOFTWARE\Microsoft\Office\8.0\Common\InstallRoot
SOFTWARE\Microsoft\Office\9.0\Common\InstallRoot

SOFTWARE\Borland\Database Engine
SYSTEM\CurrentControlSet\Services\W3SVC\Parameters\Virtual Roots
SOFTWARE\Ethalone\Ghost Installer\2.0
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\SolveigMM WMP Trimmer Plugin 2.1.1303.05
SOFTWARE\Microsoft\Office
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\SolveigMM WMP Trimmer Plugin
NI\150f3002\21411bb5

SOFTWARE\Microsoft\.NETFramework\policy\v2.0
SOFTWARE\Microsoft\.NETFramework\policy\v2.0.50727
SOFTWARE\Microsoft\.NETFramework\

Software\Classes
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartMenu\StartPanel
SessionInfo\0

{F3CEOF7C-4901-4ACC-8648-D5D44B04EF8F}
CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE }\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE }\ShellFolder
{7D1D3A04-DEBB-4115-95CF-2F29DA2920DA}
{F38BF404-1D43-42F2-9305-67DE0OB28FC23}
{F7F1ED05-9F6D-47A2-AAAE-29D317C6F066}
{2112AB0A-C86A-4FFE-A368-0DE96E47012E}
{48DAF80B-E6CF-4F4E-B800-0E69D84EE384}
{9E52AB10-F80D-49DF-ACB8-4330F5687855}
{98ECOE18-2098-4D44-8644-66979315A281}
{A4115719-D62E-491D-AA7C-E74B8BE3B067}
{CAC52C1A-B53D-4EDC-92D7-6B2EBAC19434}
{18989B1D-99B5-455B-841C-AB7C74E4DDFC}
{52A4F021-7B75-48A9-9F6B-4B87A210BC8F}
{DE974D24-D9C6-4D3E-BF91-F4455120B917}
{6FOCD92B-2E97-45D1-88FF-BOD186B8DEDD}
{76FC4E2D-D6AD-4519-A663-37BD56068185}
{A75D362E-50FC-4FB7-AC2C-A8BEAA314493}
{491E922F-5643-4AF4-ATEB-4E7A138D8174}
{33E28130-4E1E-4676-835A-98395C3BC3BB}
{8AD10C31-2ADB-4296-A8F7-E4701232C972}
{DEBF2536-E1A8-4C59-B6A2-414586476AEA}
{0F214138-B1D3-4A90-BBA9-27CBCOC5389A}
{2400183A-6185-49FB-A2D8-4A392A602BA3}
{D9DC8A3B-B784-432E-A781-5A1130A75963}



{C4900540-2379-4C75-844B-64E6FAF8716B}
{289A9A43-BE44-4057-A41B-587A76D7E7F9}
{4BFEFB45-347D-4006-A5BE-ACOCB0567192}
{B7534046-3ECB-4C18-BE4E-64CD4CB7D6AC}
{EE32E446-31CA-4ABA-814F-A5EBD2FD6D5E}
{C870044B-F49E-4126-A9C3-B52A1FF411E8}
{C5ABBF53-E17F-4121-8900-86626FC2C973}
{56784854-C6CB-462B-8169-88E350ACB882}
{7B396E54-9EC5-4300-BEOA-2482EBAE1A26}
{BCBD3057-CA5C-4622-B42D-BC56DB0AE516}
{A302545D-DEFF-464B-ABE8-61C8648D939B}
{2BOF765D-COE9-4171-908E-08A611B84FF6}
{2A00375E-224C-49DE-B8D1-440DF7EF3DDC}
{E555AB60-153B-4D17-9F04-A5FE9Q9FC15EC}
{054FAE61-4DD8-4787-80B6-090220C4B700}
{1777F761-68AD-4D8A-87BD-30B759FA33DD}
{B250C668-F57D-4EE1-A63C-290EE7D1AALF}
{52528A6B-B9E3-4ADD-B60D-588C2DBA842D}
{8983036C-27C0-404B-8F08-102D10DCFD74}
{BCB5256F-79F6-4CEE-B725-DC34E402FD46}
{724EF170-A42D-4FEF-9F26-B60E846FBA4F}
{4BD8D571-6D19-48D3-BE97-422220080E43}
{DE61D971-5EBC-4F02-A3A9-6C82895E5C04 }
{0762D272-C50A-4BB0-A382-697DCD729B80}
{4D9F7874-4E0C-4904-967B-40BOD20C3E4B}
{1AC14E77-02E7-4E5D-B744-2EB1AE5198B7}
{A77F5D77-2E2B-44C3-A6A2-ABA601054A51}
{0AC0837C-BBF8-452A-850D-79D08E667CAT7}
{D0384E7D-BAC3-4797-8F14-CBA229B392B5}
{7B0DB17D-9CD2-4A93-9733-46CC89022E7C}
{AE50C081-EBD2-438A-8655-8A092E34987A}
{62AB5D82-FDC1-4DC3-A9DD-070D1D495D97}
{F1B32785-6FBA-4FCF-9D55-7B8E7F157091}
{B6EBFB86-6907-413C-9AF7-4FC2ABF07CC5}
{9274BD8D-CFD1-41C3-B35E-B13F55A758F4}
{69D2CF90-FC33-4FB7-9A0C-EBBOFOFCB43C}
{374DE290-123F-4565-9164-39C4925E467B}
{859EAD94-2E85-48AD-A71A-0969CB56A6CD}
{A305CE99-F527-492B-8B1A-7E76FA98D6E4}
{3D644C9B-1FB8-4F30-9B45-F670235F79C0}
{A990AE9F-A03B-4E80-94BC-9912D7504104}
{DFDF76A2-C82A-4D63-906A-5644AC457385}
{1A6FDBA2-F42D-4358-A798-B74D745926C5}
{A520A1A4-1780-4FF6-BD18-167343C5AF16}
{B88F4DAA-E7BD-49A9-B74D-02885A5DC765}
{2C36C0AA-5812-4B87-BFD0-4CDODFB19B39}
{9E3995AB-1F9C-4F13-B827-48B24B6C7174}
{DF7266AC-9274-4867-8D55-3BD661DE872D}
{ED4824AF-DCE4-45A8-81E2-FC7965083634}
{D65231B0-B2F1-4857-A4CE-ABE7C6EATD27}
{15CA69B3-30EE-49C1-ACE1-6B5EC372AFB5}
{3214FAB5-9757-4298-BB61-92A9DEAA44FF}
{905E63B6-C1BF-494E-B29C-65B732D3D21A}
{FD228CB7-AE11-4AE3-864C-16F3910AB8FE}
{B97D20BB-F46A-4C97-BA10-5E3608430854}
{625B53C3-AB48-4EC1-BA1F-A1EF4146FC19}
{D20BEEC4-5CA8-4905-AE3B-BF251EA09B53}
{DE92C1C7-837F-4F69-A3BB-86E631204A23}
{10C07CDO0-EF91-4567-B850-448B77CB37F9}
{FDD39AD0-238F-46AF-ADB4-6C85480369C7}
{C1BAE2D0-10DF-4334-BEDD-7AA20B227A9D}
{190337D1-B8CA-4121-A639-6D472D16972A}
{54EED2E0-E7CA-4FDB-9148-0F4247291CFA}
{BFBOD5E0-C6A9-404C-B2B2-AE6DB6AF4968}
{5CD7AEE2-2219-4A67-B85D-6CI9CE15660CB}
{B94237E7-57AC-4347-9151-B08C6C32D1F7}
{A63293E8-664E-48DB-A079-DF759E0509F7}
{5CE4A5E9-E4EB-479D-B89F-130C02886155}
{82A74AEB-AEB4-465C-A014-D097EE346D63}
{7C5A40EF-AOFB-4BFC-874A-COF2EOB9FABE}
{43668BF8-C14E-49B2-97C9-747784D784B7}
{915221FB-9EFE-4BDA-8FD7-F78DCA774F87}
{4C5C32FF-BB9D-43B0-B5B4-2D72E54EAAA4 }
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace
DelegateFolders
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace\DelegateFolders
{DFFACDC5-679F-4156-8947-C5C76BCOB67F}
CLSID\{DFFACDC5-679F-4156-8947-C5C76BCOB67F}\ShellFolder



Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{ DFFACDC5-679F-4156-8947-C5C76BC0OB67F }\ShellFolder
CLSID\{DFFACDC5-679F-4156-8947-C5C76BCOB67F}\InProcServer32
Software\Microsoft\Windows\CurrentVersion\Uninstall\Stronghold AntiMalware_is1
PROTOCOLS\Name-Space Handler\file\

SOFTWARE\EPSON\STM3\Debug

Software\Mozilla

SOFTWARE\InstallShield\16.0\Professional
Software\lnstallShield\ISWI\7.0\SetupExeLog

Software\Caphyon\Advanced Updater\Settings
Software\Classes\CLSID\{4AA46D49-459F-4358-B4D1-169048547C23}
Software\Classes\CLSID\{B853E835-9F24-4F4B-B55C-E554D15CCCD2}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{ C4AED781C-7394-4906-AAFF-D6AB64FF7C38}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{889DF117-14D1-44EE-9F31-C5FB5D47F68B}
Software\GenericAddon

Software\SpeedChecker

Software\CheckMeUp

Software\CheckMeApp

Software\lneedSpeed

Software\SpeedCheck

Software\SpeeditUp

Software\BlockAndSurf

Software\Safer-Surf
Software\Wow6432Node\Classes\CLSID\{4AA46D49-459F-4358-B4D1-169048547C23}
Software\Wow6432Node\Classes\CLSID\{B853E835-9F24-4F4B-B55C-E554D15CCCD2}
Software\AppDataLow\Software\GenericAddon
Software\AppDatalLow\Software\SpeedChecker
Software\AppDatalLow\Software\CheckMeUp
Software\AppDataLow\Software\CheckMeApp
Software\AppDatalLow\Software\lIneedSpeed
Software\AppDataLow\Software\SpeedCheck
Software\AppDataLow\Software\SpeeditUp
Software\AppDataLow\Software\BlockAndSurf
Software\AppDataLow\Software\Safer-Surf
Software\Microsoft\Windows\CurrentVersion\Uninstall\thirteen degrees
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\NUIns
Software\Microsoft\Windows\CurrentVersion\Uninstall\VOPackage
Software\Microsoft\Windows\CurrentVersion\Uninstall\ASPackage
Software\DtsEncodeTools
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\WeatherTool
Software\Microsoft\Windows\CurrentVersion\Uninstall\YSPackage
Software\Microsoft\Windows\CurrentVersion\Uninstall\Eppink
SOFTWARE\istartsurfSoftware\istartsurfhp
SOFTWARE\key-findSoftware\key-findhp
SOFTWARE\mystartsearchSoftware\mystartsearchhp
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\NUIns
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\VOPackage
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\ASPackage
Software\Wow6432Node\DtsEncodeTools
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\WeatherTool
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\YSPackage
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\Eppink
SOFTWARE\Wow6432Node\istartsurfSOFTWARE\Wow6432Node\istartsurfhp
SOFTWARE\Wow6432Node\key-findSOFTWARE\Wow6432Node\key-findhp
SOFTWARE\Wow6432Node\mystartsearchSOFTWARE\Wow6432Node\mystartsearchhp
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\VOPackage
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\ASPackage
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\Eppink
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\YSPackage
SOFTWARE\SearchProtect

Software\Wajam

Software\WajlEnhance

Software\WajalEnhance

Software\WInternetEnhance

Software\WalnternetEnhance

Software\WajlnternetEnhance

Software\WajalnternetEnhance

Software\WInterEnhance

Software\WalnterEnhance

Software\WajlnterEnhance

Software\WajalnterEnhance

Software\WIntEnhance

Software\WalntEnhance

Software\WajlntEnhance

Software\WajalntEnhance

Software\WNEnhance

Software\WaNEnhance

Software\WajNEnhance

Software\WajaNEnhance



Software\WNetEnhance

Software\WaNetEnhance

Software\WajNetEnhance

Software\WajaNetEnhance
Software\WNetworkEnhance
Software\WaNetworkEnhance
Software\WajNetworkEnhance
Software\WajaNetworkEnhance
Software\WWebEnhance

Software\WaWebEnhance

Software\WajWebEnhance
Software\WajaWebEnhance

Software\WIEnhancer

Software\WalEnhancer

Software\WajlEnhancer

Software\WajalEnhancer
Software\WInternetEnhancer
Software\WalnternetEnhancer
Software\WajlnternetEnhancer
Software\WajalnternetEnhancer
Software\WInterEnhancer

Software\WalnterEnhancer
Software\WajlnterEnhancer
Software\WajalnterEnhancer

Software\WIntEnhancer

Software\WalntEnhancer

Software\WajlntEnhancer

Software\WajalntEnhancer

Software\WNEnhancer

Software\WaNEnhancer

Software\WajNEnhancer

Software\WajaNEnhancer

Software\WNetEnhancer

Software\WaNetEnhancer

Software\WajNetEnhancer
Software\WajaNetEnhancer
Software\WNetworkEnhancer
Software\WaNetworkEnhancer
Software\WajNetworkEnhancer
Software\WajaNetworkEnhancer
Software\WWebEnhancer

Software\WaWebEnhancer
Software\WajWebEnhancer
Software\WajaWebEnhancer
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\QuickSearch
SOFTWARE\shopperz101120152249
SOFTWARE\Wow6432Node\shopperz101120152249
SOFTWARE\shopperz100920151159
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\Note-up
SOFTWARE\BrowserAir

Software\BrowserAir
Software\Microsoft\Windows\CurrentVersion\Uninstall\BrowserAir
Software\BoBrowser
Software\Microsoft\Windows\CurrentVersion\Uninstall\BoBrowser
Software\Nosibay\Bubble Dock Tag

Software\AVG

Software\McAfee

Software\Nosibay\Bubble Dock
SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninstall\win_en_77_is1
SOFTWARE\Wow6432Node\WIN

Software\TutoTag
SOFTWARE\Wow6432Node\CloudGuard
SOFTWARE\CloudGuard
SOFTWARE\7E745E7F7BAA4842A833716036DEBF6F
SOFTWARE\1832BFF4F2BF43989682B0OAF5ECB8F68
SOFTWARE\4033691F40C1493E895E791CE3CF0976
SOFTWARE\32D26CAEEEFE4E83BD53C0261341085D
SOFTWARE\OE2A533F19374E488CF48F950F5A07F1
SOFTWARE\ D909B01EOBAE40EEA47F9FABD7CF746B
SOFTWARE\655EDODD7DA047618002AF578ADFAQ12
SOFTWARE\3DE9D279B98F48E898283B1445515BDB
SOFTWARE\43B149F5CEBC46BC8103DE23FA2D99BF
SOFTWARE\ F370AC1ED9E143D29D6D3CA1F7A957B3
SOFTWARE\52F8D668751743D79231B4E61DFOD1EF
SOFTWARE\ESET

Software\ClamWin
SOFTWARE\5da059a482fd494db3f252126fbc3d5b
Software\Rtp



Software\Classes\GDSetup

Software\Avira

Software\X-AVCSD

Software\Smartbar

Software\RGMservice

Software\Pservice
{76efae02-0a02-45c9-a8a4-98e69e98e894}
SOFTWARE\Rockstar Games\GTA San Andreas\Installation
Software\Microsoft\Windows\CurrentVersion\App Paths\redApp.exe
SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths\Speed.exe
SYSTEM\CurrentControlSet\Services\veracrypt
Software\Tracktion4
FEATURE_USE_IETLDLIST_FOR_DOMAIN_DETERMINATION
FEATURE_ZONE_ELEVATION

bmg.com
CLSID\{52EBAE30-47E4-483F-B87B-770314306005}
Software\Policies\Microsoft\Windows\App Management
software\microsoft\windows\currentversion\app paths\
software\microsoft\windows\currentversion\app paths\.exe
SOFTWARE\WildTangent\InstalledSKUs\
SOFTWARE\InstallShield\17.0\Professional

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\3513920776E788E4A992B316679EC69E

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\3513920776E788E4A992B316679EC69E
Software\Classes\Installer\Products\3513920776E788E4A992B316679EC69E
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\{ ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}
Software\Microsoft\Windows\CurrentVersion\Uninstall\InstallShield Uninstall Information\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}
Software\Microsoft\Windows\CurrentVersion\Uninstal\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}
Software\Microsoft\Windows\CurrentVersion\Uninstal\{ C92AB6F1-E203-2A07-CBAF-6329C61FE1CC} _is1
SOFTWARE\Microsoft\Wbem\CIMOM

{49cc0267-f581-4b60-801b-d0a8fc0708c6}

{bf2d6346-7e40-4561-ac08-418d432d200f}

Control Panel\Mouse

Software\Autolt v3\Autolt

{e745ce26-593d-400b-a02e-f9bda91946f0}
Software\Microsoft\Windows\CurrentVersion\Uninstal\Wget-1.11.4-1_is1

Software\GnuWin32

Software\GnuWin32\Wget

Software\GnuWin32\Wget\1.11.4

Software\GnuWin32\Wget\1.11.4\setup

SOFTWARE\SearchWebKnow

SOFTWARE\VBP

Software\Enigma Protector\D98C1DD404B2008F-980980E97E42F8EC\D98C1DD404B2008F-980980E97E42F8EC
Software\Microsoft\Windows\CurrentVersion\Uninstall\{ 9C98989A-3A15-42DA-A3B9-D20331437D67} } _isl
SYSTEM\Setup\SetupapiLogStatus
Software\Classes\CLSID\{08ACFB57-8187-47f0-AF93-56360D03634A}
Software\Classes\CLSID\{403E842C-83DE-4d95-B19C-C4C71F9C6078}
Software\Classes\CLSID\{D52F7CE0-A4BA-4220-A907-444CB6158A09}

Software\Classes\CLSID\{ FOE6F9C4-2592-45e5-A641-DOD7FFOEB43C}
Software\Classes\CLSID\{BC1DDBO0OD-4663-40bd-812C-12EC1D2EE97C}
Software\Classes\CLSID\{2E3EBFCA-0815-4961-A617-3C06976B77FC}

Software\Classes\CLSID\{ D44CEDFE-7157-4cb5-A339-2CD1249A2153}
SOFTWARE\Classes\Wow6432Node\CLSID\{88d8ecb7-204f-4efd-8134-f6341f76c672}
SOFTWARE\Classes\Wow6432Node\CLSID\{42ab629f-6fd1-44e2-9a7f-4cbfea37e4bf}
SOFTWARE\Classes\Wow6432Node\CLSID\{cOcaa5fe-7c9c-4dca-a265-63cf55379d1a}
SOFTWARE\Classes\Wow6432Node\CLSID\{08ae5e13-70cc-4fbb-ad00-ef4b90a44451}
SOFTWARE\Classes\Wow6432Node\CLSID\{05bf0e05-a298-4d0a-b6eb-f55b30a2e662 }
SOFTWARE\Classes\Wow6432Node\CLSID\{32cf5a7d-f785-42ee-b97f-4c53ea70ebed}
SOFTWARE\Classes\Wow6432Node\CLSID\{90128821-e848-437¢c-999b-1b4eh986947a}
SOFTWARE\Classes\Wow6432Node\CLSID\{516444ca-a80b-4143-96cb-605675251c4f}
SOFTWARE\Classes\Wow6432Node\CLSID\{41ca0640-a64c-4262-8540-36c33ee58961}
SOFTWARE\Classes\Wow6432Node\CLSID\{193b40dd-1d63-4025-8c4d-b8bb042442da}
SOFTWARE\Classes\Wow6432Node\CLSID\{096b81ea-be98-4454-950f-8447f4abe833}
SOFTWARE\Classes\Wow6432Node\CLSID\{cf4032f0-2dc7-4311-8516-8f8b0dala903}
SOFTWARE\Classes\Wow6432Node\CLSID\{ccb24e92-62c4-4c53-95d2-65f9eed476bc}
SOFTWARE\Wow6432Node\OpenVPN

SOFTWARE\VMware

SOFTWARE\Wow6432Node\VMware

SOFTWARE\Oracle\VirtualBox

SOFTWARE\Wow6432Node\Software\ESET

SOFTWARE\Ikarus

SOFTWARE\WOW6432Node\lkarus

SOFTWARE\Doctor Web

Software\Microsoft\Windows\CurrentVersion\Screensavers\Ribbons
SYSTEM\CurrentControlSet\Control\NIs\Language

SOFTWARE\Microsoft\Net Framework Setup\NDP\v2.0.50727

Software\Apple Inc.\Apple Application Support

Software\Apple Inc.\Apple Software Support



QuickTime.QuickTime\CLSID

NI\60a9a872\34d04473
Software\Microsoft\StrongName
Software\Microsoft\Fusion\PublisherPolicy\Default
policy.8.0.Microsoft.VisualBasic__b03f5f7f11d50a3a
NI\1c22df2A\4f99a7¢c9

NN\1c22df2f\4f99a7c9\66

1L\c991064\5086dba8\51

IL\6dc7d4c0\c47ad54\56

IL\3ced59c5\48d69eb2\54

IL\f6e8397\628bc3e2\47

IL\2bla4e4\3822b536\f

IL\24bf93f6\708deaf7\46

1L\4f99a7c9\191b956f\66

NI\30bc7c4f\3f50fe4f\18

1L\424bd4d8\324708cb\5¢

IL\19ab8d57\c91dbb2\5e

IL\3f50fe4f\265c633d\60
policy.2.0.System__b77a5¢561934e089
policy.2.0.System.Xml|__b77a5c561934e089
policy.2.0.System.Configuration__b03f5f7f11d50a3a
policy.2.0.System.Web__b03f5f7f11d50a3a
policy.2.0.System.Management__b03f5f7f11d50a3a
policy.2.0.System.Runtime.Remoting_ b77a5c561934e089
policy.2.0.System.Deployment__b03f5f7f11d50a3a
policy.2.0.System.Drawing__b03f5f7f11d50a3a
policy.2.0.System.Windows.Forms__b77a5c561934e089
SOFTWARE\Microsoft\.NETFramework\Policy\APTCA
NI\8affccb\276feeb9
Software\Microsoft\Windows\CurrentVersion\Uninstall\{ 008D5963-9A73-4472-8C16-A5BF04491B9D} _isl
pokerstarsuk

Defaultlcon

shell

open

command

NN\638946f5\23201cf5

NI\30bc7c4f\3f50fedf
SOFTWARE\RichMediaViewV1release4389
SYSTEM\CurrentControlSet\services\VMSMP
Software\Microsoft\Wbem\Scripting
Software\Downloader
Software\Google\Update\network\secure
{31abedba-ebca-445e-822e-a884d07fa572}
v2.0.20819

NN\301d2654\79a9c053

NN\3cca06a0\6dc7d4cO

NI\3cca06a0\6dc7d4cO\b

Software\Borland\Database Engine
Software\Microsoft\.NETFramework\Policy\AppPatch
v2.0.50727.00000

sample
Software\Microsoft\Windows\CurrentVersion\App Paths\CEAPPMGR.EXE
Software\Microsoft\Net Framework Setup\NDP\v4\Full
Software\Microsoft\Net Framework Setup\NDP\v4\Client
Software\Microsoft\Net Framework Setup\NDP\v3.5
Software\Microsoft\Net Framework Setup\NDP\v3.5\Setup
Software\Microsoft\DataAccess
SYSTEM\CurrentControlSet\Control\Terminal Server
Software\Microsoft\Windows\CurrentVersion\Uninstal\{ AS6ED2D1-45F4-43CF-9C98-8B977D868940}
NI\3bceaf\4fb8b0b0

NN\61e7e666\c991064

NI\61e7e666\c991064\a

IL\475dce40\1c022996\5b

IL\2dd6ac50\553abeb3\58

1L\41c04c7e\4bf62c79\50
policy.2.0.System.Runtime.Serialization.Formatters.Soap__b03f5f7f11d50a3a
policy.2.0.Accessibility__b03f5f7f11d50a3a
policy.2.0.System.Security_b03f5f7f11d50a3a

Intel

PSIS

PSIS_DECODER

ODBC

ODBC.INI

ODBCINST.INI

Conversor de pagina de codigo MS

Driver para o Microsoft Visual FoxPro

Microsoft ODBC for Oracle

Microsoft Visual FoxPro Driver



Microsoft Visual FoxPro-Treiber
MS Code Page Translator

MS Code Page-Ubersetzer
ODBC Core

ODBC Drivers

ODBC Translators

SQL Server

Oracle

Sun Ray

ClientinfoAgent

Policies

Microsoft

Cryptography

PeerDist

Peernet

SystemCertificates

Windows

Windows NT
RegisteredApplications
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Strong Cryptographic Provider

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\DD7B982E237633344AA7571A542DE33E

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\DD7B982E237633344AA7571A542DE33E
Software\Classes\Installer\Products\DD7B982E237633344AA7571A542DE33E

SOFTWARE\Microsoft\CTF\Compatibility\msiexec.exe

System\CurrentControlSet\Services\LanmanWorkstation\Parameters

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\21EE4A31AE32173319EEFE3BD6FDFFE3

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\21EE4A31AE32173319EEFE3BD6FDFFE3
Software\Classes\Installer\Products\21EE4A31AE32173319EEFE3BD6FDFFE3

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\22BEFC8F7E2A1793E9ADB411DEFE1C58

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\22BEFC8F7E2A1793E9ADB411DEFE1C58
Software\Classes\Installer\Products\22BEFC8F7E2A1793E9ADB411DEFE1C58

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\62DBF9290209B993A9A757D1160F9B24

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\62DBF9290209B993A9A757D1160F9B24
Software\Classes\Installer\Products\62DBF9290209B993A9A757D1160F9B24

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\6E8D947A316B3EB3F8F540C548BE2AB9

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\6E8D947A316B3EB3F8F540C548BE2AB9
Software\Classes\Installer\Products\6E8D947A316B3EB3F8F540C548BE2AB9

Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\91915B2EA702BE34EA8737F3C976793C

S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\91915B2EA702BE34EA8737F3C976793C
Software\Classes\Installer\Products\91915B2EA702BE34EA8737F3C976793C
Software\Microsoft\Cryptography\Providers\Trust\Certificate\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\FinalPolicy\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\Initialization\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE }
Software\Microsoft\Cryptography\Providers\Trust\Message\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\Signature\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\CertCheck\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\DiagnosticPolicy\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
Software\Microsoft\Cryptography\Providers\Trust\Cleanup\{ 00AAC56B-CD44-11D0-8CC2-00C04FC295EE}
CryptSIPDIlIsMyFileType

CryptSIPDIlIsMyFileType2

SOFTWARE\Exe2Aut

SpecialKeys

SOFTWARE\DigitalMore

farness.suets.1

farness.suets

{094643c0-3723-445f-bb86-8d957b3e201f}

ProglD

VersionindependentProgID

Programmable

LocalServer32

TypelLib

Version

SOFTWARE\Microsoft\NET Framework Setup\NDP\V4\Client
SYSTEM\CurrentControlSet\Control\Network\{4D36E972-E325-11CE-BFC1-08002BE10318}\{ CFE68B1E-656A-488B-8077-738CA67BA3A5}\Connection
SOFTWARE\Piriform\CCleaner

Software\baidu\Spark

CLSID\{725F645B-EAED-4FC5-B1C5-D9ADOACCBASE}

Software\Microsoft\Windows\CurrentVersion\App Paths\sample.exe
CLSID\{53BD6B4E-3780-4693-AFC3-7161C2F3EE9C}

CLSID\{03C036F1-A186-11D0-824A-00AA005B4383}

CLSID\{00BB2763-6A77-11D0-A535-00C04FD7D062}

CLSID\{807C1E6C-1D00-453F-B920-B61BB7CDD997}
Software\Microsoft\windows\CurrentVersion\Explorer\AutoComplete



Software\Microsoft\Windows\CurrentVersion\Explorer\ShellTaskScheduler
CLSID\{71F96385-DDD6-48D3-A0C1-AEO6E8BO55FB}
CLSID\{104846AB-42B1-4E38-A80D-136F78C3F258}
CLSID\{056440FD-8568-48E7-A632-72157243B55B}
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\|[EAK
FEATURE_FILEPROTOCOL_NOFINDFIRST_KB947853
SOFTWARE\Classes\PROTOCOLS\Filter\text/xml
SOFTWARE\Microsoft\CTF\Compatibility\setup10.exe

SOFTWARE\Fraps

Times New Roman

PROTOCOLS\Name-Space Handler\http\
FEATURE_MAXCONNECTIONSPERSERVER
FEATURE_MAXCONNECTIONSPER1_OSERVER
FEATURE_URLMON_IQDA_SIZE
SOFTWARE\Microsoft\Windows\CurrentVersion\UrIMon Settings
SOFTWARE\Microsoft\Windows\CurrentVersion\Parental Controls\users\S-1-5-21-3979321414-2393373014-2172761192-1000
SOFTWARE\KONAMIPES6\PES6

NN\33811163\1a0b7f22

SOFTWARE

CurrentVersion

Explorer

Browser Helper Objects

{3ec4a39f-b473-4fab-b2cf-a8753c2da2e9}
{5EC32DC3-59C3-421B-A6CF-A22E800DAC60}

1.1

FLAGS

win32

HELPDIR

Interface

{F2E55F0D-FCAA-458D-8224-0ABF3ACDC37E}

ProxyStubClsid32
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Internet Explorer
SOFTWARE\WildTangent\Debugging

SOFTWARE\Ubisoft\TheCrew\413

Software\Microsoft\Internet Explorer\Security\Floppy Access
Software\Microsoft\Internet Explorer\Security\Adv AddrBar Spoof Detection
Software\Policies\Microsoft\Internet Explorer\Zoom
Software\Microsoft\Internet Explorer\Zoom
FEATURE_WEBOC_DOCUMENT_ZOOM

FEATURE_NINPUT_LEGACYMODE

FEATURE_ALIGNED_TIMERS

FEATURE_VSYNC_WATCHDOG

FEATURE_ALLOW_HIGHFREQ_TIMERS

Main

International

Software\Policies\Microsoft\Internet Explorer\International\Scripts
Scripts

Software\Microsoft\Internet Explorer\International\Scripts
Software\Policies\Microsoft\Internet Explorer\Settings

Settings

Software\Microsoft\Internet Explorer\Settings

Styles

Text Scaling

Viewport

Larger Hit Test

Script

Software\Microsoft\Internet Explorer\AdvancedOptions\DISAMBIGUATION
Software\Microsoft\Windows\CurrentVersion\Policies\ActiveDesktop
Software\Microsoft\Windows\CurrentVersion\Policies
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SOFTWARE\Microsoft\WAB

SOFTWARE\Microsoft\WAB\Me

SOFTWARE\Microsoft\WAB\WAB4

SOFTWARE\Microsoft\WAB\WAB4\Wab File Name

SOFTWARE\Microsoft\wfs

SOFTWARE\Microsoft\wfs\DraftsView

SOFTWARE\Microsoft\wfs\InboxView

SOFTWARE\Microsoft\wfs\IncomingView

SOFTWARE\Microsoft\wfs\OutboxView

SOFTWARE\Microsoft\wfs\SentltemsView

SOFTWARE\Microsoft\Windows

SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center

SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks

SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{01979c6a-42fa-414c-b8aa-eee2¢8202018}.check.100
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{01979c6a-42fa-414c-b8aa-eee2¢8202018}.check.101
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{11CD958A-C507-4EF3-B3F2-5FDODFBD2C78}.check.101
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{852FB1F8-5CC6-4567-9COE-7C330F8807C2}.check.100
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{852FB1F8-5CC6-4567-9COE-7C330F8807C2}.check.101
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{945a8954-c147-4acd-923f-40c45405a658}.check.42
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{A5268B8E-7DB5-465b-BAB7-BDCDA39A394A}.check.100
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{ C8E6F269-B90A-4053-A3BE-499AFCEC98C4}.check.0
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{ DAB69A6A-4D2A-4D44-94BF-E0091898C881}.check.100
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.100
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.101
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.102
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{ E8433B72-5842-4d43-8645-BC2C35960837}.check.103
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.104



SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Checks\{E8433B72-5842-4d43-8645-BC2C35960837}.check.106
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Providers
SOFTWARE\Microsoft\Windows\CurrentVersion\Action Center\Providers\EventLog
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\SysTray
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Wordpad
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Options
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Recent File List
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Ribbon
SOFTWARE\Microsoft\Windows\CurrentVersion\Applets\Wordpad\Settings
SOFTWARE\Microsoft\Windows\CurrentVersion\Device Metadata
SOFTWARE\Microsoft\Windows\CurrentVersion\Device Metadata\ActiveDownloads
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Advanced
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ApplicationDestinations
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\AutoplayHandlers
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\AutoplayHandlers\EventHandlersDefaultSelection
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\AutoplayHandlers\UserChosenExecuteHandlers
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\BitBucket
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\BitBucket\Volume
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CabinetState
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CD Burning
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CD Burning\Drives
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CD Burning\Staginglnfo
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CIDSave
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CIDSave\Modules
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{20D04FEQ-3AEA-1069-A2D8-08002B30309D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645FF040-5081-101B-9F08-00AA002F954E}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{FO2C1AO0D-BE21-4350-88B0-7367FC96EF3C}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\CIDSizeMRU
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\FirstFolder
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\LastVisitedPidIMRU
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Discardable
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Discardable\PostSetup
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bat
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.bmp
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.cab
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.contact
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.css
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.dib
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.dll
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.docx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.dwfx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.easmx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.edrwx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.emf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.eprtx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ex$
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.fon
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.gif
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.htm
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.html
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ico
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ini
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jfif
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jpe
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jpeg
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jpg
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.jtx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.Ink
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.mht
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.mhtm|
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ocx
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.odt
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.otf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.pml
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.png
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ps1xml
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.py
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.rle



SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.rtf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.scf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.search-ms
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.sys
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.tif
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.tiff
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ttc
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.ttf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.txt
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.wdp
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.wmf
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.xml
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.xps
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.xsl|
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.zip
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\FileExts\Directory
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\LowRegistry
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder\Favorites
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Modules
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Modules\CommonPlaces
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Modules\GlobalSettings
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Modules\NavPane
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\# #vboxsrv#Pictures
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\{babe9b11-0f98-11e5-b301-806e6f66963}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\{babe9b14-0f98-11e5-b301-806e6f66963}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\NewShortcutHandlers
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.py
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.txt
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\.zip
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs\Folder
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\RunMRU
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\SearchPlatform
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\SearchPlatform\Preferences
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartPage
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartPage\NewShortcuts
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StartPage2
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StreamMRU
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Streams
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Streams\0
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Streams\Desktop
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\StuckRects2
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Taskband
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\TypedPaths
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\UserAssist
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{ CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{ FAE57C4B-2036-45F0-A9AB-443BCFE33D9F }
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\AnimateMinMax
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ComboBoxAnimation
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ControlAnimations
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\CursorShadow
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\DragFullWindows
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\DropShadow
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\DWMAeroPeekEnabled
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\DWMEnabled
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\DWMSaveThumbnailEnabled
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\FontSmoothing
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ListBoxSmoothScrolling
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ListviewAlphaSelect
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ListviewShadow
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\MenuAnimation
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\SelectionFade
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\TaskbarAnimations
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\Themes
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\ThumbnailsOricon
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\TooltipAnimation
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\VisualEffects\TransparentGlass
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\Images
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Wallpapers\KnownFolders
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Sessioninfo
SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\SessionInfo\l
SOFTWARE\Microsoft\Windows\CurrentVersion\Ext



SOFTWARE\Microsoft\Windows\CurrentVersion\Ext\Stats
SOFTWARE\Microsoft\Windows\CurrentVersion\Ext\Stats\{8856F961-340A-11D0-A96B-00C04FD705A2}
SOFTWARE\Microsoft\Windows\CurrentVersion\Ext\Stats\{ CFBFAE00-17A6-11D0-99CB-00C04FD64497}
SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy
SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\GroupMembership
SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\History
SOFTWARE\Microsoft\Windows\CurrentVersion\Group Policy\PolicyApplicationState
SOFTWARE\Microsoft\Windows\CurrentVersion\HomeGroup
SOFTWARE\Microsoft\Windows\CurrentVersion\HomeGroup\Printers
SOFTWARE\Microsoft\Windows\CurrentVersion\HomeGroup\UIStatusCache
SOFTWARE\Microsoft\Windows\CurrentVersion\ime
SOFTWARE\Microsoft\Windows\CurrentVersion\ime\IMTC70
SOFTWARE\Microsoft\Windows\CurrentVersion\ime\IMTC70\FuzzyScheme
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\LowCache
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\CACHE
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Connections
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Http Filters
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Http Filters\RPA
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\P3P
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\P3P\History
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Passport
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Passport\LowDAMap
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\52-54-00-12-35-02
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad\{69DC4768-446B-4F82-A6B0-63966A243064}
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\EscDomains
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\ProtocolDefaults
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Ranges
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT\US
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT\US\Link
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT\US\RSSFeed
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT\US\Theme
SOFTWARE\Microsoft\Windows\CurrentVersion\MCT\US\Wallpaper
SOFTWARE\Microsoft\Windows\CurrentVersion\NetCache
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies
SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer
SOFTWARE\Microsoft\Windows\CurrentVersion\RADAR
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Bubbles
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Bubbles\Screen 1
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Bubbles\Screen 2
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Mystify
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Mystify\Screen 1
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Mystify\Screen 2
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Ribbons
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Ribbons\Screen 1
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\Ribbons\Screen 2
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\ssText3d
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\ssText3d\Screen 1
SOFTWARE\Microsoft\Windows\CurrentVersion\Screensavers\ssText3d\Screen 2
SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions
SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions\Cached
SOFTWARE\Microsoft\Windows\CurrentVersion\Sidebar
SOFTWARE\Microsoft\Windows\CurrentVersion\Sidebar\Settings
SOFTWARE\Microsoft\Windows\CurrentVersion\Telephony
SOFTWARE\Microsoft\Windows\CurrentVersion\Telephony\HandoffPriorities
SOFTWARE\Microsoft\Windows\CurrentVersion\Telephony\HandoffPriorities\MediaModes
SOFTWARE\Microsoft\Windows\CurrentVersion\ThemeManager
SOFTWARE\Microsoft\Windows\CurrentVersion\Themes
SOFTWARE\Microsoft\Windows\CurrentVersion\Themes\DefaultVisualStyleOff
SOFTWARE\Microsoft\Windows\CurrentVersion\Themes\DefaultVisualStyleOn
SOFTWARE\Microsoft\Windows\CurrentVersion\Themes\InstalledThemes



SOFTWARE\Microsoft\Windows\CurrentVersion\Themes\InstalledThemes\MCT
SOFTWARE\Microsoft\Windows\CurrentVersion\WinTrust
SOFTWARE\Microsoft\Windows\CurrentVersion\WinTrust\Trust Providers
SOFTWARE\Microsoft\Windows\CurrentVersion\WinTrust\Trust Providers\Software Publishing
SOFTWARE\Microsoft\Windows\DWM

SOFTWARE\Microsoft\Windows\Shell
SOFTWARE\Microsoft\Windows\Shell\BagMRU
SOFTWARE\Microsoft\Windows\Shell\BagMRU\0
SOFTWARE\Microsoft\Windows\Shel\BagMRU\0\0
SOFTWARE\Microsoft\Windows\Shell\Bags
SOFTWARE\Microsoft\Windows\Shell\Bags\1
SOFTWARE\Microsoft\Windows\Shell\Bags\1\Desktop
SOFTWARE\Microsoft\Windows\Shell\Bags\2
SOFTWARE\Microsoft\Windows\Shell\Bags\2\Shell
SOFTWARE\Microsoft\Windows\TabletPC
SOFTWARE\Microsoft\Windows\TabletPC\TabSetup
SOFTWARE\Microsoft\Windows\Windows Error Reporting
SOFTWARE\Microsoft\Windows\Windows Error Reporting\Consent
SOFTWARE\Microsoft\Windows\Windows Error Reporting\Hangs
SOFTWARE\Microsoft\Windows Mail

SOFTWARE\Microsoft\Windows Mail\Mail

SOFTWARE\Microsoft\Windows Mail\News

SOFTWARE\Microsoft\Windows Mail\Trident

SOFTWARE\Microsoft\Windows Mail\Trident\Main
SOFTWARE\Microsoft\Windows Mail\Trident\Settings
SOFTWARE\Microsoft\Windows NT

SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags
SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant
SOFTWARE\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant\Persisted
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Devices
SOFTWARE\Microsoft\Windows NT\CurrentVersion\EFS
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Font Management
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Font Management\Auto Activation Languages
SOFTWARE\Microsoft\Windows NT\CurrentVersion\MsiCorruptedFileRecovery
SOFTWARE\Microsoft\Windows NT\CurrentVersion\MsiCorruptedFileRecovery\RepairedProducts
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Network
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Network\Location Awareness
SOFTWARE\Microsoft\Windows NT\CurrentVersion\PeerNet
SOFTWARE\Microsoft\Windows NT\CurrentVersion\PeerNet\CollabHost
SOFTWARE\Microsoft\Windows NT\CurrentVersion\PrinterPorts
SOFTWARE\Microsoft\Windows NT\CurrentVersion\SoftwareProtectionPlatform
SOFTWARE\Microsoft\Windows NT\CurrentVersion\SoftwareProtectionPlatform\Activation
SOFTWARE\Microsoft\Windows NT\CurrentVersion\TaskManager
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
SOFTWARE\Microsoft\Windows Script

SOFTWARE\Microsoft\Windows Script\Settings

SOFTWARE\Microsoft\Windows Search

SOFTWARE\Microsoft\Windows Search\ProcessedSearchRoots
SOFTWARE\Microsoft\Windows Search\ProcessedSearchRoots\0000
SOFTWARE\Microsoft\Windows Search\ProcessedSearchRoots\0001
SOFTWARE\Microsoft\Windows Search\ProcessedSearchRoots\0002
SOFTWARE\Microsoft\Windows Search\ProcessedSearchRoots\0003
SOFTWARE\Microsoft\Windows Sidebar

SOFTWARE\Microsoft\Windows Sidebar\I[EOverride
SOFTWARE\Microsoft\Windows Sidebar\IEOverride\Main
SOFTWARE\Microsoft\Windows Sidebar\IEOverride\Settings
SOFTWARE\Microsoft\Windows Sidebar\I[EOverride\Styles
SOFTWARE\Microsoft\Wisp

SOFTWARE\Microsoft\Wisp\MultiTouch

SOFTWARE\Microsoft\Wisp\Pen
SOFTWARE\Microsoft\Wisp\Pen\SysEventParameters
SOFTWARE\Microsoft\Wisp\Pen\SysEventParameters\CustomFlickCommands
SOFTWARE\Microsoft\Wisp\Pen\SysEventParameters\FlickCommands
SOFTWARE\Microsoft\Wisp\Touch

SOFTWARE\Policies

SOFTWARE\Policies\Microsoft
SOFTWARE\Policies\Microsoft\SystemCertificates
SOFTWARE\Policies\Microsoft\SystemCertificates\CA
SOFTWARE\Policies\Microsoft\SystemCertificates\CA\Certificates
SOFTWARE\Policies\Microsoft\SystemCertificates\CA\CRLs
SOFTWARE\Policies\Microsoft\SystemCertificates\CA\CTLs
SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed
SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed\Certificates
SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed\CRLs
SOFTWARE\Policies\Microsoft\SystemCertificates\Disallowed\CTLs
SOFTWARE\Policies\Microsoft\SystemCertificates\trust
SOFTWARE\Policies\Microsoft\SystemCertificates\trust\Certificates



SOFTWARE\Policies\Microsoft\SystemCertificates\trust\CRLs
SOFTWARE\Policies\Microsoft\SystemCertificates\trust\CTLs
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPeople
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPeople\Certificates
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPeople\CRLs
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPeople\CTLs
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPublisher
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPublisher\Certificates
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPublisher\CRLs
SOFTWARE\Policies\Microsoft\SystemCertificates\TrustedPublisher\CTLs

SOFTWARE\Policies\Microsoft\Windows

SOFTWARE\Policies\Microsoft\Windows\CurrentVersion

SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\5.0
SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Cache

SOFTWARE\Policies\Power

SOFTWARE\Policies\Power\PowerSettings

SOFTWARE\Sysinternals

SOFTWARE\Sysinternals\Process Monitor

SOFTWARE\Wow6432Node\Microsoft

SOFTWARE\Wow6432Node\Microsoft\Active Setup

SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components

SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\>{26923b43-4d38-484f-9b9e-de460746276cC}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\>{60B49E34-C7CC-11D0-8953-00A0C90347FF}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\{2C7339CF-2B09-4501-B3F3-F3508C9228ED}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\{44BBA840-CC51-11CF-AAFA-00AA00B6015C}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\{89820200-ECBD-11cf-8B85-00AA005B4340}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\{89820200-ECBD-11cf-8B85-00AA005B4383}
SOFTWARE\Wow6432Node\Microsoft\Active Setup\installed Components\{89B4C1CD-B018-4511-B0A1-5476DBF70820}
SOFTWARE\Classes\.PML

SOFTWARE\Classes\Local Settings

SOFTWARE\Classes\Local Settings\MuiCache

SOFTWARE\Classes\Local Settings\MuiCache\6

SOFTWARE\Classes\Local Settings\MuiCache\6\52C64B7E

SOFTWARE\Classes\Local Settings\Software

SOFTWARE\Classes\Local Settings\Software\Microsoft

SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows

SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion

SOFTWARE\Classes\Local Settings\Software\Microsoft\Windows\Shell

SOFTWARE\Classes\ProcMon.Logfile.1

SOFTWARE\Classes\ProcMon.Logfile.1\Defaultlcon

SOFTWARE\Classes\ProcMon.Logfile.1\shell

SOFTWARE\Classes\ProcMon.Logfile.1\shell\open

SOFTWARE\Classes\ProcMon.Lodfile.1\shell\open\command

Software\Martin Prikryl

Software\FTPWare\COREFTP\Sites

SOFTWARE\Far\Plugins\FTP\Hosts

SOFTWARE\Far2\Plugins\FTP\Hosts

SOFTWARE\Far\SavedDialogHistory\FTPHost

SOFTWARE\Far2\SavedDialogHistory\FTPHost

Software\Ghisler\Windows Commander

Software\Ghisler\Total Commander

Software\AceBIT

SOFTWARE\Classes\TypeLib\{CB1F2COF-8094-4AAC-BCF5-41A64E27F777}
SOFTWARE\Classes\TypeLib\{9EA55529-E122-4757-BC79-E4825F80732C}

OpenService

spooler

dbupdatem

MySQL

McShield

NPF
AdobeFlashPlayerUpdateSvc
pSP2cInt

ProtectedStorage

QueryFilePath

C:\sample

C:\DLL_Loader.exe
C:\Windows\syswow64\MSCTF.dll
C:\Windows\syswow64\USER32.dll
C:\Windows\system32\riched20.dll



C:\Windows\system32\RichEd20.DLL

C:\Windows\system32\PROPSYS.dl|

C:\Windows\SYSTEM32\MSCOREE.DLL
C:\Windows\WinSxS\x86_microsoft.vc80.crt_1fc8b3b9alel8e3b_8.0.50727.4940_none_d08cc06a442b34fc\MSVCR80.dIl
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\Users\win7\AppData\Local\Temp\is-EQNQV.tmp\sample.tmp
C:\Windows\SysWOW64\rundll32.exe

C:\Windows\SysWOWe64\ieframe.dll

c:\windows\SysWOW®64\explorer.exe

C:\Windows\system32\MSVBVM60.DLL

C:\Windows\SysWOW64\sti.dll

C:\Windows\system32\DSOUND.dI|

C:\Windows\syswow64\KERNELBASE.dI|

C:\Windows\syswow64\kernel32.dll

C:\Windows\SysWOW64\ntdll.dll

C:\Windows\syswow64\msvcrt.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccfldf_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Users\win7\AppData\Local\Temp\is-K492I.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-U9FBF.tmp\sample.tmp
C:\Users\win7\AppData\Local\Tem

C:\Windows\syswow64\CRYPT32.dll
C:\Users\win7\AppData\Local\Temp\is-7N1E4.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-M92D4.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\FS_FREEDOME_UNINSTALL1\uninstall.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe

C:\Windows\system32\RICHED20.DLL

C:\Windows\system32\Riched20.dll
C:\Users\win7\AppData\Local\Temp\is-9591N.tmp\sample.tmp
C:\Windows\system32\RichEd20.dll

C:\Windows\system32\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{E1A090BB-6EE3-4384-AD88-ADDD4CFFD36F}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\is-MEHQO.tmp\sample.tmp
C:\Windows\system32\mscoree.dll
C:\Users\win7\AppData\Local\Temp\is-T4K3Q.tmp\sample.tmp
C:\Windows\system32\Msftedit.dll

C:\Windows\SysWOW&64\schannel.dll

C:\Windows\system32\RICHED20.dll
C:\Users\win7\AppData\Local\Temp\is-IBVEQ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-QMJNQ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-8ANTH.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\GUMA196.tmp\DropboxUpdate.exe
C:\Windows\syswow64\ole32.DLL

C:\Windows\syswow64\ADVAPI32.dll

C:\Windows\SysWOW#64\sechost.dll

C:\Windows\syswow64\profapi.dll

C:\Windows\syswow64\CRYPTBASE.dII

C:\Windows\system32\uxtheme.dll

C:\Windows\system32\dwmapi.dll
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccfldf 6.0.7601.18837_none_41e855142bd5705d\COMCTL32.dll
C:\Windows\syswow64\GDI32.dll

C:\Windows\system32\IMM32.DLL
C:\Users\win7\AppData\Local\Temp\is-38JHV.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\GUMA196.tmp\goopdate.dll
C:\Windows\System32\msxml3.dll

C:\Windows\system32\ODBC32.dll
C:\Users\win7\AppData\Local\Temp\is-T3G38.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-U9SIV.tmp\sample.tmp
C:\Windows\system32\mfc120u.dll
C:\Users\win7\AppData\Local\Temp\is-76R3Q.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-TTMR4.tmp\itdownload.dll
C:\Windows\system32\iedkcs32.dll

C:\Users\win7\AppData\Local\Temp\PBCB36.tmp

C:\Windows\system32\TAPI32.DLL
C:\Users\win7\AppData\Local\Temp\IXPO0OO.TMP\ielangpack.exe
C:\Users\win7\AppData\Local\Temp\is-KVOVO0.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\~nsuA.tmp\Au_.exe

C:\Windows\system32\aclui.dll

C:\Users\win7\AppData\Local\Temp\is-GGF1U.tmp\sample.tmp
C:\Windows\syswow64\PSAPI.DLL
C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccfldf 6.0.7601.18837_none_41e855142bd5705d\comcti32.dll
C:\Windows\system32\msimg32.dll
C:\Users\win7\AppData\Local\Temp\is-DOOOT.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-3HD4A.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\{B30345D8-EBB0-4571-9CCF-FF2AB5F258F2 }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{B30345D8-EBB0-4571-9CCF-FF2AB5F258F2}\ Setup.dll
C:\Windows\WinSxS\x86_microsoft.vc90.crt_1fc8b3b9alel8e3b_9.0.30729.4940_none_50916076bch9a742\MSVCR90.dII



C:\Users\win7\Documents\kkkkkkkkkkkk.exe
C:\Windows\SysWOWe64\quartz.dll
C:\Users\win7\AppData\Local\Temp\is-152EB.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-7TVT8.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\Opera Installer\sample
C:\Users\win7\AppData\Local\Temp\is-LDVA2.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-7TRNL.tmp\sample.tmp
C:\Windows\system32\CRTDLL.DLL
C:\Users\win7\AppData\Local\Temp\27G1EDFD\sample\plugins\O\CustomUl.dll
C:\Users\win7\AppData\Local\Temp\is-4KQSE.tmp\sample.tmp
C:\Windows\system32\quartz.dll
C:\Users\win7\AppData\Local\Temp\is-S2LOJ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-SVPMN.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-3ADL4.tmp\sample.tmp
C:\Windows\system32\EhStorShell.dll

C:\Windows\system32\DUser.dll

C:\Windows\syswow64\shlwapi.DLL
C:\Users\win7\AppData\Local\Temp\{B35B88DE-1F1B-4569-B894-FF2AB5F258F2 }\Disk1\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{B35B88DE-1F1B-4569-B894-FF2AB5F258F2}\ Setup.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E \ISRT.AII
C:\Users\win7\AppData\Local\Temp\is-DS5TP.tmp\sample.tmp
C:\Windows\SysWOW64\Wbem\WMIC.exe
C:\Users\win7\AppData\Local\Temp\is-OFFI3.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-2UB9B.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-KRO60.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\dup2patcher.dll
C:\Users\win7\AppData\Local\Temp\is-KVOFQ.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-O6MLE.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\IXPO00.TMP\advpack.dll
C:\Users\win7\AppData\Local\Temp\is-LNN6K.tmp\sample.tmp
C:\Users\win7\AppData\Local\Tempfolder\ortmp\orion.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\GoogleUpdate.exe
C:\Users\win7\AppData\Local\Temp\GUMF936.tmp\goopdate.dll
C:\Users\win7\AppData\Local\Temp\is-NMG1U.tmp\sample.tmp
C:\Windows\system32\sxs.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\fusion.dll
C:\Users\win7\AppData\Local\Temp\TsuEO5ADD63.dll
C:\Users\win7\AppData\Local\Temp\{9DACFAC5-A5DB-4C0OA-AEE1-EDF9464FD833}\_Setup.dll
C:\Windows\gggggggggggg.exe

C:\Windows\SysWOW64\msiexec.exe

C:\Windows\system32\msi.dll

C:\Windows\system32\Connect.dll
C:\Windows\syswow64\comdlg32.dll
C:\Windows\SysWOW64\Wbem\wmic.exe
C:\Users\win7\AppData\Local\Temp\nsp153B.tmp\setup10.exe
C:\Windows\system32\WINMM.dII
C:\Windows\SysWOW#64\svchost.exe
C:\Windows\SysWOW64\PROPSYS.dll
C:\Windows\system32\DINPUT8.dII
C:\Windows\SysWOW®64\regsvr32.exe
C:\Users\win7\AppData\Local\Temp\sfx1\_bbg.exe
C:\Users\win7\AppData\Local\Temp\befbcfdhdg.exe
C:\Users\win7\AppData\Local\Temp\is-AD17V.tmp\sample.tmp

DeleteFile

C:\Users\win7\AppData\Local\Temp\CR_00A4C.tmp\SETUP_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_00A4C.tmp\CHROME_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\DefaultPackOffer.dll
C:\Users\win7\AppData\Local\Temp\nsw28CE.tmp
C:\Users\win7\AppData\Local\Temp\VSD8FC4.tmp
C:\Users\win7\AppData\Local\Temp\nsy2F36.tmp
C:\Users\win7\AppData\Local\Temp\nst3003.tmp
C:\Users\win7\AppData\Local\Temp\nsd3465.tmp
C:\Users\win7\AppData\Local\Temp\nso3541.tmp

ini

C:\Users\win7\AppData\Local\Temp\opera_crashreporter.log
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160405003625.log
C:\Users\win7\AppData\Local\Temp\03429E1C.log
C:\Users\win7\AppData\Local\Temp\03429E3B.log
C:\Users\win7\AppData\Local\Temp\nsi4C62.tmp
C:\Users\win7\AppData\Local\Temp\nsn4CDO.tmp
C:\Users\win7\AppData\Local\Temp\nsn4CDO.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsjBB8B.tmp
C:\Users\win7\AppData\Local\Temp\nszBC38.tmp



C:\Users\win7\AppData\Local\Temp\nseC2A8.tmp
C:\Users\win7\AppData\Local\Temp\nsa720C.tmp
C:\Users\win7\AppData\Local\Temp\nsv728A.tmp
C:\Users\win7\AppData\Local\Temp\nsh84A9.tmp
C:\Users\win7\AppData\Local\Temp\nsu239E.tmp
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Bu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Cu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Du_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Eu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Fu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Gu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Hu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\lu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ju_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ku_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Lu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Mu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Nu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ou_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Pu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Qu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Ru_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Su_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Tu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Uu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Vu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Wu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Xu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Yu_.exe
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Zu_.exe
C:\Users\win7\AppData\Local\Temp\nssC436.tmp
C:\Users\win7\AppData\Local\Temp\nscC4C3.tmp
C:\Users\win7\AppData\Local\Temp\nscC4C3.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nsiAEAC.tmp
C:\Users\win7\AppData\Local\Temp\nsyAFA8.tmp
C:\Users\win7\AppData\Local\Temp\nspDC29.tmp
C:\Users\win7\AppData\Local\Temp\nssD894.tmp
C:\Users\win7\AppData\Local\Temp\nsiD8F4.tmp
C:\Users\win7\AppData\Local\Temp\nsyE486.tmp
C:\Users\win7\AppData\Local\Temp\nstE553.tmp
C:\Users\win7\AppData\Local\Temp\nsu6A4A.tmp
C:\Users\win7\AppData\Local\Temp\nsp1FD3.tmp
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\CityHash.dll
C:\Users\win7\AppData\Local\Temp\nsf1FE4.tmp\System.dl|
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\{E6B43401-E818-4961-AFED-118DD8E87642 }\setup.inx
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\{E6B43401-E818-4961-AFED-118DD8E87642 }\license.rtf
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\corecomp.ini
C:\Users\win7\AppData\Local\Temp\{685914BD-1B59-4ACB-BE63-09A9677F7C19}\dotnetinstaller.exe
C:\ucsvc.log

C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160405182423.log
C:\Users\win7\AppData\Local\Temp\nsh3A95.tmp
C:\Users\win7\AppData\Local\Temp\nso3EFC.tmp
C:\Users\win7\AppData\Local\Temp\nsrAA57.tmp
C:\Users\win7\AppData\Local\Temp\A546.tmp
C:\Users\win7\AppData\Local\Temp\A5B4.tmp

.log

C:\Windows\Start Menu\Programs\StartUp\InterVideo WinCinema Manager.Ink
C:\Users\win7\AppData\Local\Temp\7z51277.tmp
C:\Users\win7\AppData\Local\Temp\nsa8E72.tmp
C:\Users\win7\AppData\Local\Temp\nsa8EC1.tmp
C:\Users\win7\AppData\Local\Temp\nsw6AFC.tmp
C:\Users\win7\AppData\Local\Temp\nsm8471.tmp
C:\Users\win7\AppData\Roaming\LiuliangbaoEx\log.txt
C:\Users\win7\Desktop\desktop.ini
C:\Users\win7\AppData\Local\Temp\nsx649D.tmp
C:\Users\win7\AppData\Local\Temp\nss64CD.tmp
C:\Users\win7\AppData\Local\Temp\nss64CD.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\pbCCBE.tmp
C:\$_Temp_$.$$$
C:\Users\win7\AppData\Local\Temp\IXPOOO.TMP\ieLangPack-plk.cab
C:\Users\win7\AppData\Local\Temp\IXPO00.TMP\ielangpack.exe
C:\Users\win7\AppData\Local\Temp\nsd4E17.tmp
C:\Users\win7\AppData\Local\Temp\nshBEO7.tmp
C:\Users\win7\AppData\Local\Temp\nsiBEA6.tmp
C:\Users\win7\AppData\Local\Temp\nsk1E7C.tmp
C:\Users\win7\AppData\Local\Temp\nss25A2.tmp



C:\Users\win7\AppData\Local\Temp\nsuFFAA.tmp

C:\Users\win7\AppData\Local\Temp\nsf39.tmp

C:\Users\win7\AppData\Local\Temp\nsi99C6.tmp

C:\Users\win7\Documents\kkkkkkkkkkkk.exe:Zone.ldentifier

C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160406203813.log

C:\Users\win7\AppData\Local\Temp\Opera Installer\sample

C:\gcapi_14599644883100.dll

C:\gtapi_14599644883100.dll

C:\chrome_setup_14599644883100.exe

C:\gtoolbar_setup_14599644883100.exe

C:\Users\win7\AppData\Local\Temp\nsbFD13.tmp

C:\Users\win7\AppData\Local\Temp\nsmFDA2.tmp

C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160406231046.log

C:\Users\win7\AppData\Local\Temp\nsb3B99.tmp

C:\Users\win7\AppData\Local\Temp\nse4FCO.tmp

C:\Users\win7\AppData\Local\Temp\nsp5187.tmp

__tmp_rar_sfx_access_check 54685015

C:\Users\win7\AppData\Local\Temp\nsp163B.tmp

C:\Users\win7\AppData\Local\Temp\nsh1C19.tmp

C:\Users\win7\AppData\Local\Temp\nsqD3F6.tmp

C:\Users\win7\AppData\Local\Temp\nsID474.tmp

C:\Users\win7\AppData\Local\Temp\_MSI5166._IS

C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160407143533.log

C:\Users\win7\AppData\Local\Temp\nsjE8F5.tmp

C:\Users\win7\AppData\Local\Temp\nstE934.tmp

C:\Users\win7\AppData\Local\Temp\nstE934.tmp\Processes.dll

C:\Users\win7\AppData\Local\Temp\nss1258.tmp

C:\Users\win7\AppData\Local\Temp\nsw3C38.tmp

C:\Users\win7\AppData\Local\Temp\nsb3CF4.tmp

C:\Users\win7\AppData\Local\Temp\nsb3CF4.tmp\System.dl|

C:\Users\win7\AppData\Local\Temp\nsp621.tmp

C:\Users\win7\AppData\Local\Temp\nsaA1BA.tmp

C:\Users\win7\AppData\Local\Temp\nsvA1lEA.tmp

C:\Users\win7\AppData\Local\Temp\nswB510.tmp

C:\Users\win7\AppData\Local\Temp\_is988.tmp

C:\Users\win7\AppData\Local\Temp\_is9C7.tmp

C:\Users\win7\AppData\Local\Temp\_is1A82.tmp

C:\Users\win7\AppData\Local\Temp\~1A72.tmp

C:\Users\win7\AppData\Local\Temp\_is1BBD.tmp

C:\Users\win7\AppData\Local\Temp\~1BBC.tmp

C:\Users\win7\AppData\Local\Temp\nsx8AB3.tmp

C:\Users\win7\AppData\Local\Temp\nss8B80.tmp
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E }\setup.inx
C:\Users\win7\AppData\Local\Temp\{904E56CO0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\License.txt
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\SetupEx.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\ ISUser.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\corecomp.ini
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\dotnetinstaller.exe
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\FontData.ini
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\DIFxData.ini
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98 }\ISBEW64.exe
C:\Users\win7\AppData\Local\Temp\{904E56CO0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\StringTable-0009-
English.ips
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E Nisrt.dll
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E }\default.pal
C:\Users\win7\AppData\Local\Temp\{904E56C0-E5FF-4341-9403-ACB083F2DF98}\{ECC3713C-08A4-40E3-95F1-7D0704F1CE5E}\_IsRes.dll
C:\Users\win7\AppData\Local\Temp\nsj5E39.tmp

C:\Users\win7\AppData\Local\Temp\nso5E59.tmp

C:\Users\win7\AppData\Local\Temp\nso5E59.tmp\a.txt

C:\Users\win7\AppData\Local\Temp\nso5E59.tmp\inetc.dll

C:\Users\win7\AppData\Local\Temp\nselD72.tmp

C:\Users\win7\AppData\Local\Temp\nsj1DE1.tmp

C:\Users\win7\AppData\Local\Temp\nshF9E3.tmp

C:\Users\win7\AppData\Local\Temp\nsy2702.tmp

C:\Users\win7\AppData\Local\Temp\nsu286B.tmp

C:\Users\win7\AppData\Local\Temp\nsu2C20.tmp

C:\ZAKModPack v6 - ikona.ico

C:\versions\1.8\1.8.json

C:\versions\1.8\1.8.jar

C:\versions\1.7.10-Forge10.13.0.1208\1.7.10-Forge10.13.0.1208.json

C:\versions\1.7.10-Forge10.13.0.1208\1.7.10-Forge10.13.0.1208.jar

C:\versions\1.7.10-Forge10.13.0.1180\1.7.10-Forge10.13.0.1180.json

C:\versions\1.7.10-Forge10.13.0.1180\1.7.10-Forge10.13.0.1180.jar

C:\versions\1.7.10\1.7.10.json

C:\versions\1.7.10\1.7.10.jar

C:\smart_moving_options.txt

C:\servers.dat

C:\screenshots\Thumbs.db



C:\optionsof.txt

C:\options.txt

C:\mods\__rzi_0.811

C:\mods\[1.7.2]Treecapitator-universal-2.0.3.jar
C:\mods\[1.7.10]FloatingRuins-universal-1.7.10.r01.jar
C:\mods\[1.7.10]DamagelndicatorsMod-3.2.0.jar

C:\mods\twilightforest-1.7.2-2.2.3.jar

C:\mods\SmartRender-1.7.10-2.0.jar

C:\mods\SmartMoving-1.7.10-15.2.jar

C:\mods\SmartCore-1.7.10-1.0.jar

C:\mods\Ruins-1.7.10.zip

C:\mods\RadixCore-1.3.1 MC-1.7.x.zip

C:\mods\Primitive-Mobs-Mod-1.7.10.jar

C:\mods\PlayerAPI-1.7.10-1.0.jar

C:\mods\PetBat-1.7.10.jar

C:\mods\Pam's HarvestCraft 1.7.10a.zip

C:\mods\OptiFine_1.7.10_HD_A4.jar

C:\mods\MetallurgyCore-1.7.10-4.0.3.11.jar

C:\mods\Metallurgy-1.7.10-4.0.4.43.jar

C:\mods\MekanismTools-1.7.10-7.1.0.92.jar

C:\mods\MekanismGenerators-1.7.10-7.1.0.92.jar
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C:\assets\objects\22\22bb966ab55ae53b7d5960e13f7bc11920f380a3
C:\assets\objects\22\22a491f266f5c3cdd6e669a9493daaf40c9c8575
C:\assets\objects\22\22a383d9c22342305a4f16fecObb479a885f8da2
C:\assets\objects\22\228bab6d9b09994dc407b9d022bebca791d81cl6
C:\assets\objects\22\227ab99bf7c6cf0b2002e0f7957d0ff7e5cb0c96
C:\assets\objects\20\20d568def0c39fe0a868de72579dc3135ed37aff
C:\assets\objects\20\20d06589bd5ab81a73989bdac8ca59ecd4d66932
C:\assets\objects\20\20abaa7d3b0baal05bc6023d5308fle5d76acc4l
C:\assets\objects\20\209e71ba58feb5061d813724eac2b06a55b3e066
C:\assets\objects\20\207cf48a3391e7f9d99e8e47afl21accf5691bc3
C:\assets\objects\20\20369b200cab4b4fb4975d8468395eafb62c50al
C:\assets\objects\1f\1f8e5f3b70b781bbf6c2ebcab1f6647f06b67603
C:\assets\objects\1f\1f767bc0ed1648d706d164e4ch72426018dadb95
C:\assets\objects\1f\1f530a07d8121e415ae05e58178944a30a79ec8b
C:\assets\objects\le\1e82a43c30cf8fcbe05d0bc2760echa5d2320314
C:\assets\objects\1d\1de4c5d1f828a27aab71f3d109a883chb28fa9c38
C:\assets\objects\1d\1ddae4e8dfa605e27ec8278b3e312597b674437e
C:\assets\objects\1d\1d761cb3bch45498719e4fba0751e1630e134fla
C:\assets\objects\1d\1d20194a6b2f883be478830f129e017257374629
C:\assets\objects\1d\1d183c36f596e85c4fb564f2667332211e49659
C:\assets\objects\1c\1cfd864cbda555477ed9523e640de0d234c18858
C:\assets\objects\1c\1c5095ce89d18162efaOcb42a5a91f8b4d970449
C:\assets\objects\1c\1c3e5d6ccdalebf90bd3cbdbfb385fb43601d464
C:\assets\objects\la\lafefaa39a53606d2737bab9cb3409350cb2dcof
C:\assets\objects\1a\1a498de545784868b5cb34705b4663c16292f837
C:\assets\objects\19\19a5aae31¢3e0018a960b709a9f0240d8d47dda7
C:\assets\objects\19\199c9f150822950385b9bc1d840605a6a795bd27
C:\assets\objects\19\195a4b987b0b97c238de9522eb74dd1bfeab202d
C:\assets\objects\18\18ed93a18189c11bf6d6dd2d020b42782beb7189
C:\assets\objects\18\18dc3ef276a8769bd88202520943bb174c0aad8c
C:\assets\objects\18\18a992d93128bb2e2861930cff3140c6940c0127
C:\assets\objects\18\188eb178929f597a5a18537b753f9bef608b91b2
C:\assets\objects\18\1882f71dee4f377dde08a517adc5f3c585d2d526
C:\assets\objects\18\18752157f5d8718e2752805a657c74a73d2b88db
C:\assets\objects\18\186d5d9481d59cc99bc4belb5fbb98d0ef877b8e
C:\assets\objects\18\186362097c9552903943d8d37ale3b974e4aa618
C:\assets\objects\18\18237686efcaalbf9084173c99d11ce0d37d4fc5
C:\assets\objects\18\180db596866ele36cb715cf261287a043ddad81e
C:\assets\objects\17\17d6e34837dfa86757bed29c47820914745639d5
C:\assets\objects\17\176c14c2ce03e7a57725f7ea973d485b2888983a
C:\assets\objects\17\17567e7dc53a5e939b5bd0197fbf95d93c002c2a
C:\assets\objects\17\17491c8dd9511e9d848c92b4b7ae047aed164072
C:\assets\objects\16\16f20c44b1662917db565be399cafld68e020430
C:\assets\objects\15\15f38314274e759c44f50ac641d11bdel2474a25
C:\assets\objects\15\15dc99bf30f6f87315648c09c32b329a9828e9hb8
C:\assets\objects\15\1599551814c141lacdOc4a3c4a0ff83f4c4e3026d
C:\assets\objects\15\158ecc0alb876b4f3c020288e492b2b7cddbd343
C:\assets\objects\14\14cfb2f24e7d91dbc22a2a0e3b880d9829320243
C:\assets\objects\14\14ae57a6bce3d4254daa8be2b098c2d99743cc3f
C:\assets\objects\14\147c0bfa040f23f8ffa6a0fe649d7d8f8c8aa303
C:\assets\objects\14\144867e8792415e2873293f06ecce85cd32bb4e8
C:\assets\objects\14\140cdb66c733149d01a0d40bad6d0fda73b73853
C:\assets\objects\13\13cc27c547b5¢3c03487050c3c646d0aa9238946
C:\assets\objects\13\131da513b18868576c3eed5¢3921a36c6fal5ed5
C:\assets\objects\12\120def25aa3d41ceeael66c7572561b4fb345900
C:\assets\objects\11\11b2b7b9cac527ce8cfblcee41285¢163ad75869
C:\assets\objects\10\10ch938779ff8c411d8db8399c26albd5fdbf826
C:\assets\objects\10\10c8a862c62bac263807bf39ae191d39f8e54e35
C:\assets\objects\10\1028d0a373790e14c34786a925c4656bdaeb4cad
C:\assets\objects\10\101e3535d3f482ach6d1d0259d53d12b25979788
C:\assets\objects\10\101164ealb442a8ele8cal81d9cef833c57d7be3
C:\assets\objects\0f\0fa4234797f336adad4e3735e013e44d1099afe57
C:\assets\objects\0f\0f374764aafba398f4ba90dba05a53a9e6166138
C:\assets\objects\0f\0f1c3c39a9e96d0d63aa531a75c09140eff317ff
C:\assets\objects\Oe\Oee5c0e080e6f34e291a604e2485aa2c710cc81f
C:\assets\objects\0e\0e2933d361b38fc2aff7e7d09c6b723893e4dd5c¢
C:\assets\objects\0c\0c423a8686c43541591a8283ce711f476d0d4074
C:\assets\objects\Ob\Oba4a7830ea8852bf7844872d7e2d2a408fb77e4
C:\assets\objects\Ob\0b29f5ce8c4c10fa4184e5d29244f3bc121468a0



C:\assets\objects\0a\0a3f0c382b1813fb42b8374dc9eelbc5c19f797d
C:\assets\objects\09\09b6bbe5a03eed221630ea36b21d14e2de043b78
C:\assets\objects\09\0979bf115d081d70a985f1cfcablb9274d6be74e
C:\assets\objects\09\094fc4aaa6113c0383325493806659ed5f9e2495
C:\assets\objects\09\09236ela725cec0229b8c564f5b3e4fe05cd7a5f
C:\assets\objects\08\08e555782cb2785b24e08a417a5e58aa08bd0695
C:\assets\objects\08\08c¢19cb92fc7bb6c2445dd9743364960dcf9987b
C:\assets\objects\08\08573a1f11058b09c5855122dff47ceb209f771e
C:\assets\objects\08\083256ad8eede9ca7191b7667971070429d824cc
C:\assets\objects\08\081d21bad358ef6922c43cecf5e0b8f30aa52e6¢
C:\assets\objects\07\07711734555b8c1c1e0f1555f9090309a69a3alb
C:\assets\objects\07\075e1ea92d5564d7bdf267ae975044315a41a686
C:\assets\objects\06\063bf0fce35c547eb59f086dbb56c5fe329chcf4
C:\assets\objects\05\05f429069e65d78f7e6609d070a3f294cc3128ab
C:\assets\objects\05\05d70a3c2e02af2836350b23ec3d1e0ad71b96c2
C:\assets\objects\05\05¢584aa9c2b0af08af0ec463541204ce63a4670
C:\assets\objects\05\05baaf5ed0cbdab08292b3962e1b1385e13b9dba
C:\assets\objects\05\05af8c9fe23ce76831abfab950e3b410324da03f
C:\assets\objects\05\056393a33a9633685c3dc3be2887f5cbd7dbc63f
C:\assets\objects\04\049a3049a5ac8631a6¢c5f367b7d824fc0d8de39b
C:\assets\objects\04\04933f2f39e339e7ba0db0c21812ch9ff9bdce8c
C:\assets\objects\04\041872101bd08243f7c41509f6fbeld124ef8c9d
C:\assets\objects\03\037b9fb7f74381f354739d015193dc4a6897f620
C:\assets\objects\03\0369a1236a4b9ca219fd3ad7d19d0b5237510ble
C:\assets\objects\03\0349ce87fe856ddf8fdd94a559bb29061b002b6c
C:\assets\objects\03\03063bel5a77cc3f6815ec98090e351178190b33
C:\assets\objects\02\02cal27554fb1294b473bac256469a0d908ecd86
C:\assets\objects\02\022b14caa9cdc6d43bec35792b9bel9e3ad7c909
C:\assets\objects\02\02073c284f025653e55f9cde25a4a62723d395fa
C:\assets\objects\01\01b50efec33f40a95b589c¢85676cf5abbdb658f1
C:\assets\objects\01\017c25f046e€93918d0591bdd9628eb767494c8fd
C:\assets\objects\01\011de7984b3f5c5613ee647b702c12b936250884
C:\assets\objects\00\00e06362a31ad7094e452c5bcea837b061825cb0
C:\assets\objects\00\00c71b8f15ddfaf958c0c31da003031b8789b3a6
C:\assets\objects\00\00b38fae5d28d99514a3e73a913af16359b12b7a
C:\assets\objects\00\0045afb6a30c4beb3793b116a025111a411a14c9
C:\assets\objects\00\000c82756fd54e40ch236199f2b479629d0aca2f
C:\assets\indexes\1.8.json

C:\assets\indexes\1.7.10.json

C:\assets\bopexternal\trails\helper_trail
C:\assets\bopexternal\trails\donator_trail
C:\assets\bopexternal\trails\dev_trail

C:\1213309934
C:\Users\echo64\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\ZAKModPack\Uninstall ZAKModPack.Ink
C:\Users\echo64\Desktop\ZAKModPack v6.Ink
C:\Users\win7\AppData\Local\Temp\Opera Installer\opera_installer_20160408121000.log
C:\gcapi_14601091192800.dll

C:\gtapi_14601091192800.dll

C:\chrome_setup_14601091192800.exe
C:\gtoolbar_setup_14601091192800.exe
C:\Users\win7\AppData\Local\Temp\nsj8FD3.tmp
C:\Users\win7\AppData\Local\Temp\ext5636.tmp
C:\Users\win7\AppData\Local\Temp\pft67DB.tmp
C:\Users\win7\AppData\Local\Temp\nsoD96A.tmp
C:\Users\win7\AppData\Local\Temp\nsqDCC7.tmp

C:\AuxClient.log.1

C:\Users\win7\AppData\Local\Temp\nselF3C.tmp
C:\Users\win7\AppData\Local\Temp\nselF3D.tmp
C:\Users\win7\AppData\Local\Temp\nselF3D.tmp\aminsis.dll
C:\Users\win7\AppData\Local\Temp\nsk2D02.tmp
C:\Users\win7\AppData\Local\Temp\nsq2D24.tmp
C:\Users\win7\AppData\Local\Temp\nsk53AA.tmp
C:\Users\win7\AppData\Local\Temp\nsu53EA.tmp

C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnlllUMOJTeMArYi5bzylSyLnllIUM\0JTeMArYi5bzy|SyLnlllUM_mb_1.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnlllUMOJTeMArYi5bzyISyLnllIUM\0JTeMArYi5bzy|SyLnlllUM_is.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIUMOJTeMArYi5bzylSyLnlllUM\0JTeMArYi5bzylSyLnllIUMOQJTeMArYi5bzyISyLnllIlUMOJTeMArYi5bzyI!
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIUMOJTeMArYi5bzylSyLnlllUM\0JTeMArYi5bzyISyLnllIUMOQJTeMArYi5bzyISyLnllIIlUMOJTeMArYi5bzyI!
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIlUMOJTeMArYi5bzyISyLnllIUM\0JTeMArYi5bzyISyLnllIlUM_cr.exe
C:\Users\win7\AppData\Local\Temp\Temp\O0JTeMArYi5bzyISyLnllIlUMOJTeMArYi5bzylSyLnllIlUM\0JTeMArYi5bzy|SyLnlllUM_sol.exe

C:\Users\win7\AppData\Local\Temp\nsu53EA.tmp\inetc.dll
C:\Users\win7\AppData\Local\Temp\CR_B1FBA.tmp\SETUP_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_B1FBA.tmp\CHROME_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\98D70F4D.dat
C:\Windows\gggggggggggg.exe:Zone.ldentifier
C:\Users\win7\AppData\Local\Temp\nskECEC.tmp
C:\Users\win7\AppData\Local\Temp\nsvED7B.tmp
C:\Users\win7\AppData\Local\Temp\nsbEED1.tmp
C:\Users\win7\AppData\Local\Temp\nsbEF21.tmp



C:\Users\win7\AppData\Local\Temp\81460142362.txt
C:\Users\win7\AppData\Local\Temp\nsvB8E7.tmp
C:\Users\win7\AppData\Local\Temp\nsp153B.tmp
C:\Users\win7\AppData\Local\Temp\nsd5C45.tmp
C:\Users\win7\AppData\Local\Temp\nso5DBD.tmp
C:\Users\win7\AppData\Local\Temp\beepa.bmp
C:\Users\win7\AppData\Local\Temp\CR_D55A4.tmp\SETUP_PATCH.PACKED.7Z
C:\Users\win7\AppData\Local\Temp\CR_D55A4.tmp\CHROME_PATCH.PACKED.7Z
__tmp_rar_sfx_access_check 54793078
C:\Users\win7\AppData\Local\Temp\AIR13A3.tmp
C:\Users\win7\AppData\Local\Temp\sfx1\sfx54B3.tmp
C:\Users\win7\AppData\Local\Temp\nsxDC47.tmp
C:\Users\win7\AppData\Local\Temp\nsdDC69.tmp
C:\Users\win7\AppData\Local\Temp\nsgBDF2.tmp
C:\Users\win7\AppData\Local\Temp\nsd8EBF.tmp
C:\Users\win7\AppData\Local\Temp\~DF3C015C23DBFFAC8A.TMP

C:\tmp.exe

QueryProcessAddress

OpenProcess
CreateProcessW
CreateProcessA
WinExec
ShellExecuteW
ShellExecuteA
ShellExecuteExW
IsDebuggerPresent
ShellExecuteExA
ZwCreateProcess
ZwCreateProcessEx
InternetReadFile
ReadProcessMemory
Toolhelp32ReadProcessMemory
WriteProcessMemory
GetThreadContext
SetThreadContext
CreateRemoteThread
ShellExecuteEx
QueueUserAPC

Precise Detectors Analysis Results

No Detector Result Received

Advance Heuristics

No Advanced Heuristic Analysis Result Received

Human Expert Analysis Results

Analysis End Date: 2015-09-04 09:51:01 UTC
File Upload Date: 2015-09-04 07:42:28 UTC
Human Expert Analyst Feedback: Hlux
Verdict: Malware

Malware Family: Hlux

Malware Type: Pua

Additional File Information

@ Vendor Validation - Vendor Validation is not Applicable ?

Ws Certificate Validation - Certificate Validation is not Applicable ?



& PE Headers

PROPERTY
Compilation Time Stamp
Entry Point

File Size

Machine Type

Mime Type

Number Of Sections

Sha256

W File Paths

FILE PATH ON CLIENT

asd
«&a PE Sections
NAME VIRTUAL ADDRESS
text 0x1000
.ydata 0x3000
.kdata 0x4000

VALUE

0x294263A4 [Sun Dec 8 18:25:40 1991 UTC] [SUSPICIOUS]

0x402996 (.text)
829456

Intel 386 or later - 32Bit
application/x-dosexec

3

924bff4176967bcec5f14c3757dd08982¢7956340305c1c439506a4aaf0560fc

VIRTUAL SIZE

0x1bc9

0x498

0x239eae

RAW SIZE

0x1c00

0x600

0xc8200

ENTROPY
5.302918
2.533889

7.999471[SUSPICIOUS]

SEEN
COUNT

MD5
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