
Analysis Summary

Static Analysis

PUA
Valkyrie Final Verdict

File Name:   2f91076047925ef703292cdfd672b2a5
File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
SHA1:   3d4892a761b6dcc9b3945caaa2f2c3c3f5ece949
MD5:   2f91076047925ef703292cdfd672b2a5
First Seen Date:  2016-03-26 21:34:46 UTC
Number of Clients Seen:   5
Last Analysis Date:  2016-03-27 20:49:22 UTC
Human Expert Analysis Date:  2016-03-27 01:26:13 UTC
Human Expert Analysis Result:   PUA
Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-03-27 20:49:22 UTC Malware 

Static Analysis Overall Verdict 2016-03-27 20:49:22 UTC No Threat Found 

Dynamic Analysis Overall Verdict 2016-03-27 20:49:22 UTC Highly Suspicious 

Human Expert Analysis Overall Verdict 2016-03-27 01:26:13 UTC PUA 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Clean 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Suspicious 

Timestamp value suspicious Clean 

Header Checksum is zero! Clean 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Suspicious 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean 

TLS callback functions array detected Clean 

 Anti-debug calls

 Process32Next
 TerminateProcess
 Process32First

https://valkyrie.comodo.com:443


Dynamic Analysis

 UnhandledExceptionFilter
 IsDebuggerPresent



DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Uses a function clandestinely 

Has no visible windows 

Behavioral Information

QueryProcessAddress

CreateProcessA
CreateProcessW
ShellExecuteExA
ShellExecuteExW
ShellExecuteA
IsDebuggerPresent
ShellExecuteW

OpenRegisteryKey

SYSTEM\CurrentControlSet\Control\FileSystem
ISlogit
Software\Policies\Microsoft\Windows\Installer
Software\Microsoft\Internet Explorer
SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\DataStore_V1.0
SOFTWARE\Microsoft\Windows NT\CurrentVersion\LanguagePack\SurrogateFallback
MS Sans Serif
SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontLink\SystemLink
SOFTWARE\Microsoft\.NETFramework\policy\v1.0
SOFTWARE\Microsoft\NET Framework Setup\NDP\v1.1.4322
SOFTWARE\Microsoft\NET Framework Setup\NDP\v2.0.50727
SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.0\Setup
SOFTWARE\Microsoft\NET Framework Setup\NDP\v3.5
SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Client
SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full
Software\Microsoft\Windows\CurrentVersion\Policies\Explorer
Software\Microsoft\Windows\CurrentVersion\Policies\Network
Software\Microsoft\Windows\CurrentVersion\Policies\Comdlg32
Software\Microsoft\Windows\Windows Error Reporting\Debug
Software\Microsoft\Windows\Windows Error Reporting
Software\Policies\Microsoft\Windows\Windows Error Reporting
Consent
ExcludedApplications
DebugApplications
SOFTWARE\Microsoft\Reliability Analysis\RAC
Software\Microsoft\Windows\Windows Error Reporting\Throttling\CLR20r3
Tahoma
SOFTWARE\Microsoft\Windows NT\CurrentVersion
SYSTEM\CurrentControlSet\Control\SystemInformation
SYSTEM\CurrentControlSet\Control\Windows
Software\Microsoft\Windows\CurrentVersion\CEIPRole\RolesInWER
System\CurrentControlSet\Control\Class\{4d36e972-e325-11ce-bfc1-08002be10318}
Software\Microsoft\Windows\Windows Error Reporting\Debug\DataRequest
Software\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
Software\Policies\Microsoft\Internet Explorer\Main\FeatureControl
Software\Microsoft\Internet Explorer\Main\FeatureControl
FEATURE_HTTP_USERNAME_PASSWORD_DISABLE
RETRY_HEADERONLYPOST_ONCONNECTIONRESET
FEATURE_MIME_HANDLING
FEATURE_BYPASS_CACHE_FOR_CREDPOLICY_KB936611
FEATURE_IGNORE_MAPPINGS_FOR_CREDPOLICY



FEATURE_INCLUDE_PORT_IN_SPN_KB908209
FEATURE_BUFFERBREAKING_818408
FEATURE_SKIP_POST_RETRY_ON_INTERNETWRITEFILE_KB895954
FEATURE_FIX_CHUNKED_PROXY_SCRIPT_DOWNLOAD_KB843289
FEATURE_USE_CNAME_FOR_SPN_KB911149
FEATURE_PERMIT_CACHE_FOR_AUTHENTICATED_FTP_KB910274
FEATURE_DISABLE_UNICODE_HANDLE_CLOSING_CALLBACK
FEATURE_DISALLOW_NULL_IN_RESPONSE_HEADERS
FEATURE_DIGEST_NO_EXTRAS_IN_URI
FEATURE_ENABLE_PASSPORT_SESSION_STORE_KB948608
FEATURE_EXCLUDE_INVALID_CLIENT_CERT_KB929477
FEATURE_USE_UTF8_FOR_BASIC_AUTH_KB967545
FEATURE_RETURN_FAILED_CONNECT_CONTENT_KB942615
FEATURE_PRESERVE_SPACES_IN_FILENAMES_KB952730
FEATURE_ENABLE_PROXY_CACHE_REFRESH_KB2983228
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Microsoft\Windows\CurrentVersion\Internet Settings
Software\Policies
Software
Software\Policies\Microsoft\Internet Explorer
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
FEATURE_DISABLE_NOTIFY_UNVERIFIED_SPN_KB2385266
FEATURE_COMPAT_USE_CONNECTION_BASED_NEGOTIATE_AUTH_KB2151543
FEATURE_SCH_SEND_AUX_RECORD_KB_2618444
Software\Microsoft\Internet Explorer\Main
Software\Policies\Microsoft\Internet Explorer\Main
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Wpad
System\Setup
SOFTWARE\MICROSOFT\WINDOWS\CURRENTVERSION
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{13c5d420-cae2-11d4-b34d-00105a1c23dd}
Software\Microsoft\InetStp
Software\Microsoft\Windows\CurrentVersion\Uninstall\InstallShield Uninstall Information\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}
Software\InstallShieldPendingOperation
Software\Microsoft\Windows NT\CurrentVersion\
SOFTWARE\NVIDIA Corporation\Installer
Times New Roman
Software\Microsoft\.NETFramework\Policy\
v2.0
Software\Microsoft\.NETFramework
Upgrades
Standards
AppPatch
Software\Microsoft\.NETFramework\Policy\Standards
v2.0.50727
Software\Microsoft\Fusion
Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sample
Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options
Software\Microsoft\.NETFramework\Security\Policy\Extensions\NamedPermissionSets
Internet
LocalIntranet
Software\Microsoft\Windows NT\CurrentVersion\ProfileList\S-1-5-21-3979321414-2393373014-2172761192-1000
Software\Microsoft\.NETFramework\v2.0.50727\Security\Policy
Software\Microsoft\Fusion\NativeImagesIndex\v2.0.50727_32
index1c2
NI\181938c6\7950e2c5
NI\181938c6\7950e2c5\16
IL\7950e2c5\4b5f28af\5f
Software\Microsoft\Cryptography\Wintrust\Config
v4.0.30319
Software\Microsoft\.NETFramework\Policy\Upgrades
SOFTWARE\Microsoft\OLEAUT
Software\Microsoft\Windows\CurrentVersion\Setup
Software\Microsoft\Windows\CurrentVersion
SYSTEM\CurrentControlSet\Services\crypt32
SOFTWARE\Microsoft\Windows NT\CurrentVersion\msasn1
system\CurrentControlSet\control\NetworkProvider\HwOrder
Software\Microsoft\Windows\CurrentVersion\Explorer\FolderDescriptions
{62AB5D82-FDC1-4DC3-A9DD-070D1D495D97}
PropertyBag
Software\Microsoft\Windows NT\CurrentVersion\ProfileList
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Applications\sample
CLSID\{20D04FE0-3AEA-1069-A2D8-08002B30309D}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{20D04FE0-3AEA-1069-A2D8-08002B30309D}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Policies\NonEnum
Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\CPC\Volume



{babe9b11-0f98-11e5-b301-806e6f6e6963}\
Drive\shellex\FolderExtensions
Drive\shellex\FolderExtensions\{fbeb8a05-beee-4442-804e-409d6c4515e9}
Software\Policies\Microsoft\Windows\Explorer
Software\Microsoft\Rpc
Software\Policies\Microsoft\Windows NT\Rpc
{babe9b14-0f98-11e5-b301-806e6f6e6963}\
{babe9b10-0f98-11e5-b301-806e6f6e6963}\
SOFTWARE\Microsoft\CTF\Compatibility\sample
Software\Microsoft\Windows NT\CurrentVersion\FontSubstitutes
Software\Microsoft\CTF\TIP\{0000897b-83df-4b96-be07-0fb58b01c4a4}\LanguageProfile\0x00000000\{0001bea3-ed56-483d-a2e2-aeae25577436}
SOFTWARE\Microsoft\CTF\TIP\
{0000897b-83df-4b96-be07-0fb58b01c4a4}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{03B5835F-F03C-411B-9CE2-AA23E1171E36}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{07EB03D6-B001-41DF-9192-BF9B841EE71F}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{3697C5FA-60DD-4B56-92D4-74A569205C16}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{531FDEBF-9B4C-4A43-A2AA-960E8FCDC732}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{78CB5B0E-26ED-4FCC-854C-77E8F3D1AA80}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{81D4E9C9-1D3B-41BC-9E6C-4B40BF79E35E}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{8613E14C-D0C0-4161-AC0F-1DD2563286BC}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{A028AE76-01B1-46C2-99C4-ACD9858AE02F}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{AE6BE008-07FB-400D-8BEB-337A64F7051F}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{C1EE01F2-B3B6-4A6A-9DDD-E988C088EC82}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{DCBD6FA8-032F-11D3-B5B1-00C04FC324A1}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{E429B25A-E5D3-4D1F-9BE3-0C608477E3A1}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{F25E9F57-2FC8-4EB3-A41A-CCE5F08541E6}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
{F89E9E58-BD2F-4008-9AC2-0F816C09F4EE}\Category\Category\{534C48C1-0607-4098-A521-4FC899C73E90}
Keyboard Layout\Toggle
Software\Microsoft\CTF\DirectSwitchHotkeys
SOFTWARE\Microsoft\CTF\
SOFTWARE\Microsoft\CTF\KnownClasses
System\CurrentControlSet\Control\Session Manager
MS Shell Dlg
Software\Microsoft\CTF\LayoutIcon\0409\0000041f
Software\Microsoft\Windows\CurrentVersion\Explorer\Advanced
Software\Microsoft\MediaPlayer
Software\Microsoft\MediaPlayer\Setup
Software\Microsoft\MediaPlayer\7.0\Registration
FEATURE_BROWSER_EMULATION
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\User Agent
Microsoft\Windows\CurrentVersion\Internet Settings\User Agent
Pre Platform
Post Platform
{352481E8-33BE-4251-BA85-6007CAEDCF9D}
Software\Microsoft\Windows\CurrentVersion\Explorer
SessionInfo\1
KnownFolders
.DEFAULT
Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
SOFTWARE\Policies\Microsoft\Windows\CurrentVersion\Internet Settings
System\CurrentControlSet\Services\WinSock2\Parameters
AppId_Catalog
0FF82528
Protocol_Catalog9
00000005
Catalog_Entries
000000000001
000000000002
000000000003
000000000004
000000000005
000000000006
000000000007
000000000008
000000000009
000000000010
NameSpace_Catalog5
00000028
System\CurrentControlSet\Services\Winsock2\Parameters
Software\Policies\Microsoft\PeerDist\Service
Software\Microsoft\Windows NT\CurrentVersion\PeerDist\Service
SYSTEM\CurrentControlSet\Services\Winsock\Parameters
System\CurrentControlSet\Services\Tcpip6\Parameters\Winsock
SYSTEM\CurrentControlSet\Services\Winsock\Setup Migration\Providers
Tcpip6
Software\Microsoft\windows\CurrentVersion\Internet Settings
http\shell\open\command
Content



{F1B32785-6FBA-4FCF-9D55-7B8E7F157091}
{5E6C858F-0E22-4760-9AFE-EA3317B67173}
Cookies
{2B0F765D-C0E9-4171-908E-08A611B84FF6}
{3EB685DB-65F9-4CF6-A03A-E3EF65729F3D}
History
{D9DC8A3B-B784-432E-A781-5A1130A75963}
Software\Microsoft\COM3
CLSID\{DCB00C01-570F-4A9B-8D69-199FDBA5723B}
InprocServer32
Software\Microsoft\OLE
TreatAs
CLSID\{A47979D2-C419-11D9-A5B4-001185AD2B89}
System\CurrentControlSet\Services\Tcpip\Parameters\Winsock
Tcpip
System\CurrentControlSet\Services\DnsCache\Parameters
Software\Policies\Microsoft\Windows NT\DnsClient
Software\Policies\Microsoft\System\DNSClient
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\
FEATURE_IGNORE_POLICIES_ZONEMAP_IF_ESC_ENABLED_KB918915
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains\
ZoneMap\Ranges\
FEATURE_ZONES_CHECK_ZONEMAP_POLICY_KB941001
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
Microsoft\Internet Explorer\Security
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\0
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\1
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\3
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\4
FEATURE_LOCALMACHINE_LOCKDOWN
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\0
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\1
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\2
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\3
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
Software\Policies\Microsoft\Windows\CurrentVersion\Internet Settings\Lockdown_Zones\4
FEATURE_ALLOW_REVERSE_SOLIDUS_IN_USERINFO_KB932562
Domains\
Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\Domains\
ProtocolDefaults\
System\CurrentControlSet\Services\Tcpip\Parameters\Interfaces
{cfe68b1e-656a-488b-8077-738ca67ba3a5}
SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{CFE68B1E-656A-488B-8077-738CA67BA3A5}
{3d3783a2-703a-11de-8c7a-806e6f6e6963}
SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Interfaces\{3D3783A2-703A-11DE-8C7A-806E6F6E6963}
SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\Interfaces\{3D3783A2-703A-11DE-8C7A-806E6F6E6963}
{1409cd30-b4f5-4078-86aa-9b8c995c7d0c}
SYSTEM\CurrentControlSet\Services\Tcpip\Linkage
AppID\sample
Software\Microsoft\OLE\AppCompat
SOFTWARE\Microsoft\OLE
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Strong Cryptographic Provider
Software\Policies\Microsoft\Cryptography
Software\Microsoft\Cryptography
Software\Microsoft\Cryptography\Offload
Interface\{00000134-0000-0000-C000-000000000046}
ProxyStubClsid32
SYSTEM\CurrentControlSet\Services\BFE
SYSTEM\CurrentControlSet\Services\NetBT\Linkage
Software\Microsoft\Ole
Interface\{D0074FFD-570F-4A9B-8D69-199FDBA5723B}
CLSID\{1299CF18-C4F5-4B6A-BB0F-2299F0398E27}



Interface\{26656EAA-54EB-4E6F-8F85-4F0EF901A406}
Interface\{8A40A45D-055C-4B62-ABD7-6D613E2CEAEC}
Interface\{55272A00-42CB-11CE-8135-00AA004BB851}
CLSID\{B196B286-BAB4-101A-B69C-00AA00341D07}
Interface\{BCD1DE7E-2DB1-418B-B047-4A74E101F8C1}
Interface\{2A1C9EB2-DF62-4154-B800-63278FCB8037}
{69DC4768-446B-4F82-A6B0-63966A243064}
Software\Microsoft\Windows\CurrentVersion\Explorer\KindMap
FEATURE_INITIALIZE_URLACTION_SHELLEXECUTE_TO_ALLOW_KB936610
FEATURE_ZONES_DEFAULT_DRIVE_INTRANET_KB941000
FEATURE_PROTOCOL_LOCKDOWN
Software\PopCap\BookWorm
Software\PopCap\BookWorm\Users
Software\PopCap\BookWorm\Scores
Software\Zylom\games\106\zylomgs
AppID
{4849BF16-A043-431F-951F-171A5E0913A7}
rzdevinfo.dll
CLSID
{7F0550D0-288F-4A8D-9694-C46DA7ACA987}
Programmable
TypeLib
Version
{A8EA4519-CD07-4692-83C6-98213C8216D1}
1.0
FLAGS
win32
HELPDIR
SOFTWARE\Classes
.386
.a
.ai
.aif
.aifc
.aiff
.ani
.ans
.application
.appref-ms
.aps
.art
.asa
.asc
.ascx
.asf
.asm
.asmx
.asp
.aspx
.asx
.au
.avi
.bas
.bat
.bcp
.bin
.bkf
.blg
.bmp
.bsc
.c
.cab
.camp
.cat
.cc
.cda
.cdmp
.cdx
.cer
.cgm
.chk
.chm
.cls
.cmd
.cod
.com
.compositefont
.contact



.cpl

.cpp

.crd

.crds

.crl

.crt

.cs

.csa

.csproj

.css

.csv

.cur

.cxx

.dat

.db

.dbg

.dbs

.dct

.def

.der

.desklink

.diagcab

.diagcfg

.diagpkg

.dib

.dic

.diz

.dll

.dl_

.doc

.docx

.dos

.dot

.drv

.dsn

.dsp

.dsw

.dwfx

.easmx

.edrwx

.emf

.eprtx

.eps

.etp

.evt

.evtx

.exe

.exp

.ext

.ex_

.eyb

.faq

.fif

.fky

.fnd

.fnt

.fon

.gadget

.ghi

.gif

.gmmp

.group

.grp

.gz

.h

.H1C

.H1D

.H1F

.H1H

.H1K

.H1Q

.H1S

.H1T

.H1V

.H1W

.hdp

.hhc

.hlp



.hpp

.hqx

.hta

.htc

.htm

.html

.htt

.htw

.htx

.hxx

.i

.ibq

.icc

.icl

.icm

.ico

.ics

.idl

.idq

.ilk

.imc

.img

.inc

.inf

.ini

.inl

.inv

.inx

.in_

.iso

.IVF

.jav

.java

.jbf

.jfif

.jnt

.Job

.jod

.jpe

.jpeg

.jpg

.js

.JSE

.jtp

.jtx

.jxr

.kci

.label

.latex

.lgn

.lib

.library-ms

.lnk

.local

.log

.lst

.m14

.m1v

.m3u

.m4a

.mak

.man

.manifest

.mapimail

.mht

.mhtml

.mid

.midi

.mig

.mk

.mlc

.mmf

.mov

.movie

.mp2

.mp2v

.mp3

.mpa



.mpe

.mpeg

.mpg

.mpv2

.msc

.msg

.msi

.msp

.msrcincident

.msstyles

.msu

.mv

.mydocs

.ncb

.nfo

.nls

.nvr

.obj

.ocx

.oc_

.odc

.odh

.odl

.odt

.osdx

.otf

.p10

.p12

.p7b

.p7c

.p7m

.p7r

.p7s

.partial

.pbk

.pch

.pdb

.pds

.perfmoncfg

.pfm

.pfx

.php3

.pic

.pif

.pko

.pl

.plg

.pma

.pmc

.pml

.pmr

.pnf

.png

.pot

.pps

.ppt

.prc

.prf

.printerExport

.ps

.ps1

.ps1xml

.psc1

.psd

.psd1

.psm1

.py

.pyc

.pyo

.pyw

.qds

.rat

.rc

.rc2

.rct

.RDP

.reg

.res



.resmoncfg

.rgs

.rle

.rll

.rmi

.rpc

.rsp

.rtf

.rul

.s

.sbr

.sc2

.scc

.scd

.scf

.sch

.scp

.scr

.sct

.search-ms

.searchConnector-ms

.sed

.sfcache

.shtm

.shtml

.sit

.slupkg-ms

.snd

.sol

.sor

.spc

.sql

.srf

.sr_

.sst

.stl

.stm

.svg

.swf

.sym

.sys

.sy_

.tab

.tar

.tdl

.text

.tgz

.theme

.themepack

.tif

.tiff

.tlb

.tlh

.tli

.trg

.tsp

.tsv

.ttc

.ttf

.txt

.udf

.UDL

.udt

.URL

.user

.usr

.VBE

.vbproj

.vbs

.vbx

.vcf

.vcproj

.viw

.vspscc

.vsscc

.vssscc

.vxd

.wab



.wav

.wax

.wbcat

.wcx

.wdp

.webpnp

.website

.wll

.wlt

.wm

.wma

.wmf

.wmp

.wmv

.wmx

.wmz

.wpl

.wri

.wsc

.WSF

.WSH

.wsz

.wtx

.wvx

.x

.xaml

.xbap

.xht

.xhtml

.xix

.xlb

.xlc

.xls

.xlt

.xml

.xps

.xrm-ms

.xsd

.xsl

.xslt

.z

.z96

.zfsendtotarget

.zip
MIME\Database\Content Type
application/atom+xml
application/fractals
application/hta
application/mac-binhex40
application/opensearchdescription+xml
application/pkcs10
application/pkcs7-mime
application/pkcs7-signature
application/pkix-cert
application/pkix-crl
application/postscript
application/rss+xml
application/vnd.ms-pki.certstore
application/vnd.ms-pki.pko
application/vnd.ms-pki.seccat
application/vnd.ms-pki.stl
application/vnd.ms-xpsdocument
application/x-complus
application/x-compress
application/x-compressed
application/x-gzip
application/x-informationCard
application/x-jtx+xps
application/x-latex
application/x-mix-transfer
application/x-ms-application
application/x-ms-license
application/x-ms-xbap
application/x-mswebsite
application/x-pkcs12
application/x-pkcs7-certificates
application/x-pkcs7-certreqresp
application/x-stuffit



application/x-tar
application/x-troff-man
application/x-x509-ca-cert
application/x-zip-compressed
application/xaml+xml
application/xhtml+xml
application/xml
audio/mp3
audio/x-ms-wma
image/bmp
image/gif
image/jpeg
image/pjpeg
image/png
image/svg+xml
image/tiff
image/vnd.ms-dds
image/vnd.ms-photo
image/x-emf
image/x-icon
image/x-jg
image/x-png
image/x-wmf
message/rfc822
model/vnd.dwfx+xps
model/vnd.easmx+xps
model/vnd.edrwx+xps
model/vnd.eprtx+xps
pkcs10
pkcs7-mime
pkcs7-signature
pkix-cert
pkix-crl
text/css
text/html
text/plain
text/scriptlet
text/x-component
text/x-ms-contact
text/x-scriptlet
text/x-vcard
text/xml
video/mpeg
video/x-mpeg
video/x-ms-asf
video/x-msvideo
vnd.ms-pki.certstore
vnd.ms-pki.pko
vnd.ms-pki.seccat
vnd.ms-pki.stl
x-pkcs12
x-pkcs7-certificates
x-pkcs7-certreqresp
x-x509-ca-cert
Software\DownloadManager\
SpecialKeys
Software\InstallShield\Update Service\Trace
Typelib\{a681f238-74bb-4807-b940-a80197ecbbe6}\1.0\0\win32
SOFTWARE\Microsoft\Windows\CurrentVersion\Run
Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace\DelegateFolders
Software\Microsoft\Windows\CurrentVersion\Explorer\Desktop\NameSpace
{031E4825-7B94-4dc3-B131-E946B44C8DD5}
{04731B67-D933-450a-90E6-4ACD2E9408FE}
{11016101-E366-4D22-BC06-4ADA335C892B}
{26EE0668-A00A-44D7-9371-BEB064C98683}
{4336a54d-038b-4685-ab02-99bb52d3fb8b}
{450D8FBA-AD25-11D0-98A8-0800361B1103}
{5399E694-6CE5-4D6C-8FCE-1D8870FDCBA0}
{59031a47-3f72-44a7-89c5-5595fe6b30ee}
{645FF040-5081-101B-9F08-00AA002F954E}
{89D83576-6BD1-4c86-9454-BEB04E94C819}
{9343812e-1c37-4a49-a12e-4b2d810d956b}
{B4FB3F98-C1EA-428d-A78A-D1F5659CBA93}
{BD7A2E7B-21CB-41b2-A086-B309680C6B7E}
{daf95313-e44d-46af-be1b-cbacea2c3065}
{e345f35f-9397-435c-8f95-4e922c26259e}
{ED228FDF-9EA8-4870-83b1-96b02CFE0D52}
{F02C1A0D-BE21-4350-88B0-7367FC96EF3C}



Desktop\NameSpace
Desktop\NameSpace\DelegateFolders
CLSID\{208D2C60-3AEA-1069-A2D7-08002B30309D}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{208D2C60-3AEA-1069-A2D7-08002B30309D}\ShellFolder
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}\ShellFolder
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}\InProcServer32
Software\Microsoft\Windows\CurrentVersion\Shell Extensions\Blocked
CLSID\{871C5380-42A0-1069-A2EA-08002B30309D}
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Objects\{871C5380-42A0-1069-A2EA-08002B30309D}
CLSID\{645FF040-5081-101B-9F08-00AA002F954E}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{645FF040-5081-101B-9F08-00AA002F954E}\ShellFolder
CLSID\{26EE0668-A00A-44D7-9371-BEB064C98683}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{26EE0668-A00A-44D7-9371-BEB064C98683}\ShellFolder
CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{59031A47-3F72-44A7-89C5-5595FE6B30EE}\ShellFolder
CLSID\{031E4825-7B94-4DC3-B131-E946B44C8DD5}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{031E4825-7B94-4DC3-B131-E946B44C8DD5}\ShellFolder
CLSID\{04731B67-D933-450A-90E6-4ACD2E9408FE}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{04731B67-D933-450A-90E6-4ACD2E9408FE}\ShellFolder
CLSID\{11016101-E366-4D22-BC06-4ADA335C892B}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{11016101-E366-4D22-BC06-4ADA335C892B}\ShellFolder
CLSID\{4336A54D-038B-4685-AB02-99BB52D3FB8B}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{4336A54D-038B-4685-AB02-99BB52D3FB8B}\ShellFolder
CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}\ShellFolder
CLSID\{5399E694-6CE5-4D6C-8FCE-1D8870FDCBA0}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{5399E694-6CE5-4D6C-8FCE-1D8870FDCBA0}\ShellFolder
CLSID\{89D83576-6BD1-4C86-9454-BEB04E94C819}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{89D83576-6BD1-4C86-9454-BEB04E94C819}\ShellFolder
CLSID\{9343812E-1C37-4A49-A12E-4B2D810D956B}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{9343812E-1C37-4A49-A12E-4B2D810D956B}\ShellFolder
CLSID\{B4FB3F98-C1EA-428D-A78A-D1F5659CBA93}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{B4FB3F98-C1EA-428D-A78A-D1F5659CBA93}\ShellFolder
CLSID\{BD7A2E7B-21CB-41B2-A086-B309680C6B7E}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{BD7A2E7B-21CB-41B2-A086-B309680C6B7E}\ShellFolder
CLSID\{DAF95313-E44D-46AF-BE1B-CBACEA2C3065}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{DAF95313-E44D-46AF-BE1B-CBACEA2C3065}\ShellFolder
CLSID\{E345F35F-9397-435C-8F95-4E922C26259E}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{E345F35F-9397-435C-8F95-4E922C26259E}\ShellFolder
CLSID\{ED228FDF-9EA8-4870-83B1-96B02CFE0D52}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{ED228FDF-9EA8-4870-83B1-96B02CFE0D52}\ShellFolder
CLSID\{F02C1A0D-BE21-4350-88B0-7367FC96EF3C}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{F02C1A0D-BE21-4350-88B0-7367FC96EF3C}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\App Paths\pstubxx.exe
CLSID\{1F486A52-3CB1-48FD-8F50-B8DC300D9F9D}
System\CurrentControlSet\Services\LDAP
<NULL>
Advanced
Software\Microsoft\Windows\Shell\RegisteredApplications\UrlAssociations\Directory\OpenWithProgids
Software\Microsoft\Windows\Shell\Associations\UrlAssociations\Directory
Directory
CurVer
ShellEx\IconHandler
Folder
AllFilesystemObjects
DocObject
BrowseInPlace
Clsid
.exe\OpenWithProgids
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts\.exe\OpenWithProgids
Software\Microsoft\Windows\CurrentVersion\Explorer\FileExts
UserChoice
exefile
SystemFileAssociations\.exe
{B4BFCC3A-DB2C-424C-B029-7FE99A87C641}
{1B3EA5DC-B587-4786-B4EF-BD1DC332AEAE}
{F3CE0F7C-4901-4ACC-8648-D5D44B04EF8F}
{7D1D3A04-DEBB-4115-95CF-2F29DA2920DA}
{F38BF404-1D43-42F2-9305-67DE0B28FC23}
{F7F1ED05-9F6D-47A2-AAAE-29D317C6F066}
{2112AB0A-C86A-4FFE-A368-0DE96E47012E}
{48DAF80B-E6CF-4F4E-B800-0E69D84EE384}
{C4AA340D-F20F-4863-AFEF-F87EF2E6BA25}
{9E52AB10-F80D-49DF-ACB8-4330F5687855}
{98EC0E18-2098-4D44-8644-66979315A281}
{A4115719-D62E-491D-AA7C-E74B8BE3B067}
{CAC52C1A-B53D-4EDC-92D7-6B2E8AC19434}



{18989B1D-99B5-455B-841C-AB7C74E4DDFC}
{52A4F021-7B75-48A9-9F6B-4B87A210BC8F}
{DE974D24-D9C6-4D3E-BF91-F4455120B917}
{6F0CD92B-2E97-45D1-88FF-B0D186B8DEDD}
{76FC4E2D-D6AD-4519-A663-37BD56068185}
{A75D362E-50FC-4FB7-AC2C-A8BEAA314493}
{491E922F-5643-4AF4-A7EB-4E7A138D8174}
{33E28130-4E1E-4676-835A-98395C3BC3BB}
{8AD10C31-2ADB-4296-A8F7-E4701232C972}
{82A5EA35-D9CD-47C5-9629-E15D2F714E6E}
{DEBF2536-E1A8-4C59-B6A2-414586476AEA}
{0F214138-B1D3-4A90-BBA9-27CBC0C5389A}
{2400183A-6185-49FB-A2D8-4A392A602BA3}
{C4900540-2379-4C75-844B-64E6FAF8716B}
{289A9A43-BE44-4057-A41B-587A76D7E7F9}
{4BFEFB45-347D-4006-A5BE-AC0CB0567192}
{B7534046-3ECB-4C18-BE4E-64CD4CB7D6AC}
{EE32E446-31CA-4ABA-814F-A5EBD2FD6D5E}
{C870044B-F49E-4126-A9C3-B52A1FF411E8}
{0139D44E-6AFE-49F2-8690-3DAFCAE6FFB8}
{C5ABBF53-E17F-4121-8900-86626FC2C973}
{56784854-C6CB-462B-8169-88E350ACB882}
{7B396E54-9EC5-4300-BE0A-2482EBAE1A26}
{BCBD3057-CA5C-4622-B42D-BC56DB0AE516}
{A302545D-DEFF-464B-ABE8-61C8648D939B}
{2A00375E-224C-49DE-B8D1-440DF7EF3DDC}
{E555AB60-153B-4D17-9F04-A5FE99FC15EC}
{054FAE61-4DD8-4787-80B6-090220C4B700}
{1777F761-68AD-4D8A-87BD-30B759FA33DD}
{B250C668-F57D-4EE1-A63C-290EE7D1AA1F}
{52528A6B-B9E3-4ADD-B60D-588C2DBA842D}
{8983036C-27C0-404B-8F08-102D10DCFD74}
{BCB5256F-79F6-4CEE-B725-DC34E402FD46}
{724EF170-A42D-4FEF-9F26-B60E846FBA4F}
{4BD8D571-6D19-48D3-BE97-422220080E43}
{DE61D971-5EBC-4F02-A3A9-6C82895E5C04}
{0762D272-C50A-4BB0-A382-697DCD729B80}
{4D9F7874-4E0C-4904-967B-40B0D20C3E4B}
{1AC14E77-02E7-4E5D-B744-2EB1AE5198B7}
{A77F5D77-2E2B-44C3-A6A2-ABA601054A51}
{0AC0837C-BBF8-452A-850D-79D08E667CA7}
{D0384E7D-BAC3-4797-8F14-CBA229B392B5}
{7B0DB17D-9CD2-4A93-9733-46CC89022E7C}
{AE50C081-EBD2-438A-8655-8A092E34987A}
{B6EBFB86-6907-413C-9AF7-4FC2ABF07CC5}
{9274BD8D-CFD1-41C3-B35E-B13F55A758F4}
{69D2CF90-FC33-4FB7-9A0C-EBB0F0FCB43C}
{374DE290-123F-4565-9164-39C4925E467B}
{859EAD94-2E85-48AD-A71A-0969CB56A6CD}
{A305CE99-F527-492B-8B1A-7E76FA98D6E4}
{3D644C9B-1FB8-4F30-9B45-F670235F79C0}
{A990AE9F-A03B-4E80-94BC-9912D7504104}
{DFDF76A2-C82A-4D63-906A-5644AC457385}
{1A6FDBA2-F42D-4358-A798-B74D745926C5}
{A520A1A4-1780-4FF6-BD18-167343C5AF16}
{B88F4DAA-E7BD-49A9-B74D-02885A5DC765}
{2C36C0AA-5812-4B87-BFD0-4CD0DFB19B39}
{9E3995AB-1F9C-4F13-B827-48B24B6C7174}
{DF7266AC-9274-4867-8D55-3BD661DE872D}
{ED4824AF-DCE4-45A8-81E2-FC7965083634}
{D65231B0-B2F1-4857-A4CE-A8E7C6EA7D27}
{15CA69B3-30EE-49C1-ACE1-6B5EC372AFB5}
{3214FAB5-9757-4298-BB61-92A9DEAA44FF}
{905E63B6-C1BF-494E-B29C-65B732D3D21A}
{FD228CB7-AE11-4AE3-864C-16F3910AB8FE}
{B97D20BB-F46A-4C97-BA10-5E3608430854}
{625B53C3-AB48-4EC1-BA1F-A1EF4146FC19}
{D20BEEC4-5CA8-4905-AE3B-BF251EA09B53}
{DE92C1C7-837F-4F69-A3BB-86E631204A23}
{10C07CD0-EF91-4567-B850-448B77CB37F9}
{FDD39AD0-238F-46AF-ADB4-6C85480369C7}
{C1BAE2D0-10DF-4334-BEDD-7AA20B227A9D}
{190337D1-B8CA-4121-A639-6D472D16972A}
{54EED2E0-E7CA-4FDB-9148-0F4247291CFA}
{BFB9D5E0-C6A9-404C-B2B2-AE6DB6AF4968}
{5CD7AEE2-2219-4A67-B85D-6C9CE15660CB}
{B94237E7-57AC-4347-9151-B08C6C32D1F7}
{A63293E8-664E-48DB-A079-DF759E0509F7}



{5CE4A5E9-E4EB-479D-B89F-130C02886155}
{82A74AEB-AEB4-465C-A014-D097EE346D63}
{7C5A40EF-A0FB-4BFC-874A-C0F2E0B9FA8E}
{43668BF8-C14E-49B2-97C9-747784D784B7}
{915221FB-9EFE-4BDA-8FD7-F78DCA774F87}
{4C5C32FF-BB9D-43B0-B5B4-2D72E54EAAA4}
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace
DelegateFolders
Software\Microsoft\Windows\CurrentVersion\Explorer\UsersFiles\NameSpace\DelegateFolders
{DFFACDC5-679F-4156-8947-C5C76BC0B67F}
UsersFiles\NameSpace
UsersFiles\NameSpace\DelegateFolders
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\ShellFolder
Software\Microsoft\Windows\CurrentVersion\Explorer\CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\ShellFolder
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\InProcServer32
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}
CLSID\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}\Instance
CLSID\{0E5AAE11-A475-4C5B-AB00-C66DE400274E}\InProcServer32
CLSID\{0E5AAE11-A475-4C5B-AB00-C66DE400274E}
InitPropertyBag
SOFTWARE\Microsoft\Windows\CurrentVersion\ShellCompatibility\Objects\{DFFACDC5-679F-4156-8947-C5C76BC0B67F}
shell
open
command
DropTarget
Software\Microsoft\Windows\CurrentVersion\Explorer\FileAssociation
Software\Microsoft\Windows\CurrentVersion\Policies\Associations
.ade
.adp
.app
.csh
CLSID\{7B8A2D94-0AC9-11D1-896C-00C04FB6BFC4}
Progid
Software\Microsoft\Windows\CurrentVersion\ShellCompatibility\ProgIDs\exefile
ddeexec
software\microsoft\windows\currentversion\setup\PnpLockdownFiles
Software\Microsoft\Windows NT\CurrentVersion\AppCompatFlags\Compatibility Assistant
Software\Embarcadero\Locales
Software\CodeGear\Locales
Software\Borland\Locales
Software\Borland\Delphi\Locales
SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes
System\CurrentControlSet\Control\Keyboard Layouts\041F0409
System\CurrentControlSet\Control\Keyboard Layouts\04090409
Software\Magicbit\UmmyVideoConverter
Software\Opera Software
MS Shell Dlg 2
Software\Microsoft\Windows\Shell\Associations\UrlAssociations\http\UserChoice
Software\Policies\Microsoft\Internet Explorer\TabbedBrowsing
Software\Microsoft\Internet Explorer\TabbedBrowsing
FEATURE_ZONE_ELEVATION
MIME\Database\Content Type\application/x-msdos-program
Software\TutoTag
SOFTWARE\Microsoft\Cryptography
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\win_en_77_is1
SYSTEM\CurrentControlSet\Services\SPP\Debug\Tracing
SOFTWARE\Policies\Microsoft\Windows\Installer
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{c7f54569-0018-439c-809a-48046a4d4ebc}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{c7f54569-0018-439c-809a-48046a4d4ebc}.RebootRequired
SOFTWARE\Microsoft\NET Framework Setup\NDP\v4.5
v4.5
v4.0
Software\Microsoft\Fusion\PublisherPolicy\Default
policy.3.0.BootstrapperCore__ce35f76fcda82bad
NI\2750680e\6bf059c7
Software\Microsoft\StrongName
policy.2.0.System.Configuration__b03f5f7f11d50a3a
NI\159a66b8\424bd4d8
NI\159a66b8\424bd4d8\17
IL\19ab8d57\c91dbb2\5e
IL\475dce40\1c022996\5b
IL\424bd4d8\324708cb\5c
NI\30bc7c4f\3f50fe4f\18
IL\3f50fe4f\265c633d\60
policy.2.0.System__b77a5c561934e089
policy.2.0.System.Xml__b77a5c561934e089
policy.2.0.System.Security__b03f5f7f11d50a3a
SOFTWARE\Microsoft\.NETFramework\Policy\APTCA



NI\6faf58\19ab8d57
NI\6faf58\19ab8d57\15
IL\75638fee\27002c8f\5a
policy.2.0.System.Data.SqlXml__b77a5c561934e089
Security\Policy\Extensions\NamedPermissionSets
MediaPermission
WebBrowserPermission
NI\161f34c7\76afcf81
NI\85907d0\7519289
NI\465374c4\61fd177c
policy.2.0.System.Windows.Forms__b77a5c561934e089
NI\61e7e666\c991064
NI\61e7e666\c991064\a
IL\2dd6ac50\553abeb3\58
IL\41c04c7e\4bf62c79\50
IL\3ced59c5\48d69eb2\54
IL\c991064\5086dba8\51
NI\3cca06a0\6dc7d4c0\b
IL\6dc7d4c0\c47ad54\56
policy.2.0.System.Drawing__b03f5f7f11d50a3a
policy.2.0.System.Deployment__b03f5f7f11d50a3a
policy.2.0.System.Runtime.Serialization.Formatters.Soap__b03f5f7f11d50a3a
policy.2.0.Accessibility__b03f5f7f11d50a3a
NI\ee07d6d\1fc95828
policy.3.5.System.Core__b77a5c561934e089
NI\7ac727df\7b5311d7
NI\7ac727df\7b5311d7\22
IL\7b5311d7\1b0ed4d\39
policy.3.0.PresentationFramework__31bf3856ad364e35
NI\46b91004\77ccecdd
NI\46b91004\77ccecdd\7
IL\68fb5015\1b89bb32\52
IL\528efda8\3dbff305\53
IL\2d485ce4\49f52278\4b
IL\43fd4348\4eab5f0e\4c
IL\6b2ef2ae\1964a88c\4d
IL\5b43ba09\32355fde\4e
IL\77ccecdd\79679de4\4f
NI\3d67735\6e35940e\11
IL\6e35940e\c92739a\59
NI\55d78379\2ffb0c52\10
IL\3d590c3f\59f3b67b\5d
IL\7f3aad1e\165f8aa0\55
IL\2ffb0c52\49d8870\57
policy.3.0.PresentationCore__31bf3856ad364e35
policy.3.0.WindowsBase__31bf3856ad364e35
policy.3.0.PresentationCFFRasterizer__31bf3856ad364e35
policy.8.0.Microsoft.VisualC__b03f5f7f11d50a3a
policy.3.0.UIAutomationTypes__31bf3856ad364e35
policy.3.0.UIAutomationProvider__31bf3856ad364e35
policy.2.0.System.Data__b77a5c561934e089
policy.3.0.System.Printing__31bf3856ad364e35
policy.3.0.PresentationUI__31bf3856ad364e35
policy.3.0.ReachFramework__31bf3856ad364e35
Software\Microsoft\Net Framework Setup\NDP\v3.0\Setup\Windows Presentation Foundation
Software\Microsoft\Avalon.Graphics
Software\Microsoft\Tracing\WPF
Software\Microsoft\Wisp\Pen\SysEventParameters
NI\18cb1d66\244c9103
SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|{c7f54569-0018-439c-809a-48046a4d4ebc}|.ba1|BootstrapperCore.config
Software\Microsoft\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|{c7f54569-0018-439c-809a-48046a4d4ebc}|.ba1|BootstrapperCore.config
SOFTWARE\Classes\Installer\Assemblies\C:|Users|win7|AppData|Local|Temp|{c7f54569-0018-439c-809a-48046a4d4ebc}|.ba1|BootstrapperCore.config
SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-1000\Installer\Assemblies\Global
Software\Microsoft\Installer\Assemblies\Global
SOFTWARE\Classes\Installer\Assemblies\Global
NI\18cb1d66\3774b3e8
System\CurrentControlSet\Control\Video\{B285A319-4BD4-4785-A840-9BDC49C97EFA}\0000
Software\Microsoft\Windows NT\CurrentVersion\WinSAT
policy.3.0.PresentationFramework.classic__31bf3856ad364e35
NI\53ab1129\18085e02
NI\53ab1129\18085e02\25
IL\18085e02\5128eb8d\3c
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
AddressBook
Connection Manager
DirectDrawEx
Fontcore



IE40
IE4Data
IE5BAKEX
IEData
MobileOptionPack
SchedulingAgent
WIC
{050d4fc8-5d48-4b8f-8972-47c82c46020f}
{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
{f65db027-aff3-4070-886a-0d87064aabb1}
{F8CFEB22-A2E7-3971-9EDA-4B11EDEFC185}
Software\Classes\Installer\Dependencies\{c7f54569-0018-439c-809a-48046a4d4ebc}
Interface\{C247F616-BBEB-406A-AED3-F75E656599AE}
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\7642385410620C4418C8EB19915E699F\InstallProperties
Software\Classes\Installer\Products\7642385410620C4418C8EB19915E699F
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\UpgradeCodes\54AEA94E230207D49ACD68C51B7834D1
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\UpgradeCodes\54AEA94E230207D49ACD68C51B7834D1
Software\Classes\Installer\UpgradeCodes\54AEA94E230207D49ACD68C51B7834D1
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts
SOFTWARE\NVIDIA Corporation\Global\NVUpdatus
Software\Microsoft\WBEM\CIMOM
System\CurrentControlSet\Control
Software\Microsoft\RestartManager
Software\Microsoft\NET Framework Setup\NDP\v3.5
Verdana
Software\Microsoft\Windows\CurrentVersion\Uninstall\00212D92-C5D8-4ff4-AE50-B20F0F85C40A_Systweak_Ad~726464B8_is1
Arial
Software\Alwil Software\Avast\4.0
System\CurrentControlSet\Control\ProductOptions
Software\ALWIL Software\TestSetup
Software\Alwil Software\Avast32
SOFTWARE\WildTangent\InstalledSKUs\
Software\Microsoft\Office\8.0\Shortcut Bar
SOFTWARE\Skype\Phone\UI\General
SOFTWARE\Skype\Installer
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\74A569CF9384AC046B81814F680F246C
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\74A569CF9384AC046B81814F680F246C
Software\Classes\Installer\Products\74A569CF9384AC046B81814F680F246C
Software\Microsoft\Windows\CurrentVersion\Installer\UserData
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\74A569CF9384AC046B81814F680F246C\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9A9450A669B1C894CACB933400F1BE91
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9A9450A669B1C894CACB933400F1BE91
Software\Classes\Installer\Products\9A9450A669B1C894CACB933400F1BE91
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9A9450A669B1C894CACB933400F1BE91\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\0AB19942EE0FDA44C98CE55CA0CE6F7B
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0AB19942EE0FDA44C98CE55CA0CE6F7B
Software\Classes\Installer\Products\0AB19942EE0FDA44C98CE55CA0CE6F7B
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\0AB19942EE0FDA44C98CE55CA0CE6F7B\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F
Software\Classes\Installer\Products\50E7C3A773EE6D74991EE20BA5D33A7F
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\50E7C3A773EE6D74991EE20BA5D33A7F\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\E7FF67E4ABEA78C47B88DC745E24B5D9
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\E7FF67E4ABEA78C47B88DC745E24B5D9
Software\Classes\Installer\Products\E7FF67E4ABEA78C47B88DC745E24B5D9
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\E7FF67E4ABEA78C47B88DC745E24B5D9\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
Software\Classes\Installer\Products\CF4F71AEFBDF8FC45A92D28913230D35
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CF4F71AEFBDF8FC45A92D28913230D35\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
Software\Classes\Installer\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\2A7527EE2A93F2D4D9CA9F2FB5A81E8D\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
Software\Classes\Installer\Products\54E7910D668D0D4409FA25F9821FA5AB
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\54E7910D668D0D4409FA25F9821FA5AB\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\4EDD95AA276B12640A61C442284059A7



S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\4EDD95AA276B12640A61C442284059A7
Software\Classes\Installer\Products\4EDD95AA276B12640A61C442284059A7
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\4EDD95AA276B12640A61C442284059A7\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
Software\Classes\Installer\Products\CC978F6D6D95B4D4EAB97D164ED852DE
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CC978F6D6D95B4D4EAB97D164ED852DE\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1
Software\Classes\Installer\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\E8B1B6BFDEF152C4CA99F0D1A352C7D1\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\BDAD5335AB438EA45A9146D887948864
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\BDAD5335AB438EA45A9146D887948864
Software\Classes\Installer\Products\BDAD5335AB438EA45A9146D887948864
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\BDAD5335AB438EA45A9146D887948864\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E
Software\Classes\Installer\Products\693D336E8815D9E4F8B6FB8BFB43768E
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\693D336E8815D9E4F8B6FB8BFB43768E\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
Software\Classes\Installer\Products\91E52A84EA9DEBB44911F6C4D523B893
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\91E52A84EA9DEBB44911F6C4D523B893\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
Software\Classes\Installer\Products\AB4C301D509FA7340894BD4267B3EB63
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AB4C301D509FA7340894BD4267B3EB63\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3
Software\Classes\Installer\Products\AC357D429EA603E4F8F5FE9CE380FBD3
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\AC357D429EA603E4F8F5FE9CE380FBD3\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\5EAD28C50BE647342945EB3391ABE428
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\5EAD28C50BE647342945EB3391ABE428
Software\Classes\Installer\Products\5EAD28C50BE647342945EB3391ABE428
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\5EAD28C50BE647342945EB3391ABE428\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13
Software\Classes\Installer\Products\A419E7B35D3992A429BBFAC8F3664C13
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\A419E7B35D3992A429BBFAC8F3664C13\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\A0939AE84BF71174FBC8C7807044FE9F
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\A0939AE84BF71174FBC8C7807044FE9F
Software\Classes\Installer\Products\A0939AE84BF71174FBC8C7807044FE9F
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\A0939AE84BF71174FBC8C7807044FE9F\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CC8CE7506A27F504C93C6DD2B6B22F5A
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CC8CE7506A27F504C93C6DD2B6B22F5A
Software\Classes\Installer\Products\CC8CE7506A27F504C93C6DD2B6B22F5A
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CC8CE7506A27F504C93C6DD2B6B22F5A\InstallProperties
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{FC965A47-4839-40CA-B618-18F486F042C6}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{6A0549A9-1B96-498C-ACBC-3943001FEB19}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24991BA0-F0EE-44AD-9CC8-5EC50AECF6B7}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{7A3C7E05-EE37-47D6-99E1-2EB05A3DA3F7}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{4E76FF7E-AEBA-4C87-B788-CD47E5425B9D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{EA17F4FC-FDBF-4CF8-A529-2D983132D053}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{EE7257A2-39A2-4D2F-9DAC-F9F25B8AE1D8}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{D0197E45-D866-44D0-90AF-529F28F15ABA}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{AA59DDE4-B672-4621-A016-4C248204957A}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{D6F879CC-59D6-4D4B-AE9B-D761E48D25ED}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{FB6B1B8E-1FED-4C25-AC99-0F1D3A257C1D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{5335DADB-34BA-4AE8-A519-648D78498846}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{E633D396-5188-4E9D-8F6B-BFB8BF3467E8}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{48A25E19-D9AE-4BBE-9411-6F4C5D328B39}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{D103C4BA-F905-437A-8049-DB24763BBE36}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{24D753CA-6AE9-4E30-8F5F-EFC93E08BF3D}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{5C82DAE5-6EB0-4374-9254-BE3319BA4E82}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{3B7E914A-93D5-4A29-92BB-AF8C3F66C431}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{8EA9390A-7FB4-4711-BF8C-7C080744EFF9}
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{057EC8CC-72A6-405F-9CC3-D62D6B2BF2A5}
SYSTEM\CurrentControlSet\Control\Session Manager



Software\Microsoft\Internet Explorer\ContinuousBrowsing
Software\Microsoft\Internet Explorer\SearchScopes
Software\Microsoft\Internet Explorer\SearchScopes\{0633EE93-D776-472f-A0FF-E1416B8B2E3A}
Software\Mozilla\Mozilla Firefox
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9A1221D6FB710CE4182F723DE03C7010
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9A1221D6FB710CE4182F723DE03C7010
Software\Classes\Installer\Products\9A1221D6FB710CE4182F723DE03C7010
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9A1221D6FB710CE4182F723DE03C7010\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F9C582BB128C07749807654CBA258CE7
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F9C582BB128C07749807654CBA258CE7
Software\Classes\Installer\Products\F9C582BB128C07749807654CBA258CE7
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F9C582BB128C07749807654CBA258CE7\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
Software\Classes\Installer\Products\7692FC6BE18C0C0489510C7547EF1F02
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\7692FC6BE18C0C0489510C7547EF1F02\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
Software\Classes\Installer\Products\DF94592A3F56C0445A25B61841FC13D9
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\DF94592A3F56C0445A25B61841FC13D9\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
Software\Classes\Installer\Products\9D5146B6D3BDAA14495A5193B390BA69
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9D5146B6D3BDAA14495A5193B390BA69\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
Software\Classes\Installer\Products\521D59DC299285843BFEF5F65BF2AB6D
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\521D59DC299285843BFEF5F65BF2AB6D\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F4F223B2304F5794BA45354095741284
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Classes\Installer\Products\F4F223B2304F5794BA45354095741284
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F4F223B2304F5794BA45354095741284\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\0E9201899CF73FC4BA93F631631229A1
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\0E9201899CF73FC4BA93F631631229A1
Software\Classes\Installer\Products\0E9201899CF73FC4BA93F631631229A1
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\0E9201899CF73FC4BA93F631631229A1\InstallProperties
SOFTWARE\Mozilla\Mozilla Firefox
SOFTWARE\Microsoft\Internet Explorer
Software\Microsoft\Windows\CurrentVersion\Uninstall\Google Chrome
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F3963A834591F054E8240C6E9F1CEA49
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F3963A834591F054E8240C6E9F1CEA49
Software\Classes\Installer\Products\F3963A834591F054E8240C6E9F1CEA49
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F3963A834591F054E8240C6E9F1CEA49\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\EA4B1D08F01375B40929D9D1D871CAB7
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\EA4B1D08F01375B40929D9D1D871CAB7
Software\Classes\Installer\Products\EA4B1D08F01375B40929D9D1D871CAB7
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\EA4B1D08F01375B40929D9D1D871CAB7\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\C5DB16264FD310C418DCB109800307EA
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\C5DB16264FD310C418DCB109800307EA
Software\Classes\Installer\Products\C5DB16264FD310C418DCB109800307EA
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\C5DB16264FD310C418DCB109800307EA\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\C70C1F4C6A92A304887611E1C62BF915
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\C70C1F4C6A92A304887611E1C62BF915
Software\Classes\Installer\Products\C70C1F4C6A92A304887611E1C62BF915
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Software\Microsoft\Cryptography\Providers\Trust\Cleanup\{31D1ADC1-D329-11D1-8ED8-0080C76516C6}
SOFTWARE\Microsoft\Cryptography\Defaults\Provider\Microsoft Enhanced RSA and AES Cryptographic Provider
Software\Microsoft\Cryptography\DESHashSessionKeyBackward
S-1-5-21-3979321414-2393373014-2172761192-1000
Software\Microsoft\Internet Explorer\Security
Software\Policies\Microsoft\SystemCertificates\TrustedPublisher\Safer
Software\Microsoft\SystemCertificates\TrustedPublisher\Safer
Software\Microsoft\Cryptography\OID
EncodingType 0
CryptSIPDllPutSignedDataMsg
{000C10F1-0000-0000-C000-000000000046}
{06C9E010-38CE-11D4-A2A3-00104BD35090}
{1629F04E-2799-4DB5-8FE5-ACE10F17EBAB}
{1A610570-38CE-11D4-A2A3-00104BD35090}
{603BCC1F-4B59-4E08-B724-D2C6297EF351}
{9BA61D3F-E73A-11D0-8CD2-00C04FC295EE}
{C689AAB8-8E78-11D0-8C47-00C04FC295EE}
{C689AAB9-8E78-11D0-8C47-00C04FC295EE}
{C689AABA-8E78-11D0-8C47-00C04FC295EE}
{DE351A42-8E59-11D0-8C47-00C04FC295EE}
{DE351A43-8E59-11D0-8C47-00C04FC295EE}
EncodingType 1
CryptSIPDllGetSignedDataMsg
CryptDllFindOIDInfo
1.3.6.1.4.1.311.44.3.4!7
Software\Microsoft\Cryptography\OID\EncodingType 0\CryptDllFindOIDInfo\1.3.6.1.4.1.311.44.3.4!7
1.3.6.1.4.1.311.47.1.1!7
Software\Microsoft\Cryptography\OID\EncodingType 0\CryptDllFindOIDInfo\1.3.6.1.4.1.311.47.1.1!7
1.3.6.1.4.1.311.64.1.1!7
Software\Microsoft\Cryptography\OID\EncodingType 0\CryptDllFindOIDInfo\1.3.6.1.4.1.311.64.1.1!7
CertDllOpenStoreProv
#16
Ldap
CryptDllDecodeObjectEx
1.2.840.113549.1.9.16.1.1
1.2.840.113549.1.9.16.2.1
1.2.840.113549.1.9.16.2.11
1.2.840.113549.1.9.16.2.12
1.2.840.113549.1.9.16.2.2
1.2.840.113549.1.9.16.2.3
1.2.840.113549.1.9.16.2.4
CryptDllDecodeObject
#2000
#2001
#2002
#2003
#2004
#2005
#2006
#2007
#2008
#2009
#2130
#2221
#2222
#2223
1.3.6.1.4.1.311.12.2.1
1.3.6.1.4.1.311.12.2.2
1.3.6.1.4.1.311.12.2.3
1.3.6.1.4.1.311.16.1.1
1.3.6.1.4.1.311.16.4
1.3.6.1.4.1.311.2.1.10
1.3.6.1.4.1.311.2.1.11
1.3.6.1.4.1.311.2.1.12
1.3.6.1.4.1.311.2.1.15
1.3.6.1.4.1.311.2.1.20
1.3.6.1.4.1.311.2.1.25
1.3.6.1.4.1.311.2.1.26
1.3.6.1.4.1.311.2.1.27
1.3.6.1.4.1.311.2.1.28
1.3.6.1.4.1.311.2.1.30
1.3.6.1.4.1.311.2.1.4
CryptSIPDllVerifyIndirectData
CryptDllEncodeObjectEx
CryptDllEncodeObject
CryptDllImportPublicKeyInfoEx
CryptDllConvertPublicKeyInfo



Software\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots
Software\Policies\Microsoft\SystemCertificates\AuthRoot
Software\Microsoft\Cryptography\OID\EncodingType 0\CertDllCreateCertificateChainEngine\Config
Software\Microsoft\SystemCertificates\AuthRoot\AutoUpdate
Software\Policies\Microsoft\SystemCertificates\ChainEngine\Config
Default
Software\Microsoft\SystemCertificates\My\PhysicalStores
Software\Microsoft\SystemCertificates\My
Certificates
CRLs
CTLs
Keys
Software\Microsoft\SystemCertificates\CA\PhysicalStores
109F1CAED645BB78B3EA2B94C0697C740733031C
D559A586669B08F46A30A133F8A9ED3D038E2EA8
FEE449EE0E3965A5246F000E87FDE2A065FD89D4
A377D1B1C0538833035211F4083D00FECC414DAB
Software\Microsoft\EnterpriseCertificates\CA\PhysicalStores
Software\Microsoft\SystemCertificates\Disallowed\PhysicalStores
1916A2AF346D399F50313C393200F14140456616
2A83E9020591A55FC6DDAD3FB102794C52B24E70
2B84BFBB34EE2EF949FE1CBE30AA026416EB2216
305F8BD17AA2CBC483A4C41B19A39A0C75DA39D6
367D4B3B4FCBBC0B767B2EC0CDB2A36EAB71A4EB
3A850044D8A195CD401A680C012CB0A3B5F8DC08
40AA38731BD189F9CDB5B9DC35E2136F38777AF4
43D9BCB568E039D073A74A71D8511F7476089CC3
471C949A8143DB5AD5CDF1C972864A2504FA23C9
51C3247D60F356C7CA3BAF4C3F429DAC93EE7B74
5DE83EE82AC5090AEA9D6AC4E7A6E213F946E179
61793FCBFA4F9008309BBA5FF12D2CB29CD4151A
637162CC59A3A1E25956FA5FA8F60D2E1C52EAC6
63FEAE960BAA91E343CE2BD8B71798C76BDB77D0
6431723036FD26DEA502792FA595922493030F97
7D7F4414CCEF168ADF6BF40753B5BECD78375931
80962AE4D6C5B442894E95A13E4A699E07D694CF
86E817C81A5CA672FE000F36F878C19518D6F844
8E5BD50D6AE686D65252F843A9D4B96D197730AB
9845A431D51959CAF225322B4A4FE9F223CE6D15
B533345D06F64516403C00DA03187D3BFEF59156
B86E791620F759F17B8D25E38CA8BE32E7D5EAC2
C060ED44CBD881BD0EF86C0BA287DDCF8167478C
CEA586B2CE593EC7D939898337C57814708AB2BE
D018B62DC518907247DF50925BB09ACF4A5CB3AD
F8A54E03AADC5692B850496A4C4630FFEAA29D83
FA6660A94AB45F6A88C0D7874D89A863D74DEE97
Software\Microsoft\EnterpriseCertificates\Disallowed\PhysicalStores
Software\Microsoft\SystemCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\Root\ProtectedRoots
18F7C1FCC3090203FD5BAA2F861A754976C8DD25
245C97DF7514E7CF2DF8BE72AE957B9E04741E85
3B1EFD3A66EA28B16697394703A72CA340A05BD5
7F88CD7223F3C813818C994614A89C99FA3B5247
8F43288AD272F3103B6FB1428485EA3014C0BCFE
A43489159A520F0D93D032CCAF37E7FE20A8B419
BE36A4562FB2EE05DBB3D32323ADF445084ED656
CDD4EEAE6000AC7F40C3802C171E30148030C072
4EB6D578499B1CCF5F581EAD56BE3D9B6744A5E5
4F65566336DB6598581D584A596C87934D5F2AB4
5FB7EE0633E259DBAD0C4C9AE6D38F1A61C7DC25
742C3192E607E424EB4549542BE1BBC53E6174E2
91C6D6EE3E8AC86384E548C299295C756C817B81
97817950D81C9670CC34D809CF794431367EF474
D23209AD23D314232174E40D7F9D62139786633A
D4DE20D05E66FC53FE1A50882C78DB2852CAE474
Software\Microsoft\EnterpriseCertificates\Root\PhysicalStores
Software\Microsoft\SystemCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\EnterpriseCertificates\TrustedPeople\PhysicalStores
Software\Microsoft\SystemCertificates\trust\PhysicalStores
Software\Microsoft\EnterpriseCertificates\trust\PhysicalStores
Software\Microsoft\Windows NT\CurrentVersion\Diagnostics
Software\Microsoft\Windows NT\CurrentVersion\Winlogon
Software\Policies\Microsoft\Windows\System
System\CurrentControlSet\Control\SQMServiceList
Software\Policies\Microsoft\SystemCertificates
Software\Policies\Microsoft\SystemCertificates\Root
Software\Policies\Microsoft\SystemCertificates\trust
Software\Policies\Microsoft\SystemCertificates\CA



Software\Policies\Microsoft\SystemCertificates\Disallowed
Software\Policies\Microsoft\SystemCertificates\TrustedPeople
Software\Microsoft\Cryptography\TVO
SchemeDllRetrieveEncodedObjectW
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp\Tracing
SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\WinHttp
System\CurrentControlSet\Control\LsaExtensionConfig\SspiCli
System\CurrentControlSet\Control\SecurityProviders
System\CurrentControlSet\Control\Lsa\SspiCache
credssp.dll
System\CurrentControlSet\Control\SecurityProviders\SaslProfiles
Software\Microsoft\windows\CurrentVersion\Internet Settings\Connections
Software\Microsoft\windows\CurrentVersion\Internet Settings\Wpad
SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\Interfaces\{CFE68B1E-656A-488B-8077-738CA67BA3A5}
52-54-00-12-35-02
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Windows\CurrentVersion\Explorer\User Shell Folders
UrlDllGetObjectUrl
ContextDllCreateObjectContext
Software\Mozilla
SOFTWARE\Microsoft\Internet Explorer\Setup
Software\Microsoft\Cryptography\Providers\Trust\Certificate\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\FinalPolicy\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\Initialization\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\Message\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\Signature\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\CertCheck\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\DiagnosticPolicy\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
Software\Microsoft\Cryptography\Providers\Trust\Cleanup\{FC451C16-AC75-11D1-B4B8-00C04FB66EA0}
CertDllVerifyCertificateChainPolicy
Software\Microsoft\DirectUI
SOFTWARE\Microsoft\CTF\Compatibility\iesetup.exe
Software\ImageEd
Software\ADSafe4
SOFTWARE\Creative Tech\Sound Blaster X-Fi MB3\Key Bindings
Software\Electronic Arts\EA Games\Need for Speed Underground 2\ergc
Software\EA Games\Need for Speed Underground 2
Software\HellGate\time
SOFTWARE\Classes\CLSID\{F83D1872-D9FF-47F8-B5A0-49CC51E24EE8}
SOFTWARE\MiddleRush
Segoe UI
Software\Microsoft\Windows\CurrentVersion\Uninstall\Alien Shooter_is1
SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
Software\Microsoft\Windows\CurrentVersion\Installer
Software\Microsoft\NET Framework Setup\NDP\v4\Client
NI\2663a7de\7cd7dff
policy.2.0.System.Configuration.Install__b03f5f7f11d50a3a
NI\7f0603e4\73843e06
NI\7f0603e4\73843e06\27
IL\73843e06\61f4f6f6\3e
SOFTWARE\NVIDIA Corporation\Logging\Definitions\LogManagers\FileOut
SOFTWARE\NVIDIA Corporation\Logging\Definitions\LogFilters\PassFilter
SOFTWARE\NVIDIA Corporation\Logging
SOFTWARE\NVIDIA Corporation
SOFTWARE
SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\tuto_monetize_120160325_is1
{279ecae6-e782-49de-806d-69549432f81f}
Gulim
System
SOFTWARE\Microsoft\Windows\CurrentVersion\explorer\Shell Folders
Software\Microsoft\Windows\CurrentVersion\Uninstall\Postal 2_is1
SOFTWARE\SearchKnow
Software\ASUS\Dock
Control Panel\Desktop
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F942F94A19C0F79468FD2B85E5E8677B
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F942F94A19C0F79468FD2B85E5E8677B
Software\Classes\Installer\Products\F942F94A19C0F79468FD2B85E5E8677B
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F942F94A19C0F79468FD2B85E5E8677B\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\b25099274a207264182f8181add555d0
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\b25099274a207264182f8181add555d0
Software\Classes\Installer\Products\b25099274a207264182f8181add555d0
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\b25099274a207264182f8181add555d0\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\3e43b73803c7c394f8a6b2f0402e19c2
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\3e43b73803c7c394f8a6b2f0402e19c2
Software\Classes\Installer\Products\3e43b73803c7c394f8a6b2f0402e19c2
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\3e43b73803c7c394f8a6b2f0402e19c2\InstallProperties



Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\e611ef0aa8a9f664ea0e26c57b2c703e
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\e611ef0aa8a9f664ea0e26c57b2c703e
Software\Classes\Installer\Products\e611ef0aa8a9f664ea0e26c57b2c703e
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\e611ef0aa8a9f664ea0e26c57b2c703e\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\c1c4f01781cc94c4c8fb1542c0981a2a
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\c1c4f01781cc94c4c8fb1542c0981a2a
Software\Classes\Installer\Products\c1c4f01781cc94c4c8fb1542c0981a2a
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\c1c4f01781cc94c4c8fb1542c0981a2a\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\6F9E66FF7E38E3A3FA41D89E8A906A4A
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\6F9E66FF7E38E3A3FA41D89E8A906A4A
Software\Classes\Installer\Products\6F9E66FF7E38E3A3FA41D89E8A906A4A
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\6F9E66FF7E38E3A3FA41D89E8A906A4A\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\24B64BCDF327E0531BA844B96C2C6163
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\24B64BCDF327E0531BA844B96C2C6163
Software\Classes\Installer\Products\24B64BCDF327E0531BA844B96C2C6163
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\24B64BCDF327E0531BA844B96C2C6163\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\FB4B305EBB7FF5D3B88C6F491BFC9F24
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\FB4B305EBB7FF5D3B88C6F491BFC9F24
Software\Classes\Installer\Products\FB4B305EBB7FF5D3B88C6F491BFC9F24
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\FB4B305EBB7FF5D3B88C6F491BFC9F24\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\DC6F8AD5E07C8D934803D389806DDB71
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\DC6F8AD5E07C8D934803D389806DDB71
Software\Classes\Installer\Products\DC6F8AD5E07C8D934803D389806DDB71
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\DC6F8AD5E07C8D934803D389806DDB71\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\F2EBB725DEF1B8D319BCD40B8F836EE9
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\F2EBB725DEF1B8D319BCD40B8F836EE9
Software\Classes\Installer\Products\F2EBB725DEF1B8D319BCD40B8F836EE9
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\F2EBB725DEF1B8D319BCD40B8F836EE9\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\D20352A90C039D93DBF6126ECE614057
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\D20352A90C039D93DBF6126ECE614057
Software\Classes\Installer\Products\D20352A90C039D93DBF6126ECE614057
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\D20352A90C039D93DBF6126ECE614057\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\CFD2C1F142D260E3CB8B271543DA9F98
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\CFD2C1F142D260E3CB8B271543DA9F98
Software\Classes\Installer\Products\CFD2C1F142D260E3CB8B271543DA9F98
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\CFD2C1F142D260E3CB8B271543DA9F98\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\6E58EC68CABDDFF39B774E7BF9389C90
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\6E58EC68CABDDFF39B774E7BF9389C90
Software\Classes\Installer\Products\6E58EC68CABDDFF39B774E7BF9389C90
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\6E58EC68CABDDFF39B774E7BF9389C90\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\6E815EB96CCE9A53884E7857C57002F0
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\6E815EB96CCE9A53884E7857C57002F0
Software\Classes\Installer\Products\6E815EB96CCE9A53884E7857C57002F0
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\6E815EB96CCE9A53884E7857C57002F0\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\D04BB691875110D32B98EBCF771AA1E1
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\D04BB691875110D32B98EBCF771AA1E1
Software\Classes\Installer\Products\D04BB691875110D32B98EBCF771AA1E1
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\D04BB691875110D32B98EBCF771AA1E1\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\1D5E3C0FEDA1E123187686FED06E995A
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\1D5E3C0FEDA1E123187686FED06E995A
Software\Classes\Installer\Products\1D5E3C0FEDA1E123187686FED06E995A
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\1D5E3C0FEDA1E123187686FED06E995A\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\2B7A37F2E05E6A93A9CBFE984E6CE263
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\2B7A37F2E05E6A93A9CBFE984E6CE263
Software\Classes\Installer\Products\2B7A37F2E05E6A93A9CBFE984E6CE263
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\2B7A37F2E05E6A93A9CBFE984E6CE263\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\39103BDF0ADFAAD3CAAC7AE5FE5E6370
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\39103BDF0ADFAAD3CAAC7AE5FE5E6370
Software\Classes\Installer\Products\39103BDF0ADFAAD3CAAC7AE5FE5E6370
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\39103BDF0ADFAAD3CAAC7AE5FE5E6370\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\C18E428E4A08FFD35B9F84249AFFF5F7
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\C18E428E4A08FFD35B9F84249AFFF5F7
Software\Classes\Installer\Products\C18E428E4A08FFD35B9F84249AFFF5F7
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\C18E428E4A08FFD35B9F84249AFFF5F7\InstallProperties



Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\699277C63FFBC8C368B03B4DF80FD556
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\699277C63FFBC8C368B03B4DF80FD556
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Software\Classes\Installer\Products\84b9c17023c712640acaf308593282f8
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Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
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Software\Classes\Installer\Products\9eab5ec6ac3d99b498a1d16c1c815acf
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\9eab5ec6ac3d99b498a1d16c1c815acf\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\4ccf9caae9dddda409c15b94a670bae2
S-1-5-21-3979321414-2393373014-2172761192-1000\Software\Microsoft\Installer\Products\4ccf9caae9dddda409c15b94a670bae2
Software\Classes\Installer\Products\4ccf9caae9dddda409c15b94a670bae2
Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-18\Products\4ccf9caae9dddda409c15b94a670bae2\InstallProperties
Software\Microsoft\Windows\CurrentVersion\Installer\Managed\S-1-5-21-3979321414-2393373014-2172761192-
1000\Installer\Products\1af2a8da7e60d0b429d7e6453b3d0182
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Software\Microsoft\Office\10.0\Common\Debug
SOFTWARE\Microsoft\OASys\OAClient
Software\Microsoft\Office\10.0\Common\InstallRoot
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Software\Google\Update\
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Software\Google\Update\ClientState\
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Software\Google\Update
uid
Software\Google\Update\uid
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Software\PopWnd
FEATURE_USE_IETLDLIST_FOR_DOMAIN_DETERMINATION
{4031db0c-b05e-43bd-ac1b-e1f4d5da0516}
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Software\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-21-3979321414-2393373014-2172761192-
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SYSTEM\CurrentControlSet\Services
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.NET CLR Networking
.NET Data Provider for Oracle\Performance
.NET Data Provider for Oracle
.NET Data Provider for SqlServer\Performance
.NET Data Provider for SqlServer
.NETFramework\Performance
1394ohci\Performance
ACPI\Performance
AcpiPmi\Performance
adp94xx\Performance
adpahci\Performance
adpu320\Performance
adsi\Performance
AeLookupSvc\Performance
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agp440\Performance
ALG\Performance
aliide\Performance
amdide\Performance
AmdK8\Performance
AmdPPM\Performance
amdsata\Performance
amdsbs\Performance
amdxata\Performance
AppID\Performance
AppIDSvc\Performance
Appinfo\Performance
AppMgmt\Performance
arc\Performance
arcsas\Performance
AsyncMac\Performance
atapi\Performance
AudioEndpointBuilder\Performance
AudioSrv\Performance
AxInstSV\Performance
b06bdrv\Performance
b57nd60a\Performance
BattC\Performance
BDESVC\Performance
Beep\Performance
BFE\Performance
BITS\Performance
blbdrive\Performance
bowser\Performance
BrFiltLo\Performance
BrFiltUp\Performance
Browser\Performance
Brserid\Performance
BrSerWdm\Performance
BrUsbMdm\Performance
BrUsbSer\Performance
BTHMODEM\Performance
BTHPORT\Performance
bthserv\Performance
cdfs\Performance
cdrom\Performance
CertPropSvc\Performance
circlass\Performance
CLFS\Performance
clr_optimization_v2.0.50727_32\Performance
clr_optimization_v2.0.50727_64\Performance
CmBatt\Performance
cmdide\Performance
CNG\Performance
Compbatt\Performance
CompositeBus\Performance
COMSysApp\Performance
crcdisk\Performance
crypt32\Performance
CryptSvc\Performance
CSC\Performance
CscService\Performance
DCLocator\Performance
DcomLaunch\Performance
defragsvc\Performance
DfsC\Performance
Dhcp\Performance
discache\Performance
Disk\Performance
dmvsc\Performance
Dnscache\Performance
dot3svc\Performance
DPS\Performance
drmkaud\Performance
DXGKrnl\Performance
E1G60\Performance
EapHost\Performance
ebdrv\Performance
EFS\Performance
elxstor\Performance
ErrDev\Performance
ESENT\Performance
eventlog\Performance



EventSystem\Performance
exfat\Performance
fastfat\Performance
Fax\Performance
fdc\Performance
fdPHost\Performance
FDResPub\Performance
FileInfo\Performance
Filetrace\Performance
flpydisk\Performance
FltMgr\Performance
FontCache\Performance
FontCache3.0.0.0\Performance
FsDepends\Performance
Fs_Rec\Performance
fvevol\Performance
gagp30kx\Performance
gpsvc\Performance
hcw85cir\Performance
HdAudAddService\Performance
HDAudBus\Performance
HidBatt\Performance
HidBth\Performance
HidIr\Performance
hidserv\Performance
HidUsb\Performance
hkmsvc\Performance
HomeGroupListener\Performance
HomeGroupProvider\Performance
HpSAMD\Performance
HTTP\Performance
hwpolicy\Performance
i8042prt\Performance
iaStorV\Performance
idsvc\Performance
IEEtwCollectorService\Performance
iirsp\Performance
IKEEXT\Performance
inetaccs\Performance
intelide\Performance
intelppm\Performance
IPBusEnum\Performance
IpFilterDriver\Performance
iphlpsvc\Performance
IPMIDRV\Performance
IPNAT\Performance
IRENUM\Performance
isapnp\Performance
iScsiPrt\Performance
kbdclass\Performance
kbdhid\Performance
KeyIso\Performance
KSecDD\Performance
KSecPkg\Performance
ksthunk\Performance
KtmRm\Performance
LanmanServer\Performance
LanmanWorkstation\Performance
ldap\Performance
lltdio\Performance
lltdsvc\Performance
lmhosts\Performance
Lsa\Performance
LSI_FC\Performance
LSI_SAS\Performance
LSI_SAS2\Performance
LSI_SCSI\Performance
luafv\Performance
megasas\Performance
MegaSR\Performance
MMCSS\Performance
Modem\Performance
monitor\Performance
mouclass\Performance
mouhid\Performance
mountmgr\Performance
mpio\Performance
mpsdrv\Performance



MpsSvc\Performance
MRxDAV\Performance
mrxsmb\Performance
mrxsmb10\Performance
mrxsmb20\Performance
msahci\Performance
msdsm\Performance
MSDTC\Performance
MSDTC Bridge 3.0.0.0\Performance
MSDTC Bridge 3.0.0.0
Msfs\Performance
mshidkmdf\Performance
msisadrv\Performance
MSiSCSI\Performance
msiserver\Performance
MSKSSRV\Performance
MSPCLOCK\Performance
MSPQM\Performance
MsRPC\Performance
MSSCNTRS\Performance
mssmbios\Performance
MSTEE\Performance
MTConfig\Performance
Mup\Performance
napagent\Performance
NativeWifiP\Performance
NDIS\Performance
NdisCap\Performance
NdisTapi\Performance
Ndisuio\Performance
NdisWan\Performance
NDProxy\Performance
NetBIOS\Performance
NetBT\Performance
Netlogon\Performance
Netman\Performance
netprofm\Performance
NetTcpPortSharing\Performance
nfrd960\Performance
NlaSvc\Performance
Npfs\Performance
nsi\Performance
nsiproxy\Performance
NTDS\Performance
Ntfs\Performance
Null\Performance
nvraid\Performance
nvstor\Performance
nv_agp\Performance
ohci1394\Performance
p2pimsvc\Performance
p2psvc\Performance
Parport\Performance
partmgr\Performance
PcaSvc\Performance
pci\Performance
pciide\Performance
pcmcia\Performance
pcw\Performance
PEAUTH\Performance
PeerDistSvc\Performance
PerfDisk\Performance
PerfHost\Performance
PerfNet\Performance
PerfOS\Performance
PerfProc\Performance
pla\Performance
PlugPlay\Performance
PNRPAutoReg\Performance
PNRPsvc\Performance
PolicyAgent\Performance
PortProxy\Performance
Power\Performance
PptpMiniport\Performance
Processor\Performance
PROCMON23\Performance
ProfSvc\Performance
ProtectedStorage\Performance



Psched\Performance
ql2300\Performance
ql40xx\Performance
QWAVE\Performance
QWAVEdrv\Performance
RasAcd\Performance
RasAgileVpn\Performance
RasAuto\Performance
Rasl2tp\Performance
RasMan\Performance
RasPppoe\Performance
RasSstp\Performance
rdbss\Performance
rdpbus\Performance
RDPCDD\Performance
RDPDD\Performance
RDPDR\Performance
RDPENCDD\Performance
RDPNP\Performance
RDPREFMP\Performance
RDPWD\Performance
rdyboost\Performance
RemoteAccess\Performance
RemoteRegistry\Performance
RpcEptMapper\Performance
RpcLocator\Performance
RpcSs\Performance
rspndr\Performance
s3cap\Performance
SamSs\Performance
sbp2port\Performance
SCardSvr\Performance
scfilter\Performance
Schedule\Performance
SCPolicySvc\Performance
SDRSVC\Performance
secdrv\Performance
seclogon\Performance
SENS\Performance
SensrSvc\Performance
Serenum\Performance
Serial\Performance
sermouse\Performance
ServiceModelEndpoint 3.0.0.0\Performance
ServiceModelEndpoint 3.0.0.0
ServiceModelOperation 3.0.0.0\Performance
ServiceModelOperation 3.0.0.0
ServiceModelService 3.0.0.0\Performance
ServiceModelService 3.0.0.0
SessionEnv\Performance
sffdisk\Performance
sffp_mmc\Performance
sffp_sd\Performance
sfloppy\Performance
SharedAccess\Performance
ShellHWDetection\Performance
SiSRaid2\Performance
SiSRaid4\Performance
Smb\Performance
SMSvcHost 3.0.0.0\Performance
SMSvcHost 3.0.0.0
SNMPTRAP\Performance
spldr\Performance
Spooler\Performance
sppsvc\Performance
sppuinotify\Performance
srv\Performance
srv2\Performance
srvnet\Performance
SSDPSRV\Performance
SstpSvc\Performance
stexstor\Performance
stisvc\Performance
storflt\Performance
StorSvc\Performance
storvsc\Performance
swenum\Performance
swprv\Performance



SysMain\Performance
TabletInputService\Performance
TapiSrv\Performance
TBS\Performance
Tcpip\Performance
TCPIP6\Performance
TCPIP6TUNNEL\Performance
tcpipreg\Performance
TCPIPTUNNEL\Performance
TDPIPE\Performance
TDTCP\Performance
tdx\Performance
TermDD\Performance
TermService\Performance
Themes\Performance
THREADORDER\Performance
TrkWks\Performance
TrustedInstaller\Performance
TSDDD\Performance
tssecsrv\Performance
TsUsbFlt\Performance
TsUsbGD\Performance
tunnel\Performance
uagp35\Performance
udfs\Performance
UGatherer\Performance
UGTHRSVC\Performance
UI0Detect\Performance
uliagpkx\Performance
umbus\Performance
UmPass\Performance
UmRdpService\Performance
upnphost\Performance
usbccgp\Performance
usbcir\Performance
usbehci\Performance
usbhub\Performance
usbohci\Performance
usbprint\Performance
USBSTOR\Performance
usbuhci\Performance
UxSms\Performance
VaultSvc\Performance
VBoxGuest\Performance
VBoxMouse\Performance
VBoxService\Performance
VBoxSF\Performance
VBoxVideo\Performance
vdrvroot\Performance
vds\Performance
vga\Performance
VgaSave\Performance
vhdmp\Performance
viaide\Performance
vmbus\Performance
VMBusHID\Performance
volmgr\Performance
volmgrx\Performance
volsnap\Performance
vsmraid\Performance
VSS\Performance
vwifibus\Performance
W32Time\Performance
W3SVC\Performance
WacomPen\Performance
WANARP\Performance
Wanarpv6\Performance
wbengine\Performance
WbioSrvc\Performance
wcncsvc\Performance
WcsPlugInService\Performance
Wd\Performance
Wdf01000\Performance
WdiServiceHost\Performance
WdiSystemHost\Performance
WebClient\Performance
Wecsvc\Performance
wercplsupport\Performance



WerSvc\Performance
WfpLwf\Performance
WIMMount\Performance
WinDefend\Performance
Windows Workflow Foundation 3.0.0.0\Performance
Windows Workflow Foundation 3.0.0.0
WinHttpAutoProxySvc\Performance
Winmgmt\Performance
WinRM\Performance
Winsock\Performance
WinSock2\Performance
Wlansvc\Performance
WmiAcpi\Performance
WmiApRpl\Performance
wmiApSrv\Performance
WPCSvc\Performance
ws2ifsl\Performance
wscsvc\Performance
WSearch\Performance
WSearchIdxPi\Performance
wuauserv\Performance
WudfPf\Performance
wudfsvc\Performance
WwanSvc\Performance
xmlprov\Performance
{CFE68B1E-656A-488B-8077-738CA67BA3A5}\Performance
system\CurrentControlSet\Services\.NETFramework\Performance
SYSTEM\CurrentControlSet\Services\ESENT\Performance
Software\Microsoft\MSDTC\Tracing
Sources
Output
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Tracing\MSDTC\Misc
SYSTEM\CurrentControlSet\Services\MSDTC\Performance
Software\Microsoft\MSDTC
Software\Microsoft\Windows Search\PerformanceCounters
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib
System\CurrentControlSet\Services\PerfDisk\Performance
SYSTEM\CurrentControlSet\Services\RemoteAccess\Performance
Software\QFX Software\KeyScrambler
Software\Microsoft\Windows\CurrentVersion\RunOnce
Software\KeyScrambler
Software\Microsoft\NET Framework Setup\NDP\v4\Full
xayescloud.com
Software\Microsoft\Windows\CurrentVersion\Uninstall\Driver Reviver
S-1-5-21-3979321414-2393373014-2172761192-1000\SOFTWARE\ReviverSoft\DRST\LANG
SOFTWARE\ReviverSoft\DRST
Software\Microsoft\Windows\CurrentVersion\Uninstall\AddressBook
Software\Microsoft\Windows\CurrentVersion\Uninstall\Connection Manager
Software\Microsoft\Windows\CurrentVersion\Uninstall\DirectDrawEx
Software\Microsoft\Windows\CurrentVersion\Uninstall\Fontcore
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE40
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE4Data
Software\Microsoft\Windows\CurrentVersion\Uninstall\IE5BAKEX
Software\Microsoft\Windows\CurrentVersion\Uninstall\IEData
Software\Microsoft\Windows\CurrentVersion\Uninstall\MobileOptionPack
Software\Microsoft\Windows\CurrentVersion\Uninstall\SchedulingAgent
Software\Microsoft\Windows\CurrentVersion\Uninstall\WIC
Software\Microsoft\Windows\CurrentVersion\Uninstall\{050d4fc8-5d48-4b8f-8972-47c82c46020f}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{f65db027-aff3-4070-886a-0d87064aabb1}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{F8CFEB22-A2E7-3971-9EDA-4B11EDEFC185}
Software\Microsoft\Windows\CurrentVersion\Uninstall\Oracle VM VirtualBox Guest Additions
Software\Microsoft\Windows\CurrentVersion\Uninstall\{929FBD26-9020-399B-9A7A-751D61F0B942}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{A749D8E6-B613-3BE3-8F5F-045C84EBA29B}
Software\Microsoft\Windows\CurrentVersion\Uninstall\{E2B51919-207A-43EB-AE78-733F9C6797C3}
SOFTWARE\SecureWebChannel

QueryFilePath

C:\sample
C:\Windows\syswow64\MSCTF.dll
C:\Windows\syswow64\USER32.dll
C:\Windows\system32\Riched20.dll
C:\Windows\system32\DUser.dll
C:\Windows\Microsoft.NET\Framework\v2.0.50727\dw20.exe



Precise Detectors Analysis Results

Advance Heuristics

C:\Windows\SysWOW64\rundll32.exe
C:\Windows\WinSxS\x86_microsoft.vc80.crt_1fc8b3b9a1e18e3b_8.0.50727.4940_none_d08cc06a442b34fc\MSVCR80.dll
C:\Windows\system32\RICHED20.DLL
C:\Windows\system32\werui.dll
C:\Windows\SysWOW64\schannel.dll
C:\Users\win7\AppData\Local\Temp\7zSC752F2A0\avgsetupx.exe
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Windows\system32\Riched20.DLL
C:\Temp\NVIDIA\3DVision\setup.exe
C:\Temp\NVIDIA\3DVision\ISSetup.dll
C:\Users\win7\AppData\Local\Temp\{C43C45E0-4129-4DCC-AF54-529531ABB6D3}\_Setup.dll
C:\Users\win7\AppData\Local\Temp\{F3EAB469-05C3-410F-87F2-C62DEBCA91B9}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\ISRT.dll
C:\Windows\syswow64\kernel32.dll
C:\Temp\NVIDIA\3DVision\setup.e
C:\Windows\system32\RICHED20.dll
C:\Users\win7\AppData\Local\Temp\{F3EAB469-05C3-410F-87F2-C62DEBCA91B9}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\NVINSTNT.DLL
C:\Windows\SYSTEM32\MSCOREE.DLL
C:\Windows\Microsoft.NET\Framework\v2.0.50727\mscorwks.dll
C:\Windows\system32\RichEd20.dll
C:\Windows\syswow64\CRYPT32.dll
C:\Windows\system32\cryptnet.dll
C:\Users\win7\AppData\Local\Temp\~nsu.tmp\Au_.exe
C:\Windows\system32\PROPSYS.dll
C:\Windows\syswow64\KERNELBASE.dll
C:\Windows\system32\ddraw.dll
C:\Windows\system32\dsound.dll
C:\Windows\SysWOW64\regsvr32.exe
C:\Windows\SysWOW64\rzdevinfo.dll
C:\Windows\system32\Connect.dll
C:\Windows\SysWOW64\ieframe.dll
C:\Windows\SysWOW64\ntdll.dll
C:\Windows\syswow64\msvcrt.dll
C:\Windows\system32\Msftedit.dll
C:\Windows\syswow64\shlwapi.DLL
C:\Windows\System32\msxml3.dll
C:\Users\win7\AppData\Local\Temp\{c7f54569-0018-439c-809a-48046a4d4ebc}\.ba1\mbahost.dll
C:\Windows\system32\mscoree.dll
C:\Users\win7\AppData\Local\Temp\is-LK91I.tmp\sample.tmp
C:\Windows\SysWOW64\taskkill.exe
C:\DLL_Loader.exe
C:\Windows\system32\CRTDLL.dll
C:\Windows\system32\RichEd20.DLL
C:\Users\win7\AppData\Local\Temp\is-QNCEU.tmp\sample.tmp
C:\Windows\system32\odbc32.dll
C:\Users\win7\AppData\Local\Temp\is-V6ULH.tmp\sample.tmp
C:\Users\win7\AppData\Local\Temp\is-LP4UJ.tmp\reader.exe
C:\Users\win7\AppData\Local\Tem
C:\Users\win7\AppData\Local\Temp\is-LP4UJ.tmp\rtl160.bpl
C:\Users\win7\AppData\Local\Temp\is-LP4UJ.tmp\vcl160.bpl
C:\Users\win7\AppData\Local\Temp\is-LP4UJ.tmp\AxComponentsRTL.bpl
C:\Windows\system32\ODBC32.dll
C:\Windows\system32\WINMM.dll
C:\Windows\system32\ieframe.dll
c:\3d956be1db9f8fb6f7fb9e0f5bca\update\iesetup.exe
c:\3d956be1db9f8fb6f7fb9e0f5bca
C:\Users\win7\vaook.exe
C:\Windows\system32\MSVBVM60.DLL
C:\Windows\system32\DINPUT8.dll
C:\Windows\system32\DSOUND.dll
C:\Windows\system32\TAPI32.dll
C:\Users\win7\AppData\Local\Temp\is-H6058.tmp\sample.tmp
C:\Windows\system32\riched20.dll
C:\Users\win7\AppData\Local\Temp\is-4VQGR.tmp\sample.tmp
C:\Windows\system32\sppcomapi.dll
C:\Users\win7\AppData\Local\Temp\nsjC14D.tmp\setupcl.exe

No Detector Result Received



Human Expert Analysis Results

Additional File Information

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2016-03-26 22:29:33 UTC

Analysis End Date:  2016-03-27 01:26:13 UTC

File Upload Date:  2016-03-26 21:34:46 UTC

Human Expert Analyst Feedback:   Riskware

Verdict:   PUA

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  

 PE Headers

PROPERTY VALUE

Compilation Time Stamp 0x56F554FF [Fri Mar 25 15:10:55 2016 UTC]

Entry Point 0x4a03e4 (.text)

File Size 1453568

Machine Type Intel 386 or later - 32Bit

Translation 0x0409 0x04b0

Legal Copyright Copyright 2015 The HDFG Company, All rights reserved.

Internal Name HDFG

File Version 1,5,3,7

Product Name HDFG WEB

Product Version 1,5,3,7

Original Filename HDFG.exe

Mime Type application/x-dosexec

Number Of Sections 5

Sha256 d79cd6af1cd8018bf26c3102d851e04353cee9ed593fdeab6530a0428b3979bb

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

3d4892a761b6dcc9b3945caaa2f2c3c3f5ece949 1

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0xacd29 0xace00 6.134720 -

.rdata 0xae000 0x431c 0x4400 5.326736 -

.data 0xb3000 0x5aa4 0x1400 3.246532 -

.rsrc 0xb9000 0xa6fa0 0xa7000 7.468801[SUSPICIOUS] -

.reloc 0x160000 0x92e6 0x9400 6.261678 -
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