
Analysis Summary

Static Analysis

MALWARE
Valkyrie Final Verdict

File Name:   80.exe
File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
SHA1:   198e4d3c83ee833d6dab1536c9230a2cc7b70f43
MD5:   6e44f838c16feb62ecbc8080bf950560
First Seen Date:  2016-03-26 20:09:49 UTC
Number of Clients Seen:   4
Last Analysis Date:  2016-03-26 20:09:49 UTC
Human Expert Analysis Date:  2016-03-27 03:41:06 UTC
Human Expert Analysis Result:   Malware
Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict

ANALYSIS TYPE DATE VERDICT

Signature Based Detection 2016-03-26 20:09:49 UTC Malware 

Static Analysis Overall Verdict 2016-03-26 20:09:49 UTC No Threat Found 

Dynamic Analysis Overall Verdict 2016-03-26 20:09:49 UTC Highly Suspicious 

Human Expert Analysis Overall Verdict 2016-03-27 03:41:06 UTC Malware 

File Certificate Validation Not Applicable 



STATIC ANALYSIS OVERALL VERDICT RESULT

No Threat Found

DETECTOR RESULT

Optional Header LoaderFlags field is valued illegal Clean 

Non-ascii or empty section names detected Clean 

Illegal size of optional Header Clean 

Packer detection on signature database Unknown 

Based on the sections entropy check! file is possibly packed Clean 

Timestamp value suspicious Clean 

Header Checksum is zero! Clean 

Enrty point is outside the 1st(.code) section! Binary is possibly packed Clean 

Optional Header NumberOfRvaAndSizes field is valued illegal Clean 

Anti-vm present Clean 

The Size Of Raw data is valued illegal! Binary might crash your disassembler/debugger Clean 

TLS callback functions array detected Clean 

 Anti-debug calls

 FindWindowExW
 FindWindowA

https://valkyrie.comodo.com:443


Dynamic Analysis

 Packer detection on signature database

 Armadillo v1.71
 Microsoft Visual C++ v5.0/v6.0 (MFC)
 Microsoft Visual C++



DYNAMIC ANALYSIS OVERALL VERDICT RESULT

Highly Suspicious

SUSPICIOUS BEHAVIORS

Has no visible windows 

Behavioral Information
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Applications\ARTGALRY.EXE
Applications\awdvstub.exe
Applications\cag.exe
Applications\CChat.exe
Applications\cdfview.dll
Applications\cmd.exe
Applications\CMMGR32.EXE
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Applications\datainst.exe
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Applications\explorer.exe
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Applications\finder.exe
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Applications\hh.exe
Applications\HYPERTRM.EXE
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Applications\ORGCHART.EXE
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CLSID\{13D3C4B8-B179-4ebb-BF62-F704173E7448}
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CLSID\{1438E821-B6D2-11D0-8D86-00C04FD6202B}
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CLSID\{145B4335-FE2A-4927-A040-7C35AD3180EF}
CLSID\{146855FA-309F-3D0E-BB3E-DF525F30A715}
CLSID\{146A47AB-A2CF-3587-BB25-2B286D7566B4}
CLSID\{14795a8f-78f3-47bd-acb6-e767414fe293}
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CLSID\{148BD520-A2AB-11CE-B11F-00AA00530503}
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CLSID\{14910622-09D4-3B4A-8C1E-9991DBDCC553}
CLSID\{14BE6B21-C682-3A3A-8B24-FEE75B4FF8C5}
CLSID\{14ce31dc-abc2-484c-b061-cf3416aed8ff}
CLSID\{14D4CBD9-7490-4F25-BAA6-1C5E22F6B1E3}
CLSID\{1510FB87-5676-40B9-A227-5D0B66866F81}
CLSID\{1531d583-8375-4d3f-b5fb-d23bbd169f22}
CLSID\{15756be1-a4ad-449c-b576-df3df0e068d3}
CLSID\{15b0bb4c-0f7d-11D1-b21f-00C04Fb9473f}
CLSID\{15D633E2-AD00-465b-9EC7-F56B7CDF8E27}
CLSID\{15D6504A-5494-499C-886C-973C9E53B9F1}
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CLSID\{15FD01A3-6E5D-4ECD-9EBD-1813CB3887A1}
CLSID\{163FDC20-2ABC-11d0-88F0-00A024AB2DBB}
CLSID\{1643E180-90F5-11CE-97D5-00AA0055595A}
CLSID\{164484A9-35D9-4FB7-9FAB-48273B96AA1D}
CLSID\{1649d1cf-deaf-4a68-abe8-5c9f68572fd1}
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CLSID\{1685D4AB-A51B-4af1-A4E5-CEE87002431D}
CLSID\{1698790a-e2b4-11d0-b0b1-00c04fd8dca6}
CLSID\{169A0691-8DF9-11d1-A1C4-00C04FD75D13}
CLSID\{16B280C5-EE70-11D1-9066-00C04FD9189D}
CLSID\{16B280C8-EE70-11D1-9066-00C04FD9189D}
CLSID\{16C2C29D-0E5F-45f3-A445-03E03F587B7D}
CLSID\{16CA4E03-FE69-4705-BD41-5B7DFC0C95F3}
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CLSID\{172BDDF8-CEEA-11D1-8B05-00600806D9B6}



CLSID\{1765E14E-1BD4-462E-B6B1-590BF1262AC6}
CLSID\{1767B93A-B021-44EA-920F-863C11F4F768}
CLSID\{176961ec-fbfb-4288-b418-c80c86947481}
CLSID\{176D323D-E591-4535-9A09-26F698E5AC5D}
CLSID\{176d6597-26d3-11d1-b350-080036a75b03}
CLSID\{179CC917-3A82-40E7-9F8C-2FC8A3D2212B}
CLSID\{17A898FB-3FC5-455C-87A9-DB06F9D0A557}
CLSID\{17B75166-928F-417d-9685-64AA135565C1}
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CLSID\{17cd9488-1228-4b2f-88ce-4298e93e0966}
CLSID\{17D6CCD8-3B7B-11D2-B9E0-00C04FD8DBF7}
CLSID\{17fb3711-de14-477f-8b81-32a9c11a6938}
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CLSID\{182C3813-DF97-40fa-9C4E-B7D3E74F00CA}
CLSID\{182C40F0-32E4-11D0-818B-00A0C9231C29}
CLSID\{187463A0-5BB7-11D3-ACBE-0080C75E246E}
CLSID\{18845040-0fa5-11d1-ba19-00c04fd912d0}
CLSID\{18907f3b-9afb-4f87-b764-f9a4e16a21b8}
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CLSID\{18B1C7EE-68E3-35BB-9E40-469A223285F7}
CLSID\{18BA7139-D98B-43C2-94DA-2604E34E175D}
CLSID\{18C628EE-962A-11D2-8D08-00A0C9441E20}
CLSID\{19352205-42B0-4690-9AA4-D7DB9AE5F259}
CLSID\{193B4137-0480-11D1-97DA-00C04FB9618A}
CLSID\{19603261-6059-43DF-B9E1-8B4352825A90}
CLSID\{1968106d-f3b5-44cf-890e-116fcb9ecef1}
CLSID\{196f128d-dce9-4090-b061-3d29c6ca32c2}
CLSID\{19916E01-B44E-4e31-94A4-4696DF46157B}
CLSID\{19A76FE0-7494-11D0-8816-00A0C903B83C}
CLSID\{1A0391BF-9564-4294-B0A4-06C298929EF9}
CLSID\{1A06A4DC-E239-3717-89E1-D0683F3A5320}
CLSID\{1a184871-359e-4f67-aad9-5b9905d62232}
CLSID\{1A1F4206-0688-4E7F-BE03-D82EC69DF9A5}
CLSID\{1A34F5C1-4A5A-46DC-B644-1F4567E7A676}
CLSID\{1A3ED173-B201-4470-9FC6-EC46CF8D56F1}
CLSID\{1A3F11DC-B514-4B17-8C5F-2154513852F1}
CLSID\{1a6fe369-f28c-4ad9-a3e6-2bcb50807cf1}
CLSID\{1A8766A0-62CE-11CF-A5D6-28DB04C10000}
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CLSID\{1ab4a8c0-6a0b-11d2-ad49-00c04fa31a86}
CLSID\{1AB78400-B5A3-4D91-8ACE-33FCD1499BE6}
CLSID\{1AC66142-B805-3C20-A589-49CC6B80E8FB}
CLSID\{1AF81E4E-FC45-48ee-B236-A2A663494390}
CLSID\{1B0D2365-B3A3-4759-9533-D6861E86DE32}
CLSID\{1B1A897E-FBEE-41CF-8C48-9BF764F62B8B}
CLSID\{1B1CAD8C-2DAB-11D2-B604-00104B703EFD}
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CLSID\{1B57B2A1-E763-4676-9064-297F1B413632}
CLSID\{1B6FC61A-648A-4493-A303-A1A22B543F01}
CLSID\{1B979846-AAEB-314B-8E63-D44EF1CB9EFC}
CLSID\{1b9f2bf2-27f5-4dec-a175-3cf7bb8cfd3e}
CLSID\{1BA783C1-2A30-4ad3-B928-A9A46C604C28}
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CLSID\{1BE49F30-0E1B-11D3-9D8E-00C04F72D980}
CLSID\{1C0D39B2-C788-40D2-B062-FDF8293D7BC6}
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CLSID\{1c1800c1-3258-44c2-be80-3deadb6c5e39}
CLSID\{1c1800c1-3258-44c2-be80-3deadb6c5e39}\ToolboxBitmap32
CLSID{1c1800c1-3258-44c2-be80-3deadb6c5e39}\TypeLib
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CLSID\{1E1DAECB-F640-416d-96A3-2BC8AFDF6059}
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CLSID\{1F17C39C-99D5-37E0-8E98-8F27044BD50A}
CLSID\{1F247DC0-902E-11D0-A80C-00A0C906241A}
CLSID\{1f26a602-2b5c-4b63-b8e8-9ea5c1a7dc2e}
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CLSID\{1f486a52-3cb1-48fd-8f50-b8dc300d9f9d}
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CLSID\{1F87137D-0E7C-44d5-8C73-4EFFB68962F2}
CLSID\{1F9F18A3-EFC0-3913-84A5-90678A4A9A80}
CLSID\{1FA9085F-25A2-489B-85D4-86326EEDCD87}
CLSID\{1fb2a002-4c6c-4de7-85c2-cb8db9a4f728}
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CLSID\{204810b9-73b2-11d4-bf42-00b0d0118b56}
CLSID\{2048EEE6-7FA2-11D0-9E6A-00A0C9138C29}
CLSID\{204D5A28-46A0-3F04-BD7C-B5672631E57F}
CLSID\{205D7A97-F16D-4691-86EF-F3075DCCA57D}
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CLSID\{208D2C60-3AEA-1069-A2D7-08002B30309D}
CLSID\{20b1cb23-6968-4eb9-b7d4-a66d00d07cee}
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CLSID\{20cd9315-87d0-40b4-b925-0a8f208e1f8d}
CLSID\{20D04FE0-3AEA-1069-A2D8-08002B30309D}
CLSID\{21167137-B7E3-40B6-8863-8386E8C05716}
CLSID\{212690FB-83E5-4526-8FD7-74478B7939CD}
CLSID\{212ADF89-1F86-49D0-914A-DF6C5613C81E}
CLSID\{215B77BA-853F-48C4-8DC4-024E0D68A812}
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CLSID\{21D6D48E-A88B-11D0-83DD-00AA003CCABD}
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CLSID\{2206CDB0-19C1-11D1-89E0-00C04FD7A829}
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CLSID\{220898A1-E3F3-46B4-96EA-B0855DC968B6}
CLSID\{2227A280-3AEA-1069-A2DE-08002B30309D}
CLSID\{223E7283-D39D-40d9-9BE9-AA61A39FBC5E}
CLSID\{227188db-3179-4fdf-af3a-da3b85a0b3cc}
CLSID\{227ec397-6791-4ac6-a762-2f70f99015c2}
CLSID\{228136B0-8BD3-11D0-B4EF-00A0C9138CA4}
CLSID\{228136B8-8BD3-11D0-B4EF-00A0C9138CA4}
CLSID\{22877a6d-37a1-461a-91b0-dbda5aaebc99}
CLSID\{228D9A81-C302-11cf-9AA4-00AA004A5691}
CLSID\{228D9A82-C302-11cf-9AA4-00AA004A5691}
CLSID\{2291478C-5EE3-4bef-AB5D-B5FF2CF58352}
CLSID\{22B6E688-B3A5-44FC-B0CE-69F20653CD61}
CLSID\{22BDC741-73F0-41DB-9463-E343DEF3E376}
CLSID\{22C21F93-7DDB-411C-9B17-C5B7BD064ABC}
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CLSID\{22c6c651-f6ea-46be-bc83-54e83314c67f}\ToolboxBitmap32
CLSID{22c6c651-f6ea-46be-bc83-54e83314c67f}\TypeLib
CLSID\{22c6c651-f6ea-46be-bc83-54e83314c67f}\InprocServer32
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CLSID\{22e5fca2-9c7c-4239-8aed-4d0623f532d8}
CLSID\{22EE26E5-2289-11d2-8F43-00C04FC2E0C7}
CLSID\{2331D136-E39D-4019-92D6-7CE5579962FB}
CLSID\{233664b0-0367-11cf-abc4-02608c9e7553}
CLSID\{233A9694-667E-11d1-9DFB-006097D50408}
CLSID\{23571E11-E545-4DD8-A337-B89BF44B10DF}
CLSID\{23613363-0028-431D-A49E-A3CD482D3926}
CLSID\{236C9559-ADCE-4736-BF72-BAB34E392196}
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CLSID{236C9559-ADCE-4736-BF72-BAB34E392196}\TypeLib
CLSID\{236C9559-ADCE-4736-BF72-BAB34E392196}\InprocServer32
CLSID\{236C9559-ADCE-4736-BF72-BAB34E392196}\LocalServer32
CLSID\{23CF860E-9D2C-451A-8E83-C79C848D85A6}
CLSID\{23E26328-3928-40F2-95E5-93CAD69016EB}
CLSID\{241D7C96-F8BF-4F85-B01F-E2B043341A4B}
CLSID\{242025BB-8546-48B6-B9B0-F4406C54ACFC}
CLSID\{24264891-E80B-4fd3-B7CE-4FF2FAE8931F}
CLSID\{24400D16-5754-11d2-8218-00C04FB687DA}
CLSID\{24540EBC-316E-35D2-80DB-8A535CAF6A35}
CLSID\{24800CD0-0F4E-4df7-9F69-3C6903C89224}
CLSID\{24D568C5-F3AE-4F91-9CD9-AA18876DA7C2}
CLSID\{24DC3975-09BF-4231-8655-3EE71F43837D}
CLSID\{24EEC005-3938-3C71-821D-7F68FD850B2D}
CLSID\{24FF4FDC-1D9F-4195-8C79-0DA39248FF48}
CLSID\{250e91a0-0367-11cf-abc4-02608c9e7553}
CLSID\{25150040-b8f1-418e-af61-b51071ac1ee2}
CLSID\{25256c24-3b75-49b3-a433-4bb2f8865896}
CLSID\{25336920-03F9-11CF-8FD0-00AA00686F13}
CLSID\{25336921-03F9-11CF-8FD0-00AA00686F13}
CLSID\{25585dc7-4da0-438d-ad04-e42c8d2d64b9}
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CLSID\{356F2F88-05A6-4728-B9A4-1BFBCE04D838}
CLSID\{35b1d3bb-2d4e-4a7c-9af0-f2f677af7c30}
CLSID\{35C61CC2-5851-4F2D-89B6-4F9BB4B4193F}
CLSID\{35CC8486-4FB1-11D3-A5DA-00C04F88249B}
CLSID\{35CEC8A3-2BE6-11D2-8773-92E220524153}
CLSID\{35E946E4-7CDA-3824-8B24-D799A96309AD}
CLSID\{3692CA39-E082-4350-9E1F-3704CB083CD5}
CLSID\{369647e0-17b0-11ce-9950-00aa004bbb1f}
CLSID\{3697790B-223B-484E-9925-C4869218F17A}
CLSID\{36a479ef-8b67-4d01-8dda-753cfcb2dd96}
CLSID\{36DCDA30-DC3B-4D93-BE42-90B2D74C64E7}
CLSID\{36f0bd14-d84d-468c-b79c-9990f3fa897f}
CLSID\{36F54939-CD3B-4C73-92D5-F9A389ED631C}
CLSID\{370A1D5D-DDEB-418C-81CD-189E0D4FA443}
CLSID\{3722c3b1-82e8-4022-8b27-1f8a68b44ac7}
CLSID\{372FCE38-4324-11D0-8810-00A0C903B83C}
CLSID\{3730bbf8-631a-48fb-9085-e2143c11563b}
CLSID\{3734FF83-6764-44B7-A1B9-55F56183CDB0}
CLSID\{373984C9-B845-449B-91E7-45AC83036ADE}
CLSID\{374050DD-6190-3257-8812-8230BF095147}
CLSID\{374CEDE0-873A-4C4F-BC86-BCC8CF5116A3}
CLSID\{3756e7f5-e514-4776-a32b-eb24bc1efe7a}
CLSID\{375ff002-dd27-11d9-8f9c-0002b3988e81}
CLSID\{379E501F-B231-11D1-ADC1-00805FC752D8}
CLSID\{37B0353C-A4C8-11D2-B634-00C04F79498E}
CLSID\{37B03543-A4C8-11D2-B634-00C04F79498E}
CLSID\{37B03544-A4C8-11D2-B634-00C04F79498E}
CLSID\{37c84fa0-d3db-11d0-8d51-00a0c908dbf1}
CLSID\{37E92A92-D9AA-11D2-BF84-8EF2B1555AED}
CLSID\{37ea3a21-7493-4208-a011-7f9ea79ce9f5}
CLSID\{37efd44d-ef8d-41b1-940d-96973a50e9e0}
CLSID\{381DDA3C-9CE9-4834-A23E-1F98F8FC52BE}
CLSID\{383b69fa-5486-49da-91f5-d63c24c8e9d0}
CLSID\{384ea5ae-ade1-4e8a-8a9b-7bea78fff1e9}
CLSID\{384ea5ae-ade1-4e8a-8a9b-7bea78fff1e9}\ToolboxBitmap32
CLSID{384ea5ae-ade1-4e8a-8a9b-7bea78fff1e9}\TypeLib
CLSID\{384ea5ae-ade1-4e8a-8a9b-7bea78fff1e9}\InprocServer32
CLSID\{385A91BC-1E8A-4e4a-A7A6-F4FC1E6CA1BD}
CLSID\{388D606F-AF7B-4AD2-AC22-6B4FE70CE286}
CLSID\{389EA17B-5078-4CDE-B6EF-25C15175C751}
CLSID\{38A98528-6CBF-4CA9-8DC0-B1E1D10F7B1B}
CLSID\{38B22A43-49A8-45ab-BEB7-9137A488B1D3}
CLSID\{38F03426-E83B-4E68-B65B-DCAE73304838}
CLSID\{3901CC3F-84B5-4FA4-BA35-AA8172B8A09B}
CLSID\{3908C3CD-4478-4536-AF2F-10C25D4EF89A}
CLSID\{390E92C9-FA66-3357-BEF2-45A1F34186B9}
CLSID\{3918D75F-0ACB-41F2-B733-92AA15BCECF6}
CLSID\{394C052E-B830-11D0-9A86-00C04FD8DBF7}
CLSID\{39981129-C287-11D0-8D8C-00C04FD6202B}
CLSID\{39AE2AEA-D4D5-4DA0-AE47-C020E1BE4BE5}
CLSID\{39B68485-6773-3C46-82E9-56D8F0B4570C}
CLSID\{39C42C60-85F5-40ED-BF39-975A0AA0B2A4}
CLSID\{39F8D76B-0928-11D1-97DF-00C04FB9618A}
CLSID\{3A04D93B-1EDD-4f3f-A375-A03EC19572C4}
CLSID\{3A410F21-553F-11d1-8E5E-00A0C92C9D5D}
CLSID\{3A614B00-FB18-46F3-950E-682A46A48B9F}
CLSID\{3a64898b-20a7-4384-894b-7273c3539f2f}
CLSID\{3A9428A7-31A4-45E9-9EFB-E055BF7BB3DB}
CLSID\{3ABEAFC4-F48F-4517-A9B0-8AD6A94A99A1}
CLSID\{3ad05575-8857-4850-9277-11b85bdb8e09}
CLSID\{3AE86B20-7BE8-11D1-ABE6-00A0C905F375}
CLSID\{3B0398C9-7812-4007-85CB-18C771F2206F}



CLSID\{3B1B5147-715E-49e0-AE9F-ADF86724BB89}
CLSID\{3B2B6775-70B6-45AF-8DEA-A209C69559F3}
CLSID\{3B2D194D-F107-4489-ABF8-57A125275E4E}
CLSID\{3B68879A-2CE5-419D-BB70-F39E1F66B06F}
CLSID\{3B881B82-5BF4-4657-A3A2-CCE17E4FD39A}
CLSID\{3bb4118f-ddfd-4d30-a348-9fb5d6bf1afe}
CLSID\{3BC4EE9F-1FC1-44DB-81FA-AD94DEC7AF30}
CLSID\{3BD1F243-9BC4-305D-9B1C-0D10C80329FC}
CLSID\{3BEE4890-4FE9-4A37-8C1E-5E7E12791C1F}
CLSID\{3BF043EF-A974-49B3-8322-B853CF1E5EC5}
CLSID\{3c2654c6-7372-4f6b-b310-55d6128f49d2}
CLSID\{3C305196-50DB-11D3-9CFE-00C04FD930C5}
CLSID\{3C374A40-BAE4-11CF-BF7D-00AA006946EE}
CLSID\{3C3A70A7-A468-49B9-8ADA-28E11FCCAD5D}
CLSID\{3C4708DC-B181-46A8-8DA8-4AB0371758CD}
CLSID\{3C5F432A-EF40-4669-9974-9671D4FC2E12}
CLSID\{3c6859ce-230b-48a4-be6c-932c0c202048}
CLSID\{3C9DCA8B-4410-3143-B801-559553EB6725}
CLSID\{3CB169B3-17D9-4E47-8B93-2878998F69A2}
CLSID\{3CCF8A41-5C85-11d0-9796-00AA00B90ADF}
CLSID\{3CDED51A-86B4-39F0-A12A-5D1FDCED6546}
CLSID\{3CE74DE4-53D3-4D74-8B83-431B3828BA53}
CLSID\{3D07A539-35CA-447C-9B05-8D85CE924F9E}
CLSID\{3D0B8752-68F8-4F39-929D-DE20ED323F45}
CLSID\{3D112E22-62B2-11D1-9FEF-00600832DB4A}
CLSID\{3d154a2d-d911-437e-a30c-5f56a9b7081d}
CLSID\{3D367908-928F-3C13-8B93-5E1718820F6D}
CLSID\{3D5DF14F-649F-4CBC-853D-F18FEDE9CF5D}
CLSID\{3D813DFE-6C91-4A4E-8F41-04346A841D9C}
CLSID\{3dad6c5d-2167-4cae-9914-f99e41c12cfa}
CLSID\{3DC09436-7D83-4BA0-ADDC-CD47F996C5BA}
CLSID\{3DC7A020-0ACD-11CF-A9BB-00AA004AE837}
CLSID\{3dd53d40-7b8b-11D0-b013-00aa0059ce02}
CLSID\{3dd6bec0-8193-4ffe-ae25-e08e39ea4063}
CLSID\{3DDB2114-9285-30A6-906D-B117640CA927}
CLSID\{3DECD5DD-A27B-48DC-8BAA-2682CFA265FF}
CLSID\{3E000D72-A845-4CD9-BD83-80C07C3B881F}
CLSID\{3E458037-0CA6-41aa-A594-2AA6C02D709B}
CLSID\{3E4D4F1C-2AEE-11D1-9D3D-00C04FC30DF6}
CLSID\{3E5509F0-1FB9-304D-8174-75D6C9AFE5DA}
CLSID\{3E5FC7F9-9A51-4367-9063-A120244FBEC7}
CLSID\{3E669F1D-9C23-11d1-9053-00C04FD9189D}
CLSID\{3e71f26d-136f-4545-813f-35276024b705}
CLSID\{3E784A01-F3AE-4DC0-9354-9526B9370EBA}
CLSID\{3E8E0F03-D3FD-3A93-BAE0-C74A6494DBCA}
CLSID\{3EA48300-8CF6-101B-84FB-666CCB9BCD32}
CLSID\{3EE60F5C-9BAD-4CD8-8E21-AD2D001D06EB}
CLSID\{3eef301f-b596-4c0b-bd92-013beafce793}
CLSID\{3EF76D68-8661-4843-8B8F-C37163D8C9CE}
CLSID\{3F037241-414E-11D1-A7CE-00A0C913F73C}
CLSID\{3F13AB10-AE95-48AA-8C94-533730760A20}
CLSID\{3F281000-E95A-11d2-886B-00C04F869F04}
CLSID\{3F30C968-480A-4C6C-862D-EFC0897BB84B}
CLSID\{3F35F070-99D6-11D2-8D10-00A0C9441E20}
CLSID\{3f454f0e-42ae-4d7c-8ea3-328250d6e272}
CLSID\{3F4A4283-6A08-3E90-A976-2C2D3BE4EB0B}
CLSID\{3F4DACA4-160D-11D2-A8E9-00104B365C9F}
CLSID\{3F66389B-BA65-4782-BA9D-B66367C8E7F1}
CLSID\{3F6953F0-5359-47FC-BD99-9F2CB95A62FD}
CLSID\{3F69F351-0379-11D2-A484-00C04F8EFB69}
CLSID\{3F6B5E16-092A-41ED-930B-0B4125D91D4E}
CLSID\{3f6bc534-dfa1-4ab4-ae54-ef25a74e0107}
CLSID\{3FA7A1C5-812C-3B56-B957-CB14AF670C09}
CLSID\{3FAA93F3-79FB-4319-8387-B8FFE074FBDA}
CLSID\{3FB717AF-9D21-3016-871A-DF817ABDDD51}
CLSID\{3FC0B520-68A9-11D0-8D77-00C04FD70822}
CLSID\{3fd7f233-a716-472e-8f2f-c25954f34e96}
CLSID\{3FDCEEC6-B14B-37E2-BB69-ABC7CA0DA22F}
CLSID\{3FF23902-CD1F-11D2-8853-0000F80883E3}
CLSID\{3FF292B6-B204-11CF-8D23-00AA005FFE58}
CLSID\{3FF566F0-6E6B-49D4-96E6-B78886692C62}
CLSID\{40031115-09D2-3851-A13F-56930BE48038}
CLSID\{4026492F-2F69-46B8-B9BF-5654FC07E423}
CLSID\{40419485-C444-4567-851A-2DD7BFA1684D}
CLSID\{405C2D81-315B-3CB0-8442-EF5A38D4C3B8}
CLSID\{4062C116-0270-11D3-8BCB-00600893B1B6}
CLSID\{40AE2088-CE00-33AD-9320-5D201CB46FC9}
CLSID\{40B6664F-4972-11D1-A7CA-0000F87571E3}



CLSID\{40B66650-4972-11D1-A7CA-0000F87571E3}
CLSID\{40B66660-4972-11D1-A7CA-0000F87571E3}
CLSID\{40B66661-4972-11D1-A7CA-0000F87571E3}
CLSID\{40dd6e20-7c17-11ce-a804-00aa003ca9f6}
CLSID\{410381DB-AF42-11D1-8F10-00C04FC2C17B}
CLSID\{41070793-59E4-479A-A1F7-954ADC2EF5FC}
CLSID\{4108FA85-3586-11D3-8BD7-00600893B1B6}
CLSID\{4125dd96-e03a-4103-8f70-e0597d803b9c}
CLSID\{414AC301-8D95-43C8-99D0-3F25E4076945}
CLSID\{4150F050-BB6F-11D0-AFB9-00AA00B67A42}
CLSID\{418008F3-CF67-4668-9628-10DC52BE1D08}
CLSID\{418AFB70-F8B8-11CE-AAC6-0020AF0B99A3}
CLSID\{418c8b64-5463-461d-88e0-75e2afa3c6fa}
CLSID\{41937347-2aba-4d4c-a4ca-6fe4f11f1bac}
CLSID\{41970D73-92F6-36D9-874D-3BD0762A0D6F}
CLSID\{41B23C28-488E-4E5C-ACE2-BB0BBABE99E8}
CLSID\{41B89B6B-9399-11D2-9623-00C04F8EE628}
CLSID\{41B9BE05-B3AF-460C-BF0B-2CDD44A093B1}
CLSID\{41E300E0-78B6-11ce-849B-444553540000}
CLSID\{41FCCC3A-1FA1-4949-953A-6EE61C46A4D1}
CLSID\{42001A23-ED2A-4582-8BCC-6320C543E102}
CLSID\{42044394-8c34-11d1-83bc-00c04fbbc34e}
CLSID\{42060D27-CA53-41f5-96E4-B1E8169308A6}
CLSID\{42071712-76d4-11d1-8b24-00a0c9068ff3}
CLSID\{42071713-76d4-11d1-8b24-00a0c9068ff3}
CLSID\{42150CD9-CA9A-4EA5-9939-30EE037F6E74}
CLSID\{421516C1-3CF8-11D2-952A-00C04FA34F05}
CLSID\{4224AC84-9B11-3561-8923-C893CA77ACBE}
CLSID\{424B71AF-0695-11D2-A484-00C04F8EFB69}
CLSID\{424bed78-ef88-4b7c-945c-b8cf46d56e20}
CLSID\{427BC7E3-F833-4584-8745-CFAB9D7A5761}
CLSID\{427FD3D4-F30A-4033-84EF-CBB1A955D9F7}
CLSID\{4286FA72-A2FA-3245-8751-D4206070A191}
CLSID\{429AF92C-A51F-11d2-861E-00C04FA35C89}
CLSID\{42aedc87-2188-41fd-b9a3-0c966feabec1}
CLSID\{42D69529-136E-49D6-8407-3026853038BF}
CLSID\{430da762-8632-4840-bc61-3eeaa078e62e}
CLSID\{43136EB5-D36C-11CF-ADBC-00AA00A80033}
CLSID\{4315D437-5B8C-11D0-BD3B-00A0C911CE86}
CLSID\{432D76CE-8C9E-4EED-ADDD-91737F27A8CB}
CLSID\{43324B33-A78F-480F-9111-9638AACCC832}
CLSID\{4336a54d-038b-4685-ab02-99bb52d3fb8b}
CLSID\{433CA926-9887-3541-89CC-5D74D0259144}
CLSID\{4345A2F4-05F5-48D6-B8A2-99D4A2E7B950}
CLSID\{434A6274-C539-4E99-88FC-44206D942775}
CLSID\{4356b08e-ecb5-43d1-8e9f-7bef4fc960fe}
CLSID\{435899C9-44AB-11D1-AF00-080036234103}
CLSID\{437ff9c0-a07f-4fa0-af80-84b6c6440a16}
CLSID\{43886CD5-6529-41c4-A707-7B3C92C05E68}
CLSID\{43A8F463-4222-11d2-B641-006097DF5BD4}
CLSID\{43B07326-AAE0-4B62-A83D-5FD768B7353C}
CLSID\{43CD41AD-3B78-3531-9031-3059E0AA64EB}
CLSID\{43FB1553-AD74-4ee8-88E4-3E6DAAC915DB}
CLSID\{4405b37b-60fe-49ed-ba8f-691a78f84daf}
CLSID\{44121072-A222-48f2-A58A-6D9AD51EBBE9}
CLSID\{44181B13-AE94-3CFB-81D1-37DB59145030}
CLSID\{443C8934-90FF-48ED-BCDE-26F5C7450042}
CLSID\{443E7B79-DE31-11D2-B340-00104BCC4B4A}
CLSID\{4444AC9E-242E-471B-A3C7-45DCD46352BC}
CLSID\{4479C009-4CC3-39A2-8F92-DFCDF034F748}
CLSID\{447EDBE5-0080-4036-A0BB-7B84C58C604F}
CLSID\{4495524E-2E54-472D-86D7-D671CA588F01}
CLSID\{44C39C96-0167-478F-B68D-783294A2545D}
CLSID\{44C76ECD-F7FA-411c-9929-1B77BA77F524}
CLSID\{44da8435-b187-4dd6-8f32-9341eb7e4c3c}
CLSID\{44EC053A-400F-11D0-9DCD-00A0C90391D3}
CLSID\{44f3dab6-4392-4186-bb7b-6282ccb7a9f6}
CLSID\{44F9A03B-A3EC-4F3B-9364-08E0007F21DF}
CLSID\{450D8FBA-AD25-11D0-98A8-0800361B1103}
CLSID\{4516EC43-8F20-11D0-9B6D-0000C0781BC3}
CLSID\{4522c772-9a2b-4920-ad7f-62d3d15eac52}
CLSID\{45234E3E-61CC-4311-A3AB-248082554482}
CLSID\{455ACF57-5345-11D2-99CF-00C04F797BC9}
CLSID\{455F24E9-7396-4A16-9715-7C0FDBE3EFE3}
CLSID\{455f6102-c83a-4d07-ba36-b6da9d589ae2}
CLSID\{45670FA8-ED97-4F44-BC93-305082590BFB}
CLSID\{4582746F-473B-4022-A7E9-887CBEDD8F85}
CLSID\{4582eba9-6aa1-4d79-824e-728929ef455d}



CLSID\{458AA3B5-265A-4B75-BC05-9BEA4630CF18}
CLSID\{4590F811-1D3A-11D0-891F-00AA004B2E24}
CLSID\{4590F812-1D3A-11D0-891F-00AA004B2E24}
CLSID\{4599202D-460F-3FB7-8A1C-C2CC6ED6C7C8}
CLSID\{45EACA36-DBE9-4E4A-A26D-5C201902346D}
CLSID\{45FD65ED-6BC2-47ae-B391-9E2B79F07C52}
CLSID\{46080CA7-7CB8-3A55-A72E-8E50ECA4D4FC}
CLSID\{461CDD3F-D54E-4033-A0AA-6CD24F152AA1}
CLSID\{463AE13F-C7E5-357E-A41C-DF8762FFF85C}
CLSID\{4657278A-411B-11d2-839A-00C04FD918D0}
CLSID\{4662DAA5-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAA6-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAA7-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAA8-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAA9-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAA-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAB-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAC-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAD-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAE-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAAF-D393-11D0-9A56-00C04FB68BF7}
CLSID\{4662DAB0-D393-11D0-9A56-00C04FB68B66}
CLSID\{4662DAB0-D393-11D0-9A56-00C04FB68BF7}
CLSID\{46763EE0-CAB2-11CE-8C20-00AA0051E5D4}
CLSID\{469afbdf-084f-4dc9-904f-9e824c48bc37}
CLSID\{46C166AA-3108-11D4-9348-00C04F8EEB71}
CLSID\{46CB32FA-B5CA-8A3A-62CA-A7023C0496C5}
CLSID\{46E97093-B2EC-3787-A9A5-470D1A27417C}
CLSID\{47206204-5ECA-11D2-960F-00C04F8EE628}
CLSID\{473AA80B-4577-11D1-81A8-0000F87557DB}
CLSID\{4753da60-5b71-11cf-b035-00aa006e0975}
CLSID\{475E398F-8AFA-43A7-A3BE-F4EF8D6787C9}
CLSID\{477A7D8E-8D26-3959-88F6-F6AB7E7F50CF}
CLSID\{47D3C68D-7D85-3227-A9E7-88451D6BADFC}
CLSID\{47D4D946-62E8-11cf-93BC-444553540000}
CLSID\{47DFBE54-CF76-11D3-B38F-00105A1F473A}
CLSID\{47FDDA97-D41E-3646-B2DD-5ECF34F76842}
CLSID\{48025243-2D39-11CE-875D-00608CB78066}
CLSID\{480FF4B0-28B2-11D1-BEF7-00C04FBF8FEF}
CLSID\{48123bc4-99d9-11d1-a6b3-00c04fd91555}
CLSID\{483afb5d-70df-4e16-abdc-a1de4d015a3e}
CLSID\{483B0283-25DB-4C92-9C15-A65925CB95CE}
CLSID\{48527bb3-e8de-450b-8910-8c4099cb8624}
CLSID\{48728B3F-F7D9-36C1-B3E7-8BF2E63CE1B3}
CLSID\{4876DC0E-F963-4227-9A8F-19872B75D231}
CLSID\{489331DC-F5E0-4528-9FDA-45331BF4A571}
CLSID\{48A75519-CB7A-3D18-B91E-BE62EE842A3E}
CLSID\{48AA163A-93C3-30DF-B209-99CE04D4FF2D}
CLSID\{48AD62E8-BD40-37F4-8FD7-F7A17478A8E6}
CLSID\{48C6BE7C-3871-43cc-B46F-1449A1BB2FF3}
CLSID\{48C6E96F-A2F3-33E7-BA7F-C8F74866760B}
CLSID\{48D0CFE7-3128-3D2C-A5B5-8C7B82B4AB4F}
CLSID\{48E277F6-4E74-4cd6-BA6F-FA4F42898223}
CLSID\{48e7caab-b918-4e58-a94d-505519c795dc}
CLSID\{49010C18-B110-421a-9047-ADCA421CBC40}
CLSID\{4955DD33-B159-11D0-8FCF-00AA006BCC59}
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CLSID\{884e2044-217d-11da-b2a4-000e7bbb2b09}
CLSID\{884e2045-217d-11da-b2a4-000e7bbb2b09}
CLSID\{884e2046-217d-11da-b2a4-000e7bbb2b09}
CLSID\{884e2049-217d-11da-b2a4-000e7bbb2b09}
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CLSID\{890CB943-D715-401B-98B1-CF82DCF36D7C}
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CLSID\{896664F7-12E1-490f-8782-C0835AFD98FC}
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CLSID\{89A502FC-857B-4698-A0B7-027192002F9E}
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CLSID\{89BCB7A6-6119-101A-BCB7-00DD010655AF}
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CLSID\{8D8B8E30-C451-421B-8553-D2976AFA648C}
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CLSID\{8E908FC9-BECC-40f6-915B-F4CA0E70D03D}
CLSID\{8E989135-2736-4767-8160-EA3613F69D24}
CLSID\{8EAD3A12-B2C1-11d0-83AA-00A0C92C9D5D}
CLSID\{8EE97210-FD1F-4b19-91DA-67914005F020}
CLSID\{8F0A1029-0DF8-4765-A5FD-16E8ECB3545C}
CLSID\{8F0C5675-AEEF-11d0-84F0-00C04FD43F8F}
CLSID\{8f3080a6-af99-4f2e-a806-f3d5702a0444}
CLSID\{8F45C7FF-1E6E-34C1-A7CC-260985392A05}
CLSID\{8F6D198C-E66F-3A87-AA3F-F885DD09EA13}
CLSID\{8F914656-9D0A-4EB2-9019-0BF96D8A9EE6}
CLSID\{8FA0D5A8-DEDF-11D0-9A61-00C04FB68BF7}
CLSID\{8FADC6A8-183E-4DFC-944A-84A323334B98}
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CLSID\{8FD730C1-DD1B-3694-84A1-8CE7159E266B}
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CLSID\{9113A02D-00A3-46B9-BC5F-9C04DADDD5D7}
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CLSID\{913a6daa-57ee-4551-9ada-64d329d306a5}
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CLSID\{91591469-EFEF-3D63-90F9-88520F0AA1EF}
CLSID\{9173D971-B142-38A5-8488-D10A9DCF71B0}
CLSID\{9185F743-1143-4C28-86B5-BFF14F20E5C8}
CLSID\{91888BF6-FED1-4acd-9CB1-6C2F80AE58A3}
CLSID\{9193A8F9-0CBA-400E-AA97-EB4709164576}
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CLSID\{9209B7D1-6DA5-43E4-BCD1-F2BE497635E7}
CLSID\{92187326-72B4-11d0-A1AC-0000F8026977}
CLSID\{92337A8C-E11D-11D0-BE48-00C04FC30DF6}
CLSID\{92396AD0-68F5-11d0-A57E-00A0C9138C66}
CLSID\{923BFC9D-0F16-4B02-AF1B-39A2504D9873}
CLSID\{924ccc1b-6562-4c85-8657-d177925222b6}
CLSID\{9264B7DC-A82F-4AFD-89C8-4F399DA7B028}
CLSID\{926749fa-2615-4987-8845-c33e65f2b957}
CLSID\{9271B890-7BBF-48DB-ACB3-F973DC34156D}
CLSID\{92755472-2059-3F96-8938-8AC767B5187B}
CLSID\{927971f5-0939-11d1-8be1-00c04fd8d503}
CLSID\{92A5010F-4404-4035-8D53-B87F5A736809}
CLSID\{92ab5af7-a374-417e-b2e2-9b317353a322}
CLSID\{92ad68ab-17e0-11d1-b230-00c04fb9473f}
CLSID\{92B94828-1AF7-4e6e-9EBF-770657F77AF5}
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CLSID\{92D2CC58-4386-45a3-B98C-7E0CE64A4117}
CLSID\{92dbad9f-5025-49b0-9078-2d78f935e341}
CLSID\{92E76A74-2622-3AA9-A3CA-1AE8BD7BC4A8}
CLSID\{92ED88BF-879E-448f-B6B6-A385BCEB846D}
CLSID\{92F2118A-E813-4A4D-9DE2-F96A9DC02C53}
CLSID\{9301E380-1F22-11D3-8226-D2FA76255D47}
CLSID\{9305969B-F45F-47e5-A954-6EA879E874CC}
CLSID\{93073C40-0BA5-11d2-A484-00C04F8EFB69}
CLSID\{9324DA94-50EC-4A14-A770-E90CA03E7C8F}
CLSID\{93412589-74D4-4E4E-AD0E-E0CB621440FD}
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CLSID\{9343812e-1c37-4a49-a12e-4b2d810d956b}\InprocServer32
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CLSID\{934A9523-A3CA-4BC5-ADA0-D6D95D979421}
CLSID\{934D4698-6A59-48f8-9F29-9FB30670320E}
CLSID\{93714ED0-53F0-11D2-9EE6-006008039E37}
CLSID\{937C1A34-151D-4610-9CA6-A8CC9BDB5D83}
CLSID\{9381AF33-66A3-4D5A-8AF2-9515B1DC19A5}
CLSID\{9381D8F5-0288-11d0-9501-00AA00B911A5}
CLSID\{93852550-5403-4E1B-AF8C-5806F151B2F5}
CLSID\{93A094D7-51E8-485b-904A-8D6B97DC6B39}
CLSID\{93a56381-e0cd-485a-b60e-67819e12f81b}
CLSID\{93AC9CB8-27D5-4482-BFDF-68F21C7454A3}
CLSID\{93CB110F-9189-4349-BD9F-392D9A4D0096}
CLSID\{93D11DE9-5F6C-354A-A7C5-16CCCA64A9B8}
CLSID\{93F551D6-2F9E-301B-BE63-85AEF508CAE0}
CLSID\{93F7AA8E-CF82-4CB7-9251-48BC637A43B8}
CLSID\{94297043-BD82-4DFD-B0DE-8177739C6D20}
CLSID\{942A8E4F-A261-11D1-A760-00C04FB9603F}
CLSID\{942B7909-A28E-49a1-A207-34EBCBCB4B3B}
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CLSID\{9456A480-E88B-43EA-9E73-0B2D9B71B1CA}
CLSID\{94596c7e-3744-41ce-893e-bbf09122f76a}
CLSID\{947812B3-2AE1-4644-BA86-9E90DED7EC91}
CLSID\{948B45F7-EFB8-46fb-8704-B340D847227A}
CLSID\{948CFD8C-1888-4E52-8703-99610347EBB6}
CLSID\{94a909a5-6f52-11d1-8c18-00c04fd8d503}
CLSID\{94abaf2a-892a-11d1-bbc4-00a0c90640bf}
CLSID\{94C00EC1-6E51-447A-87FA-8DF83767C155}
CLSID\{9546306B-1B68-33AF-80DB-3A9206501515}
CLSID\{954F1760-C1BC-11D0-9692-00A0C908146E}
CLSID\{95688ffa-250d-49bd-b40a-8ed3a8ef4c8e}
CLSID\{956FADED-2450-4ABB-9F8C-4629FAFEBB92}
CLSID\{95876EB0-90F0-11D1-BA0F-00A0C906B239}
CLSID\{958A1709-3B44-11D1-AD74-00C04FC2ADC0}
CLSID\{958C59A0-3670-4FE0-B893-6998BB494402}
CLSID\{95CE8412-7027-11D1-B879-006008059382}
CLSID\{961C1130-89AD-11CF-88A1-00AA004B9986}
CLSID\{96236A71-9DBC-11DA-9E3F-0011114AE311}
CLSID\{96236A85-9DBC-11DA-9E3F-0011114AE311}
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CLSID\{964AA3BD-4B12-3E23-9D7F-99342AFAE812}
CLSID\{96705EE3-F7AB-3E9A-9FB2-AD1D536E901A}
CLSID\{96749373-3391-11D2-9EE3-00C04F797396}
CLSID\{96749377-3391-11D2-9EE3-00C04F797396}
CLSID\{967696C6-354C-4B5C-9CC8-BD9E1C480C77}
CLSID\{9678f47f-2435-475c-b24a-4606f8161c16}
CLSID\{9694E38A-E081-46ac-99A0-8743C909ACB6}
CLSID\{96A058CD-FAF7-386C-85BF-E47F00C81795}
CLSID\{96AE8D84-A250-4520-95A5-A47A7E3C548B}
CLSID\{96B9DAE3-CF15-45e9-9719-57285348225E}
CLSID\{96FAC3B9-0273-4c0d-84F0-3A207A5EB38B}
CLSID\{971127BB-259F-48c2-BD75-5F97A3331551}
CLSID\{9743B50B-3190-4061-8DA3-BE13AA02181E}
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SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\UTC
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\UTC+12
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\UTC-02
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\UTC-11
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\Venezuela Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\Vladivostok Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\W. Australia Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\W. Central Africa Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\W. Europe Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\West Asia Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\West Pacific Standard Time
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones\Yakutsk Standard Time
Software\FlashFXP\3
Microsoft Sans Serif
CharmedAnkaraChucked
AiriestDependedAllot
ChambermaidAmpsBeany
BatsmanAdministratedBellicosity

LoadLibrary

OLEAUT32.DLL
SXS.DLL
C:\Windows\system32\asycfilt.dll
kernel32
C:\Windows\system32\ole32.dll
C:\Windows\syswow64\MSCTF.dll
ADVAPI32.dll
C:\Windows\SysWOW64\schtasks.exe
API-MS-Win-Security-LSALookup-L1-1-0.dll
SspiCli.dll
C:\Windows\system32\EhStorShell.dll
API-MS-Win-Core-LocalRegistry-L1-1-0.dll
propsys.dll
C:\Windows\system32\ntshrui.dll
srvcli.dll
cscapi.dll
slc.dll
c:\windows\system32\imageres.dll
C:\Windows\system32\IconCodecService.dll
WindowsCodecs.dll
ole32.dll
Mpr.dll
ntmarta.dll
SHELL32.dll
comctl32.dll
uxtheme.dll
UxTheme.dll
kernel32.dll
api-ms-win-downlevel-shlwapi-l2-1-0.dll
IMM32.dll
WS2_32.DLL
Secur32.dll
API-MS-WIN-DOWNLEVEL-SHLWAPI-L1-1-0.DLL
OLEAUT32.dll
api-ms-win-downlevel-ole32-l1-1-0.dll
urlmon.dll
api-ms-win-downlevel-advapi32-l2-1-0.dll
WS2_32.dll
winhttp.dll
IPHLPAPI.DLL
API-MS-Win-Security-SDDL-L1-1-0.dll
SHFOLDER
C:\Users\win7\AppData\Local\Temp\nspFDD.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\nspFDD.tmp\LangDLL.dll



RichEd20
C:\Users\win7\AppData\Local\Temp\nspFDD.tmp\nsDialogs.dll
C:\Windows\system32\shell32.dll
C:\Users\win7\AppData\Local\Temp\nspFDD.tmp\nsis_winamp.dll
CRYPTBASE.dll
USER32.DLL
msi.dll
C:\sample
dbghelp.dll
rpcrt4.dll
ADVAPI32.DLL
NTDLL.DLL
C:\Users\win7\AppData\Local\Temp\is-B44E2.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-B44E2.tmp\sample.EN
imm32.dll
shell32.dll
C:\Users\win7\AppData\Local\Temp\is-RHFDS.tmp\_isetup\_shfoldr.dll
shfolder.dll
Rstrtmgr.dll
C:\Windows\SysWOW64\bcryptprimitives.dll
C:\Windows\system32\imageres.dll
C:\Windows\system32\shlwapi.dll
C:\Users\win7\AppData\Local\Temp\nsdD922.tmp\System.dll
WINTRUST.DLL
C:\Windows\syswow64\CRYPT32.dll
imagehlp.dll
CRYPTSP.dll
USER32.dll
ncrypt.dll
USERENV.dll
cryptnet.dll
C:\Windows\system32\cryptnet.dll
bcrypt.dll
t "C:\Users\win7\AppData\Local\Temp\McCSPInstall.dll"
C:\Users\win7\AppData\Local\Temp\McCSPInstall.dll
api-ms-win-core-synch-l1-2-0
api-ms-win-core-fibers-l1-1-1
advapi32
api-ms-win-core-localization-l1-2-1
api-ms-win-appmodel-runtime-l1-1-1
ext-ms-win-kernel32-package-current-l1-1-0
msimg32.dll
atiadlxx.dll
atiadlxy.dll
nvapi.dll
OPENGL32
psapi.dll
advapi32.dll
C:\crashhandler.dll
SHLWAPI.dll
ntdll.dll
RPCRT4.dll
NSI.dll
CFGMGR32.dll
API-MS-WIN-Service-Management-L1-1-0.dll
API-MS-WIN-Service-Management-L2-1-0.dll
API-MS-WIN-Service-winsvc-L1-1-0.dll
dhcpcsvc.DLL
C:\Windows\system32\steamui.dll
steamui.dll
imageres.dll
C:\Windows\WinSxS\x86_microsoft.windows.gdiplus_6595b64144ccf1df_1.1.7601.18834_none_72d38c5186679d48\gdiplus.dll
C:\Windows\System32\msxml6r.dll
wininet.dll
URLMON.DLL
C:\Users\win7\AppData\Local\Temp\is-BLFAV.tmp\_isetup\_shfoldr.dll
RICHED20.DLL
C:\Users\win7\AppData\Local\Temp\is-2F3DR.tmp\sample.ENU
C:\Users\win7\AppData\Local\Temp\is-2F3DR.tmp\sample.EN
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\_isetup\_shfoldr.dll
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\idp.dll
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\innocallback.dll
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\innocallback.ENU
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\innocallback.EN
user32.dll
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\isslideshow.dll
user32
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\isslideshow.ENU



Precise Detectors Analysis Results

Advance Heuristics

Human Expert Analysis Results

Additional File Information

C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\isslideshow.EN
olepro32.dll
RICHED32.DLL
C:\Users\win7\AppData\Local\Temp\is-MSFA6.tmp\ISDone.dll
C:\Windows\system32\kernel32.dll
C:\Windows\System32\msxml3r.dll
C:\Windows\system32\wbem\xml\wmi2xml.dll
DNSAPI.dll
0x4280c44f.d
riched32.dll
riched20.dll
MSHTML.dll
IEFRAME.dll
OLEACCRC.DLL
UIAutomationCore.dll
WININET.dll
C:\Users\win7\AppData\Local\Temp\nsjB851.tmp\System.dll
C:\Users\win7\AppData\Local\Temp\{EB8BD4A5-EBC0-49F1-96D6-7FF434F9F9E0}\_Setup.dll
C:\Temp\NVIDIA\3DVision\ISSetup.dll
KERNEL32.DLL
C:\Users\win7\AppData\Local\Temp\{DA98584C-64AD-4E6F-8337-23E39AE11CAC}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\ISRT.dll
C:\Users\win7\AppData\Local\Temp\{DA98584C-64AD-4E6F-8337-23E39AE11CAC}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\_isres.dll
C:\Users\win7\AppData\Local\Temp\{DA98584C-64AD-4E6F-8337-23E39AE11CAC}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\_isuser.dll
C:\Windows\system32\AppHelp.dll
C:\Temp\NVIDIA\3DVision\data1.hdr
C:\Users\win7\AppData\Local\Temp\{DA98584C-64AD-4E6F-8337-23E39AE11CAC}\{13C5D420-CAE2-11D4-B34D-00105A1C23DD}\NVINSTNT.DLL
shlwapi.dll
C:\Windows\system32\VBoxMRXNP.dll
C:\Windows\System32\drprov.dll
C:\Windows\System32\ntlanman.dll
C:\Windows\System32\davclnt.dll
netutils.dll
WINTRUST.dll
C:\Windows\System32\shdocvw.dll
PROPSYS.dll
C:\libeay32.dll
libeay32.dll
C:\ssleay32.dll
ssleay32.dll
GDI32.dll
OLE32.DLL

No Detector Result Received

No Advanced Heuristic Analysis Result Received

Analysis Start Date:  2016-03-26 22:29:33 UTC

Analysis End Date:  2016-03-27 03:41:06 UTC

File Upload Date:  2016-03-26 20:09:49 UTC

Human Expert Analyst Feedback:   Malware

Verdict:   Malware

Malware Family:   Trojan.Win32.TrojanDownloader.Injector

Malware Type:   Trojan Downloader

 Vendor Validation  -  Vendor Validation is not Applicable  

 Certificate Validation  -  Certificate Validation is not Applicable  



 PE Headers

PROPERTY VALUE

Compilation Time Stamp 0x46688474 [Thu Jun 7 22:19:32 2007 UTC]

Entry Point 0x41619e (.text)

File Size 319488

Machine Type Intel 386 or later - 32Bit

Legal Copyright Copyright (C) 2016

Internal Name Caiman

File Version 0.15.47.197

Company Name INPROCOMM

Legal Trademarks Catcher

Product Name Burger Billion

Product Version 0.30.240.140

File Description Auroral Assassination Antidote

Original Filename Curtaill.EXE

Mime Type application/x-dosexec

Number Of Sections 4

Sha256 09110e44dc424bf1506efddb7ab7c4e11f56f1fd7ab994d3cd29822b27bc1e4e

 File Paths

FILE PATH ON CLIENT SEEN
COUNT

198e4d3c83ee833d6dab1536c9230a2cc7b70f43 1

 PE Sections

NAME VIRTUAL ADDRESS VIRTUAL SIZE RAW SIZE ENTROPY MD5

.text 0x1000 0x153a8 0x16000 6.704445 -

.rdata 0x17000 0x1b96 0x2000 5.059180 -

.data 0x19000 0x772b8 0x3000 1.217600 -

.rsrc 0x91000 0x2cf40 0x2d000 7.082450[SUSPICIOUS] -


	File Name:   80.exe
	File Type:  PE32 executable (GUI) Intel 80386, for MS Windows
	SHA1:   198e4d3c83ee833d6dab1536c9230a2cc7b70f43
	MD5:   6e44f838c16feb62ecbc8080bf950560
	First Seen Date:  2016-03-26 20:09:49 UTC
	Number of Clients Seen:   4
	Last Analysis Date:  2016-03-26 20:09:49 UTC
	Valkyrie Final Verdict
	Human Expert Analysis Result:   Malware
	Verdict Source:  Valkyrie Human Expert Analysis Overall Verdict
	Analysis Summary
	Static Analysis
	Anti-debug calls
	Packer detection on signature database

	Dynamic Analysis
	Behavioral Information
	OpenRegisteryKey
	LoadLibrary


	Precise Detectors Analysis Results
	No Detector Result Received

	Advance Heuristics
	No Advanced Heuristic Analysis Result Received

	Human Expert Analysis Results
	Analysis Start Date:  2016-03-26 22:29:33 UTC
	Analysis End Date:  2016-03-27 03:41:06 UTC
	File Upload Date:  2016-03-26 20:09:49 UTC
	Human Expert Analyst Feedback:   Malware
	Verdict:   Malware
	Malware Family:   Trojan.Win32.TrojanDownloader.Injector
	Malware Type:   Trojan Downloader

	Additional File Information
	Vendor Validation  -  Vendor Validation is not Applicable
	Certificate Validation  -  Certificate Validation is not Applicable
	PE Headers
	File Paths
	PE Sections


